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Technical improvements

• Anti-disassembly

• Custom virtual machine

• Anti-emulation

• Anti-sandbox

• Anti-virtual machine

• Anti-debug
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Referer:

http://get.videolan.org/vlc/2.2.4/win3
2/vlc-2.2.4-win32.exe

Where is the trojanized application

http://download.downloading.shop/pcdow
nload.php?a=b3cc01341cb00d91bcc7d2b38c
edc064 



Redirect

HTTP/1.1 307 Temporary Redirect

Location: 
http://download.downloading.shop/pcdown
load.php?a=b3cc01341cb00d91bcc7d2b38ced
c064 

Connection: close



Where is the Man in the MitM attack?
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Redirect

HTTP/1.1 307 Temporary Redirect

Location: 
http://download.downloading.shop/pcdown
load.php?a=b3cc01341cb00d91bcc7d2b38ced
c064 

Connection: close





Evidence

• Geographical dispersion 

• All targets are under same ISP
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Evidence

• Geographical dispersion 

• All targets are under same ISP

• FinFly ISP

• Internet content filtering method 



What redirects do we know

HTTP redirects, script redirects, replacing content, 
dns redirect



Script redirects

javascript:

<script>

window.location = "http://URL";

</script>

html:

<meta http-equiv="refresh" content="0; 
url="http://URL">



Http redirects

30X:
• 301
• 302
• 303
• 307
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HTTP/1.1 307 Temporary Redirect

X-RPHost: zcA2hO9bdp_NBxqOA_OA4A

Location: 

http://ad.afy11.net/ad?mode=7&publisher_dsp_id=44&external_user_id=

IEGO5X2G-17-64G8

Connection: keep-alive

P3P: CP="NOI CURa ADMa DEVa TAIa OUR BUS IND UNI COM NAV INT“

Pragma: no-cache

Cache-Control: no-cache, no-store, must-revalidate

Expires: 0

Content-Length: 0



HTTP/1.1 307 Temporary Redirect

Set-Cookie: c=1; Path=/

Location: 
/tap.php?cookie_redirect=1&v=4212&nid=1185&put=2360634020977570
499&expires=60

P3P: CP="NOI CURa ADMa DEVa TAIa OUR BUS IND UNI COM NAV INT“

Pragma: no-cache

Cache-Control: no-cache, no-store, must-revalidate

Expires: 0

Content-Length: 0

Date: Sat, 05 Sep 2015 04:09:19 GMT

Server: Rubicon Project



HTTP/1.1 307 Temporary Redirect

location: http://api.ge.tt/1/files/6VVQ1ZK2/0/blob?download

Connection: keep-alive

Content-Length: 0



ISP content filtering:

HTTP/1.1 307 Temporary Redirect

Location: http://some.url/that_we/needed_to_redact

Connection: close

Redirect to trojanized application:
HTTP/1.1 307 Temporary Redirect

Location: http://malicious.url/the_browser_is_redirected.to

Connection: close



ISP data limit overrun:

HTTP/1.1 307 Temporary Redirect

Location: http://some.url/that_describes/that_you_are/over_limt

Connection: close

HTTP/1.1 307 Temporary Redirect

Location: http://malicious.url/the_browser_is_redirected.to

Connection: close



FinFly ISP

• http://adf.ly/17QWpp

• http://www.cracksurl.com/2015/08/winrar-with-
keygen.html

• http://7petabytes.com/19-8-2016/winrar-x64-
540.exe



Skill of operators

• All redirects to: 
http://download.downloading.shop/pcdo
wnload.php?a=MD5_hash

• Example: 
http://download.downloading.shop/pcdo
wnload.php?a=b3cc01341cb00d91bcc7d2b3
8cedc064 



First redirect spotted

2016-04-17



Benefits of “ISP assisted” 
distribution malware 



Privacy concerned people

TrueCrypt.exe Threema.exe



Takeaway
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