
Publishing Our Data
Adding more transparency in the ecosystem
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Who Am I?
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Jason Woloz

● Manage Anti-malware Program for Google Play Protect 
● 15+ years in security industry 

https://www.android.com/play-protect/


PHA in the ecosystem: Year to date

Agenda
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PHA Stats
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First a refresher
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Google Play protects  ~2 billion devices worldwide

100% coverage of Google Play and steadily growing coverage for 
sideloaded apps



First a refresher

Detailed definition

● Backdoors

● Commercial spyware

● Denial of service

● Hostile downloader

● Mobile billing fraud

○ Premium SMS

○ Call

○ Toll Fraud

● Phishing

● Non-Android threat

● Privilege escalation

● Ransomware

● Rooting

● Spam

● Spyware

● Trojan
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https://source.android.com/security/reports/Google_Android_Security_PHA_classifications.pdf


PHA Installs Rate 
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Play Sideloaded

PHA installs rate remains about 0.02% throughout 2017

● warn_spyware being the largest PHA category on 
Google Play.

PHA installs rate declined by ~50% since start of 2017

● warn_hostile_downloader remains the top PHA 
outside of Google PlayA

A

B

B



PHA Install Attempts by User Decisions (Sideloaded)
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PHA Install Attempts vs. PHA Installs

● PHA install attempt rate in Sideloaded has a steady decline
○ Since the beginning of 2017 we have observed a decrease of 66% in PHA install attempts outside Play

● PHA install attempts by user decision 
○ 65% of all PHA install attempts was successfully prevented in Aug through blocking and warning that led 

users to abort installation
■ 54% were blocked; 11% were aborted after warning presentation

○ 35% was not successfully prevented from users choosing to install
■ 22% unwarned; 9% no response; 5% ignored warning

By PHA Install Attempts by User Decision

2.6%

0.75%

9.1%

1.59%



● Spyware, phishing and hostile downloaders are currently the most 
prevalent PHA across the Android ecosystem

● PHA installed from sideloaded sources is on a declining trend
● PHA installed from Play remains stable and low

Insights

9



Device Cleanliness
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● % of devices with PHA at any given point in time are the devices that
○ have checked into our servers recently
○ AND have reported an installed PHA during the last check-in
○ AND have the PHA in an enabled state
○ AND the user hasn’t told us to stop warning on installed PHAs

What is a dirty device?
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Device Cleanliness- Non-system PHA

28DA Non-system PHA Top PHA

0.41%

● Fraction of devices with at least 1 non-system PHA is 0.41%
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Device Cleanliness- System PHA

28DA System PHA Top PHA

0.30%

● Fraction of devices with at least one system PHA is 0.30%
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● Devices with low bandwidth 
● Offline installations
● Preinstalled PHA
● 3rd party OTA Apps
● Users that disregard warnings and notifications
● False negatives at time of install

Whats are some of the challenges to device cleanliness?
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Set a goal to reduce PHA on device by 75%!

But first
● Evaluate: are we measuring the best indicators
● Confirm: are user installed apps the biggest problem
● Self reflect: If users want the PHA apps; no judgement

Set a goal
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We’ve improved cleanliness by ~30% and we still have the rest of 
2017 to go!
● Increased investment in Machine Learning and automation to 

flag PHA
● Focus on improved detection on low bandwidth scenarios
● Increasing scope of our system image scanning program
● Disincentivizing app installer business models 
● Renewed focus on impersonation apps and amputating 

preinstalled PHA functionality

Looking forward
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Publishing the data
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Collaborations

● We’ve collaborated on dozens of botnet takedowns and several hundred 
investigations in 2017 alone
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● Publishing our top 10 
families and stats
○ Campaign Description
○ Category
○ % of device impacted
○ Date first detected as 

PHA
○ # of apps
○ Date warned/blocked
○ Representative digests

A new top 10 dashboard
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Some example families we may talk about
● Bankbot
● Spynote
● WireX 

Families
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1. Interactive Botnet/Malware Campaign Dashboard 
a. Auto-populated with all relevant malware families with multiple 

filters
b. Offer researchers access to submit family and suspected malware

2. Device Cleanliness Stats 
a. Fraction of devices with PHA and top campaigns across those 

device
b. Devices with preinstalled PHA that do not remediate

3. SDKs that distribute PHA
a. Versions and possible attribution

Expanding our dashboards
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● Send us your APKs and IoCs and we will 
○ Credit you on the dashboard
○ Provide feedback on the size of impact 
○ Identify your company for sending leads on you 

research

Email us: Security@android.com

What can you do
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??? ?

Contact

?
Jason Woloz

Email: jwoloz@google.com
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mailto:jwoloz@google.com

