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Webview Basic
- why …

- what is …
- how to use …
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“100% of all hybrid apps use a WebView, 
while almost every native app built today uses a WebView”
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Webview APIs Overview
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Webview
APIs

Web-based

UI-based

Communication

Navigation

Credential

Display

Layout Management

Event Processing

Focus Manipulation

Properties Setting

loadURL, addJavascriptInterface, evaluateJavascript

WebViewClient.shouldOverrideUrlLoading

copyBackForwardList, setCertificate

pageDown, pageUp

setLayoutParams, scrollBy, scrollTo

dispatchKeyEvent, onTouchEvent

setClickable, setFocusable, requestFocus

setAlpha, setBackgroundColor, setId

Designed for 
Webview

Derived from 
Super Classes

Loads the given URL or
calls JavaScript

Receives Callbacks
from JavaScript

Dispatch a Key Event 
or handle touch 

screen motion events



JavaScript Bridge
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Obj foo = new Object( bar() );

addJavascriptInterface(foo, ‘f’);

Java JavaScript



JavaScript Bridge
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f.bar();

Java JavaScript



JavaScript Bridge
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•Full-featured mobile web apps

•Expose phone functionality to JavaScript

•Who can access the bridge?
Everyone

•Who will evaluate URLs or payloads?
Nobody



Webview Attacks
- the latest …

- the largest …
- the longest …
- and more …



The Latest Attack –
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WireXExpensiveWall

Largest



GOOGLE PLAY

50+ Apps

DOWNLOADS

Between 5.9 million and 21.1 million

INSPECTION DATES

Range between March 2015 and up 
through August 2017

TECHNOLOGY

The code of subscribing Premium 
SMS is packed. 

The Latest Attack – ExpensiveWall
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The Latest Attack – ExpensiveWall
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Make “PageJsInterface” 
available to JavaScript



The Latest Attack – ExpensiveWall
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GOOGLE PLAY

300 Apps

INFECTION RATE

A minimum of 70,000 IP addresses 
from more than 100 countries

ATTACK DATES

Revealed on August 2nd

VARIANT

Earlier version without DDoS was on 
Google Play since March 2017

The 2nd Latest Attack – WireX
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The 2nd Latest Attack – WireX
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The 2nd Latest Attack – WireX
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Target URL UserAgent

Referer



The 2nd Latest Attack – WireX
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Create 100 
Webview instances



GOOGLE PLAY

285 Apps from ENISTUDIO corp

DOWNLOADS

Between 4.5 million and 18.5 million 
downloads

INSPECTION DATES

Range between March 2017 and up 
through May 2017

PROFIT

Making ~$300,000 per month from 
the ad clicks

The Largest Attack – Judy
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The Largest Attack – Judy
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• Invisible Webview on top of a game

• Load encrypted JavaScript code

• Locate and click on banners from the Google ads

Invisible 
Webview



The Largest Attack – Judy
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1x1 pixel Window



The Largest Attack – Judy
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AES Key



The Largest Attack – Judy
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Search an iframe with 
keyword ‘google.com’

Simulate a click with 
JavaScript



GOOGLE PLAY

300+ Apps

MOST POPULAR APP

Clone Camera, with up to 1M installs

INSPECTION DATES

Range between December 2016 and 
up through June 2017

LOSING MONEY

A threat targeting $3 billion online ad 
industry
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The Longest Attack – GhostClick



The Longest Attack – GhostClick
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C&C Server



The Longest Attack – GhostClick
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The Longest Attack – GhostClick
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The Longest Attack – GhostClick
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Dispatch a click event



GOOGLE PLAY

12+ Apps
DOWNLOADS

about 10,000 installs

INSPECTION DATES

Range between April 2016 and up 
through April 2017

TARGETS

Over 300 different financial institutes  
and social apps involved 
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Phishing Attacks



Phishing Attacks
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Phishing & Hijacking
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Phishing & Clickjacking
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Phishing & Clickjacking
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Phishing & Clickjacking
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Phishing & Clickjacking
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StartNewActivity
callForward
getContacts
sendSMS …



Webview Impacts
- love …
- hate …

- but you can’t ignore …



Attackers Love Webview
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• Build apps fast and reuse code

• Can be used in different attacks
o Click-Fraud

o DDoS

o Phishing

o JavaScript bridge

• Bypass Google Bouncer and vendors’ detection

• $$$



I (Researchers) Hate Webview
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• Java payload as well as network traffic

• Timebomb or register a specific BroadcastReceiver

• Detection is hard

• Even harder when combined with packer, obfuscator and encryptor



Security Industry can’t Ignore 
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• More and more Webview threats have been found on Google Play

• The $3 billion Advertising industry will be affected

• Application detection (control) is not enough

• Google's Safe Browsing protections can’t help



Question & Answer
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