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1.00
Introduction



Origin of the research
Investigation around |G

(VPS used for phishing, banking...)

e 1226 domains resolved

1 really interesting

Downloads

Google Chrome: Fast &

Secure
Google Inc.

3+

8,062,258 &

& Q Search

UPDATE

-2 @000

Communication Similar

Ps o =




* Fake Google Play page acting as dropzone.

e Payloads are selected depending on the User-Agent of the victim:

« if( /iPhone|iPad|iPod/i.test(navigator.userAgent))

* i.diawi.com/i3cuz6 (IPA) Index of /update
» elseif ( /Android/i.test(navigator.userAgent)) Name Last modified ~ Size Description
Parent Directory -
* update'apk chrome. apk 2018-06-26 06:13 12M
) mb5.exe 2018-04-13 02:50 1.4M
* else: ssh apk 2018-03-20 23:04 11M
update apk 2018-06-19 04:31 12M
® U pdate.exe update exe 2018-06-26 01:29 1 3M
updatel.apk 2018-06-18 10:01 12M

update mSwali.exe 2018-03-23 04:56 1.4M
update old.apk 2018-03-2219:08 12M




2.00
Win32.Agent



Win32.Agent

 Update.exe is a RAT for Windows (probably a debug build)

* The malware is composed of 2 stages:

e 1-Loader

 2-RAT

Signature Verification

¢ Al rea dy O n VT Wlth & A certificate chain processed, but terminated in a root certificate which is not trusted by the trust provider.

File Version Information
gOOd detECtIOnS Copyright Copyright 2017 Google Inc. All rights reserved.

Product Google Chrome
Description Google Chrome
Original Name test.exe
Internal Name Google Chrome
File Version 67.0.3396.87

Date Signed 1:55 PM 8/3/2018



Win32.Agent.W1_ RAT

~ 20 features available, nothing advanced or fancy:




3.00
Android.Agent



Android.Agent

* Not packed (probably debug build)
* Looks like basic android RAT

package com.googleservices.utils;
public interface FtpAccess {
public static final String FTP_PASS = "clujS0s0”;

public static final String FTP_USER = "finussr™:
public static final String HOST = "_";

package com.googleservices.utils;

public interface API {

public static final String FTP_FOLDER_PATH = "Manciroici panel/ftp file uploads/™;

public static final String APP_INFO = "
public static final String BASEURL = "h

0i/spy

public static final String BROWSER_HISTORY = "htt

x.php/api/spy/d

public static final String Battery Level = "h
public static final String CALL _LOG = "http:

¢ .php/api/spy/calllog”;

iex.php/api/spy/contactInfo”;

public static final String CONTACT_INFO =
public static final String DEVICE_INFO = "}

.php/api/spy/deviceIn

public static final String DEVICE_STATUS

ex.php/api/spy/devic

public static final String DEVICE_TOKEN =

/index.php/api/spy/dev

public static final String GPS_INFO = "h

api/spy/gpsinfo

public static final String OCRMEDIAUPLOAD =

x.php/api/me

public static final String OCRTRACKAPPS = "http://(IIIEIEIEGEGD

ohp/api/spy/ocrTrach

public static final String SMS_INFO = "}
public static final String UPLOADMEDIA =

api/spy/smsInfo”;
x.php/api/me : i

pho/api/spy/w

public static final String WIFI_INFO = "http:/

public static final String deviceNotification = "http:/ /(S =1 nel/index.php o
public static final String mobileIpInfo = "http://ER/2ndroid ;




Android.Agent

e Patchwork of old codes:

nttps://git
nttps://git

nttps://git

Nu

Nu

Nu

n.com/koush/Screenshot (9yo)

0.com/muralil29/ScreenOCR (1yo)

n.com/jakubkinst/DEECo-Offload (3yo)



4.00
|OS.Agent



|0S.Agent

* Copy paste from:

* https://github.com/andrealufino/ALSystemUetilities (no longer maintained, 3yo)
e https://github.com/gali8/Tesseract-OCR-iOS

e https://github.com/davidmurray/ios-reversed-headers

* Broken application

e Alpha?



5.00
Multi-platform malware



Multi-platform malware

* |t looks like somebody tried to have a multi-platform tool

 Lame code (copy paste, bugs, scam app (ios))

e Lame infrastructure

* |t looks like an audacious cybercrime actor is trying something.



Aaahh... Panels!

Unknown panels located on the same domain,
used as C&C for mobile malware

Admin Panel
I0S

Admin Panel
Android

Sign in to start your session
Sign in to start your session




Aaahh... Panels!

Panels entirely open with full backup of databases and all stolen data.

@~ € O G -cid_panel/database @~ € O G- oid_panel/upload/media/7C=M:0=A
Index of /android panel/database Index of /android panel/upload/media
Name Last modified Size Description Name Lastmodified Size Description
a Parent Directory -
[PARENTDIR] Parent Directory . -
# I T — §4 5b5584aae84e4 mp3 2018-07-23 07:32 249K
) ﬂ 5b3584aae84ec.mp3 2018-07-23 07:32 416K
d sproapp It 2018-05-23 13:05 306M A 5b5584ab5d911.mp3 2018-07-23 07:33 590K
@ spv_sogo 03.50.2013.sq1 2018-04-02 07:26 389K A 5b5584abe77a9 mp3 2018-07-23 07:33 710K
JA 5b5584bd73839 mp3 2018-07-23 07:33 18M
Apache/24.18 (Ubuntu) Server a: QUM Fort 80 5b5585c19eS56e ips 2018-07-23 07:37 24K
5b5585¢33d809 jps 2018-07-23 07:37 31K
5b5585¢482619 jps 2018-07-23 0737 31K
5b5585¢5¢885b ips 2018-07-23 0737 33K

Ml Sh33%01612207 mnl AN1R_OTI2NR-05 190



Data!

e |t’s ¥20 Gb of data available

 Pictures
e Audio records

* Documents

Smartphone configuration

* Everything stolen is available in the databases



Data!

After a quick analysis it’s clear, this actor is interesting.




6.00
Kumar Manish, WOLF and the pack



Kumar Manish
CEO of Wolf Research

* All the data point to a man: Kumar Manish from Wolf Research.
* Fun fact: opendir « website_logo » on the malware C&C with Wolf Research

Logo and Kumar Manish Picture




Kumar Manish
CEO of Wolf Research

1 JUNE 2018

#& Messages to this chat and calls are now secured
with end-to-end encryption. Tap for more info.

Hello Mr. Manish what time you will
be in the office?

Ipingu -+
Ok

Date & Time:

VAN

me: J
Agent Na 13,31

Country: ‘

| 12 HOURS)
jonal Services: NEXT DAY{S) OPTION ( '
e Amount Sent:

Transfer Fee:
Message Charge:
Delivery Charge:
Discount:
TOTAL:
Exchange Rate:

Payout Amount:



Wolf Research \v

WOLrFr ReSceARCH

e Who is Wolf Research ?

Wolf Research develops advanced big data systems, cyber security & Al,

and data extraction solutions for the government and homeland security

sectors.

HQ in Germany, offices in :Cyprus, Bulgaria, Romania, India and (possibly) US




Wolf Research

Known stories:

 Motherboard: The Forgotten Prisoner of a Spyware Deal Gone Wrong
(Scam attempt against Mauritania Government)

* Forbes: Meet The 'Cowboys Of Creepware' -- Selling Government-Grade
Surveillance To Spy On Your Spouse (spouseware business)

 Bloomberg: The Post-Snowden Cyber Arms Hustle

* Hacking Team emails leak

The company's co-founder Manish Kumar is a "criminal of the worst kind, "

according to David Vincenzetti, the CEO of Hacking Team



* Approximate transcription:

* “My developers are based in Romania at the moment. |
am doing all my development in Romania. In Puna, in
India | have develo... Sorry, the TESTING team. Testing.
Testers. They are testers, MKAY? So, in India, | don’t do
any developments, only testing. And these are my own
cousins, you know, like my family, guys and... Because |
need trusted people, | cannot give them the payload and
they make a mistake, copy, you know and integrity is very
important. | need to maintain the team. So, its very
important, so...”



Wolf Research — leader of the pack

Sub contractors:

E.'DECODE Development based in Romania (Decode.ro)

7N
X

Square Bits Testers in India (Puna) (Squarebits)



Dev - Decode.ro CIDECOD

d & c o6 & & . ¥ O

ol 6:28 PM o mm)

This name appears everywhere: lurie Gutu z Awelfisearch - £ Q
®  https:/i.diawi.com/ScKvtq

* One of developers of I0S/Android malware .
& Here is version with 3 profiles embeded
https://i.diawi.com/nQUdtQ

(with Valentin Brad)

Today

* The apk/ipa malware is invoiced to a PP Manish Kumar 7} 545 Am

Thanks
Please fix m7 iOS pannel why

Romanian Company: Decode.ro New connections not coming

On Monday 3 Pm | have demo very imp |
will do m8 apk with vpn as u fixed the
thing . But still if | can show google play

@ -~ @ G -droid_panel/.git/config ¢  Q Search then run app and show connection on m7
it will be great . Thnx

[core]
repositoryformatversion = 0 a Manish Kumar "F 6:25 PM
filemode = trus Dear team as | told Monday we have demo
bare = false so Either u make m8 ipa (any safari or
logallrefupdates = true keynote ) or fix m7 iOS pannel

[remote "origin"] connections , if we can fix m7 android
url = https://bradvalifkbitbucket.org/decodeappdevelopers/file-—explorer connections not coming it will be great .
fetch = +refs/heads/~:refs/remotes/origin/~

[user] Message wolfresearch
name = Brad Valentin

email = valentin.kbradidecode.ro @ UJE_] @ Send



Dev - Decode.ro

Panel and IOS developments

commit 1c594+94b3842d9b8787F22310d6a7al51cd8Bde
Author: Iura <iurie.gutu@decode.ro>
Date: Tue Jun 19 18:17:84 2818 +00080

device status

commit f357bdc/df79dffaSbdcal98f3febc877caae2db
Author: Iura <iurie.gutu@decode.ro>
Date: Wed Jun 6 89:11:23 20818 +0008

screen recording and ocr separatly work

commit f2f4ad46851bB81fc85ab818c99782bcec2edabl’s
Author: Iura <iurie.gutu@decode.ro>
Date: Mon Apr 2 @7:41:43 2813 +0000

wording change

commit ©548b54aab544e226abf8a8c4622026898ed7bsf
Author: Iura <iurie.gutu@decode.ro>»
Date: Mon Apr 2 @7:23:52 2818 +0000

css fixes

commit 2eb756ecBcbef74daab6aii9dedlafdboBdf3ilod
Author: Iura <iurie.gutu@decode.ro>
Date: Fri Mar 38 14:48:54 2818 +26008

pic

<key>ExpirationDate</key>
<date>201%-05-23T10:16:38z2</date>

<key>Name</ keyv>

<string>only manish gﬁ(fstringbl

<key>ProvisionedDevices</key>

<arrayz>
<string>»€7dbalc3lfalaalb543a507a5a2aad5952a79423</string>
<string>lef%f341d923330e2773826085a0403bcTefa3bis</string>
<string>fbdlccble975b7d251d8d9%3b767522275d1f4bl1</string>
<string>dc7a49d7e2bd3d503089d5a814a5f8d15%35fac75</string>
<string>0dce5681b5043bT7haab3e9f8d34del7alse6d4566</string>
<string>63bb22c57d7dc7a6llcB04eb5000%b343afd45af</string>
<string>bda6d384ebi0802e5828257719%0c186aelbicdcc</string>
<string>4bafflfbe6d66164f45681ef4e73503d1lbac3la7</string>
<s5tring>4b0clablb600e9%4cE8fbh79722061b%3384f592125</string>
<string>2a6f09690?fa95b??069961?6001391?34?4dea<istringﬁ
<string>lc36%2f3e2fB85elcalcdcafl3ect2501l6bell74</string>
<string>70fb3010£f149760a1937de21b50421b4bd01aa69</string>
<5tring>0eb59%2db%6ef328615012f72c5d5614e6ef 73298« /string>
<string>bZl4efbeeB851l4ae%alddéb387aZbeléabébe%5c<d/string>
<string>40418d7d6847d28a688d%a0fb15a6fd44769c087</string>

</array>

<key>TeamIdentifier</key>

<arrayz>
<string>PWDTG2H3EX</string>

</arravy>

<key>TeamName</keyv>

<string>Decode Software SRL<Istring>|

<key>TimeToLive</key>

<integer>346</integer>

<key>UUID</key>
<string>fefdeS57c-a2fb-4811-%ad8-£71237323006</string>
<key>Version</key>

<integer>l</integer>



Squarebits

Mobile App Development Company based in India

¢ Square Bits

HIRE
DEVELOPERS

EXPERIENCED & SKILLED APPLI IONS DEVELOPMENT TEAM

%‘VREAD MORE

COMPANY v  SERVICES v

OUR WORK

HIREDEVELOPERS ~  CONTACT US

Innovative Mobile App Development Company

When you wish to take your business to the next level by gaining consumer attention & better presence with robust gaming &
mobile apps, We, at Square Bits, are here to help you with our mobile applications development services.

Mobile Apps Development

Games Development

)
v ) o,
A0\ & “,‘ 4
4
- \/\/ )

Web Development




Squarebits

Google drive link found in the database:

Details
Spy app
General Info Nom
Android Package E W1 latest ios and panel code.zip =\
2MB
B spyAppzip -
1:38 PM Jan 31, 2017
1:38 PM Jan 31,2017 i SpyApp_v6_21August2017.apk =%
i=  SpyApp_v5_13thjuly2017.apk =%
Can View i=  SpyApp_v4_29june2017.apk &%

Owner =  SpyApp_V3_27march2017.apk

bharati@squarebit=.in
i=  SpyApp_v3_27june2017.apk =%

Description

):

i=  SpyApp_V3_23march2017.apk

SovApn V2 _30march?017.ank &%

Propriétaire

harat Singh

Bharat Singh

[un)
&
2

a

]
=
(=]
5

|

harat Singh

3harat Singh

arat Singh

m

1arat Singh

Bharat Sinah



Squarebits

THE KUMAR FAMILY

e 250072018 EA30719316
i _MUMBAL L 23102018
-2 = 60 Days

Duration | Durée

\} VESA e \ \i

MR((A!;IT<<<<<<<<<<<<<<<<<<<<
758&&9505047!1 81 0231 <<<<<<<<.

Sudhir Kumar




7.00
Victims intelligence



Victims intelligence

A true globetrotter

Public IPs based geolocation for the smartphone

34



Victims intelligence

* Looks like demo smartphone for sellers

e Different actors testing or presenting Wolf Research products



* Key quotes:

* “You find your targets, you exploit them and after that you can use this kind
of system to complete your investigation and have all the information you
need”

e “~We stay in touch ? — Yes, if you need another meeting “
* “This is a test for a customer”



* “This is a test for our customer, how are you ? Good? [...] It’s not too
long this morning?”



Nexa

* Many calls/SMS from +336 numbers (France, mobile phone) in the database
* French audio records
e 90.102.1.97 used by the smartphone (registrant rlh@nexatech.fr)

e SMSin the database:
« DHL EXPRESS from NEXA TECHNOLOGI is scheduled for delivery TODAY by End of Day. Track at ... »

¢ -

amesys

 Astrange apk called « Nexa Tracker »

 Personal phone number used by a Nexa VIP

TECHNOLOGIES



* Key quote:
e “Allo, oui bien sur, cava ? [...] Je me parle tout seu
* “Hi, how are you ? I’'m just talking to myself”

I))



WiSpear

WIFI INTERCEPTION AND SECURITY SOLUTIONS

* Interesting connection:

 Can be an attack vector
e (Very) Big company in WIFI interception

* |Interesting data

* You don’t see WiSpear tools every days ©

* Proof:

 Smartphone named “Wispear”
* Geolocation
* Pictures
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Prosafe

“Prosafe is a leading owner and
operator of semi-submersible
accommodation, safety and support

vessels.”

A lot of pictures of the
Prosafe HQ in Cyprus




Partnership

Wolf Research

|

‘..' The panels
|
|

| |
“¥nexa
' I W in WA
N 4
Nexa

WiSpear

Prosafe Political targets




8.00
Toolset



The testing phone

Test smartphones contain

a lot of useful internal
data:

i A AR T LS
Addet il 440 Heistidis Wittt i

STETY 1 fHIN I\ i il
g ; SRS i
i
[

'1(’??;-3 i
:T“" il T

46




The testing phone

ServerBasics
Browse For A File To Crypt...
irowse For An Icon To Use...
Browse For A Stub To Use...

Encryption Key

Cipher Disables

® 2Es ® PolyStairs
® aArc4 © TripleDES

® sSymmetric
Options

Melt File Add To Startup

Injection Antis
Fake Error Message

Enable |Title

Message

Favorites

All My Files
¢ iCloud Drive
@ AirDrop

o Applications
=] Desktop

M Documents
0 Downloads

@ Red
Orange
Yellow

@ Green

@ Blue

@ Purple

©® Gray
All Tags...

app.config

Icon.ico

mrblackhatcrypt.vb
proj.user

My Project

Codedom.vb

Iconinjector.vb

Main.Designer.vb

Resources

S

m

arch Solution Explorer (Ctrl P=

faJ Solution 'KryptosPublicVer' &
4 [m

& My Project
Resources
3DES.vb
AES.vb
app.config
Binder.vb
CustomXOR.vb
Forml.vb

v v

| 5 Gl & Gl & &

vv v

Iconlnject.vb - :

b Mr-BlackHat

Class View

4

Solution... W=

| Properties v 1 X

Form1 System.Windows.Forms.l «

ST A
FormBorderSt None -
RightTolLeft No
RightToLeftLa False

Text
UseWaitCurso False

Text

The text associated with the
control.




The W1 Crypter

GO gle "w1 crypter” L Q

Tous mages Vidéos Maps Actualités Plus Paramétres Outils

1 résultat (0,26 secondeas)

Download W1 Crypter.rar - UpmyBIT

www.upmybit. com/d/MipXNo « Traduire cette page

W1 Crypter_rar. Size: 1.81MB. Uploaded: Jul 06, 2013. Download: 1 Times. DOWNLOAD. By
downloading this file, you agree to our terms of service. | Report File.

TeamViewer
13

amitpdf

a I , W1 Crypter? ?

{he Enigma lamacahotel. @ Sub

or Options ;
Prolech = Anti-Debugging

B @ Ani-Virtualzation

BSOD Protection

\IMwaTe_ ™ sysfile Attributes
Workstati- = Persistence

a g Process Guard
B AV Killer

Assump‘:f’““ @ Addto startUp
My

prk

Assumption-
cle Bin

Adobe  Newfode
Ado

Reader X

! as

Turbo C++

Delphi 7

@

PRI

DR selecte:
S 1 item s
12 items

AryanSour
AryZ




The W1 Crypter

begin
FillChar(SI, SizeOf(TStartupInfowW), #0);
FillChar(PI, SizeOf(TProcessInformation), #0);
SI.cb := SizeOf(TStartupInfoW);
//This is the trick, right here!
//CreateProcessW doesn't get detected by most AVs
//Because Wide wversions of this trick aren't common.
if CreateProcessW(PWideChar (WideString(FilePath)), PWideChar (WideString(Parameters)),

nil, nil, FALSE, CREATE SUSPENDED, nil, nil, SI, PI) then
begin

CT := Get4ByteAlignedContext (CTBase) ;

‘ Active malware detected

1 I T T
You are adwised 1o close all active ms and
save your changes before computer restart.

Detected: Trojn Wind2 Injectagzsd
Location: CAUsers\pc5\Desktop\Stub-Folder.exe

t .‘ : D #c L e h' SR DYogram tryng to release u
[t L e SN Rty

ninown fles to startup

.tlvecmndodtonuom

Tha method does not guarantee compiete

d close SuSpIIOUS program.

\Stub-Folder.exe

d) » J e 4k Y '. - M
o T R Menu\Prograrms\Startupyotus tae ) MCTosof

drunfecbon

“Deny  ® Deny and ciose program

£ Remenmber my selecton




The W1 Crypter

C sersmitDesitop subs Wi Coer ey B
O Stub1

Options

B Anti-Debugging

B Anti-Virtualization

= BSOD Protection 7 i =

W Sysfie Atiributes ! TeamViewer

roal
Persistence Free license (non-comm=

| Process Guard
A Killer
& Addto StartUp

This stub contains a pasic RunPH]
1t works with 32bit executables.

4 reboot aliso Wo!

& working now
{aal do
\
jo kam aapko KT

q not

bs
ad file 1 ghnte un
dega timeset kr ¥

celect krdo
ll kene k b
vo option daal

ia aptica hiess gy

|
V

DY st
0

Anti Virus
Avast
Avg
Avira
g\hrnl{uh V3
Bauidu

E- scan

Malware Bytes

j()]) Total Security

7 King:Soft
Comodo

Kaspersky
Smadayv

Panda
KG7 Total
Microsoft

WebRoot

| Nano Antivirus

Macafe
Est Nod 32
Bitdefender

Norton

DrWeb

En(’enl

HouseCall

VBA3Z

Virobot

Frlgt

Preventon
SuperAntiSpyware
Quick Heal

«; : " |

Report Scan

Clean

Iz

L

“Fedrey

Not Clean

W =
- — <
2
2
- - <
| :
% :
\2 ==

——
I
e




Attack vectors (?)

< LOCK SCREEN AND SECI

Notifications on lock scree
Show content

Unknown sources

| Installing from unknown
may be harmful to your (
personal data. By tappin
| agree that you are solely
. ble for any damage to y«
or loss of data that may
using these applications

|

! P .
. © Allow this installati
| CA

Secure startup
Protect your device by using a scri
your device turns on.

Encrypt SD card

% Traduire la de:

JI0 4G — Jio 4G 89% Wl 1:19
¥ X W X O
Wed, Sep 12 e ~

A Google Play Store * Tm ~

Uninstall harmful app ’
"Wolf Free VPN for Android" can damage your device.

UNINSTALL

\® Jio4GVoice ~
Jio4GVoice

[ r-,.“'v ;: \‘
Please enter the login On“ne w
— D;rﬂ\
Paytm 0 X ><
Pay / Scan Mobile Recharge Electricity DTH

& Google * 30° in Pimpri-Chinchwad * 23h v

CLEAR ALL

duire

9:08 ¥ Y

€<  Wolf Free VPN Log

Connected: SUCCESS,10.8.0.10, D, 1 194
9:08 AM OpenVPN 2.5 [git:GIT-NOTFOUND] x86 [SSL
(OpenSSL)] [LZO] [LZ4] [EPOLL] [MH/PKTINFO] [AEAD]
built on Aug 9 2018

9:08 AM library versions: OpenSSL 1.1.0h 27 Mar 2018,
L.ZO 210

9:08 AM TCP/UDP: Preserving recently used remote
address: [AF_INET]108.61.211.172:1194

0:08 AM UDP link local: (not bound)

9:08 AM UDP link remote; [AF_INET]108.61.211,172:1194
9:08 AM [server] Peer Connection Initiated with

[AF_INET )G 1194

9:08 AM GDG: SIOCGIFHWADDR(lo) failed

9:08 AM do_ifconfig, tt->did_ifconfig_ipv6_setup=0

9:08 AM WARNING: this configuration may cache
passwords in memory - use the auth-nocache option to
prevent this

0:08 AM Initialization Sequence Completed



* Key quotes:

e “-The target would get suspicious. What do you need to control?”“
“- | need to turn on this functionality”
“-No-no-no, we are not rooting or jailbreaking. If you don’t root or jailbreak
you cannot go any deeper, you cannot turn on or off...”
“- Mbl He axXannbpamkaem ato aeno.” (15t RU speaker: “We aren’t jailbreaking
this.”)
“- MoaTomy Mbl He moxem [cooblueHuna BbiBe3Tun].” (2" RU speaker: “That’s
why we cannot extract the messages.”)
“-We can do only if we use 0 days.”



* Key quote:

e “- Actually, we are using Google. Everyone does Google, [no one test the
apps]”
“- This is why we like this solution”
“- Even Anti-Virus wouldn’t get it if it’s from the Google App Play store — it will
bypass”
“- All these years we always wanted to go into the market of phone
penetration, but it always was based on Trojan horses and we didn’t want to
be in this boat until we found this solution, so we integrated it, because this is
something....”



MISC

e Audio records




* Key quotes:
“- We prefer not to work with opposition guy.”
“-We are not sure about this. Same as Bangladesh.”
“- Because when they will loose the election, they will publish the
blog, they will publish something in the news, we will be discovered
somehow, we afraid of this stuff. So we never work with opposition,
never. We always work with the leader.”



* Key quotes:

e - “Although there are some Israeli companies that sold anything [everything?]
[0Odays ?] But as far as | know, they don’t have the budget to spend on it”
- “They have it my friend they have it”
- Only for you”
- [laughs]



* Key quotes:

o “I???] start to South America, start in about 30 million. I’'m here since 8am.”
- Really?
- Since 8, I’'m in the meetings here.
- Really? How many meetings you are attending? Three-four?
- It’s the second. Just the first one was like yesterday [??7?] TalkTalk. Until
March 20 it’s talking.



* Approximate transcription:
- “I've been to Egypt and we’ve done the same product. Also Linux,
Mac, Windows. Same way, with exploits.”
- “It was good?”
- “We had it in 2015. Now we are still going for service from time to
time, every year we have to go...”



Conclusion

* Only the tip of the iceberg

* This kind of behavior can do great damage to international operations

 Wolf Research: Bad legit company or good scammers?

* Who is currently regulating the spyware business?



CHE

REST ASSURED

Thank you

For more information, please contact
pkr@csis.dk

www.csis.dk



