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Turla’s Arsenal
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These are not Turla
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Turla targeting lately

Visual? Turla targeting on 
SecureList

https://securelist.com/all/?tag=718

https://securelist.com/all/?tag=718
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Turla’s PE malware lately 
Carbon
● Epic Turla
● orchestrator - v3.8.2, injected ‘object’ v4.0.5, new anon_pipes: 

anon_pipes=COMNAP,COMNODES,SQL\QUERY,SPOOLSS,LLSRPC,browser
● meterpreter!
● Central Asia
Mosquito
● modified ComRAT
● meterpreter injector, etc
● remote + local organizations - E and W Europe, Middle East, S America, SE 

Asia
White Bear
● framework similar to Carbon
● “.js” spearphishing jscript delivery, borrowed mod’d jscript
● remote, local organizations - S America, Middle East, E and W Europe
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Turla’s Javascript backdoors
IcedCoffee aka 5h1r1m3

● Normally dropped by RTF & Macro Office doc/xls
● Also by CVE-2017-0261 + CVE-2017-0001 docx (FireEye)
● Macro includes basic profiling callback 
● WMI for data collection, formatted in json
● Can download/execute js for command execution

KopiLuwak
● Initially dropped by Office docs with updated macros
● Much more obfuscation
● 2 stage decode with RC4
● Extensive system profiling
● Some built in command capability

○ good, exit, fail, work
○ g
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Carbon’s unusually explicit installer
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Carbon’s unusually explicit installer
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Mosquito’s injector issues

Metasploit Wow64 injection -> native 64-bit
● Changes in code - 32 bit to 64 bit process
● DLL injectors
● Overlap with Carbon meterpreter use

○ good, exit, fail, work
○ g
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WhiteBear jscript
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WhiteBear jscript
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IcedCoffee aka 5h1r1m3
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IcedCoffee aka 5h1r1m3
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IcedCoffee aka 5h1r1m3
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IcedCoffee network traffic
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KopiLuwak LNK delivery
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KopiLuwak LNK delivery
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KopiLuwak LNK delivery
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KopiLuwak LNK delivery
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KopiLuwak network traffic
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KopiLuwak / Zebrocy code overlap
Zebrocy

KopiLuwak
○ good, exit, fail, work
○ g



Malware set
● Increased open source-inspired tooling, scripting, macros 
● Maintain and modify older elegant implant code
● Indications of limited new family ITW
● Shedding 0day, waterholing, fewer kernel rootkits
● New skin speculation - bootkits, bgp hijacks, Intel AMT, mobile exploits

Targeting
● Turlastan, yearly rotation
● Middle East, S America, W and E Europe, SE Asia, E Asia
● more?
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conclusion/predictions
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