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• Jose Miguel Esparza

• Head of Threat Intelligence at Blueliv

• Ex Fox-IT and S21sec

• Malware and Threat Analysis

• Gathering intelligence from botnets & actors

• Relations with industry peers and LEAs

• Collaboration is key to fight cybercrime!

WHO AM I?

@EternalToDo



 ARS Loader Evolution

 Actor attacking Canadian banks

 Conclusions
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 Full name: ARS VBS Loader
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 Full name: ARS VBS Loader

ARS VBS LOADER: „CAUSE SIZE DOESN‟T MATTER (RIGHT?) 

ARS LOADER EVOLUTION

6



 Based on ASPC, which is based on SafeLoader (made in Spain, 2014)

 Being sold by cot since December 2017
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 December 2017

 Collect system information

 Commands

 Download & Execute exe

 Download & Execute plugin/dll

 Update bot

 Uninstall

 Denial of Service
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 December 2017

 Collect system information

 Commands

 Download & Execute exe

 Download & Execute plugin/dll

 Update bot

 Uninstall

 Denial of Service

 Agony Watchdog / Persistence
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 May 2018

 Collect system information

 Commands

 Download & Execute exe

 Download & Execute plugin/dll

 Update bot

 Uninstall

 Denial of Service

 Agony Watchdog / Persistence

 Download & Execute PowerShell
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 June 2018

 Collect system information

 Commands

 Download & Execute exe

 Download & Execute plugin/dll

 Update bot

 Uninstall

 Download & Execute PowerShell

 Screenshot to C&C

 New watchdog / persistence
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 August 2018

 Collect system information

 Commands

 Download & Execute exe

 Download & Execute plugin/dll

 Update bot

 Uninstall

 Download & Execute PowerShell

 Screenshot to C&C

 New watchdog / persistence

 Use PowerShell to steal Edge passwords



 Plain text communication

 /gate.php?os=xxx&user=xxx&av=xxx&fw=xxx&hwid=xxx

 /plugin_gate.php?plugin=myplugin_

ARS VBS LOADER: „CAUSE SIZE DOESN‟T MATTER (RIGHT?) 

ARS LOADER EVOLUTION

13



ARS VBS LOADER: „CAUSE SIZE DOESN‟T MATTER (RIGHT?) 

14



ARS VBS LOADER: „CAUSE SIZE DOESN‟T MATTER (RIGHT?) 

15



 Extended functionality thanks to plugins
 EMF_Steal.dll
 LaZagne stored in a resource (https://github.com/AlessandroZ/LaZagne)

 Executed and result is sent to C&C

 NDR.dll / NDL.dll
 Acts as a loader, executes an embedded binary (SmokeLoader)
 C:\Users\COT\Documents\Visual Studio 2012\Projects\AIRNAINE\Release\NaineDllPeRunner.pdb

 Stealer_01_x32.dll / Stealer_01_x64.dll
 Extract stored passwords from Google Chrome, Yandex Browser and Comodo Dragon

 Sends the passwords to C&C

 ars_s.dll
 Same as previous one, but adding a VBS script to steal Edge passwords via Power Shell

 Spread in September 2018
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 Spotted something similar to ARS in mid-September

 Same dropped files after executing in a sandbox
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 Spotted something similar to ARS in mid-September
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 Spotted something similar to ARS in mid-September
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ars_s.dll



 Spotted something similar to ARS in mid-September

 Really similar communication to C&C
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 Spotted something similar to ARS in mid-September

 Really similar communication to C&C (not all)
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 Spotted something similar to ARS in mid-September

 New stealer named itself as ZeroEvil
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 Spotted something similar to ARS in mid-September

 New stealer named itself as ZeroEvil

 No need to invent 5 names for the same thing, yeah! ;p
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 Spotted something similar to ARS in mid-September

 New stealer named itself as ZeroEvil

 Same functionality as ARS

 Heavily based on ARS plugins code (Delphi)

 Coded by the same developer (cot)

 Just changed from VBS to EXE (all in one)
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 Spotted something similar to ARS in mid-September

 New stealer named itself as ZeroEvil

 Some new things

 Encrypted communication to receive commands
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ARS LOADER EVOLUTION
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enc_pass = "n-word"
report_array = report_string.split("%5F")
i=0
dec = ""
for e in report_array:

dec += chr(int(e)-ord(enc_pass[i]))
i+=1
if i>=len(enc_pass): i=0

print dec



 Spotted something similar to ARS in mid-September

 New stealer named itself as ZeroEvil

 Some new things

 Encrypted communication to receive commands

 Report process list to C&C (ProcessList.txt)

 Search recursively the user desktop for *.txt files and send to C&C

 Search for wallet.dat and default_wallet and send to C&C
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ARS LOADER EVOLUTION
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 Simultaneous evolution ARS Loader vs Canadian campaigns…

 Is ARS Loader development related to these campaigns?

 Possibly collaborating or working together
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ARS LOADER EVOLUTION
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 Actor campaigns

 2016 (Proofpoint)

 Distributions method: SPAM and Malvertising

 Dropper: Doc+Macro

 Payload: Panda Banker

 2017

 Distributions method: SPAM and Malvertising (Proofpoint)

 Dropper: Doc+Macro / ZIP + Obfuscated Visual Basic Script or JavaScript

 Payload: AZORult / Panda Banker (shared botnet: UK & CA) / ARS Loader

 Additional payload: DarkVNC
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ACTOR ATTACKING CANADIAN BANKS
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 Actor campaigns

 2018

 Distributions method: SPAM / Malvertising / Onliner Spambot

 Dropper: Doc+Macro / ZIP + Obfuscated Visual Basic Script or JavaScript

 Payload: AZORult / ARS Loader / ZeroEvil

 Additional payload: DarkVNC / ARS Plugins / SmokeLoader / ZeroEvil
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 Actor campaigns

 2018

 Distributions method: Onliner Spambot

 Connects to C&C to get the recipients, SPAM template to distribute, payload URLs…
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 Actor campaigns

 2018

 Distributions method: Onliner Spambot

 Recipients

 Sent to ~10K different e-mail addresses in 3 months (Jun-Aug 2018)

 More than 90% of those addresses were using a .ca TLD
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 Actor campaigns

 2018

 Distributions method: Onliner Spambot

 Payload URLs

 Using compromised websites to host the malicious payload

 Always changing websites and including more than one per campaign

 Almost 1,000 different payload URLs in 3 months (Jun-Aug 2018)

 95% of those URLs using new domains (~950)

 Almost 70% of those domains using a .ru TLD
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ACTOR ATTACKING CANADIAN BANKS
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 Actor campaigns

 2018

 Distributions method: Onliner Spambot

 Payload filenames

• CCUA.zip
• CanadaPost-Tracking.zip

• CanadaPost.zip

• CoastCapitalSavings.zip
• Purolator-Label.zip

• Purolator-Shipment.zip

• Purolator-Tracking.zip
• Purolator.zip

• e-Transfer.zip

• savingsStatements.docx
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 Actor campaigns

 2018

 Distributions method: SPAM / Malvertising / Onliner Spambot

 Dropper: Doc+Macro / Visual Basic Script / JavaScript / Phishing! (weekend)

 Payload: ARS VBS Loader / ZeroEvil

 Additional payload: Plugins / SmokeLoader / ZeroEvil
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 Actor campaigns

 2018

 Payload: ARS VBS Loader

 Use of commands to extend functionalities

 Plugins to steal credentials

 SmokeLoader to steal credentials (no loader)

 ZeroEvil
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 Actor campaigns

 2018

 Additional Payload: SmokeLoader

 Most of the samples not uploaded to VirusTotal

 Signed binaries, using names of legitimate UK companies

 Filenames match with the company names
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http://videokurs-tut.ru/TovPort.exe (June 2018)
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http://www.atakoygunlukevkiralama.com/WintersLCorp.exe (July 2018)
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http://www.atakoygunlukevkiralama.com/WintersLCorp.exe (July 2018)



 Actor modus operandi

 Buy SMTP credentials and/or Canadian “corp” e-mail addresses

 Spread malware via SPAM (malvertising in the past)

 Objective of using malware is stealing banking credentials

 Connect to online banking to find a way to make fraud

ARS VBS LOADER: „CAUSE SIZE DOESN‟T MATTER (RIGHT?) 

ACTOR ATTACKING CANADIAN BANKS

53



 Who is behind these campaigns? 
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 Who is behind these campaigns?

 PDB path

 ARS VBS Loader plugins

 We know cot is the developer

 Who is the client?

 AIRNAINE?

 Proofpoint: TA545 
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 Who is behind these campaigns?

 Active at least since 2015

 Most likely Canadian

 Main objective: banking fraud against Canadian banks

 Hiring / renting / buying everything (MaaS)

 Good contacts in the Eastern-Europe underground community

 Panda Banker

 SmokeLoader

 Onliner Spambot

 ARS VBS Loader / ZeroEvil (cot)
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 ARS VBS Loader has evolved to become a functional botnet

 Don‟t underestimate VBS botnets! They are harmful too!

 New stealer in town: ZeroEvil (ARS‟s brother)

 AirNaine / TA545 is an active threat for Canadian banks and users

 Using different tools/services, same objective: performing fraud

 Just trying to find what gets the most benefits with the minimum effort

 Expect different malware and methods used by the actor

 Active at least since 2015, it does not seem to stop short-term
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 Virus Bulletin

 Blueliv Labs team (you rock!)

 Proofpoint, especially Kafeine
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THANKS!!
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