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Who Am I?

@CurlyCyber
@_CPResearch_



APT-C-23

• Threat group

• Early 2017

• Palestinian targets

• Micropsia, KasperAgent, 
FrozenCell

(Credit:         )



التقرير الإعلامي الشهري

Where It All Began

(Monthly Press Report)
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Monthly Press Report

The Political & National 
Guidance Committee



Monthly Press Report

(Colonel Essam Abu Okel)



Monthly Press Report



Monthly Press Report



Monthly (?) Press Report

29-3.doc

(Daily Press Report)



Where It All Began

exe.التقرير الإعلامي الشهري



exe.التقرير الإعلامي الشهري

29-3.doc DriverInstallerU.exe



Fun with DriverInstallerU



Fun with DriverInstallerU



C&C

ZGV2aWNlcw==/Y21WeGRXVnpkSE09

devices/cmVxdWVzdHM=

devices/requests



C&C



C&C



Functions



Functions
{

“Penny”:”True”,

“Wolowitz_Helberg”:”False”,

“Celal_Al ”:”False”,

“runfile”:”False”,

“Nayyar_Sonmez”:”False”,

“Koothrappali”:”False”,

“Bialik_Gokhan”:”False”,

“Hofstadter”:”False”,

“Parsons_Sheldon”:”False”,

“Reshad_Strik”:”False”,

“Pinar8”:”False”,

“Mehmet7”:”False”,

“Bahar6”:”False”

}
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Comments [sic]

• install prog: There is no old 
file in temp

• install prog: Download file 
txt and convert it to exe :)

• install prog: Create Task 
after 5 min to run File from 
tmp

• install prog: prog will delete 
old tmp file

• Run file: my prog is Exit.



Dirilis Ertugrul
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Dirilis Ertugrul

doc, docx, odt, xls, xlsx, ppt, pptx, accdb, accde, mdb, pdf, csv



???

Run
File

Bahar6

Mehmet7

Pinar8



???

Run
File



Malware Overview

• Persistent

• C&C address, backup

• Fingerprints victims

• Multiple functionalities

• Multi-stage attack

• Specific victims

Run
File



Similar Samples?

• InterenetAssistant

• WinGraphicDriver

• BMW_x1, BMW_x2, …, BMW_x8

• Same functionality



Back to the C&C



Connections to APT-C-23

(Credit:              )
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Connections to APT-C-23

(Credit:              )



APT-C-23

• Multiple vendors

• Large infrastructure

• Evolving malware



APT-C-23

• Multiple vendors

• Large infrastructure

• Evolving malware



Mapping the Infrastructure



Mapping the Infrastructure



A D A M  S W I F T

WHOIS Adam Swift?

(Credit:         )

(Credit:         )



upload101[.]net9oo91e[.]co

useraccountvalidation[.]com

al-amalhumandevelopment[.]com

mavis-dracula[.]com

kalisi[.]org

acount-manager[.]net

acount-manager[.]com

acount-manager[.]org

acount-manager[.]info

kalisi[.]info

kalisi[.]xyz

apppure[.]info

appppure[.]info

upload202[.]com

upload999[.]org

upload999[.]net

google-support-team[.]com

gooogel-drive[.]com

gooogel[.]org

go-mail-accounts[.]com 

mydriveweb[.]com

mediauploader[.]me
margaery[.]co

cecilia-gilbert[.]com

akashipro[.]com

kagami-adam[.]com

arnani[.]info

beauty-dance[.]net

A D A M  S W I F T

(Credit:         )

(Credit:         )
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WHOIS Adam Swift?









Pastebin



Screenshots



Screenshots



Stalking Intensifies



Noora Sham



Conclusion

• Ongoing attack

• Same characteristics

• Espionage campaign

• Palestinian threat actor



THANK YOU


