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ÅThreat group

ÅEarly 2017

ÅPalestinian targets

ÅMicropsia, KasperAgent , 
FrozenCell
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Where It All Began

ĂȀȾȊȱä ɄȵɎȝɋä ȀɅȀȪǪȱä.exe



ĂȀȾȊȱä ɄȵɎȝɋä ȀɅȀȪǪȱä.exe

29-3.doc DriverInstallerU.exe



Fun with DriverInstallerU



Fun with DriverInstallerU



C&C

ZGV2aWNlcw==/Y 21WeGRXVnpkSE 09

devices/ cmVxdWVzdHM =

devices/requests



C&C
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Functions



Functions
{

ɈPennyɉ:ɉTrueɉ,

ɈWolowitz_Helberg ɉ:ɉFalseɉ,

ɈCelal_Al ɉ:ɉFalseɉ,

Ɉrunfile ɉ:ɉFalseɉ,

ɈNayyar_Sonmez ɉ:ɉFalseɉ,

ɈKoothrappali ɉ:ɉFalseɉ,

ɈBialik_Gokhan ɉ:ɉFalseɉ,

ɈHofstadterɉ:ɉFalseɉ,

ɈParsons_Sheldonɉ:ɉFalseɉ,

ɈReshad_Strik ɉ:ɉFalseɉ,

ɈPinar8ɉ:ɉFalseɉ,

ɈMehmet7ɉ:ɉFalseɉ,

ɈBahar6ɉ:ɉFalseɉ

}
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Comments [sic]

Åinstall prog: There is no old 
file in temp

Åinstall prog: Download file 
txt and convert it to exe :)

Åinstall prog: Create Task 
after 5 min to run File from 
tmp

Åinstall prog: prog will delete 
old tmp file

ÅRun file: my prog is Exit.
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Dirilis Ertugrul

doc, docx, odt , xls , xlsx, ppt, pptx, accdb , accde , mdb , pdf, csv



???

Run
File

Bahar 6

Mehmet 7

Pinar 8



???

Run
File



Malware Overview

ÅPersistent

ÅC&C address, backup

ÅFingerprints victims

ÅMultiple functionalities

ÅMulti -stage attack

ÅSpecific victims

Run
File



Similar Samples?

ÅInterenetAssistant

ÅWinGraphicDriver

ÅBMW_x 1, BMW_x 2, Ɏ, BMW_x 8

ÅSame functionality



Back to the C&C



Connections to APT-C-23

(Credit:              )
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