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Over 110 groups known to us

Over 70 full-fledged Activity 
Groups

Activity Groups















• 'google.c'

• 'outlook.c’

• ‘<victim specific domain>'

• 'yahoo.c'

• 'aol.com'

• 'microsoftonline.com'









 Extra S

https://twitter.com/nbuuck/status/966334165493874688





Source: Kaspersky 
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Source: Talos https://blog.avast.com/update-ccleaner-attackers-entered-via-teamviewer







Customers are at the 

center
Product + IP = Customer → Product + Customers = IP

Multi-dimensional
Uses a combination of zoom levels, temporal views, and 

levels of resolution simultaneously

Signal Seeking
Consumes and creates context to tune thresholds, 

confidence levels, and inform prioritization

Supervised Learning Human-In-The-Loop → Human-Over-The-Loop



Deep – minutes to hours
• Large data volumes

• High dimension data

• Model oriented

Near – milliseconds to seconds
• Moderate transaction volume

• Medium dimension data

• Signal oriented

Now – answers in milliseconds
• High transaction volume

• Low dimension data

• Verdict oriented



Bucketing Functions
• Extract key dimensions

• Dependent on richness of the data

Promotion Signals
• Signal of insight of “new issue”

• Selector for higher analysis

• Key to scalable system

Supervised Automatic Learning
• Seek signals for self-correction

• Resiliency and Robustness

• HITL → Human Over The Loop

Signals Labels

Higher dimensional data

Lower dimensional data

Labeling
• Analyze and decide verdict or labels

• E.g. mapping, analysis, classifier, …





GET http://watson.microsoft.com with the following URI:

Windows 

Error 

Reporting

/svchost_exe/5_1_2600_3264/470c3339/NETAPI32_dll/5_1_2600_3264/470c3339/c0000005/00018ae1.htm

App 

Name

App 

Version
App 

Timestamp

Module 

Name

Module 

Version
Module 

Timestamp
Exception

Offset in 

Module 

of Fault

Now
• Scale: Billions of hits per month

• Label: Solution exists to problem

• No PII collected



/csrs_exe/0_0_0_0/ntdll_dll/5_1_2600_2180/0001888f.htm

Malware: CSRS.EXE with no file-version masquerading as Windows binary

/BEX/Acrobat_exe/7_0_8_218/446abede/unknown/0_0_0_0/0c0c0c0c/c0000005/8.htm

Some Acrobat reader exploit against unpatched version

/BEX/AcroRd32_exe/<full patch>/446abede/unknown/0_0_0_0/0c0c0c0c/c0000005/8.htm

0-day 

/BEX/dns_exe/5_2_3790_172/470c3339/dns_exe/5_2_3790_172/00012082/c0000409.htm

Some unknown stack buffer overrun triggering /GS code

/svchost_exe/5_1_2600_3264/NETAPI32_dll/5_1_2600_3264/00018ae1.htm

MS08-067 Exploit





jscript!JsEval+0x110
jscript!NatFncObj::Call+0x41
jscript!NameTbl::InvokeInternal+0xe0
jscript!VAR::InvokeByDispID+0xd4
jscript!CScriptRuntime::Run+0x16c9
jscript!ScrFncObj::Call+0x8d
jscript!CSession::Execute+0xa1
jscript!COleScript::ExecutePendingScripts+0x147
jscript!COleScript::ParseScriptText+0x2b

jscript!COleScript::ParseScriptTextCore+0x243
mshtml!CScriptCollection::ParseScriptText+0x240
mshtml!CScriptElement::Execute+0xc0
mshtml!CHtmParse::Execute+0x43
mshtml!CHtmPost::Broadcast+0x11
mshtml!CHtmPost::Exec+0x40d
mshtml!CHtmPost::Run+0x13
mshtml!PostManExecute+0xdc
mshtml!PostManResume+0x9e
mshtml!CHtmPost::OnDwnChanCallback+0x10
mshtml!GlobalWndProc+0x181
user32!DispatchMessageW+0xf
ieframe!CTabWindow::_TabWindowThreadProc+0x189
kernel32!BaseThreadInitThunk+0xe
ntdll!_RtlUserThreadStart+0x23

JavaScript was executing eval()

IE was running JavaScript



0:010> .exr -1
ExceptionAddress: 0a0a0a0a

ExceptionCode: c0000005 

(SOFTWARE_NX_FAULT
Access violation)

ExceptionFlags: 00000001
NumberParameters: 1

Parameter[0]: 00000008

0:010> u 0a0a0a0a
0a0a0a0a 90              nop
0a0a0a0b 90              nop
0a0a0a0c 90              nop
0a0a0a0d 90              nop
0a0a0a0e 90              nop
0a0a0a0f 90              nop
0a0a0a10 90              nop
0a0a0a11 90              nop

Vuln code
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Data Execute Protection 

violation

…filled with a 

NOP sled

Crash site not in 

loaded module

Bucketed as: SOFTWARE_NX_FAULT_ 

FILL_PATTERN_90909090_ 

NXCODE_c0000005_<faulting symbol>



Heapsprayed crashRandom normal 

crash



GET http://watson.microsoft.com with the following URI:

Windows 

Error 

Reporting

/svchost_exe/5_1_2600_3264/470c3339/NETAPI32_dll/5_1_2600_3264/470c3339/c0000005/00018ae1.htm
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Now
• Scale: Billions of hits per month

• Label: Solution exists to problem

• No PII collected



Windows 

Error 

Reporting



Technical_team_to_produce_requirements_document.docx  

2BE67846.php

Stage one

Stage two



Mozilla/4.0+(compatible;+MSIE+7.0;+Windows+NT+6.1;+Win64;
+x64;+Trident/5.0;+.NET+CLR+2.0.50727;+SLCC2;+.NET+CLR+3.
5.30729;+.NET+CLR+3.0.30729;+.NET+CLR+3.0.30618;+.NET+CLR
+3.5.21022;+SLCC1;+.NET4.0C;+.NET4.0E;+InfoPath.3;+BOIE9;
ENUS;+ms-office;+MSOffice+14)



User opens “Technical team to produce 

requirements document.docx”

.docx

.docx

Delivers benign 

.docx file

Secondary file automatically downloaded from:
hxxp://www.bridginglinks.com/cheman/widgets/1005/dec.php?f

n=1005.doc&m=1&i=1005-

a15cc83b597c22e5f6133d102c0d8a17

Delivers malicious 

file exploiting 

MSCOMCTL

Shellcode attempts to download:
http://www.bridginglinks.com/cheman/widgets/1005/dec.php

?fn=1005.bin&m=0&i=1005-

a15cc83b597c22e5f6133d102c0d8a17

.RTF



Vulnerability Application Description 

MS02-039 SQL Server BO in SQL Server 2000 Resolution Service

MS03-011 IE Flaw in Microsoft JVM
MS03-026 svchost RPC DCOM/ Blaster

MS03-051 IIS Frontpage SE BO

MS04-011 Lsass LSASS Vulnerability; Sasser

MS04-013 IE CHM ms-its vulnerability

MS04-045 WINS Vulnerability in WINS HandleUpdVersNoReq

MS05-001 IE Vulnerability in HTML Help

MS05-014 IE createControlRange
MS06-006 Firefox/IE WMP EMBED tag

MS06-013 IE createTextRange

MS06-014 IE Microsoft Data Access Components (MDAC)
MS06-024 IE WMP PNG Chunk Decoding Stack BO
MS06-027 Word SmartTags

MS06-028 PowerPoint Malformed record

MS06-040 Svchost Netapi32!NetpwNameCompare 

MS06-046 IE Internet HHCtrl

MS06-055 IE Vulnerability in VML

MS06-057 IE Windows Shell "WebView" ActiveX BO

MS06-067 IE MS DirectAnimation Control

MS06-071 IE MSXML

MS07-004 IE Vulnerability in VML Could Allow RCE
MS07-017 IE Animated Cursor

MS07-027 IE mdsauth.dll
MS07-029 DNS Vulnerabilities in DNS Resolution

MS07-033 IE DirectSpeech ActiveX

MS07-055 IE Vulnerabilities in .TIF file parsing

MS07-069 IE DirectX Media ActiveX

MS08-016 Word File path vulnerabilitin in MSO 

MS08-017 IE OWC.Spreadsheet Control

MSRC 8201 IE Works WksPictureInterface

MS08-041 IE MS Access Snapshot control

MS08-053 IE Buffer Overflow in Windows Media Encoder

MSRC 8520 IE MSMask32.ocx

HTMLHelp Winhlp32 long filename buffer overrun (SWIAT OCA 655) 

SWIAT OCA 914 Wordpad MSWRD8.WPC!ChFindTermInPiece
MS07-069 IE MSRC 7749; MSHTML (Found 0-day)

Vulnerability Application Description Advisory

Apple Quicktime IE RTSP  handler http://secunia.com/advisories/23540/ 1/2/2007

WinZip IE CreateNewFolderFromName vulnerability 12/31/2006

Yahoo 1 IE Yahoo Webcam YWcVwr.WcViewer Control 6/8/2007
Yahoo 2 IE Installer Widget http://www.kb.cert.org/vuls/id/120760 8/17/2007

Yahoo 3 IE Upload Control Send() / Initialize() vuln 6/19/2007

Yahoo 4 IE CYFT object 9/19/2007

Yahoo 5 IE http://www.milw0rm.com/exploits/5043 2/2/08

Yahoo 6 IE http://milw0rm.com/exploits/5052 2/3/2008

Firefox 1 Firefox www.securiteam.com/securitynews/6K00C0UEUU.html 12/13/2005

Firefox 2 Firefox http://www.securiteam.com/exploits/5LP090KJFW.html 8/2/2006

Firefox3 Firefox http://secunia.com/advisories/25984/ 7/10/2007

Opera Opera Opera iframe vulnerability (0-day) 10/29/2007

Sun Java VM IE Unknown Sun Java VM 11/22/04
Sun Java VM2 IE Unknown Sun Java VM 11/22/04
AOL aim: IE AOL AIM protocol http://secunia.com/advisories/26086/ 7/17/2007

AOL Superbuddy IE http://dvlabs.tippingpoint.com/advisory/TPTI-07-03 7/18/2006

Real player 1 IE http://securityvulns.com/docs7966.html 2/03/2005

Real player 2 IE http://www.frsirt.com/english/advisories/2007/3548 10/22/2007

Real Player 3 IE http://secunia.com/advisories/29315/ 3/11/2008

Bearshare AX IE http://secunia.com/secunia_research/2007-50/advisory/ 09/05/2007

jetAudio 7.x AX IE ActiveX DownloadFromMusicStore Vulnerability 09/19/2007 

Edraw Office IE http://www.frsirt.com/english/advisories/2007/3710 08/16/2007 

Zenturi IE http://www.frsirt.com/english/advisories/2007/2000 5/31/2007

IncrediMail AX IE http://www.milw0rm.com/exploits/3877 5/8/2007

SonicWall AX IE http://www.milw0rm.com/exploits/4594 11/1/2007

GOM Player IE http://www.frsirt.com/english/advisories/2007/3634 10/29/2007

Acer ActiveX IE http://www.kb.cert.org/vuls/id/221700 11/19/2006

Hp.Revolution IE http://retrogod.altervista.org/telecom_regkey.html 9/3/2007

Bitdefender AX IE http://research.eeye.com/html/advisories/published/AD20071120.html 10/24/2007

HPQ  utils IE http://securityreason.com/securityalert/3143 9/19/2007

AskJeeves IE http://xforce.iss.net/xforce/xfdb/36757 9/24/2007

Vuln.dll IE http://amxking.bokee.com/viewdiary.179927034.html 12/19/2007

iMesh IE http://www.securiteam.com/windowsntfocus/6N00B2AKKU.html 12/18/2007

ImageUploader IE http://www.milw0rm.com/exploits/5025 1/31/2008




