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• Information System Engineer and Teacher at UTN. 

• Cryptography and Tele information Security Specialist at Facultad del Ejercito.

• 5 years working in Cyber Security at Deloitte.

• Among other things, I analyze malware. 
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What is a Form-grabbing?
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• Form-grabbing is a technique that helps to retrieve user information from a 

web data form before the information reaches a secure server.

• Formgrabbers intercept HTTP(s) data and use inline hooking to redirect

the function to one within the formgrabber and then transfer the

execution flow back to the HTTP funcion to complete the request.

• Among the families that have used this technique we can find Zeus (2007), 

Andromeda (2011), Tinba (2012) and Spyeye (2009).

• For more information: 

https://www.virusbulletin.com/virusbulletin/2011/11/art-stealing-banking-

information-form-grabbing-fire

https://www.virusbulletin.com/virusbulletin/2011/11/art-stealing-banking-information-form-grabbing-fire
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Formbook Background
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• Formbook is an 

infostealer that was 

advertised for sale in 

public hacking forums 

since February 2016.

• Offered by a user with 

the handle ‘ng-Coder’

• At first, it was offered for 

free. Soon after it was 

advertised for sale for 

$250. 



Formbook Campaigns
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• Formbook was used in a spam 

campaign in late 2017 targeting the 

aerospace, the defence contractor 

and the manufacturing sectors in 

South Korea and the USA.

• It was also observed in 2018, 

distributed via emails with doc, PDF 

or RTF files, using CVE-2017-8570, 

CVE-2017-0199 or CVE-2017-

11882 exploits to finally download 

the Formbook malware.

Sources::

https://www.fireeye.com/blog/threat-research/2017/10/formbook-malware-distribution-campaigns.html 

https://blog.talosintelligence.com/2018/06/my-little-formbook.html 

https://isc.sans.edu/forums/diary/Malspam+pushing+Formbook+info+stealer/23387/ 
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Formbook Detection Ratio
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Date format: DD/MM/YYYY
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Formbook Capabilities
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• Formbook offers a PHP panel, where the buyers can track their victim’s 

information (bots), including screenshots, keylogged data, and stolen 

credentials.

• Each bot can receive commands from the C2 (Command-and-Control) server to 

download and execute files, update and uninstall the bot, restart the system. 

Etc.
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Formbook Capabilities
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Formbook Analysis
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Analyzed file:

• Hash:

6e4ec3712cf641a31f4e9e4af7d9d7

a84fd7da4cc2875c6aceb9a283ed03

30d7

Description:

• Winrar self-extracting file (SFX).

• Extracts the information in: 

%LocalAppData%\temp\cne.

• Deletes the SFX file.

• Focus on: axo.exe, pwn-axa and 

sni.mp3.
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Formbook Analysis
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• The pwm-axa file 

looks like this…
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Formbook Analysis
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• The sni.mp3 looks like this…
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Formbook Analysis
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• The sni.mp3 file includes interesting strings that were used during the 

execution. 



Copyright © 2018 Deloitte Development LLC. All rights reserved.

Formbook Analysis

Inside Formbook infostealer

• The axo.exe file is an AutoIt script 

that is executed with the pwm-axa

file as a parameter.

• The script decrypts Formbook and 

loads it in memory. In order to do 

that, it creates a file with a random 

name that contains Formbook’s 

functionality and deletes it soon after 

loading it in memory. This file 

contains several functions with 

obfuscated names.
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Formbook Analysis
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• The created file looks like this…
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Formbook Analysis
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The following features could be observed:

Hiding mechanism:

• The script changes the cne folder attributes to hide its content by 

executing command FileSetAttrib($cne_Folder_Path, "+H").

Check default browser:

• The script will check the HKCR\http\shell\open\command registry key 

to know which internet browser the victim's machine uses by default.
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Formbook Analysis
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Protection disabling and anti-analysis:

Command Description

RegWrite("HKCU64\Software\Microsoft\Windows\

CurrentVersion\Policies\System", 

"DisableTaskMgr", "REG_DWORD", "1")

Disables Task Manager

RegDelete("HKLM64\Software\Microsoft\Windows 

NT\CurrentVersion\SPP\Clients")

Turns off the System 

Protection

RegWrite("HKLM64\SOFTWARE\Microsoft\Windo

ws\CurrentVersion\Policies\System", "EnableLUA", 

"REG_DWORD", "0")

Disables UAC (User

Account Controls)
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Formbook Analysis
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Persistence mechanism:

• In order to remain persistent, it modifies 

the Run registry key with a new key 

named “WindowsUpdate” that instructs 

the execution of axo.exe along with 

pwm-axa.
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Formbook Analysis
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Protection disabling and anti-analysis:

• VMwaretray.exe

• Vbox.exe

• VMwareUser.exe

• VMwareService.exe

• VboxService.exe

• vpcmap.exe

• VBoxTray.exe

• If DriveSpaceFree (“d:\”) <1 And ProcessExists ([VMWare or VBox]) then 

Exit
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Formbook Analysis
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Deletion and termination:

• It will look for process svshost.exe and terminate itself in case it finds more 

than two svshost.exe processes running:
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Similar files
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• The following SFX files were found after the analyzed file:

Hash Date

17/7/2018f2cee9dbdee406d64b9608e9042189b8db692b53710edce6a31cdc72318af255

11/9/20188e8c285a0b75999000152010bcf30f5e97562eddc768a5e085e2ab99a336f0d0

11/9/2018e149a0d8fa52f7f4f74cf0e88811d0d95b318ea0e9597c6c9068bb96a9290ca6

11/9/201868b7f7446dc5e1134902226c39a792f39b01f66b86f1beabd4caa4560177073c

11/9/2018fda3b25c2f7dab5edf0f98899f3b3be18138d725912872fc5cb9d4ff8876f147

12/9/201880867e23465a472482309a63b9201e37fd366e4e3151a8030fc61ed915316f48

13/9/20181549dd759e0651e04884229d1910cf3ffc075ee239a4d3ce45ad2d706d0501ee

14/9/20189e953b50293d323255e57a50d371ddb6b305249b75a85c75c28e50a36b489abd
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Conclusion
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• Despite Formbook infostealer being around for a couple of years now, it was only noted after it 

was massively used in spam campaigns in late 2017. The fact that Formbook wasn't noticed 

before is probably because the developers didn't release the builder to the public, so it was easy 

for the developers to track its activities and turn it off in case they found that it was being used for 

purposes they did not intend or if it was gaining too much attention from the security community. 

Despite not being broadly used, Formbook represents a real threat, due to it being stealthier and 

more powerful than keyloggers. 

• Similar to Agent Tesla Remote Access Trojan (RAT), the author initially offered a beta version of 

the product for free to receive feedback and make improvements.

• The "ng-coder" user indicates that FormBook should not be used for malicious purposes and after 

the spam campaigns were made public, he blocked Formbook’s sales until further notice. 

According to its developer, "ng-Coder", Formbook should only be used to spy on family members 

or employees if they have the explicit right to do so. However, the claim itself is dubious given the 

remotely legitimate uses of such software.



@rove4everGabriela Nicolao
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