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hy dynamic ?

® Obfuscated & packed
code hard for
static analysis.

® TIn some cases, we
need only a high-
level view on
malware behavior.
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0OOAAB68
OOOAAB6E
OOOAAB78
©OOAAB79
OOOAAB84
QOOAAB86
OOOAAB83
OOOAA8F2
QOOAA8F3

QOOAABF8

QOOAABFE
©OBAAS0O4
©OOAAS06
QOOAASOS
©OOAASAD
OOOAASOF
00RAAS11
OOVAAS1S8

8D85 64F
C785 64F
50

mulation. Visibility Example

LEA EAX,DWORD PTR [EBP-9C]
MOV DWORD PTR [EBP-9C],400
PUSH EAX

68 FOCDO PUSH ©BCDFO
FF15 500 CALL DWORD PTR [B@@50]

85C0

75 5

E8 9BFEF
56

TEST EAX,EAX

JNZ SHORT ©00AA88D
CALL ©00AA728

PUSH ESI

68 FoCDoQ PUSH ©oBCDF©@
EE15 EOqCALL DWORD PTR [BOREQ]
8B1D 349 MOV EBX,DWORD PTR [B0134]

85C0
75 65
E8 1BFEF
6A 09
6A 08
C745 84
C745 88

TEST EAX,EAX

JNZ SHORT ©00AA90D

CALL ©00AA728

PUSH 9

PUSH 8

MOV DWORD PTR [EBP-7C],20095124
MOV DWORD PTR [EBP-78],300F5B04

advapi32.GetUserNameA

ASCII "CurrentUser"
ASCII "secuser"

kernel32.lstrcmpA
kernel32.GetProcessHeap




untime Overhead. Stalling Code

1jint __thiscall stalling_func(int arg1)

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

tmp 1 argi;
if ( argl ) °
{
if ( argl == 1)
{

[ebptcycle_count], 2DC } .
shert lee_ 4011CD d result

stalling_func(0);
[ebp+var_64] res *.stalling_Func(:-’:np_«r‘g1 - 1) + 1;
[ebp+var_64] i H ¢ : %tallfnﬁgigﬁﬂé ;u:“,:(ﬂ) .
cycle_count 3 : 2 H
ecx, ][-ebp+ ycl ount ] dword_ 40B3B8, 1 - T Stalllng_Func(1) s
o cax, eax resul ress + stalling_func(tmp_argl - 2) - ¢

[ebptcycle count], ecx esp, ebp
shert lee 4011B3

return result;




10 min on CPU = 1d@8h in emulator




©OOAAB68
OOOAAB6E
QOOAAB78
©OOAAB79
QOOAAB84
QOOAAB86
OOOAAB83
OOOAA8F2
QOOAA8F3

QOOAABF8

QOOAABFE
©OBAAS0O4
QORAASL6
QOOAA908
©OBOAASED
POOAASOF
POVAA911
OOOAAS1S

8D85 64F
C785 64F
50

68 FoCDo
FF15 500
85C0

75 ©5

E8 9BFEF
56

68 FoCDo
FF15 E@O
8B1D 340
85C0

75 05

E8 1BFEF
6A 09

6A 08
C745 84

C745 88

mulation. Visibility Example

LEA EAX,DWORD PTR [EBP-9C]

MOV DWORD PTR [EBP-9C],400

PUSH EAX

PUSH ©@BCDF@

CALL DWORD PTR [B@®59]

TEST EAX,EAX

JNZ SHORT ©00AA88D

CALL ©00AA728

PUSH ESI

PUSH ©BCDF@

CALL DWORD PTR [B@QEQ]

MOV EBX,DWORD PTR [B@134]

TEST EAX,EAX

JNZ SHORT ©00AAS@D

CALL ©0OOAA728

PUSH 9

PUSH 8

MOV DWORD PTR [EBP-7C],20095124
MOV DWORD PTR [EBP-78],300F5B04

advapi32.GetUserNameA

ASCII "CurrentUser"
ASCII "secuser"

kernel32.lstrcmpA
kernel32.GetProcessHeap




yscalls Tracing. Visibility Example

QOOAAB7E FF15 SOQj CALL DWORD PTR [B0050] }advapiBZ.GetUser‘NameA




Pl Tracing. Visibility Example

QOOAABTE FF15 500 CALL DWORD PTR [B@@50] ‘advapi32.GetUserNameA

ASCII "CurrentUser"
_ ASCII "secuser"
OOOAAS8FS8 FF15 E@@ CALL DWORD PTR [BOOEQ] \ker‘nelBZ.lstr‘cmpA




trace for Linux

S ltrace 1s
malloc(552)
malloc(120)
malloc(1624)
free(Ox1afc2co)
free(Ox1afc010)

Ox1afco10
Ox1afc240
Ox1afc2co
<void>
<void>

LI LI | I B ||

__libc_start_main(0x402300, 1, Ox7fffa84730b8, 0x413be® <unfinished
sterehe(PLsY: V) nil
setlocale(LC_ALL, "" <unfinished ...>

malloc(5) Ox1afco10
free(Ox1afc010) <void>

12
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Visibility

urrent Situation in Dynamic Analysis
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e Emulation

: ] (e.g. QEMU+PANDA)
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API
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Dynamic Binary Instrumentation (DBI) is a
technique of analyzing the behavior of a binary
application at runtime through the injection of

instrumentation code.

15



Redistribution
model

Supported
architectures

Supported
Platforms

Average
runtime overhead

Language

Technology

odern DBI Frameworks

DynamoRIO
Open-source, BSD - license

x86, x86-64, ARM, AArché64

Linux, Windows, MacOS,
Android

108% (no tool)
139% (BBs counter)

C/C++

Binary code transformation

Intel PIN
Proprietary

x86, x86-64

Linux, Windows, MacOS,
Android

130% (no tool)
162% (BBs counter)

C/C++ (some Python
wrappers available)

callout/trampolines

16



ow Does DynamoRI0 Work ? (10000 foot view)

Application in memory

DynamoRIO

_____________________________

Launcher ] i Target application

_____________________________

shared system libs

Kernel
17



ow Does DynamoRI0 Work ? (10000 foot view)

Application in memory

DynamoRIO

! Launch (suspended) J : )
Launcher ; ¢ Target application

_____________________________

shared system libs

Kernel
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ow Does DynamoRI0 Work ? (10000 foot view)

Application in memory

DynamoRIO
-------------------------- (1)

Launch (suspended)

Target application

(2)
Inject instrumentatio
library

shared system libs

Kernel
19



ow Does DynamoRI0 Work ? (10000 foot view)

Application in memory

PynRamoR 0 i el s eshlsreshlg e RleFESG N et e (e stPe (iles:
(1) ;
. ' Launch (suspended) ; i
i Launcher ; > Target application
shared system libs
Bem——

(3)
Hook entry point

DynamoRIO lib + user-defined libs

Kernel
20



ow Does DynamoRI0 Work ? (10000 foot view)

Application in memory

PynRamoR 0 i el s eshlsreshlg e RleFESG N et e (e stPe (iles:
(1) ;
. ' Launch (suspended) ; i
i Launcher ; > > Target application
e Nl A e A Sl
shared system libs
———
€)) (4)

Hook entry point DynamoRIO lib + user-defined libs

basic block

__________

Take first basic block

A 4
e
S
HEE

[

__________

Kernel
21



ow Does DynamoRI0 Work ? (10000 foot view)

Application in memory

PynRamoR 0 i el s eshlsreshlg e RleFESG N et e (e stPe (iles:

(1) s :
: ' Launch (suspended) i ; i :
i Launcher ; g s Target application ]
: | T |
: : : el 1
_____________________________ S —— 1
SR :

" shared system libs :

_-——>I 1

€) i) i

Hook entry point I ,V%: DynamoRIO 1lib + user-defined libs i

% _ Code_cache__ ]

{ () I , .nsl 1 :

. basic block  (gy 1o _m:;% ; :

(Bl M0t ransfomation | ovs dnes ] ]

: :in53|:| :_—>I DR }nsg ] 1

e lien e ep o= (e s :DR’ 5| : :

| 1 DR? 6) 1 1

Kernel
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ow Does DynamoRI0 Work ? (10000 foot view)

Application in memory

PynRamoR 0 i el s eshlsreshlg e RleFESG N et e (e stPe (iles:
(1) ; :
: ' Launch (suspended) i : ) ;
i Launcher ; g s Target application R ]
i ] Pl =uf
1 I (o] =~ :
————————————————————————————— — 3
LD shared system libs 5]
T X
(3) i) e ‘o)
: i s
Hook entry point . ,V%: DynamoRIO lib + user-defined libs a
Lo _ Code_cache__ a !
{ ()] = insl 1 :
X basic block (g | o ig : g ]
: = n lins! : : : 5 ::msz : :
: iiﬂjﬁlE :transformatmn :g;é 1::‘3 : | % :
[l e e e :DR’ 5 : :
| | DR’ 6) 1 1

Kernel
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ow Does Dritrace Work ?

Application in memory

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
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Main module
drltrace.dll

kernel32.dll1
ntdll.dll
dynamorio.dll

DBI engine



Application in memory

ow Does Dritrace Work ?
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Main module
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kernel32.dll1
ntdll.dll
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DBI engine
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Application in memory

ow Does Dritrace Work ?
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ow Does Dritrace Work ?

Application in memory
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ynamaoRI0 and Dritracelib in The Memory of Calculator

- ¥ cmd exe 1676 K 2,456 K Windows Command Processor Microsoft Comporation
= [m | dritrace exe 1.256 K 2,632 K Library call tracing tool Dr. Memory developers

| calc.exe 17,768 K 32.524 K Windows Calculator Microsoft Corporation
[:-u' notepad-++.exe 0.02 506,464 K 905,132 K Notepad++ : a free (GNU) so... Don HO don h@free fr

L2 procexp.exe 1.68 11,948 K 18,516 K Sysintemals Process Explorer Sysintemals - www sysinter...

Name Description Company Name
qmraoelib.dll

Library call tracer library Dr. Memory develope

--

28



drltrace.exe -logdir . - malware.exe

~2840~~ WINHTTP.dll!WinHttpConnect
arg 0: 0x003ca440 (type=<unknown>>,
arg 1: susikﬂ infﬁ (type=wchar t*,
arg Z: (type=<unknown>,
arg 3: 0x0 (fvpﬁ=DWGRD, size=0x4)
~2840~~ WINHTTP.dll!WinHttpOpenRequest

arg 0: 0x004173a0 (type=<unkno
arg 1l: GET (type=wchar t¥*,
arg 2: /rbody320 (type=wchar
arg 3: inull; (type=wchar t¥*,
arg 4: <null> (type=wchar t¥*,
arg 5: <null>




hy DrLtrace Rock

e Support x86 and x64 (ARM in future).
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hy DrLtrace Rock

e Support x86 and x64 (ARM in future).
e Support Windows and Linux (macOS in future).
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hy DrLtrace Rock

e Support x86 and x64 (ARM in future).
e Support Windows and Linux (macOS in future).
e Support self-modifying code.
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hy DrLtrace Rock

Support x86 and x64 (ARM in future).

Support Windows and Linux (macOS in future).
Support self-modifying code.

Support all types of library API calls (static and
dynamic).
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hy DrLtrace Rock

Support x86 and x64 (ARM in future).

Support Windows and Linux (macOS in future).
Support self-modifying code.

Support all types of library API calls (static and
dynamic).

Not-detectable by standard malware anti-research
techniques (anti-hooking, anti-debugging and anti-
emulation).
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hy DrLtrace Rock

Support x86 and x64 (ARM in future).

Support Windows and Linux (macOS in future).
Support self-modifying code.

Support all types of library API calls (static and
dynamic).

Not-detectable by standard malware anti-research
techniques (anti-hooking, anti-debugging and anti-
emulation).

External configuration file to add new API calls.
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hy DrLtrace Rock

Support x86 and x64 (ARM in future).

Support Windows and Linux (macOS in future).
Support self-modifying code.

Support all types of library API calls (static and
dynamic).

Not-detectable by standard malware anti-research
techniques (anti-hooking, anti-debugging and anti-
emulation).

External configuration file to add new API calls.
Easy-to-use (no additional dependencies, no heavy-
weight GUI).
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hy DrLtrace Rock

Support x86 and x64 (ARM in future).

Support Windows and Linux (macOS in future).
Support self-modifying code.

Support all types of library API calls (static and
dynamic).

Not-detectable by standard malware anti-research
techniques (anti-hooking, anti-debugging and anti-
emulation).

External configuration file to add new API calls.
Easy-to-use (no additional dependencies, no heavy-
weight GUI).

Open-source (BSD-license).
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RUNTIME OVERHEAD
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xample 1. EmbusteBot

Type - Brazilian Banking Trojan
Language - Delphi

o

)

e Main Functionality — Keylogger, Screenshots capturing

e (Obfuscation - time-based anti-research checks, encryption of sensitive strings, no code packing
([ )

Operation period - (2017 - present)

Report- https://securitvintelligence.com/brazilian-malware-never-sleeps-meet-emhbustehot/

More details - https://github.com/mxmssh/drltrace/wiki/Malware-Analysis-Examples

39
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xample 1. EmbusteBot

drltrace.exe -logdir . -print ret addr - vdeis.exe

~~2556~~ USER32.dl1l!GetForegroundWindow

arg 0: 0x0022fbbc (type=void, size=0x0)

and return to module id:32, offset:0x291bé0
~~2556~~ ntdll.dll!KiFastSystemCall

arg 0: 0x01741b60

arg 1: 0x0022fbbc

and return to module id:10, offset:0x13368%
~~2556~~ ntdll.dll!KiFastSystemCallRet

arg 0: 0x01741b6&0

arg 1: 0x0022fbbc

and return to module id:10, offset:0x13369
~~2556~~ USER32.d1l1!GetClassNameW

arg 0: 0x0009014a (type=<unknown>, size=0x0)

arg 2: 0x400 (type=int, size=0x4)

and return to module id:32, offset:0x28641b
~~2556~~ ntdll.dll!KiFastSystemCall

arg 0: 0x777b2a4d

arg 1: 0x0009014a

and return to module id:10, offset:0xl1ibéc
~~2556~~ ntdll.dll!KiFastSystemCallRet

arg 0: 0x777b2a4d

arg 1: 0x0009014a

and return to module id:10, offset:0xlibéc
~~2556~~ USER32.d1l1!CharUpperBuffW

arg 0: PROCEXPL (type=wchar t*, size=0x0)

arg 1: 0x8 (type=DWORD, size=0x4)

and return to module id:32, offset:0x219d4

~~2556~~ USER32.dll!GetForegroundWindow

arg 0: 0x0022fbbc (type=void, size=0x0)

and return to module id:32, offset:0x291b&0
~~2556~~ ntdll.dll!KiFastSystemCall

arg 0: 0x01741b&0

arg 1: 0x0022fbbc

and return to module id:10, offset:0x13369
~~2556~~ ntdll.dll!KiFastSystemCallRet

arg 0: 0x01741b6&0

arg 1: 0x0022fbbc

and return to module id:10, offset:0x13369
~~2556~~ USER32.d1l1l!GetClassNameW
arg 0: 0x000c0318 (type=<unknown>,
arg 2: 0x400 (type=int, size=0x4)
and return to module id:32, offset:0x28641b
~~2556~~ ntdll.dll!KiFastSystemCall

arg 0: 0x777b2a4d

arg 1: 0x000c0318

and return to module id:10, offset:0x11lbéc
~~2556~~ ntdll.dll!KiFastSystemCallRet

arg 0: 0x777b2a4d

arg 1: 0x000c0318

and return to module id:10, offset:0x11lbéc
~~2556~~ USER32.d1l1!CharUpperBuffW

arg 0: IEFrame (type=wchar t*, size=0x0)

arg 1: 0x7 (type=DWORD, size=0x4)

and return to module id:32, offset:0x219d4

size=0x0)




xample I. EmbusteBot. Searching for Tab with Bank Name

~~2556~~ USER32.dl1l!GetWindowTextW
arg 0: 0x000c0318 (type=<unknown>, size=0x0)
arg 2: 0x200 (type=int, size=0x4)
and return to module id:32, offset:0x23%1cchb

~~2556~~ USER32.d1l1l!CharUpperBuffW
arg 0: Bankname — P - Microsoft Internet Explorer - Windows Internet Explorer
arg 1: 0x46 (type=DWORD, size=0x4)
and return to module id:32, offset:0x219d4
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xample |. EmbusteBot. Screenshots Capturing and Keylogging API Calls

~~2556~~ USER32.d1l1!GetDC
arg 0O: <nulﬂ> (type=<unknown>, size=0x0)
and return to module id:32, offset:0xfb266
~~2556~~ GDI32.dll!CreateCompatibleDC
arg 0: 0x66010d448 (type=<unknown>, size=0x0)

and return to module id:32, offset:0xfb277

~n ~ne .dl1i! 71 W ExW
~~2556~~ GDI32.dll!CreateCompatibleBitmap 2556 USER32.d1 SetWindowsHOOKEXW

arg 0: 0x66010d48 (type=<unknown>, 6E . arg : Oxd (type=int, size=0x4)
arg 1l: 0x690 (type=int, size=0x4) 66632 arg 1: 0x017332a8 (type=<unknown>, size=0x0)

"

=¥ 23 DEALS. (Cypacint,, EE2ecugd) 666326 arg 2: 0x00400000 (type=<unknown>, size=0x0)
and return to module id:32, offset:0xfb2e7 _

arg 0x0 (type=DWORD, size=0x4)

~~2556~~ GDI32.dll!SelectObject 2 3 d £ £ il id-32 £f t:0x283262
arg 0: 0x27010£88 (type=<unknown>, size=0x_, = e S e

arg 1: 0x32050963 (type=<unknown>, size=0x0)

and return to module id:32, offset:0xfbéb2
~~2556~~ GDI32.d11!BitBlt

arg 0: 0x0e010£38 (type=<unknown>, size=0x0)

arg 1: 0x0 (type=int, size=0x4)

arg 2: 0x0 (type=int, size=0x4)

arg 3: 0x6S0 (type=int, size=0x4)

arg 4: 0x4la (type=int, size=0x4)

arg 5: 0x27010£88 (type=<unknown>, size=0x0)

and return to module id:32, offset:0xfb73a




xample |. EmbusteBot. Trigger

~~1464~~ KERNEL32.dll!LoadLibraryA
arg 0: C:\Users\Public\Medial\vdeis2.dll (type=char¥*, size=0x0)

~~2556~~ KERNEL32.dll!GetFileAttributesW
arg 0: C:\Users\Public\Media\1l71703.reg (type=wchar t*,
and return to module id:32, offset:0x22c02
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xample Il. Gootkit Loader

e Type:Banking Trojan

¢ language:C

® Main Functionality: Unpack actual payload loader, deliver Gootkit malware on victim’s machine

e (Obfuscation- anti-VM, anti-debugging, anti-emulation, time-based anti-research, packed payload, machine-
code obfuscation, anti-sandboxing.

e Operation period: (2014 - present)

Technical report - https://drive.qoogle.com/file/d/0BzFSoGMCVITORUExdFIRTkipX3c/view
More details - https://github.com/mxmssh/dritrace/wiki/Malware-Analysis-Examples
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xample Il. Gootkit Loader

drltrace.exe -logdir . -print ret addr --

Name

|| drltrace.attrib.exe.03500.0000.lcg

| drltrace.cmd.exe.02868.0000.log
|| drltrace.mstsc.exe.04076.0000.lcg
| drltrace.477c305741164815485218f165256...

477c305~101.exe
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xample Il. Gootkit Loader. Unpacking

~~2272~~ KERNEL32.dll!ReadProcessMemory
arg 0: Oxffffffff (type=HANDLE, size=0x4)
arg 1: 0x737e0188 => 0x00000000 (type=void*, size=0x0)
arg 3: 0x8 (type=size_ t, size=0x4)
and return to module id:0, offset:0x4f4c
~~2272~~ KRERNELBASE.dll!ReadProcessMemory
arg 0: Oxffffffff (type=HANDLE, size=0x4)
arg 1: 0x737e0188 => 0x00000000 (type=void*, size=0x0)
arg 3: 0x8 (type=size_t, size=0x4)
and return to module id:0, offset:0x4f4dc
~~2272~~ ntdll.dl1l!RtlEncodePointer
arg 0: 0x00000000
arg 1: 0x77240000
and return to module id:0, offset:0x4f59
~~2272~~ RERNEL32.dll!GetProcAddress
arg 0: 0x77240000
arg 1: 0x00405972
and return to module id:0, offset:0x4f7e
~~2272~~ RERNELBASE.dll!GetProcAddress
arg 0: 0x772d40000
arg 1: 0x00409972
and return to module id:0, offset:0x4f7e
~~2272~~ KERNEL32.dl1l!VirtualAlloc
arg 0x00000000 => 0x00000000 (type=void¥%, siz
arg

0=
1: 0x688 (type=size_t, size=0x4)
arg 2: 0x1000 (type=DWORD, size=0x4)
3: 0x40 (type=DWORD, size=0x4)
and return to module id:0, offset:0x277f

arg




xample Il. Gootkit Loader. Process Hollowing. New Process Creation

~~2272~~ KERNEL32.dll!lstrcatw
arg 0: C:\Windows\System32\mstsc.exe "C:\Users\secuser\Desktop\477c30574116481548
arg 1: " (type=wchar t¥*, size=0x0)
and return to module id:0, offset:0x9233

~~2272~~ KERNEL32.dll!CreateProcessw

0: <null> (type=wchar t¥*, size=0x0)

1: C:\Windows\System32\mstsc.exe "C:\Users\secuser\Desktop\477c3057411648154
<null> (type=<unknown>*, size=0x0)
<null> (type=<unknown>*, size=0x0)
0x0 (type=BOOL,
arg 5: 0x800000c (type=DWORD,
and return to module id:0,

~~2272~~ KERNEL32.dll!GetThreadContext
arg 0: 0x108 (type=HANDLE, size=0x4)
arg 1l: 0x0012fc30 (type=<unknown>*, size=0x0)
and return to module id:0, offset:0x92al




xample Il. Gootkit Loader. Process Hollowing. New Section

~~2272~~ ntdll.dll!ZwCreateSection
arg 1l: 0xf001f (type=unsigned int, size=0x4)
arg 2: 0x0012fae8 (type=OBJECT ATTRIBUTES*, size=0x4)
arg 3: 0x0012fbl0 (type=LARGE INTEGER*, size=0x4)
arg 4: 0x40 (type=unsigned int, size=0x4)
arg 5: 0x8000000 (type=unsigned int, size=0x4)
and return to module id:0, offset:0xall13

~~2212~~ ntdll.dll!ZwMapViewOfSection
arg 0: 0x114 (type=HANDLE, size=0x4)
arg 1l: 0x10c (type=HANDLE, size=0x4)
arg 2: 0x0012fbc0 => 0x00000000 (type=void **, size=0x4)
arg 3: 0x0 (type=unsigned int, size=0x4)
arg 4: 0x0 (type=unsigned int, size=0x4)
arg 5: 0x0012fb24 (type=LARGE INTEGER*, size=0x4)
and return to module id:0, offset:0x9d42




xample Il. Gootkit Loader. Pracess Hollowing. Write & Resume

~~2272~~ KERNEL32.dll!WriteProcessMemory
arg O: 0x1l0c (type=HANDLE, size=0x4)
arg 1l: 0x00095ae2 => 0x00000000 (type=void*, size=0x0)
arg 2: 0x0012fb80 => 0x00000000 (type=void*, size=0x0)
arg 3: 0x1l (type=size t, size=0x4)
and return to module id:0, offset:0x9%4fc

3727 ~~2272~~ KERNELBASE.dll!WriteProcessMemory
3728 arg 0: 0x10c (type=HANDLE, size=0x4)
arg 1l: 0x00095ae2 => 0x00000000 (type=void*,
arg 2: 0x0012fb80 => 0x00000000 (type=void*%*,
arg 3: 0xl1l (type=size t, size=0x4)
and return to module id:0, offset:0x94fc
~~22712~~ KERNEL32.dll!ResumeThread

arg 0: 0x108 (type=HANDLE, size=0x4)
and return to module id:0, offset:0x9512




xample Il. Gootkit Loader

~~3852~~ KERNEL32.dll!GetEnvironmentVariableA
arg 0: crackmeololo (type=char?*, size=0x0)

arg 2: 0x104 (type=DWORD, size=0x4)
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xample Il. Gootkit Loader

~~1756~~ ADVAPI32.dll!RegQueryvValueExXW
arg 0: 0x00000118 (type=<unknown>, size=0x0)
arg 1l: ProcessorNameString (type=wchar t*, size=0x0)
arg 2: 0x00000000 (type=DWORD*, size=0x4)
arg 5: 0x01b2fed4d => 0x200 (type=DWORD*, size=0x4)

~~1756~~ ADVAPI32.dl1l!RegOpenKeyW

arg 0: 0x80000002 (type=<unknown>, size=0x0)
arg 1l: Hardware\DESCRIPTION\System\CentralProcessor\0

~~1756~~ SHLWAPI.dl1l!StrStriIw
arg 0: Intel(R) CPU E5-2650 v3 @ 2.30GHz (type=wchar t*,
arg 1: Xeod (type=wchar t*, size=0x0)
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xample Il. Gootkit Loader

~~2840~~ WINHTTP.dll!WinHttpConnect
arg 0: 0x003ca4d440 (type=<unknown>, size=0x0)
arg 1: susikﬂ.info (type=wchar t*, size=0x0)
arg 2: 0x00000050 (type=<unknown>, size=0x0)
arg 3: 0x0 (type=DWORD, size=0x4)

~~2840~~ WINHTTP.dll!WinHttpOpenRequest
arg 0x004173a0 (type=<unknown>, size=0x0)
arg GET (type=wchar t¥*, size=0x0)
arg /rbody320 (type=wchar_ t¥*, size=0x0)

<null> (type=wchar_ t*, size=0x0)
<null> (type=wchar t¥*, size=0x0)

arg
arg

0
1
2
arg 3: <null> (type=wchar_ t*, size=0x0)
B
S



EMO. NotPetya/PetrWrap






ritrace. API calls visualization script

python api_calls vis.py -i wannacry.jpég -gr -t drltrace_log wannacry.log
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ritrace. API calls visualization script

python api calls vis.py

le:///C:/Users/maksims/Downloads/wannacry_truncated_log.html
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uture Work

Make DynamoRIO more resistant against anti-DBI
tricks.

Add heuristics to search for certain (YARA
rules?) malicious patterns in logs.

ARM and macOS.

Attach drltrace into running process
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onclusion

Dynamic binary instrumentation is a reasonable trade-off for
dynamic malware analysis.

Drltrace is the first efficient and light-weight solution for
API calls tracing in modern sophisticated malicious samples
based on DBI technique.

The solution allowed to revel in several minutes a lot of
internal technical details about malicious sample without even
starting IDA or debugger.
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hank you!

https://github.com/mxmssh/drltrace

https://www.linkedin.com/in/mshudrak
https://twitter.com/MShudrak
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