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Medical database leaks, Ransomware attacks

Ordinary people do not care - do not understand
what cybercriminals do with the data

Vulnerabilities on medical devices

e.g CVE-2019-10950 X-ray & imaging products: “insecure

telnet services that lack authentication requirements”

Regarded as “yet another hack”, “not a real threat”

Virus Bulletin 2019 - A. Apvrille - A. Lakhani 3/25



Medical database leaks, Ransomware attacks

Ordinary people do not care - do not understand
what cybercriminals do with the data

Vulnerabilities on medical devices

e.g CVE-2019-10950 X-ray & imaging products: “insecure

telnet services that lack authentication requirements”

Regarded as “yet another hack”, “not a real threat”

Virus Bulletin 2019 - A. Apvrille - A. Lakhani 3/25



Diabetes
What threats for a diabetic patient using medical IoT?
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Flash Glucose Monitoring system

Screenshot from https://www.ncbi.nlm.nih.gov/pmc/articles/PMC2903977/

That’s me!
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Sensor life cycle

Assemble pack Apply sensor

Activate it (60 min) Use it Expires after 14 days
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Hardware

Well designed

Custom TI RF430 chip

Low power consumption

Hardware attacks?

Unclear attack scenarios -
unless you are a VIP
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NFC communication

A wet sponge with hot sugar replaces a human arm :)

ISO 15693

HydraBus NFC, Proxmark
3...

Ferroelectric RAM with
program code and user
data

Anybody can read: no
authentication
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Memory Map

Block 00 F4 18 B0 32 03 01 02 08

Block 01 00 00 00 00 00 00 00 00

Block 02 00 00 00 00 00 00 00 00

Block 03 E6 20 06 03 D2 02 C8 84

Block 04 A1 00 D0 02 C8 78 A1 00

Block 05 D0 02 C8 74 A1 00 D0 02

Block 06 C8 6C A1 00 CF 02 C8 6C

Block 07 61 00 CF 02 88 76 61 00

Block 08 E0 02 C8 A0 61 00 DE 02

.............................

Block 0F C8 90 A1 00 1E 03 C8 68

Block 10 62 00 EC 02 C8 E8 61 00

Block 11 D7 02 C8 94 61 00 00 00

.............................

Block 27 00 00 00 00 37 00 00 00

Block 28 BA 32 00 01 BA 32 00 01

Trend index

History index

6-byte trend
records: 73
mg/dL

6-byte history
records

Wear time
in minutes
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Mobile application

Well implemented

Obfuscated native library for
key features: glucose measures,
wear time

More: check installs from
Google Play, certificate pinning

Several “useless” SDKs e.g
com.airbnb.lottie,
com.evernote.android.job

Many Open Source alternatives

License Verification
Library

SDK 1 SDK 2 SDK 3

App Dalvik classes

Native lib libDataProcessing.so
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Mobile app: Firebase Analytics: a bit too nosy?

You click on a menu in the app?
It tracks it.

05-24 08:20:11.384 V/FA (13108): Event recorded:

Event{appId='com.*********', name='screen_view(_vs)',

params=Bundle[{firebase_event_origin(_o)=auto,

firebase_previous_class(_pc)=SplashActivity,

firebase_previous_id(_pi)=-3985357911052850480,

firebase_screen_class(_sc)=HomeActivity,

firebase_screen_id(_si)=-3985357911052850479}]}

↪→
↪→
↪→
↪→
↪→
↪→
05-24 08:20:11.436 D/FA (17498): Logging event (FE):

SYS_UNEXPECTED, Bundle[{firebase_event_origin(_o)=app,

firebase_screen_class(_sc)=HomeActivity,

firebase_screen_id(_si)=-3985357911052850479}]

↪→
↪→
↪→
05-24 08:20:11.526 D/FA (17498): Logging event (FE):

user_engagement(_e), Bundle[{firebase_event_origin(_o)=auto,

engagement_time_msec(_et)=290,

firebase_screen_class(_sc)=HomeActivity,

firebase_screen_id(_si)=-3985357911052850479}]

↪→
↪→
↪→
↪→

Virus Bulletin 2019 - A. Apvrille - A. Lakhani 11/25



Threat summary

Hardware

Sensor vulnerability currently under
discussion

Event tracking in the mobile app

Reading the sensor
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“Why would anyone target me? No interest!”

Corollary:
“Cybercriminals are not interested

in attacking a Diabetes app”

Often confused with - but different :“cybercriminals are not interested in my blood glucose level”
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Malicious diabetes management apps
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A few malicious apps we found

Form sent to remote
server

Adkit prevents access to
real app

Ad and tracking
installed apps, GPS, IP
address etc

c70cdd58130419864b83cdc613f91fc440590a39b8873532444e54339e6958b5

a18a5594558e08472df75f6ae2cc2c61f1897f0a97df7fd38abba3827191b86e

34a605a3acbe4e090d2d5c9e308f0834062cce79f348cb7747d28ab49838dea0
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The Darknet
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Underground sale of medical records

Medical records sell high because they facilitate identity theft for
bank accounts, loans, insurances...
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Underground sale of medical records

thedarkoverlord - known for focus on healthcare
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Underground sale of medical records

Recent on the Canadian Headquarters - July 2019

Monsta with 234 positive feedback
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Very detailed medical records

Posted to show evidence and gain trust - by thedarkoverlord in October 2018
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Underground sale for cheap medicine

Insulin supplement. Typical cost 400 USD.
On Nightmare, 149 USD. May 2019
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Underground sale for cheap medicine

Bargain price for patients with no healthcare insurance. Fast acting
insulin. Type 2 Diabetes. DreamMarket, January 2019
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Underground sale for cheap medicine

Product with positive feedback!
Berlusconi Market - July 2019
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Lots of medicine for diabetes

Silk Roads 3.0, May 2019 BB Pro, June 2019
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What quality? Willing to take the risk?

Berlusconi Market, July 2019

Dream Market, Jan 2019. Beware side
effects: suicide, cancer, abuse, addiction...

Pregabalin, in a box, on Tochka - July 2019

Pregabalin powder, on Agartha - July
2019. Risks?!
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Forged Health Cards

Health card scans, old items, forged cards: prices vary

Quebec Ontario

Canadian Headquarters, July 2019

Virus Bulletin 2019 - A. Apvrille - A. Lakhani 22/25



Forged Health Cards

Forged printed double-sided plastic Blue Cross Blue Shield card.
For sale on Berlusconi Market, July 2019
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Other items: day off, prescriptions etc

Forged pack of a variety of doctors notes. Take the day off ;-)
Alibis etc. For sale on Berlusconi Market, July 2019.
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Other items: day off, prescriptions etc

Forged pharmacy receipts. On Nightmare, July 2019.
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Other items: day off, prescriptions etc

Forged UK pharmacy prescriptions. On Berlusconi Market - July
2019.
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Conclusion

Cheap diabetic treatments underground,
but with uncertain quality

Cybercriminals do not care if you have diabetes,
but they make money out of it

Your smartphone may get infected. Be extra cautious if you
use it for medical purposes!
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Thank You

Contacts: aapvrille or alakhani (at) fortinet (dot) com

Thanks to

Anonymous diabetic contacts :) and
@travisgoodspeed @PagetPhil @TuxDePoinsisse @aurelsec @trufae

@ j3lena @Baldanos @r00tbsd @doegox @herrmann1001

https://www.fortinet.com - https://fortiguard.com
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