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Implemented since VS
97 SP3, Microsoft has
never announced,
documented or allowed
to opt out this feature.

Description of
Rich Headers

¥ 2-40October 2019




Timeline Highlights

1997: Visual Studio 97 SP3 introduced RH

2004: :lifewire / ikx, : things they didn't tell you about ms link and
the pe header :

2010: Pistelli, Microsoft's Rich Signature (undocumented)

2017: Webster et al. Finding the Needle: A Study of the PE32 Rich
Header and Respective Malware Triage

2018: GReAT, The devil’s in the Rich header
2018: [K.-P.] Lazarus Group, VB2018 Montreal

2019: (July) Maksim Dubyk, Leveraging the PE Rich Header for
Static Malware Detection and Linking, SANS

2019: (October) Todd Plantenga, Ben Wilson, Fingerprinting
Binaries Using Rich Headers: Tales from Our Analysis, Fireeye
Cyber Defense Summit 2019 et



RH Structure

8 bytes
e Overlooked by the DanS (OX536E6144) : padding (NULL)
security industry (and padding (NULL) ~ padding (NULL)
us) for many years build#  prodiD
e Contains valuable 5 build #  prodiD
information when build#  prodiD

interpreted correctly

“Rich” (0x68636952) XOR key



RH Basic Facts

« Between IMAGE_DOS_HEADER and IMAGE_NT_HEADERS
« [‘DanS’ .. ‘Rich’], 4-byte XOR key - data between
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RH Structure

 Microsoft Windows 2000 source code leaked

prodidCvtomf511 = @xeall, // LINK 5.11 OMF tc COFF conversien
prodidMasmeld = Bxee12, /7 MASM 6.14 (MMX2 support)

prodidlinker512 = Bx@al3, /7 LINK 5.12 -PrOdUCt IDS . - [ )
prodidCutomf512 = axeald, // LINK 5.12 OMF to COFF conversion ey ge n e ra ]O n °
i DwProdidFromProdidWBuild{prodid, wBuild) ((((unsigned long) (prodid)) << 18) | (wBuild))

ProdidFromDwProdid(dwProdid) ((PRODID} ({dwProdid) »>» 16))
WBuildFromDwProdid(dwProdid) (({dwProdid) & GxFFFF)

// Define the image dsta format
edef struct PRODITEM {

= *(v3 + 164);

unsigned long  dwProdid; // Product identity

unsigned long dwCount;
} PRODITEM;

// Count of objects built with that product

'‘Dans’

enum {

tagEndID  =fl8x536ep144 ]

tagBeglD  =J0x58636552) 'Rich’ checkSum += _ ROL4  (data-»dosStub[i], 1i);
: +Hi;
/*

Normally, the DOS header and PE header are contigucus. We place some data }

in een them if we fi least one tagged object f . \.h'hllE f- 1< dCSS:LItSL:E :I;
struct { vE = w253
IMAGE_DOS_HEADER dosHeader; }
BYIE [/ He-D0s stub for { richHeaderlist = v5; richHeaderlist; checkSum += _ ROL4 _ (dwProdid, dwCount) )
PRODITEM i/ start of tallies (Masked with dwMask) {
PRODITEM /f end of tallies (Masked with dwMask}) - . .
wCount = ric rList- :
PRODITEM /¢ variable sized (Masked with dwMask) l.'I..__,LIITl_ - I_hI'Eal.'lE T >d\\'CDUI’1tf
PRODITEM u.'I.:.P odid = I--.hl—eau.:le Lis _->d1:.'Prod1d,
PRODITEMN richHeaderList = richHeaderList-»next;

IMAGE_PE_HEADER
i




RH Occurrence in the malicious set

Files without Rich Headers
(Microsoft compiler)

Files with Rich Headers

=

Files without Rich Headers
(different compiler)




RH Offsets

m0x80 m0Ox200 mOx40 mOxD8 mOx48 mOxFO

0xAO

0x600 mOxXEO mOx60 mOx68

(es[ly
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RH Levels of similarity

entica
entica
entica
entica

| Rich Headers
| XOR Keys
| Unsorted ProdIDs + builds

| Sorted ProdIDs + builds

Conjunctions of various ProdIDs



RH Level 0 - Identical RH

Themida-, Enigma- & VMProtect-ed samples with the
unprotected one, e.g. PredatorStealer, Win/NukeSped

Fake/Copied RH, e.g. Olympic Destroyer, explorer.exe

Clusters of known File Formats, e.g. WinRAR SFX,
Autolt,



RH

Level 1 - Identical XOR key

« Samples with Identical RH have obviously the same XOR key

* Malware packers, e.g. 0x8F44CEBF, OxAEB29219, 0x8A17753B,
OxD4F1AE19, 0x887F83A7 (the complete RH varied!)

Visual Basic 6.0

NSIS installer

MoleBox Ultra v4

WinRar SFX

Microsoft CAB File

Autoit

0x886973F3, 0x8869808D, 0x88AA42CF, 0x88AA2A9D, 0x89A99A19, 0x88CECCOB,
0x8897EBCB, OXAC72CCFA, 0x1AAAA993, OxDOSFECFB, 0x183A2CFD,

0xD28650E9, 0x38BF1A05, 0x6A2AD175, 0xD246D0OEY, 0x371742A2, 0xAB930178,
OX69EAD975, 0x69EB1175, 0xFB2414A1, 0xFB240DA1

O0x8CABE24D

0xC47CACAA, OXFDAFBB1F, 0xD3254748, 0x557B8C97, Ox8DEFA739,
0x723FO06DE, 0x16614BC7

0x43FACBB6

OXBEAFE369, 0xC1FC1252, 0OXCDAB05B9, 0OXA9CBC717, 0X8FEDAD28,
0x273BOB7D, OXECFA7F86 (es[=ly



RH Level 2 - Unsorted (ProdID, build)

« Samples with Identical XOR key have obviously the same unsorted
(ProdID, build) pairs

Win64/CoinMiner.DN (0x105E60A5B349F444):

Videolan.exe Update-19.1.10.exe

prodidimport0 323 328
Win32/Pterodo (0x745E73E5045EE80E):

iPkxP4.dll Y9s90w.dli

prodidMasm1210 (b40116) 9 15
prodidUtc1810 CPP (b40116) 119 159
prodidUtc1810_C (b40116) 24 29
prodidMasm1400 (b24123) 19 24
prodidUtc1900_CPP 23 51

prodidimportO 84 96 (es[:h;



RH Level 3 - Sorted (ProdID, build)

« Samples with the same unsorted (ProdID, build) pairs have obviously
the same sorted (ProdID, build) pairs

Win64/NukeSped.Z (0x1108557B575DE91F)

rds.dll (2016-10-24 8:32:11) res.dll (2016-10-24 8:32:11)
prodidMasm1000 (b40219) 15 prodidUtc1600_C (b40219) 94
prodidUtc1600 C (b40219) 100 prodidMasm1000 (b40219) 9
prodidimport0 (0) 130 prodidimport0 (0) 131

Win/GreyEnergy

prodidMasm1000 (b40219) 17 prodidUtc1600_ C (b40219) 107
prodidUtc1600_C (b40219) 110 prodidMasm1000 (b40219) 9
prodidimport0 87-88 prodidimport0 88-89

prodidUtc1600_LTCG_CPP (b40219) 22 prodidUtc1600_LTCG_CPP (b40219) 22-23



RH Anomalies

Invalid RH values

Duplicate Rich Header values
Invalid XOR key checksum
Rich Header offsets

PE Optional Header linker information
mismatch

Imports & Resources mismatch



A small team of
developers or even a
single dedicated person
could build the required
infrastructure.

Tooling
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_ riCh_record

file_id BIGINT record_id BIGINT

shal BINARY(20) file_id BIGINT

image_size INT record_index TINYINT

bitness TINYINT rich_object_id SMALLINT

is_dll BIT rich_object_id_bad SMALLINT

pe_timestamp DATETIME rich_object_version SMALLINT
linker_major_version TINYINT rich_object_count INT rich_object_id SMALLINT
linker_minor_version TINYINT rich_object_crc BIGINT rich_object_name VARCHAR(100)
import_count INT CONSTRAINT checkObjectNull rich_compiler_name VARCHAR(100)
import_hash BINARY(16)

rich_header_xor_key INT

rich_header_real_checksum INT

rich_header_offset SMALLINT

rich_header_size SMALLINT

rich_header_crc BIGINT file_path_id BIGINT

rich_header_prodid_build_crc BIGINT celid BIGINT

rich_header_prodid_build_sorted_crc BIGINT path VARCHAR(512)

rich_header_prodid_count_crc BIGINT

rich_header_record count SMALLINT

rich_header_object_count INT

. Database (Backend)



PERichMiner (Backend)

e Parses PE files and stores the data into RH
database

* High performance (C++, low-level API)

« Supports multiple operation modes:

Live-feed processing (various internal live-feeds)
On-demand scan of a file system



PERichFinder (Frontend)

e .NET desktop app

e Lookup of similar files in the RH DB

e Find commonalities among a set of files
e Notifications & YARA Rules



SOL & YARA Rules

! VirusTotal / yara © Watch 270

Code Issues 105 i) Pull requests 21 Projects 0 Wiki Security Insights

PE rich signature improvements #1135

:b-c. Merged pILISViC merged 3 commits into0 virusTotal:master from eset:irich_signature_improvements @- 10 days ago

toolid(toolid, [version])

(& Conversation 3 o Commits 3 &, Checks 0

New in version 3.5.0.

Commits on Sep 13 2019 Function returning a sum of count values of all matching toolid records. Provide the optionall
version argument to only match when both match for one entry. More information can be

found here:

rich_internal function now returns the sum of counts

_L? mposlusny authored and marc-etienne committed on Jul 24 L AT R BRI 0 2 e T

Note: Prior to version 3.11.0, this function returns only a boolean value (0 or 1) if the given
Update documentation of the “toolid” and ‘version in PE modul toolid and optional version is present in an entry.

_L.? mposlusny authored and marc-etienne committed on Jul 29 Example: pe.rich_signature.toolid(170, 40219) >= 99 and pe.rich_signature.toolid(170, 40217}
<= 143
Added test for the updated rich_signature function

._L.? mposlusny authored and marc-etienne committed on Jul 30 @ET



PERichFind

a5l DA_VB2019\_rich_headers\Win32.Dridex\bot_x86_v1.159.module - PERichFinder

er on

odid Utc1500_CPP

(® Include [ Version

] Court

() Exclude | 20729 |

prodidUtc1600_CPP

[1

® Eguals () Range

File: Level O

prodidimplibS00
prodidimport 0 | i
prodidUnknown
prodidUtT800_LTCGCPP 40219 ] PE Timestamp ~ 2014-11-17 1364 7] XOR Key
prodidExport 1000 - ) )
didLinker1000 nedela . 16. novembra 2014 (®) Newerthan (e4BFA293D Equals ) Range
prodidLinker
| Ltarok . 18, navembra 2014 () Ciderthan [[] Real XOR Key
() Range (x4BFA233D ]| Image Size
- I Range
E Unique SHA1 [] Rich Header CRC
[ First 1000 Results e4362403622803975
. ] Object count
[ ProdID-Build CRC ) Equdls O Range
B<E215AC2353ERFTOEG
[ ProdID-Build Sorted CRC
| Record Court
(x68EAGBBDEFEC285 | .
| Equals (_) Range
[] ProdID-Court CRC
[] Show SQL Query (51B716AB3662802B
Search Create Rule Browse Rules Export To Yara
michal.poslusny@eset.cz

Xer



PERichFinder on File: Level O

E F?TEUI'IS B 5 o

bitness

image_size

238456

is_dll
1

pe_timestamp
17112014 13:06

linker_major_version

10

linker_minar_wersion

0

impao
216

712020 7CRD 7CFDACSA4RBCATCRDADDET222EDADS

—C 216
utorok , 18. novembra 2014 E~ | () Olderthan |
() Range [ Image Size
(®) Equals _) Range
[ Unique SHAT [] Rich Header CRC
[ First 1000 Results | 043624D3622803575 | ETED
= %) Equals _) Range
xE219AC239EBF70ER
517
Prod|D-Build Sorted CRC
= [] Record Count
(EBEAGBBDEFEC2E5 | 1= .
Equals _) Range
[ ProdID-Court CRC 0
O S x51B716AB36628028

Search Create Rule Browse Rules Export To Yara (e_sm

michal.posl set.cz




PERichFinder on File: Level 1

E Results _ O w

bitness i=_dll

1

linkeer_minar_wersion

0

linkeer_major_wersion

10

image_size

238456

pe_timestamp
17112014 13:06

impo
216

J12C207CEDTCFDBCSA4RBCATCRDADDETZZ22ZEDADS

: 216
utorok . 18. novembra 2014 [~ | () Olderthan [] Real XOR Key
() Range | bedBFA293D [ Image Size
(®) Equals () Range
[ Unigue SHA1 I RICA REader LH
298496
[ First 1000 Resuts (4362403622803975
[] Object court
[] ProdID-Build CRC © Eouas O Range
(xE219AC239E8F70E6
517
[] ProdID-Build Sorted CRC
[] Record Court
(xEBEAGBBDEFEC285 ® Equsls () Range
[] ProdID-Count CRC 10
L Show SQL Query [51B716AB 36628028
Search Create Rule Browse Rules Export To Yara @ e T
michal.poslusny@eset.cz




PERichFinder on File: Level 2

E Results
hex(shal) 4 image_size bitness is_dll pe_timestamp linker_major_wersion linker_minar_wersion impor
b (24DAGB4ESBFOBBOFSZ2DDBEETRAFE1CH44504AA7 EYERIN 32 1 16220151402 |10 0 164
02E4B208300BERCDITE159A1817ESB43EGCCCSES | 304640 32 1 23102014 1655 (10 0 225
042706002 C46F2302E6TABA 3884 220AB293A52C 308224 32 1 15122014 16:07 |10 0 208
0eB3071913FCOEARD4BBRIF118CE 7303085447 313344 32 1 10220152208 |10 0 165
DA NN AN C A A A A AN CEee T N0 CA G D T 0. ERTAT e r ] 1 AN AN A A0,07 1 Fal b |
£
Querytook Hms
Result court: 111
L) g 2tn |298436
[ First 1000 Resuits _
[4 ProdID-Build CRC Wi
(®) Equals (_) Range
«E219AC239EBF70E6 |
517
o Prog Rt Sorec I ———
(x68EAGBBDEFEC285 B e P
- q . ju}
[] ProdiD-Count CRC 10
[ Show SQL Query 0:51B716AB36628D28
Search Create Rule Browse Rules Export To Yara @ e T
michal.poslusny@eset.cz




PERichFinder on File: Level 3

E Results
hex{shal) . image_size bitness is_dl pe_timestamp linker_major_version linker_minor_wversion imparl
] 01ERTAFAEEA3A4T114FCRREFODT1EEDDCADEIE1 530 Earl 32 1 2672041202 |10 ] 216
024DAGB4ESEFOBBOFEZDDEEETR4FE1CE44504A87 | 314368 32 1 16.2201514:02 |10 0 164
0Z2E4B208300BEGCDITE199A1817ESB43EGCCCIES | 304640 32 1 23.10.2014 16:59 |10 0 225
NATYTTRCAN W ACCTFIVICCTAD AT 0 A T INAD LI AG W1 0T34 Ty 1 16 17 W14 1C.07 1 (1] o
£
Querytook Bms
Result count: 124
| J e | jusorncon o S
[ Unique SHAT [ Rich Header CRC —
[ Frst 1000 Resits [:43624D3622803975
[ ProdID-Buid CRC D [E);”Esm“m O Range
— 17
[ ProdID-Build Sorted CRC
(«6BEASBEDEFEC285 3 :f:: Count Y Range
[T ProdiD Count CH &
[ Show SQL Query (51B716AB36628D28
Search Create Rule Browse Rules Export To Yara @ e T
michal.posl @eset.cz




PERichFinder on Folder

aders\_group_D39_APT37 - PERichFinder

version court .
prodidimplibS00 5/5files prodidImplib 300
prodidimport0 5/5 files ® Include [~ Version [ Court XOR Key:
prodid Ute1500_C 4/5files O EBxclude |30?29 | |12 | |21 |
prodidAliasObj 1000 4/5 files
prodidLitc1600_CPP 4/5files
prodidMasm1000 4/5files
prodidLtc1600_C 4/5 files | Add ‘ | e |
prodid Ltc1600_LTCG_CPP 4/5 files [] PE Timestamp [ mport Gourt
E::::E:;: :x :Z:::: sobola , 16, jila 2016 Newerthan N Equals Range
prodidimplib1400 1/5 fles uorok 16, janudra 2018 G
prodidLitc1900_C 1/5files oz O gauiism S
prodidMasm1400 1/5files [ Unique SHA1 92056 B
prodid Ut 1500_LTCG_CFP 1/5files [ First 1000 Results
prodidLitc1900_CPP 1/5files O [E?i:s Court Range
prodidCvtres 1400 1/5files
prodidLinker1400 1/5files L
[] Record Court
Equals Range
9
[ Show SAL Query
Search Create Rule Browse Rules BExport To Yara

michal.posl

t.cz

Ge1)



PERichFinder on Folder: Step 1

\_rich_headers\_group_059_APT37 - PERichFinder — O *
prodID version court misc T
prodidImplib $00 0725 12-21 5/5files prodidLinker1400
prodidimport0 1] B6- 155 B/5files ® Include [ Version [ Count
prodidUtc1500_C 30729 1-1 4/5files O Exclude |23517 | |1 | |1 |
prodidAliasObj 1000 20115 1-1 4/5files
prodidUtc 1600_CPP 30313 37-40 4/5files
prodidMasm 1000 30213 16-19 4/5fles ]
ove
prodidUtc 1600_C 30313 104-117 4/5files
Pm:i:;ﬂcTG{:;_;TCG_CF‘P ﬁ:g 13;15 :ﬁ:es ] PET: ] Import Court
prodidCutres - s Equals Range
bota , 16, jul 2016 i Newer thi quals g
prodidLinker1000 30319 11 4/5files sobota o= s =
PN Older th

prodidimplib 1400 23917 9.9 1/5 files utorok 16, janudra 2013 e 5

I Si
prodid e 1900 C 23917 17-17 1/5fles T e e

Equals Range
prodidMasm 1400 23917 22 1/5files ] Unique SHA1
prodidUtc 1900_LTCG_CPP 23917 2-2 1/5files [/ First 1000 Resutts
prodidUtc1900_CPP 23917 3-3 1/5fies L] Object Count

Equals Range
prodidCvires 1400 23517 1-1 1/5files =
prodidLinker1400 1-1 1/5files

[] Record Court
prodidLinker1400 Equals Rangs
File name P D l 5
ress Delete

Create Rule Browse Rules Export To Yara

michal.posl




PERichFinder on Folder: Step 2

- [m| X
O
prodidUtc1 prodid e 1500_C abase: m
prodidAliasObj1000 4/4fles @ Include [ Version & Court XOR Key:
prodidLtc1600_CPP 4/4fles O Exclude |30?29 | ‘1 | |1 |
prodidMasm 1000 474 flles
prodidLtc1600_C 4/4fles
prodidImplib 500 A/dfles | A ‘ | ‘
Remove
prodidimport 0 4/4 files
prodidtc1600_LTCG_CPP 4/4fles [1FET [ mport Gourt
prodidCwvtres 1000 4/4files = (®) Equals =
jti (®) Newer th: = — )
prodidLinker 000 A flos sobota , 16.  jdla 2016 @ ewer than —
utorok 16, janudra 2018 [)- | L) Olderthan
(") Range [] Image Size
(®) Equals (_) Range
[] Unique SHA1 137704
First 1000 Results
S [] Object Count
@) Equals (”) Range
354
[] Record Count
®) Equals (") Range
10
[ Show SQL Query
Search Create Rule Browse Rules Export To Yara
michal

.posl t.cz
(s



PERichFinder on Folder: Step

=) D:A_VB2019\_rich_headers\_group_039_APT37 - PERichFinder

prodID version court misc
prodidLitc 1600_CPP 30319 37-40 4/4files
prodidMasm1000 30319 16-1% 4/4files

prodid tc1600_C 30319 104-117 4/4files

prodidimport0 o [is4-185 4/4files
1-1

prodidLink 4/4fil

- m} >
k maliciousset
prodidLinker1000
® Include [] Version [+ Court XOR Key:
O Exclude | 20219 | | 7 | |1 |
Add | | Remaove ‘
[] PE Timestamp 5 mpor Cout
sobota . 16. jila 2016 Newer than Equals Range
79
utorok . 16. janudm 2018 Older than
Range [ Image Size
® Equals Range
[ Unique SHA1 —
[ First 1000 Results
[ Object Count
®) Equals Range
354
[ Record Count
Equals Range
10
[ Show 5GL Query
Search Create Fule Browse Rules Export To Yara

michal.posl




PERichFinder on Folder: Step 4

g DA_VB2019\_rich_headers\_group_058_APT37 - PERichFinder

count misc

prodID

version

37-40
16-13

4/4files
4/4files
4/4files

prodidUtc1600_CPP
prodidMasm 1000

prodidUtc1600_C

prodidimport0 o [is4-185 4/4files
30319 1-1

prodidLinker1000 4/4 files

85! Results

- O X

prodidLinker1000
® Include Version Count ROEE ;
O Bclude [20319 | [ NE |
[] PE Timestamp [ Import Court
Equals Range

sobota L 16, jula 2016 Newer than

Older than

utorok | 16. januda 2018

image_size bitness is_dl

pe_timestamp linker_major_version linker_minar_version

impart_count

hex{import_hash)

216064

16.1.20181:43

B2C22CDD45763D873CCA295655FBOFE344CECTET | 137704

11.1.2018 14:01

FBZBDD4735F33508FA

FB1C759BBBE2435ABD19FAAT0TFF322308CD727A | 311808

<

23.22018 7:00

Querytook 6Ems

Result count: 3

Export To Yara

michal.poslusny@eset.cz

(es[ly



PERichFinder on Folder: Step 5

o D4 _VB2019\_rich_headers\_group_059_APT37 - PERichFinder — O *
prodID version court misc
| Database:
prodidLinker1000
® Include ] Version M Count XOR Key:
prodidLtc1600_CPP 30319 37-40 4/4files () Exclude |‘.“:"_:,'13 | ‘1 | ‘1 |
prodidMasm 1000 30319 16-19 4/4files
prodidUtc 1600_C 30319 104-117 4/4files
_l:- Remove
prodidmportd o |15 4/4files
[] PE Timestamp ] Import Count
- . ik sobota .16, jia 2016 [ - B R
prodidLini 1-1 4/4files 9
torok |, 16. janudra 2018 Older than

import_count hex{import_hash)

image_size bitness is_dll pe_timestamp linker_major_version linkeer_minor_version

<

Querytook 3ms

Result count:

michal.poslusny@eset.cz

(es[3)



1 rich_record where

1 rich_record where

1 rich_record where

1 rich_record where

prule Dridex_ vl o2 ol

SQL & YARA rules

rich object id = 178 and rich_object version = 48219 and rich _object count »>= and rich_object count -«
rich object id = 171 and rich_object version = 48219 and rich object count >= 32 and rich_object count
rich_object_id = 158 and rich_object wversion = 48219 and rich_object_count >= 23 and rich_object_count <

rich object id and rich object version = @ and rich object count = 1) LIMIT 1660

pe.rich_signature.tooliddd?d, 4021%2> >= 29 and pe.rich_signature.toolid<iY8, 48212> {= 143 and
pe.rich_signature.toolidd{171,. 48219>» >= 32 and pe.rich_signature.toolid{i171. 48212> <= 48 and
pe.rich_signature.toolidd{158, 48219>» >= 23 and pe.rich_signature.toolid<158, 48212> <= 26 and
pe.rich_signature.toolid{@,. A> == 1




SQL & YARA Rules

SQL rule: SELECT into the RH database
YARA rule: Conjunction of toolids and lengths ranges
1-1 correspondence between SQL and YARA rules !!!

Enhancing the YARA project necessary (Counts, Import
Function etc.)

~200 rules covering mostly APT toolsets



RH is a static feature that
can reasonably distinguish
malicious projects from the
clean ones and classify
their clusters.

Lessons learned

2019

LONDONEE

" 2-4October 2019




Lessons learned - (Dis)Advantages

RH is a small piece of data easily stored and quickly
accessed

Malicious projects are of a small size

Multi-stage threats and 32/64-bit variants often
covered with a single rule

Creation of anomalies leads to malware verdict
The rule needs to exist (no proactivity)

Tracking is lost with the update of Visual Studio or a
larger project refactoring G er




Lessons learned - FPs

* “For each of the 200 rules already exists a false
positive.”

* The nature of FPs:
+ various Proof-of-Concepts
+ (signed) tools from specialized software

+ (unsigned) small components of projects of unknown
origin and functionality

+ unrelated malware families



malq@dia —

Lazarus Group s

aka: Operation DarkSeoul, Dark Seoul, Hidden

overview)

Cobra, Hastati Group, Andariel, Unit 121, Bureau
127, NewRomanic Cyber Army Team, Bluenoroff,
Subgroup: Bluenoroff, Group 77, Labyrinth
Chollima, Operation Troy, Operation GhostSecret,
Operation Appledeus, APT38, APT 38, Stardust
Chollima, Whois Hacking Team, Zinc, Appleworm,
Nickel Academy, APT-C-26

Since 2009, HIDDEN COBRA actors have
leveraged their capabilities to target and
compromise a range of victims; some intrusions
have resulted in the exfiltration of data while
others have been disruptive in nature.
Commercial reporting has referred to this activity
as Lazarus Group and Guardians of Peace. Tools

Examples (0)

LAZARUS GROUP: A MAHJONG
GAME PLAYED WITH DIFFERENT
SETS OF TILES
Peter Kalnai & Michal Poslusny
ESET, Czech Republic

{peterkalnai, michal.poslusny)@eset.cz

ABSTRACT

INTRODUCTION
The
as

Main subgroups
1) x86 VS98 + x64 V52010
2) x86 VS2010 + x64 VS2010

..and anomalies...

VS98 + VS2013, not
expected VS98 + VS2010)
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win.industroyer (Backto overview) win.exaramel (Backto overview)
s (ndustroyer it CONJUNCTION OF RANGES: 5% Exaramel
aka: Crash, 6 . ObjECt Count 350..460 Actor(s): TeleBots n
ggzﬁge;g;%kﬂ Utc1810 CPP(40116) 120..121

| Masm1400  (24123) 17...18
EJ@ Utc1900 CPP(24123) 29...33

There is no description at this point.

Importo 100. .200
Industroyer is a malware framework ccnsideretvt res1400 ( 242 10) 1

to have been used in the cyberattack on Ukraine's

power grid on December 17,2016. The attack cut https://www.welivesecurity.com/2018/10/11/..
a fifth of Kiev, the capital, off power for ane hour.

| References

It is the first ever known malware specifically Yara Rules

designed to attack electrical grids. )
» [TLP:WHITE] win_exaramel_auvto &

(20190620 | autogenerated rule
References

brought to you by yara-signator)
https://en.wikipedia.org/wiki/Industroyer
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win.industroyer (Backtooverview) win.exaramel (Backto overview)

=& Cxaramel

am (ndustroyerieteael CONJUNCTION OF RANGES:

aka: Crash,

CrashOveride New TeleBots backdoor: First
Sl evidence linking Industroyer
E3@ to NotPetya

IEVSOTARENINEINEIE  £SET's analysis of a recent backdoor used by TeleBots - the group behind the massive NotPetya
IOV Rl Celaliale ransomware outbreak — uncovers strong code similarities to the Industroyer main backdoor, revealing a

- rumored connection that was not previously proven :
power grid on Decembe ¥ 5 esecurity.com/2018/10/11/...

a fifth of Kiev, the capita
[t is the first ever known

tion at this point.
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designed to attack electrical grids. )
» [TLP:WHITE] win_exaramel_auvto &

(20190620 | autogenerated rule
References
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H aC kl N g Tea M (Back to overview)

The many 0-days that had been collected

by Hacking Team and which became publicly
available during the breach of their organization
in 2015, have been used by several APT groups
since. Since being founded in 2003, the Italian
spyware vendor Hacking Team gained notoriety
for selling surveillance tools to governments and
their agencies across the world. The capabilities
of its flagship product, the Remote Control
System (RCS), include extracting files from a
targeted device, intercepting emails and instant
messaging, as well as remotely activating a
device's webcam and microphone. The company
has been criticized for selling these capabilities
to authoritarian governments — an allegation it
has consistently denied. When the tables turned

Examples (2) ™%

* happynewyear-

gpj.exe

» Character strings:
SCOUTSCOUTSCOUT
* Methods of Dynamic

Calls

 G—

It’s Hacking Team, right?

No! Just a downloader

of Win/Navrat

=

APT37 (Back to overview) n

aka: APT 37, Group 123, Group123, Starcruft,
Reaper, Reaper Group, Red Eyes, Ricochet
Chollima, StarCruft, Operation Daybreak,
Operation Erebus, Venus 1271

APT37 has likely been active since at least 2012
and focuses on targeting the public and private
sectors primarily in South Korea. In 2017, APT37
expanded its targeting beyond the Korean
peninsula to include Japan, Vietnam and the
Middle East, and to a wider range of industry
verticals, including chemicals, electronics,
manufacturing, aerospace, automotive and
healthcare entities

Associated Families

J o vindfinal1stspy
nokki | win.poohmilk

Wil LIUR at g wiil.starcruft
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win.prikormka (Back to overview)

=& Prikormka
Actor(s): n

Groundbait

E3E3

There is no description at this point.

Suspicious File called etwdrv.dll
Export Name: LCrPsdNew.dll
PE TimeStamp: 29.9.2017 11:06:41

References

https://www.welivesecurity.com/wp-content/u...

Export Name: loadCryptPsd.dll
Yara Rules PE TimeStamp: 5.1.2017 11:30:15

» [TLP:WHITE] win_prikormka_auto &,
(20190620 | autogenerated rule Detection: Winé4/Prikormka.BF trojan

brought to you by yara-signator)
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Summary

e Implemented since VS 97 SP3, Microsoft has never
announced, documented or allowed to opt out this
feature.

e A small team of developers or even a single
dedicated person could build the required
infrastructure.

e RH is a static feature that can reasonably
distinguish malicious projects from the clean ones
and classify their clusters.
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