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Jeffrey Ashcraft and the Mystery of Sunnyvale
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https://www.geek.com/movies/pokemon-detective-pikachu-is-the-great-new-speed-racer-1787072/

What are Operational Technologies?
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Attribute IT Targeted Attack OT Targeted Attack

Capabilities
Exploit

Communication
protocols

Impacts of
compromise

Timing
Bandwidth

©2019 FireEye

Low to High Very High
Single Multiple

Multiple: TCP/IP, DNP3, ICCP,

TCP/IP and UDP Modbus, Fieldbus, etc.

Financial or data Disruption of processes,
exposure physical damage, financial
Delays tolerated Real-time communications
High Normally limited

Based on Protecting Industrial Confrol Systems from Electronic Threats by Joseph Weiss
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OPEN SOURCE OT RECONNAISSANCE
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https://www.boredpanda.com/hidden-pet-camouflage/?utm_source=google&utm_medium=organic&utm_campaign=organic

Open Source Intel IT vs. OT

= Asset Inventories = Historian Process Data
= Network and Architecture Diagrams = FfC.

Maintain Move
Presence Laterally

ACCESS

Establish Foothold Escalate Privilege Internal Reconnaissance




Asset Inventories

Item Instrument Signal Name Signal Description Setpoint Action Type | Alarm Priority | Alarm P C:
S D, 5 Trip VSD1 Trip HIGH Pontoom Pump OFF
100m Trip VSD2 Trip HIGH None
100m Trip VSD1 Trip HIGH None
5m Trip VSD1 Trip HIGH Onshore Pump OFF
< 50% of Set value | Trip VSD1 Trip HIGH Onshore Pump OFF

ALARM Alarm HIGH
ALARM Alarm MEDIUM
ALARM Alarm HIGH
ALARM Alarm HIGH
ALARM Alarm MEDIUM
ALARM Alarm MEDIUM

ALARM ALARM  |MEDIUM None

>10mm/s Trip VSD2 Trip HIGH None

ALARM ALARM  |MEDIUM None

>10mm/s Trip VSD2 | Trip HIGH None

(/) TripVSD1_|Trip HIGH None

o Tnp VSD1 Trip HIGH None

ALARM ALARM |LOW None

@ Trip VSD1 Trip HIGH None
Trip VSD2 Trip HIGH None

Trip VSD2 Trip HIGH None

s ALARM ALARM LOW None

Trip VSD2 |Trip HIGH None

ALARM ALARM LOW None

—I Trip VSD2 | Trip HIGH None
— ALARM ALARM LOW None
Q Trip VSD2 | Trip HIGH None
ALARM Alarm Low None

Z ALARM Alarm LOW None
(Q Trip VSD1 | Trip HIGH None
Trip VSD2 | Trip HIGH None

Q ALARM Alarm Low None
ALARM Alarm LOW None

ALARM Alarm LOW None

ALARM Alarm LOwW None

ALARM Alarm LOW None

ALARM Alarm LOW None

ALARM Alarm LOwW None

m ALARM Alarm HIGH None
None

None

None

None

None

None
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\) 9 ©2019 FireEye Image retrieved from open source sandboxing product.



Network and Architecture Diagrams
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() 1 O ©2019 FireEye Images retrieved from “Passive Analysis of Process Control Networks” by Jennifer Janesko and GrassMarlin Github.


https://www.sans.org/reading-room/whitepapers/tools/passive-analysis-process-control-networks-38450
https://github.com/nsacyber/GRASSMARLIN

Historian Process Data
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Image retrieved from Canary Labs blog..


http://blog.canarylabs.com/2016/06/27/a-guide-to-the-best-data-historian-software-a-review-of-the-canary-historian-versus-rockwell-factorytalk-and-osisoft-pi

Purpose of OT recon info

" | everage upstream equipment
suppliers to compromise the victim

= |dentify third party vendors/contractors
with access to OT network

= | earn about manufacturing
environments/processes

= Social engineer key stakeholders to
compromise credentials/documents

,
©2019 FireEye
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https://02varvara.wordpress.com/2010/07/08/spying-without-the-politics/squirrel-spy/

Why Open Source For OT?

OPEN SOURCE

[NTELLIGENCE " Low cost
TECHNIOQES = Simple
AAIZING ONLINEINFORATIN = Legal(ish)

= Contextual

oy = Unfraceable
‘l * Fun and amazing

C) 13  ©2019 FireEye



https://inteltechniques.com/
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THE MAPPING MARAUDERS



Hallmark Reconnaissance Campaigns

Threat
Actor

Sandworm
Team

Koala Team

Temp.lsotope

Temp.Hermit

Temp.Velese

) ©2019 FireEye

Initial
Detection

2009

2011

2015

2017

~2014

Known
For

Ukraine
2014-2016

Havex

ICS CERT
TA17-293A

Spear Phishing
(Sep. 2017)

TRITON

Picture by Mick LeGrande. A Real Bloodhound.. CC BY 2.0. Image was trimmed for distribution.



TEMP.Isotope

o Spear-phishing/web
compromises to steal engineer
credentials

¢ Group performs
reconnaissance on corporate
networks possibly to:

» Steal intellectual property

» Learn about targets’ OT and
plan disruptive operations

Picture by Rodrigo Gémez Sanz — Central Nuclear Trillo. CC BY 2.0. Image was trimmed for distribution.
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https://intelligence.fireeye.com/reports/17-00012280

MIT Login/Crestemnaccount  Searcha
Techrolooy e
What is TRITON?

Tritonis the world’s
most murderous
malware, and it’s
spreading

RUSSIA LINKED TO DISRUPTIVE
INDUSTRIAL CONTROL
MALWARE

Triton industrial malware group still active,
researchers warn

Security researchers have found traces of a Russian-linked cyber attack group in
another critical infrastructure facility, prompting calls for increased dilig
industrial cyber security

Schneider Exec on Why Triton Malware Still Matters

In 2017, so-called Triton malware attacked a safety system at an industrial facility
in the Middle East. In this Q&A, Schneider Electric’s director of cybersecurity
explains why the incident should be a wake-up call to all industrial companies.

Written by Brian Buntz 6th September 2018 n m D @ g z




TRITON Attack Lifecycle

¢ TRITON attacker exploited Windows and Linux conduit systems to reach
OT DMZ, plant backdoors, move to the DCS, SIS engineering station,

and deploy TRITON to SIS controllers.

ACCESS

Establish Foothold

Escalate Privileges

Move
Laterally

Maintain
Presence

Internal Reconnaissance

C) 19  ©2019 FireEye




What happened on the SIS coniroller?

= SIS are last line of
defense for a
controlled process

= Actors accidently
tripped safety
systems, leadingio
safe but unplanned
shutdown of sysiems

y

Image from


https://www.schneider-electric.us/en/work/products/industrial-automation-control/triconex-safety-systems/

Totally Tubular Treatsie
on TRITON/TriStation

TriStation is a proprietary protocol and there
is no official information detailing its
structure. It remains a mystery what
resources were used by the actor to

understand the protocol.

Walue at Ox0

Message Type

Connection Regquest

Connection Response

Disconnect Reguest

Disconnact Response

Execution Command

Ping Command

Connection Limit Reached

Mot Connected

MPS Are Dead

Access Denied

Connection Failed
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Malware Analysis and Sandboxing Plaiforms

WHATIFITOLD YOU

' \ * Engineering Diagrams

' = Configuration Documents
THE GLOUD IS JUST. SOMEONE J
ELSES COMPUTER? * Manuals and Operation Guidelines

= |CS software executables

= Purchasing Documentation



Online Retail Stores, Auction Sites, and Vendor

Download Centers
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Fanuc industrial robot

l )
Triconex communication '
PLC module 3



https://www.kisspng.com/png-the-legend-of-zelda-majora-s-mask-the-legend-of-ze-1144408/

Manual Repositories and Vendor Websites
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MEDTRONIC CARELINK® 2090

Reference Manual

tetore Tue. Aug. 07 to 65005 @
Poyral viss @S IR~

Cauctt Cant proces

£ Have one to seli?  Sell now

Honeywell manuals by category as presented on Manuals Directory


http://www.manualsdir.com/brands/honeywell.html#categories

Specialized and Customer Search Engines
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EtherNet/IP: 3,943 : :
Modbus: 13,949 ; ’ CO) Honeypot
Niagara Fox: 23,294 : ;
Niagara Fox with SSL: 159
Siemens S7: 2,701

Protocols

Contact

For all inquiries relating to Shodan or
the ICS Radar please contact:

About

support@shodan. io
The Shodan search engine has started to ’ Il
crawl the Internet for protocols that
provide raw, direct access to
industrial control systems (ICS). This
visualization shows the location of
these industrial control systems on the
Internet as well as other related data.

Shodan’s own ICS Pew Pew map.



https://ics-radar.shodan.io/

Social Media

oh look, facebook!

et me put all my
pe ainit
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l I ProficySCADA
74 GEinte

ligent Platforms

€ Everyone

INSTALL

Downloads s2a

A fully functioning HMI-SCADA Android
client

READ MORE
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¢ ProficySCADA

razd ¥

Doesn't work with CIMPLICITY 9.0

Excellent app

Great app! The new release is much more

stable and easier 10 set up. We use it as

an addition to our topside master control

station for subsea application known as the
Station, We were

able to display our interface on iPhone,

iPad, and Android tablets. Keep up the
I - —

1]



OT-specific Aftack Tools

Q 28
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Hardware, 2 Infrared, 2 Ransomware, 1

Knowledge Repos, 3

Network
Malware, 4 Discovery, 20
Online
Discovery, 7
Fuzzer, 7
Radio Exp?giitggr? 17
Comms, 8 '



Some Hands-On OSINT...

"The definitive analysis of Stuxnet" Langner
Bruce Schneier

-
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To Kill a Centrifuge O Q

w Pressten u

A Technical Analysis of
What Stuxnet’s Creators
Tried to Achieve

Ralph Langner

C) 29  ©2019 FireEye
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THOSE WHO SEEK SHALL FIND...
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https://search.creativecommons.org/photos/ea6211a4-086b-4b4b-8b53-c6c96c488794

2. Please Mind What You

Share
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THANK YOU!

Danielkapellmann.z@fireeye.com
@Kapellmann




