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8e9fb9371981bc1e_190101_133701337.log 

0~~~1~~~2018/05/11 

15:05:14~~~+447533345167~~~Snapchat code: 

069501. Do not share it or use it 

elsewhere!~~~71~~~184~~ 

0~~~1~~~2018/05/10 

15:10:58~~~Jazireh~~~Tabrik! Ba Jazireh 

Irancell dar 7 ruze gozashte, 182 Rial dar 

hazineye tamase Irancelli khod sarfejoie 

kardid!~~~70~~~183~~ 

0~~~1~~~2018/05/06 

17:17:50~~~.IRANCELL.~~~  پایان اعتبارشماروبه

شماره # با ازمخاطبتماس  هزینه درخواست.است

~~174~~~63~~~*704*مقصد  

0~~~1~~~2018/05/01 

22:10:05~~~Telegram~~~Telegram code 

75454~~~65~~~168~~ 

0~~~1~~~2018/04/29 

18:49:49~~~Irancell~~~ ،گرامی مشترک  

  منویفعال خود به  های سرویس ليستجهت مشاهده 

:نمایيدمن مراجعه  ایرانسل اپليکيشندر  زیر  

فعال من  سرویس های -خدمات -منو حساب من  

http://irancell.ir/dlmyicl~~~34~~~165~~ 
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Similar Threats 

Dark Caracal APT – C – 23 ZooPark 
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S o p h i s t i c a t i o n  

I m p a c t  
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Attack Vector 
 

Technical Level 
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Social Engineering 
 
High Profile Victims 
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Domestic Kitten ZooPark 
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Victimology 

ISIS supporters 
 
 
Yemen officials 
  
 
Kurdish minority 
 
 
Iranian citizens 
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Internals 
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