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What is Operation Soft Cell?

1. An "access operation” - espionage
campaign, meant to generate
actionable intelligence about people
of interest through cellular
network metadata.

Multi-year, multiple-waved attack
with TTPs that point to a Chinese

nation-state threat group

Harnessing the presence of the
threat actor in a mobile operator's

network as a platform for operations
against other operators

P cybereason
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Target of Attack:

Call Detail Records

CONFIDENTIAL

Date of call
Time of call
Call duration
Originating number
Texrminating number

IMEI

(International Mobile
Equipment Identity)

Ci (Cell Site Identity Number)

CELL TOWER DATA PROVIDED BY FIDO / ROGERS
CAN REVEAL HOME AND WORKPLACE AREAS

o VR R v\
% 3 4
5 2

THIS LOCATION DATA BELONGS TO A MEMBER OF OUR RESEARCH TEAM WHO CONSENTED TO ITS PUBLICATION.

APPROACHING ACCESS . THE CITIZEN LAB

ALOOK AT CONSUMER PERSONAL DATA REQUESTS IN CANADA E 18 htt ps: //citizenlab.ca
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Impact

: ; . EUROPE ASIA
1. Business disruption

2. Operational cost to

fix infrastructure

3. Foreign control of AFRICA
critical infrastructure
4. Access for

a. Persons of interests
for intelligence agencies

b. Espionage

c. Targeted operations

P cybereason
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ATTACK BREAKDOWN

Low & Slow
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2018-2019

Attackers were in the system at least one
year before Cybereason was deployed.

ATTACK TIMELINE

® O 2 MONTHS

» WebShell Activity
» Credential Stealing

» Containment Actions

3 MONTHS

» A modified version of
the original WebShell

» Attempted Credentials
Stealing (Blocked)

» Reconnaissance
» Data Exfil

» Containment Actions

»

»

v

»

»

»

»

1 MONTH - O

New Webshell
User Enumeration
Lateral Movement

hTran
Data Exfil

Containment Actions

CONFIDENTIAL THIS MATERIAL CONTAINS PROPRIETARY INFORMATION OWNED BY CYBEREASON INC. AND ITS AFFILIATES; DISTRIBUTION TO THIRD PARTIES IS STRICTLY PROHIBITED

» Same tools, different IOCs
» Attackers create VPN access

» AD Enumerations
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@ ~ Data collection

External
Recon
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Initial Exploration & Staging

b

~
0 wGwp.exg @

o (SRO. E
[ cmd.exe
( @

Stringl] x = Z1.Replace(V\r*, *").Split("\n");
Github China String strDat, strConn = x[@], strDb = x[1]; int i, c;
strDat = Z2.ToUpper();

Chopper COde SglConnection Conn = new SqlConnection(strConn);

\o/

find.exe

> Conn.Open();
if (strDat.IndexOf("SELECT ") == 0
|| strDat.IndexOf("EXEC ") == 0
|| strDat.IndexOf("DECLARE ") == 0)

Modified China Rty ' < { netstat.exe

ipconfig.exe

Choppex Code

P sqlConnection.Open();
string text . ToUpper();
(text.IndexOf ("'SELECT " 1
text.IndexOf("DECLARE ") 1)

text.Index0f ("EXEC ") whoami.exe

- W W W

¥ cybereason
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Modified NBTScan

« Threat Actor Used NBTScan

e Identifies NetBIOS
Name Servers & System
Information

« Previously Used by cmd.exe
Chinese Threat Actors,
including APT10, APT1, APT27...

exe @ 1
o

P cybereason
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Command
& Control

Compromised
User

Critical Resource Q-T

Data collection
External  Penetration \ j

Recon
Self Destruct

Data Exfiltration / g
/ ;

- Demage
\b—____,.lf

/

~

12,
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Modified Mimikatz

e Modified by Threat Actor

&N Administrator; cmd - Shoﬂ:ut

s NO Command_line Arguments (S‘,-‘:’;l)g;w::\-\l)e::kt.np)nayhﬂmimi.exe
SamKey =
to Avoid Detection RID : BOAABLf4 (500>

User = Adninistrator

- |
« Dumps Credentials RID : BOOBOLES <581

User = Guest
RID : APBAB3e8 <(1080>

« NTLM Hashes sk NTEH:
C:\Users\JJl\Decktop>

« Additionally,PowerShell-based
Mimikatz Used to Dump
Credentials On Compromised

Machines
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Dumping Sam Hive From The Registry

« Threat Actor Dumped Specific Hives
from the Windows Registry

« SAM Hive Contains Password Hashes

reg.exe

@® Description

rf)) Attempted credential theft
R

¥ cybereason
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Lateral Movement

threat Actor Used WMI, PoExec /c cd /d "C:\Program Files\Microsoft\Exchange

Installed Tools Across Server\V15\FrontEnd\HttpProxy\ecp\auth\"&w
Multiple Assets mic /node:[REDACTED] /user:"[REDACTED]"

Compromised Critical Assets : /password:"[REDACTED]" process call create
a.bat&echo [S]&cd&echo [E]

Production Servers

Database Servers WMI Command to Move Laterally

Full Access of Domain Controller

P cybereason
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/ /'{:\.

¥ \
Lateral Movement
Command /'/ @ @ \ \
& Control / | Ras \
/ nterna on \
/ / < \
/ \

S : Y \

;i g Compromised R <
+/__9 = User Critical Resource Q-T
@ = Foothold Data collection

External  Penetration \ j |
Recon \

\
\
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RAR

Compressed & Password-protected Data

Moved Data to Recycle Bin & Temp folders

Stages Data in Multi-part Archives Before Exfiltration

Understanding the motive - what information was stolen

rar.exe a -k -r -s -ml -[password]

C:\[folder]\[file _name].rar "C:\[folder]\[DATE] cdr.csv"
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CAUTION!

POISON
VY

Stay (1) 1]

Designated
Trails ¢
void Contacg
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Long-Term Access - Modified Poison lvy

i

CONFIDENTIAL

Well known RAT, attributed
to Chinese threat actozrs

Features endless
possibilities for spying

New version - Proxy aware

Bundled with a signed Samsung
installer and loads into
memory via dll hijacking,
known APT10 tactic.

v sam4 [192.168.119.167] - Poison Ivy E

-Ioi

@ Information Al % # |2 2 Process Manager
Managers
Files ,l,mE? I:Jame I Path I PID I Image Base | I
T Search B vmtoolsd....  C:\Program Files\VMware\WMware Tools\vmtoolsd.exe 208 00400000
ab| Regedit +f:j ctimon.exe  C:AWINDOWS\system32\ctfmon.exe 172 00400000
asi Search B CamTray.... C:\Program Files\Creative\Shared Files\CamTrap.exe 228 00400000
%Jv' Processes + Apa C:\Program Files\&pache Group'épache2ibin
) Devices +,:j Apache.e.. C:\Program Files\.j '_"~ Refresh Mpach.., 468 00400000
g Installed Applications 473 svchost.e... C:\WINDDWS\S{: Show Modules 500 01000000
| Windows #H igs.exe C:\Program Files =] save To File ‘ 596 00400000
Tools +_'_"] Apache.e... C:\Program Files\ Mapach... 608 00400000
58 Relay B[ svchoste.. CAWINDOWS\s{ #® ‘il Process 2696 01000000
2¥ Active Ports B vmtoolsd...  C:\Program Files = SuspendProcess L4 2724 00400000
Bl Remote Shell +[™ alg.exe C:AWINDOWSAS| & | 3572 01000000
Farsaosd fudt - wsentfye..  CAWINDOWS \system32\wscrtfy.exe 3864 01000000
8 ﬁ?jEerLM Hashos | #E0 LabU301...  C:\Documents and Setiings\Student\Desktoph126\P... 3716 00400000
21 Wireless +-™ cmd.exe C:AWINDOWShspstem32hemd. exe 3508 4AD0000D
Sur\;aill ance '_"'I evild.exe C:\Documents and Settings\Student\Desktophevild.e.. 3652 00400000
1 Key Logger #- notepad....  C:\WINDOWS\system32\notepad. exe 3300 01000000 |
#" Audio Capture 4 l | LI—_
4| Screen Capture Ll |Processes: 3¢ | CPUUsage: 0% |MemUsage: 192.91MiB [Threads: 592  |Handles: 8222
Download: |  0B/s ' Upload: | 0B/ 4
¥ cybereason
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Poison lvy

1. Application (runhelp.exe) runs 3. Nslookup now hosts a malicious
the signed samsung application PoisonIVY thread.
installer (NSIS installer)

2. ssMUIDLL.d11l gets hijacked and injects
the PoisionIVY stager to the memozxry of
a preconfigured process - nslookup.exe

N
0 svchost.exe -
éan

< o ® O 2

runhelp.exe
0

nslockup exe
ew .
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Poison lvy

1. The code gets unpacked and
injected (hollowed) to
nslookup.exe contains the
configuration
of the RAT itself

2. One of the values in the
configuration contained the
name of the victim and a few
of their IP addresses

3. These details would come
in handy in the future :)

CONFIDENTIAL
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gwindir¥\system32\nslookup.exe
GOk1goUwu<

v us b v Cnp wulu pu o
5 E1 jnel 220566E

3 C3 02 add ebx,

g 03 jmp 2205695

3C304 add ebx,

8 00 00 00 00 |call 220569A

8 pop eax

5 2E DF FF FF |add eax,FFF

0 inc eax

9 86 28 DE FF |mov_dword ptr :[esi 8] ,eax
8 00 00 00 00 [call 22056AC

8 pop eax

5 Al DD FF FF |add eax,FFF

0 inc eax

9 86 24 DE FF |mov dword ptr :[esi-21DC], eax
) push ebx

6 push esi

8 BE DD FF FF |call 220344t

B CO or eax,eax




hTran (HUC Packet Transmit Tool)

1. hTran is a client/server architecture 3. It can also be used to create a
based connection bouncer program tunnel between two different
written by Chinese hackers. networks

2. hTran 1is used by threat actors to mask

their location by tunneling their traffic.

Y CDR

€ ¥ cybereason
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hTran (HUC Packet Transmit Tool)

: : B C:\Windows\system32\cmd.exe
1. hTran is a client/server

. . C:\U SO0C\Deskt 222. -1 127.0.0.1 8080 127.0.0.1 8081
architecture based connection S Tiep g Pcae-ene
& lis OK!?
bouncer program written by Lis p 8080

3 Lis OK!?
Chinese hackers. W £ C on :127

2. hTran is used by threat actors p 127 £ 10.0.0.0
: $ p:8080. . ..
to mask their location by o p 8080 fron

tunneling their traffic.

3. It can also be used to
create a tunnel between
two different networks

2 coerecson I8
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THREAT INTEL

Connecting the dots to a global campaign

¥ cybereason
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From one Telco to Global Attack

« Threat intel research of the domains and IP -> other

hostnames -> tied to the same IP address. A”g““

e The C2 infrastructure is Chinese affiliated territories \ i
countries v 1.2.3.4

. Hostnames -> more related samples, which were identical to 1 e
the original samples we found —O—O0—O———
HOSTNAME 1 E HOSTNAME 2
Hash [1.2.3] 1 Hash[1.2.3]
v

e The samples contained information about other

*___.._._..

Telcos that were attacked by the same actor.
OPERATION 1 : OPERATION 2
» Multiple samples targeting more than 10 different companies
worldwide. :
1 HOSTNAME 3
; Hash [1.2.3]

« Every company that we found was targeted received a
full briefing from us and a dossier with the report OPERATION 3
and the relevant IoCs

e The evidence that we found proves that this operation

was not new and was dating as far back as 2012.
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Infrastructure Overview

1. Command and control infrastructure was based in
China or Chinese affiliated territories/countries:
o China
o Hong Kong

o Taiwan

2. Multiple companies in different regions were targeted
by the same infrastructure and malware.

¥ cybereason
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amples Data

No engines detected this file

2019

History
irst S 2018 S
[ First Submission 2018
o Last Submission 2018 NG
text
2 0 1 8 Community
(1) 44 engines detected this file
44
weve (D
@)
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY o

Basic Properties

2015

History

jon Time

2012
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S

CONFIDENTIAL

ingle Team / Joint Effort?

Getting in is "“easy” - what's next?

Reconnaissance and mapping of
the network and relevant assets

Maintaining foothold and
day-to-day operations

Getting the relevant data poses
challenges:

« Specific technical knowledge required
(deep understanding of compromised
systems & technology)

e How to exfiltrate without
getting caught?

NATION-STATE INTEL

OPERATIONAL MODEL
v
o

INITIAL POST DATA
ACCESS ACCESS EXTRACTION

CLEAN-UP

DAY-TO-DAY OPERATIONAL TEAM

¥ cybereason
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Attribution

e The attribution model is based on S
a multi-facet model, that takes 10C HUNTING FOR THREAT
into consideration multiple INVENTORY KNOWN EVIL acros

ARSENAL
aspects of the attack.

Tools and techniques
Infrastructure

Activity patterns (e.g GMT +8)
Motivation

(OX e spay alete]

BEHAVIORAL OPERATIONAL
PROFILE ACTIVITY

e Possibility of “Copy Cat” operation,
masquerading as another threat actor.
Important to remembexr:

o Publicly available tools that
can be used by anyone
o Psychological warfare

e In our reports we have mentioned

possible Chinese state sponsored groups
such as APT10, DragonOK and APT27.
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China hacked Asian telcos to spy on Uighur
travelers: sources

S # REUTERS . .

LONDON (Reuters) - Hackers working for the Chinese government have broken into
telecoms networks to track Uighur travelers in Central and Southeast Asia, two

intelligence officials and two security consultants who investigated the attacks told

Reuters.
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ENTION CAMPS!
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China actually responded! ‘/ ‘

Alfred NG, CNET

A Chinese foreign ministry spokesperson said that China "firmly opposes" cyberattacks using the nation's
infrastructure, and denied involvement with the hacks.

"Second, with the cyberspace being a highly virtual one filled with multiple actors whose behaviors are difficult to
trace, one should present abundant evidence when investigating and determining the nature of a cyberspace
activity,' the Chinese embassy said in an email. "Making groundless accusations are neither professional nor
responsible.”

oDeoDoDoDoDoDoDoeoDeoDeoDeoDeDoDoDoDeoDe

Do

¥ cybereason
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Closing Remarks

LITTLE BOBBY

' HERE'S THE EXACT
MAPPING OF THE ATTACK,
FULL VIEW OF THE
\TQADECI?AFT USED--

CONFIDENTIAL

--AND
POTENTIAL

5

THIS REPORT
DOESN'T HAVE ANY
IP ADDRESSES
OR HASHES .

ICANT

USE IT.

by Robert M. Lee and Jeff Haas

I DON'T THINK
YOUR INTELLIGENCE
PROBLEM IS OF THE

THREAT VARIETY .
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QUESTIONS?
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THANK YOU
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