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Absolutely Routed!!

Why Routers are the New Bullseye in 

Cyber Attacks

Anurag Shandilya

Vulnerability Research Lead



2K7 Computing Private Limited | 2019 22

MoqHao

SonarDNS

Novidade

RouterCSRF

Silex

Asher

Neko

2019

Hajime

Hide&Seek

Okiru

Linux.Wifatch

Prowli

SlingShot

GhostDNS

2018

Qbot

Persirai

Tsunami ς

Amnesia

Satori

IOTroops

Mirai variants

2017

Mirai 

Moose

Remaiten

Nyadrop

LuaBot

VPNFilter

New Aidra

2016

Carna Botnet

lightAidra

Linux.Darlloz

Bashlite

TheMoon

Gafgyt

2012-15

Linux/Hydra

Psybot

ChuckNorris

2008-11

Why Router Research?

Mirai - 2016



3K7 Computing Private Limited | 2019 33

Routers Incidents
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Routers Incidents

You know things got REALwhen Indian media starts focusing on

something
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Why Router Attacks?

user=admin && pass=admin
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Router Infection Vectors
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Rectangle
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Where them infections at?
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Expected Behaviour of a Router

ÁCopy -paste

ÁSecured 

ÁAttendance

ÁNo surprise restarts

ÁNo sniffing and snooping

ƀ

ƀ

Present 

Sir!!
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Common Malicious Operations
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Vulnerability Analysis

Letõs talk about it!!!
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CVE-2018-14847: Introduction

Arbitrary file read -write 

vulnerability
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Demo

A word on setup! 

ÁExtracted and modified script 

ÁOn Device : MikroTik Router OS 6.39 (bugfix ) with 

GDBServer i686

ÁAnalysis Machine : GDB with PEDA

Letõs go ahead and pwn the device!!!!
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CVE-2018-14847: Observations

Start

Error!!

Communicates 

with device

A
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CVE-2018-14847: Observations

StopReboot device

Set DNS,

web proxy,

persistence

A
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CVE-2019-1652: Introduction

Remote C ommand 

Injection vulnerability

Analysis Setup:

Á Binwalk

Á Ghidra

Web interface

ssi.cgi

nk_UiSelfGenCert ()

openssl
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CVE-2019-1652: Observations
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CVE-2018-10561: Introduction

Authentication bypass vulnerability

ÁWeb interface vulnerability

Áò?images/ ó in the POST request

Á Improper handling of malformed POST 

request
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CVE-2018-10561: Observations
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Behavioural and Structural Changes

Letõs recall what we have seen earlier?

Scripts
DNS 

Change
Web 
Proxy

Passwords Accounts Services
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Indicators of Compromise

ÁArbitrary access

ÁEnabling/Disabling of services

ÁPresence of scripts and tasks

AV
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Indicators of Compromise

ÁRestarts

Á Integrity check fail

ÁDNS servers

ÁSuspicious communications

ÁBrowser warnings

AVAlert!
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Solutions: Existing, but with limitations

ÁVPNFilter Checker ÁDNS Checker
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Solutions: Proposed Trident

Vendors

ÁSecure development

ÁPassword policies

Security Solutions

ÁDedicated research

ÁRouter solutionsUsers

ÁTimely patch

ÁUpdate default passwords

ÁKill unwanted services

Vendors

Security Solutions

Users
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Solutions: Assumptions

» Whitelist IP

» Standard ports

» Integrity check
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Solutions: Proposed

START
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Is 

device 
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No
Alert 

User!
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ports

Malicious code and DNS 
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Malicious website and 

browser alert

Sup.sic.ious.dns


