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Kexts Interfaces Analysis Flow

Class Inheritance 
Relationship Analysis

Method Names 
Refine

Connection Type - 
User Client

UserClient - 
External Methods



Class Inheritance Relationship

❖ rdi/x0: instance of register Meta class 

❖ rsi/x1: Meta class name

❖ rdx/x2: instance of parent Meta class

❖ rcx/w3: size of register Meta class instance



Method Name Refine

IOMobileFramebuffer ->IOService->IORegistryEntry->OSObject



Connection Type - UserClients 

❖ Locate the newUserClient function address for IOServices

❖ Analyze the ASM instructions to enumerate the connection types

❖ Analyze the ASM instructions to get the corresponding user client for each 
connection type

❖

kIOHIDParamConnectType

kIOHIDServerConnectType

kIOHIDEventSystemConnectT
ype 

IOHIDParamUserClient

IOHIDUserClient

IOHIDEventSystemUserClient



UserClient - External Methods

IOConnectCallMethod

externalMethod
Override?

SubUserClient::
externalMethod

IOUserClient::
externalMethod

Exec External Methods

SubUserClient::getTargetAndMethodForIndex
SubUserClient::getAsyncTargetAndMethodForIndex

Y

N

super::external
Method?

Y
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Two Graceful Implementation(1/3)

struct IOExternalMethodDispatch
{
    IOExternalMethodAction function;
    uint32_t    checkScalarInputCount;
    uint32_t    checkStructureInputSize;
    uint32_t    checkScalarOutputCount;
    uint32_t    checkStructureOutputSize;
};



Two Graceful Implementation(3/3)



Two Graceful Implementation(2/3)

struct IOExternalMethod 
{
    IOService * object;
    IOMethod func;
    IOOptionBits flags;
    IOByteCount count0;
    IOByteCount count1;
};



Parse Method

❖ Parse "Symbol Table“ section

❖ Search Constant Array name, shown as "String Table Index“

❖ Start with “__ZZN” or “__ZN”

❖ Locate the address, shown as "value"



The Ugly Implementation

❖ Locate the address of override externalMethod Function

❖ Analyze the ASM instructions to get selector and external methods
❖



Analyze the ASM Instructions

Custom KEXT 
Analysis 
Engine

CG/CFG 
based on 

Miasm

Custom 
Instructions 

Emulator

Attack 
Surfaces



Custom KEXTs Analysis Engine



Generate CFG using Miasm

https://github.com/cea-sec/miasm

AppleHDAEngine::newUserClient(, , type,)

https://github.com/cea-sec/miasm


Analysis key paths based on CFG

❖ Key Paths based on Key registers
❖ RCX register in “newUserClient“ function

❖ RSI register in “externalMethod“ function

❖ Tracking data flow between registers, as shown below, RCX move to R14D register
❖



Custom Instruction Emulator 

❖ ARM Emulator
❖ adrp/adr, add, mov/movz, orr, ldr, bl…

❖ nX86_64 Emulator
❖ lea, mov, call, cmp, jz, je…



Attack Interfaces

AppleHDAEngineUserClient::externalMethod

AppleHDAEngine::newUserClient



Shortage

❖ KEXTs are closed source, many method strings are stripped

❖ Function call usually use *(object_ptr + offset) type

LLDB Debug is your choose



Comparison of dynamic trace
User Trace Kernel Trace Embedded in OS Any priviledge? Support script? Performance Platform

Frida Yes No No Root or Repack Yes Middle iOS/Osx

Dtrace No Yes Yes Root Yes High Osx

lldb Yes Yes Yes Root Yes Low iOS/Osx

Kernel hook --- Yes No Root No Middle Osx



Frida Hook in User Mode

Fria-
Server

Kernel
Kernel

User

[1] Set up frida trace

iOS/MacOS real 
machine

Frida-server-10.x.x-ios-armX

Syscall

Mach_Msg

IOConnectMethod

FridaGadget.dylib

F

F

F

Host (e.g. MacOS)

Frida Controller

*.py

iokit!*.js

fs!*.js

syscall*.js

...

LogStream

USB/Wifi/File/Pipe
[2] Behavior trace in iOS/MacOS

[3] Trace log collect



lldb Kernel Debugging

❖ API Wrappers for basic lldb 
Scripting Bridge APIs

❖ Performance reports plugin

❖ Main logic to load plugin and 
debug commands

❖ Debug commands implementation

Ethernet 
Driver

receivePacket

sendPacket

Ethernet Driver

kdp_poll

Debugger 
Loop

kdp_reply

BSD Kernel

NetworkingFamily.kext

Debugger 
world



lldb Kernel Debugging

System mode 
support

Scriptable Control Grain Execution control Cross platform

DTrace Kernel Yes API No/View only Easy

Frida User Yes Instruction Yes Easy

Inline hook Both No Instruction Yes Middle

LLDB control Both Yes Instruction Yes Easy
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PassiveFuzz

❖ Inline HOOK

❖ Probe Installation

❖ Mutation

❖ KASAN

❖ Agent

❖ Automation

Kernel

Graphic Driver Touchbar Driver HID driver

...

Kernel
 Address 
Sanitizer

Inline hook I.  is_io_connect_method
II. is_io_connect_async_method
III. iokit_user_client_trap
IV. IOMemoryDescriptor::createMappingInTask
V. ipc_kmsg_get
VI. ipc_kmsg_send
VII. Copyio

...

User 
SharedMemoryUser mode

Kernel mode

Agent

I. 3D online games (OpenGL,Unreal game engine..)
II. Peripheral devices operation(e.g. wifi, bluetooth)
III. IOKit services matching and other operation 
IV. Font render

V. Other scenario you collected

Kernel 
SharedMemory

BSD/XNU/Mach

Fuzz input data

Argument Buffer

systenter

make SDKROOT=macosx ARCH_CONFIGS=X86_64 

KERNEL_CONFIGS="KASAN"

  "Global overflow",

  "Heap underflow",
  "Heap overflow",
  "Heap use-after-free",
  "Heap invalid free",
  "Heap double free",
  "Heap small free",
  "Stack overflow",
  "Stack underflow",
  "Stack use-after-return",

  "memcpy",
   "memmmove",
   "bcopy",
   "memset",
   "memcmp",
   "bcmp",
   "bzero",
   "strlcpy",
   "strlcat",
   "strncpy",
   "strncat",

[1] Call kernel interface API

[2] Intercept the kernel counterpart 

API and fuzz data

[2] Catch first crash spot and analysis

https://conference.hitb.org/hitbsecconf2019ams/materials/D1T2%20-%20Fresh%20Apples%20-%20Researching%20New%20Attack%20Interfaces%20on%20iOS%20and%20OSX%20-%20Moony%20Li%20&%20Lilang%20Wu.pdf

https://conference.hitb.org/hitbsecconf2019ams/materials/D1T2%20-%20Fresh%20Apples%20-%20Researching%20New%20Attack%20Interfaces%20on%20iOS%20and%20OSX%20-%20Moony%20Li%20&%20Lilang%20Wu.pdf


KSAN in XNU kernel

❖ make 
SDKROOT=macosx 
ARCH_CONFIGS=X86_
64 
KERNEL_CONFIGS="K
ASAN“

❖ /System/Library/
Kernenls/kernel*

❖

https://conference.hitb.org/hitbsecconf2019ams/materials/D1T2%20-%20Fresh%20Apples%20-%20Researching%20New%20Attack%20Interfaces%20on%20iOS%20and%20OSX%20-%20Moony%20Li%20&%20Lilang%20Wu.pdf

https://conference.hitb.org/hitbsecconf2019ams/materials/D1T2%20-%20Fresh%20Apples%20-%20Researching%20New%20Attack%20Interfaces%20on%20iOS%20and%20OSX%20-%20Moony%20Li%20&%20Lilang%20Wu.pdf


Crash Monitor

❖ Embedded lldb toolset is powerful

❖ Fruitful python plugin

❖



Data Generating on Target Machine

❖ Purpose

❖ Touch more deep code coverage

❖ Methodology

❖ Generating valid data and code execution (with 
context)

❖ Implementation

❖ Apple Script based app test

❖ Enrich kinds of corpuses around attack interface

❖ Browser, 3D game engine, benchmark …as you think

❖



Data Generating Tricks
❖ Embedded Apple Script is powerful

❖ Automatic app test 

❖ Timely reboot from kernel

❖ In case of kernel hang but not 
crash
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CVE-2018-4462

❖ Integer overflow vulnerability in AMDFramebuffer driver



Root Cause
frame #0: 0xffffff7f8d91e324 AMDFramebuffer`AMDFramebuffer::getPixelInformationFromTiming(AtiDetailedTimingInformation const&, IOPixelInformation*, int, int) + 388
AMDFramebuffer`AMDFramebuffer::getPixelInformationFromTiming:
->  0xffffff7f8d91e324 <+388>: movq   (%rcx,%rdi,8), %rcx                                 ——- a)                       
    0xffffff7f8d91e328 <+392>: movq   %rsi, %rdi
    0xffffff7f8d91e32b <+395>: movq   %rcx, %rsi
    0xffffff7f8d91e32e <+398>: callq  0xffffff7f8ccbcfe0        ; Utilities::str_copy(char*, char const*, unsigned long)
(lldb) register read rcx
     rcx = 0xffffff7f8d926030  AMDFramebuffer::getPixelInformationFromTiming(AtiDetailedTimingInformation const&, IOPixelInformation*, int, int)::PIXEL_ENCODINGS
(lldb) register read rdi
     rdi = 0xfffffffff2000001
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Conclusion

❖ Introduce a method to analyze the attack surfaces of kernel extensions, then 
introduce an enhanced passive fuzz architecture on Apple system. Finally, we 
study one CVE case hunt by our fuzzer 



Questions?

Contact US: @Lilang_Wu, @Flyic


