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Kexts Interfaces Analysis Flow

Class Inheritance Method Names Connection Type - UserClient -

Relationship Analysis Refine User Client External Methods




Class Inheritance Relationship

rdi/x0: instance of register Meta class

rsi/ x1: Meta class name

rdx /x2: instance of parent Meta class

rcx / w3: size of register Meta class instance

~ GLOBAL__sub I IOAccelMemory cpp proc near

push
mov
lea
lea
mov
mov
call
lea
mov
pop
retn

; DATA XREF: _ mod_1nit_func:00000000000590E0 0
rbp
rbp, rsp

rdi,| 2Z2N1310AccelMemory1BgMetaClassE ; I0AccelMemory::gHetaClass
rsi,| aloaccelmemory ; “I10Accellemory"”

rdx,(cs: ZN80SObject1@gMetaClasstE O ; 0SObject::ghetaClass

ecx,| 9abh ; °

~ ZN110SMetaClassC2EPKcPKS j ; OSMetaClass::0SHMetaClass(char const*,0SMetaClass const»*,uint)
rax, off 59550

cs: ZN1310AccelMemoryiBgMetaClassk, rax ; I[0Accellemory::gletaClass

rbp

~_ GLOBAL __sub I IO0AccelMemory cpp endp



Method Name Refine

[OMobileFramebutfer ->IOService->IORegistryEntry->OSObject

: OxfIfffffee63b0118L

ClassName : IOMobileFramebuffer
SuperClass: I0Service—>I0RegistryEntry—>0S0bject
SuperClass: @xfffffffo0765eb68
ClassSize : @xdb®
0 : OxFIfffffoe63ar65cl sub_@xffiffffee63af65clL
1 : Oxfffffffoe63ba7doL sub_@xfffffffoe63ba7doL
2 : OxFFfffffee754b618L 0SMetaClass: :release(int)
3 : Oxfffffffoe754b61cL 0SMetaClass: :getRetainCount()
4 : OxFffffffen754b624L OSMetaClass: :retain()
5 : @xfffffffoe754b628L 0SMetaClass: :release()
6 : OxFffffffee754b62clL OSMetaClass::serialize(0SSerializex)
7 : Oxfffffffee754b64cL 0SMetaClass: :getMetaClass()
8 : Oxfffffffee754b458L 0SMetaClassBase: :isEqualTo(0SMetaClassBase const*)
9 : Oxfffffffee754b658L O0SMetaClass::taggedRetain(void constx)
10 : Oxfffffffee754b65cL 0SMetaClass: : taggedRelease(void constx)
11 : Oxfffffffee754b660L OSMetaClass: : taggedRelease(void const*, int)
12 : Oxfffffffoe63af6d4l sub_Oxfffffffee63af6d4L
viable:Oxfffffffo06edl4-nl
: I0MobileFramebuffer
0 : Oxfffffffoe63af688L P VAT T T T UURos | GO
1 : Oxfffffffee63af68clL sub_Oxfffffffee63af68cL
2 : Oxfffffffoe754d4caL 0SObject: : release(int)
3 : Oxfffffffee754d4dsL 0SObject: :getRetainCount()
4 : Oxfffffffo0754d4edL 0SObject: : retain()
5 : Oxfffffffoe754d4foL 0SObject::release()
6 : OxFffffffoe754d500L 0SObject::serialize(0SSerializex)
7 : Oxfifffffoe63af690oL sub_Oxfffffffoe63af6o0L
8 : Oxfffffffe0754b458L O0SMetaClassBase: : isEqualTo(0SMetaClassBase constx]
9 : Oxfffffffoe754d5e8L 0SObject: : taggedRetain(void const)
10 : Oxfffffffo0754d680L 0SObject: : taggedRelease(void constx)
11 : Oxfffffffee754d690L 0SObject: : taggedRelease(void const*, int)
12 : Oxfffffffea754d778L 0SObject::init()
13

sub Bxfffffffee63b8118L

I0Service

SUD_UXTTTTTTTUOU/58blavl

I0Service: :~I0Service()
0SObject::release(int)

0SObject: :getRetainCount()

0SObject: :retain()

0SObject::release()
0SObject::serialize(0SSerializex)
I0Service: :getMetaClass()
0SMetaClassBase: : isEqualTo(0SMetaClassBase constx)
0SObject: : taggedRetain(void constx)
0SObject: : taggedRelease(void const*)
0SObject: :taggedRelease(void const*, int)
0SObject::init()

I0Service:: free()

I0ORegistryEntry
sub_@xTTitTTTeu/584dasL

I0ORegistryEntry: :~IORegistryEntry()
0SObject::release(int)

0SObject: :getRetainCount()

0SObject: : retain()

0SObject: : release()

0SObject: :serialize(0SSerializex)

I0RegistryEntry: :getMetaClass()
0SMetaClassBase: : isEqualTo(0SMetaClassBase constx)
0SObject: : taggedRetain(void const*)
0SObject: : taggedRelease(void constx)
0SObject::taggedRelease(void const*, int)
0SObject::init()
IORegistryEntry::free()

0SObject
sub_OxtTTiTrren754d
0SObject: :~0S0bject
0SObject: :release(i
0SObject: :getRetain
0SObject: : retain()
0SObject: : release()
0SObject::serialize
0SObject: :getMetaCl
0SMetaClassBase::is
0SObject: : taggedRet
0SObject: : taggedRel
0SObject: : taggedRel
0SObject::init()
0SObject: : free()




Connection Type - UserClients

* Locate the newUserClient function address for IOServices
“ Analyze the ASM instructions to enumerate the connection types

“ Analyze the ASM instructions to get the corresponding user client for each
connection type

" do {
1if (type == kIOHIDParamConnectType) {
if (eventsOpen) {
newCormect = new IOHIDParamllserClient

} else {
err = kIOReturmNotOpen;
break

}

} :’l
else if ( type == kIOHIDServerCormectType) | ‘.
newCormect = new IOHIDUserClient '.

h
else i1f ( type = EIOHTDStackShotComnectType ) { |

nepComect = new IOHTDStackShotiserliient.

/ ; ". kKIOHIDEventSystemConnectT
else if ( type == kIOHIDEventSystenConnectType ) | i

newCormect = new JIOHIDEventSystemlJserClient
h

else {
err = kIORetumUnsupported;
I

kIOHIDParamConnectTy pe IOHIDParamUserClient

kIOHIDServerConnectType IOHIDUserClient

> IOHIDEventSystemUserClient




UserClient - External Methods

IOConnectCallMethod

externalMethod
Override?

SubUserClient::
externalMethod

super::external IOUserClient::
Method? externalMethod

Exec External Methods

SubUserClient::getTargetAndMethodForIndex
SubUserClient::getAsyncTargetAndMethodForIndex




UserClient - External Methods

IOConnectCallMethod

externalMethod
Override?

SubUserClient::
externalMethod

N

IOUserClient::
externalMethod

super::external
Method?

Exec External Methods



UserClient - External Methods

IOConnectCallMethod

externalMethod
Override?

SubUserClient::getTargetAndMethodForIndex

N SubUserClient::getAsyncTargetAndMethodForIndex

IOUserClient::
externalMethod

Exec External Methods



Two Graceful Implementation(1/3)

IOReturn IOHIDEventServiceUserClient::externalMethod (
uint32 t selector,
TOExternalMethodArguments * arguments,

IOExternalMethodDispatch * dispatch,

OSObject * target,
struct IOExternalMethodDispatch { void * reference)
t IOExternalMethodAction function: if (selector < (uint32 t) kIOHIDEventServiceUserClientNumCommands)
. ’ . {

u;nt32_t checkScalarInputCounF, dispatch = (IOExternalMethodDispatch *) &sMethods[selector];

uint32 t checkStructureInputSize;

uint32 t checkScalarOutputCount; if (ltarget)

uint32 t checkStructureOutputSize; target = this;
}i }

return super::externalMethod(selector, arguments, dispatch, target, re




Two Graceful Implementation(3/3)

const IOExternalMethodDispatch IOHIDEventServiceUserClient::sMethods[kIOHIDEventServiceUserClientNumCommands] = {

{ // kIOHIDEventServiceUserClientOpen
(IOExternalMethodAction) &IOHIDEventServiceUserClient:: open,
1, 0,

0, O

o

{ // kIOHIDEventServiceUserClientClose
(IOExternalMethodAction) &IOHIDEventServiceUserClient:: close,
1, 0,

0, O

}o

{ // kIOHIDEventServiceUserClientCopyEvent
(IOExternalMethodAction) &IOHIDEventServiceUserClient:: copyEvent,
2! -]-l

0, -1

}o

{ // kTOHIDEventServiceUserClientSetElementValue
(IOExternalMethodAction) &IOHIDEventServiceUserClient:: setElementValue,
3, 0,

0, O

}o




Two Graceful Implementation(2/3)

struct IOExternalMethod
{
IOService * object;
IOMethod func;
I0OOptionBits flags;
IOByteCount countO;
TOByteCount countl;

IOExternalMethod * IOI2CInterfaceUserClient::getTargetAndMethodForIndex(

{

IOService ** targetP, UInt32 index )

static const TOExternalMethod methodTemplate[] = {
/* 0 */ { NULL, (IOMethod) &IOI2CInterfaceUserClient::extAcquireBus,
kIOUCScalarIScalar0O, 0, 0 },
/* 1 #*/ { NULL, (IOMethod) &IOI2CInterfaceUserClient::extReleaseBus,
kiOuCscalarISscalaro, 0, 0 },
/* 3 */ { NULL, (IOMethod) &IOI2CInterfaceUserClient::extIO,
kKIOUCStructIStructO, Oxffffffff, Oxffffffff },

};

if (index >= (sizeof(methodTemplate) / sizeof(methodTemplate[0])))
return (NULL);

*targetP = this;
return ((IOExternalMethod *)(methodTemplate + index));



Parse Method

“ Parse "Symbol Table” section
“ Search Constant Array name, shown as "String Table Index”

+ Start with “ ZZN” or“ ZN”

* Locate the address, shown as "value"

String Table Index _ZZN2310FramebufferUserClient14externalMethodEjPZSIOExterna1MethodArgumentsP24IOExternaIMethodDispatchPSOSObjecth
Type
OE N_SECT
Section Index 7 (__DATA,_ _const)
Description
Value 205360 ($+41072)
000627A0 0OOOCOS5SF String Table Index
000627A4 OF Type
OE N_SECT
21 N_EXT
000627A5 @8 Section Index 8 (__DATA,__ const)
000627A6 0000 Description

000627A8 0000000000R42F10 Value 274192 ($+11216)



T'he Ugly Implementation

* Locate the address of override externalMethod Function

“ Analyze the ASM instructions to get selector and external methods

cmp esi, 6 : switch 7 cases

ja loc_21054 s jumptable 0000000000020CDD default case
mov eax, esi

lea rcx, off 2109C (—\rax = selector

movsxd rax, dword ptr) [rcx+rax»y]

add rax, rcx

jmp rax ; switch jump

align 4
off _2109C dd offset loc 20CDF - 2109Ch
- DATA XREF: I0BluetoothDevicelUserClient:

dd offset loc 20D1A - 2109Ch ; jump table for switch statement

dd offset loc 20D4B - 2109Ch
dd offset loc 21054 - 2169Ch
dd offset loc 20D9A - 2109Ch
dd offset loc 20DE9 - 2109Ch
dd offset loc 28E38 - 2109Ch



Analyze the ASM Instructions

Custom KEXT
Analysis
Engine

CG/CFG Custom
e based on Instructions

Miasm Emulator




Custom KEXTs Analysis Engine

€ MachOHeader(object) € KernelMachO(object) v € OSMetaClass(object)
% init_ (self, fh, offset, size) % init_ (self, filename=None, base_addr=0xfffffff007004( 0  init_ (self)
m get_driver_list(self) m |load(self, fh) (1) |0ExternalAsyncMethod
%1 parser driver dict(self, bundle) m load_fat(self, fh) (1) |10ExternalMethod
m macho_get_vmaddr(self, segname, sectname) m load_header(self, fh, offset, size) (1) |I0ExternalMethodDispatch
m macho_get_fileaddr(self, segname, sectname) m get_section_addrs(self) (i) can_ser_open
m macho_get_size(self, segname, sectname) ‘m get_other_addrs(self) (i) can_ser_open_type
‘m macho_get_loadcmds(self) m get_driver_list(self) () class_name
m memcpy(self, start_fileaddr, size) m extract_kext(self, bundlelD=None, dir=None) (f class_self _addr
m get_mem_from_vmaddr(self, anchor_f, anchor_vm, src_vm) % construct_kext(self, bundle, offset, prelink_offset, dir) () class_size
m get_memStr_from_vmaddr(self, anchor_f, anchor_vm, src_vn % dump_kext_data(self, fd, fh_offset, data_size, fd_offset) (f) class_super_addr
m get_memStr_from_f(self, file_off) %1 parser_driver_dict(self, bundle) (f) class_super_list
m get_f_from_vm(self, anchor_f, anchor_vm, src_vm) (i) base_addr (i) class_super_name
m get_vm_from_f(self, anchor_f, anchor_vm, src_f) (f) driver_list_notprelink (i) extends_list
m get_prelinkf_from_vm(self, src_vm) (f) driver_list_prelink (i) externalMethod_f
m get_prelinkvm_from_f(self, anchor_vm, anchor_f, src_f) (B fat (i) externalMethod_vm
() MH_MAGIC (& filename (f) getAsyncTargetAndMethodForindex_f
(1) endian ‘t1 headare (1 getAsyncTargetAndMethodForindex_vm
@ fh (1) getTargetAndMethodForindex_f
(f kernel_header (1) getTargetAndMethodForindex_vm
{f) mach_header (1) getTargetAndTrapForindex_f
(1 offset (1) getTargetAndTrapForindex_vm
() prelink_offset (1) havePublishedResource
() size () instance_list
(1 sizediff (i is_ioeam
) is_ioem
() is_ioemd

() metaclass_list

(f) metaclass_vt_f

() metaclass_vt_vm
{f) newUserClient_f
(f) newUserClient_vm
(£ object_vt_f



Generate GEG using Miasm

AppleHDAEngine::newUserClient(, , type,)

loc 2C1F1: : CODE XREF: AppleHDi
mov r12d, BEOB0O02C2h
cm riad, 3 loc 87
jz short loc 2235 jotd Eii" 2XEQDDD2C2 -
cmp Fi4d, 2 ) TEST R14D, R14D
jz loc_2C2B4 JZ oc_cb INZ loc Iea
test  rihd, riid > C_toztoc ch
—
jnz loc 2C354
mov rax, cs:off_920E0
XO0r ecx, ecCX loc 93 MOV EAX, R12D
mov rdi, r13 — - ADD RSP, 0x18
mov rsi, r15 CMP R14 POP RBX
mov rdx, [t‘bp-hﬁh] apya loc_l4a POP R12
mov 8, [rbp-36h] ->| ¢ next:loc 9d | c to:loc 14a ol Bas
call quord ptr [rax+/88h] POP R14
mov r12d, eax POP R15
jmp loc_2C354 POP RBP
y T T T T T T T RET
loc_2C235: ; CODE XREF: AppleHDi
lea rax, ZN24AppleHDAEngineUserClient9i
mov rdi, [rax]
mov rax, [rdi]
call quord ptr [rax+ish]

https:/ / github.com / cea-sec/ miasm



https://github.com/cea-sec/miasm

Analysis key paths based on CFG

“ Key Paths based on Key registers

« RCXregister in “newUserClient” function

« RSI register in “externalMethod” function

* Tracking data flow between registers, as shown below, RCX move to R14D register

CMP R14D  6x2 TEST R14D, R14D
loc 87 - T = X INZ loc 1lesa
MOV R12D, OxE00002C2 .1°C—gda e 1 -> ¢ next:loc a6 ¢ to:loc lea
CMP R14D, Ox3 -> ¢ next:loc ¢ to:loc 14a
JZ loc cb ' '
-> ¢ next:loc 93 ¢ to:loc cb . loc a6
BE_S5a MOV RAX, QWORD PTR [RIP + Ox65ECO]
MOV RDI, R13
X0OR ECX, ECX
' MOV RSI, R15 "0
loc cb Vv RDI, R13
_ CALL loc 155 MOV RST RIS
LEA RAX, QWORD PTR [RIP + Ox6FE54] !
MOV RDI, QWORD PTR [RAX] ' MOV RDX, QWORD PTR [RBP + OxFFFFFFFFFFFFFFCO]
MOV RAX QWORD PTR [RDI] loc 155 MOV R8, QWORD PTR [RBP + OxFFFFFFFFFFFFFFDO]
MOV R12D, OxEG0002BC
TEST RBX, RBX
JZ loc 1lesa




Custom Instruction Emulator

N/
%

%

ARM Emulator

if not cmp(mnemonic, "bl"):
if insn.op_count(CS_OP_IMM):

bl_addr_vm = get_single_IMM(insn)

meta_class = 0SMetaClass()

if bl_addr_vm == 0SMetaClass_0SMetaClass_VMaddr:
#meta class = OSMetaClass()

= B | = B |

* adrp/adr, add, mov/mov

nX86 64 Emulator

R/

* lea, mov, call, cmp, jz, je..|

if not cmp(mnemonic, "str"):

reg_num = insn.op_count(CS_OP_REG)

if reg_num == 1:
continue

f_reg = get_first_reg(insn)

if f_reg == arm64_const.ARM64_REG_XZR or f_reg == armé64|

f_reg == armb4_const.ARM64_REG_WZR:

continue

s_reg = get_second_reg(insn)

if s_reg:
s_reg_v = get_actual_value_by_regN(s_req)
if not (s_reg_v and s_reg_v == meta_class.class_sel
continue
else:
continue

f_reg_v_vm = get_actual_value_by_regN(f_reg)
if iskext:
f_reg_v_f = k_header.get_prelinkf_from_vm(f_reg_v_v|
else:
f_reg_v_f = k_header.get_f_from_vm(each_mif_f, each|

parse_const_func(k_header, meta_class, f_reg_v_vm,

def

def

def

def

def

get_single_IMM(insn):
seg_num = insn.op_count(CS_OP_IMM)
if seg_num > 1:
print "Extract: too much imm reg!"
if seg_num != 1:
print "Extract: no imm reg found!"

return to_x(insn.op_find(CS_OP_IMM, 1).value.imm)

get_mem_op_offset(insn):
mem_num = insn.op_count(CS_OP_MEM)
if mem_num >= 1:

offset = insn.op_find(CS_OP_MEM, 1).mem.disp

return offset

get_mem_op_rea(insn):
mem_num = insn.op_count(CS_OP_MEM)
if mem_num >= 1:

offset = insn.op_find(CS_OP_MEM, 1).mem.base

return offset
get_first_reg(insn):

return insn.op_find(CS_OP_REG, 1).value.reg

get_second_reg(insn):
return insn.op_find(CS_OP_REG, 2).value.reg

get_actual_value_by_regN(arm64_const.ARM64_REG_X0)
get_actual_value_by_regN(arm64_const.ARM64_REG_X1)
get_actual_value_by_regN(arm64_const.ARM64_REG_X2)
get_actual_value_by_regN(arm64_const.ARM64_REG_X3)

.1
o n

[ddr:
= k_header.get memStr from vmaddr(each mif f

[class_name,| from capstone import x86_const
r = meta_cl
[class_name,
meta_class
class x_reg_manager(object):
= "unknow ¢

N def init  (self):

self.x = [1]x234
for i in range(234):
self.x[1] = 0

)
E_vm(each_m
r(k_header,

t_actual_val return self.x[reg]
[ddr:
= k_header.

[class_name,
r = meta_cl
[class_name,
meta_class

self.x[reg]l = reg_val

"L") == 0SM|

= get t

=g§{§§dﬂ def get_actual_value_by_regN(self,
r = get_act #global x0

def set_actual_value_by regN(self,

ach mif vm, meta class.cl nam

rea):

rea, reg_val):

ddr)

= "unknow classname"

f_reg_v_f, iskext)




Attack Interfaces

AppleHDAEngine::newUserClient

index CanOpen TOpenType ServiceName extends
4 True ) AppleHDAEngineQutput I0AudioEngine: :gMetaClass——>AppleHDAEngine—->AppleHDAEngineQutput
86 True ) AppleHDAENngine I0AudioEngine: :gMetaClass——>AppleHDAEngine

ServiceName OpenType UserClient

AppleHDAEngine 0x3 AppleHDAEngineUserClient::metaClass

AppleHDAEngine 0x2 DspFuncUserClient::Create(I0AudioEnginex, taskx)

AppleHDAEngineUserClient::externalMethod

selector cSIC cSIS cS0C cS0S func name
0 2 0 0 4095 AppleHDAEngineUserClient::
1 2 4095 0 0 AppleHDAEngineUserClient:
2 0 0 0 0 AppleHDAEngineUserClient:
3 1 0 1 0 AppleHDAEngineUserClient:
4 0 0 6 0 AppleHDAEngineUserClient:
5 1 0 0 0 AppleHDAEngineUserClient::
6 0 0 16 0 AppleHDAEngineUserClient::
7 0 0 3 0 AppleHDAEngineUserClient:
8 3 0 0 0 AppleHDAEngineUserClient:
9 2 0 0 0 AppleHDAEngineUserClient:

Process finished with exit code 0

getState

:setState
:resetDSPToPropertylList
:1sPortPresent
:getHardwareVolume

setHardwareVolume
getActiveSpatialChannels

:getAudioSnoopEnabled
:setAudioSnoopEnabled
:setSpatialChannelMute




Shortage

* KEXTs are closed source, many method strings are stripped

“ Function call usually use *(object_ptr + offset) type

v28 = (*(int ( fastcall =*){I0RegistryEntry *, 1inté4, AMDRadeonX4000 AMDAccelResource *, QWORD, QWORD, QWORD)){(*( QWORD =*)this ptr + OxB70LL))(
this ptr,
V2,
accelResource offsets8,
OLL,
®(( QWORD »*)this ptr + 594),
OLL); // AMDRadeonX4000 AMDSIGLContext::bindResource{I0OAccelCommandStreamInfo &,I0AccelResource2 *,bool,I0AccelChannel2 1

LLDB Debug is your choose




Comparison of dynamic trace

Support script? | Performance

Platform

- User Trace Kernel Trace |Embedded in OS | Any priviledge?
Yes No No Root or Repack
No Yes Yes Root
h Yes Yes Yes Root

Kernel hook - Yes No Root

Yes

Yes

Yes

No

Middle

High

Low

Middle

10S/0sx

Osx

10S/0sx

Osx



Frida Hook in User Mode

[1] Set up frida trace

10S/MacOS real Host (e.g. MacOS)
machine
\ 4 1okit!™.js
Frida-server-10.x.x-10s-armX syscall®,Js
FridaGadget.dylib fs!* js
Mach Msg -
IOConnectMethr“-

Use

Syscall

L tr
Kernel ogstream

[2] Behavior trace m 10S/MacOS

, , , [3] Trace log collect
USB/Wifi/File/Pipe




[ldb Kernel Debugging

NetworkingFamily.kext

BSD Kernel

Ethernet Driver

* API Wrappers for basi

kdp_poll

re logiff about kernel, 1130 v 210¢ dostraction, configs etc. Debugger

lds plufins for kemel commands.
1 debug] framework along with kemhelp, xnudebug commang< L 0]0]0,

Debugger
world

debug commands sendPacket

kdp_reply subsystem

* Debug commands implementation




[ldb Kernel Debugging

Dlrace

Frida

Inline hook

LLDB control

System mode Scriptable
support

Kernel Yes
User Yes
Both No
Both Yes

Control Grain

API

Instruction

Instruction

Instruction

Execution control Cross platform

No/View only Easy

Yes Easy

Yes Middle

Yes Easy
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|. 3D online games (OpenGL,Unreal game engine..)
Il. Peripheral devices operation(e.g. wifi, bluetooth)
ll. I0Kit services matching and other operation

V. Font render

V. Other scenario you collected

PassivebFuzz

[1] Call kernel interface AP

. systenter
* Inlme HOOK User mode Sharelc{;zmory
) Kernel mode BSD/XNU/Mach
* Probe Installation
"memcpy",
"memmmove", g
o Mutatlon ..Ef;fge;.. il ol Tl
"memcmp", Cerne
"bcmp", SharedM emor
0:0 KASAN "bZGI'O",
"strlcpy",
"strlcat",
“ Agent —

« Automation

[2] Catch first crash spot and analysis

https:/ / conference.hitb.org / hitbsecconf2019ams / materials / D1T2%?20-%20Fresh%20Apples%20-%20Researching %20New %20 Attack %20Interfaces%200n%20i0S%20and %2005X %20-%20Moony %20Li%208& %?20Lilang%20Wu.pdf



https://conference.hitb.org/hitbsecconf2019ams/materials/D1T2%20-%20Fresh%20Apples%20-%20Researching%20New%20Attack%20Interfaces%20on%20iOS%20and%20OSX%20-%20Moony%20Li%20&%20Lilang%20Wu.pdf

KSAN i XNU kernel

.

Library function Jll Regular function B Instruction © Data | Unexplored ~ External symbol
o, — - - - = - —
Ko make E Functions window O & X IDA View-A || Pseudocode-A (£ @ Hex View-1 | . Structures | [:] Enums | ¥z Imports |

® 673 a2 = 8LL;

Function name 2 4 el : & ) n
— : 674 v6B9 = po v66 vi4, v6/7, v63);

675 LABEL 1353
__Xio_connect_method_scalar_structureO | @ 576| if E (char)((v1@4 & 7) + 3) < v69 )

ARCH CONFIGS:X86 __Xio_connect_method scalarl_structurel 677| {

_ — _ Xio_connect_method_structurel structure| 678 |LABEL_6@:

64 __Xio_connect_method & L“‘ ‘.‘3_= *(uns‘i‘grjr‘:dr in‘? )(vE + 44);

] e : .[ : -,';;_f(= f(_;;-,-rz “)(a3 - 2305845139517472768LL);
581 i V70
KERNEL CONFIGS:”K ® 652 goto LABEL 137;
- ® 633 goto LABEL 61;

=

}

=

AS AN” ®6 v7@ = _asan_report_load4(v104);

586|LABEL_137:
if ( (char)((vie2 & 7) + 3) < v70 )
{
LABEL_61:
v3 = ((_DWORD)V3 + 3) & @xFFFFFFFC;

on

»
N O O

~J

: 1
OO0 OO0 OO0 OO0 ©0 OO0 OO0 OO0 OO OO -
o0 un

oy ON 3
oy O

O
D

O O
3

&
& a2 = v110;

® 692 __asan memcpy(v102, (unsigned int)(8 * *( DWORD *)v1@2), v8 + v3 + 52, v118);
® 693 v72 = *(_BYTE *)(v187 - 2305845139517472768LL);
[
@
%

oy oY
b

694 if ( v72 )
695 goto LABEL 139;
. 696 goto LABEL 62;
. i p
* [System/Library/ 67| }
® 698| v72 = __asan_report_load4(v162);
699 LABEL_139:

Kernenls/kernel* 0 700 1f { (char)((v102 & 7) + 3) < v72 )

701 {
702|LABEL_62:
- ® 703| V73 = v3;
¢ ® 704 a2 = v105 + v3 - 4096;
. 7 ® 705 v74 = *(unsigned int *)v102;
B | Xio_connect method byd 00484288 _ Xio_connect method:688 (FFFFFF8000684288)
Line5of 6 L4

https:/ / conference.hitb.org / hitbsecconf2019ams / materials / D1T2%?20-%20Fresh%20Apples%20-%20Researching %20New %20 Attack %20Interfaces%200n%20i0S%20and %2005X %20-%20Moony %20Li%208& %?20Lilang%20Wu.pdf



https://conference.hitb.org/hitbsecconf2019ams/materials/D1T2%20-%20Fresh%20Apples%20-%20Researching%20New%20Attack%20Interfaces%20on%20iOS%20and%20OSX%20-%20Moony%20Li%20&%20Lilang%20Wu.pdf

Crash Monitor

. def diagnoseOnce(targetIP):

settinnSvmhnlResult settinaSvmbnls()

remoteResult -~ kdpRemote(targetIP)
checkKdpRemoteConnected() :

btResult - getCallStack()

conAddr = getConnectionAddrFromBt(btResult)
showObjResult - showDbject(conAddr)

objName - getObjNameFromShowObj(showObjResult)
selector = getSelectorFromBt(btResult)
disResult getDisAssemble()

reqgsResult getRegs ()

= S OO Ul W

A M)

kdpRemote(targetIP)

coreResult - sendCore(dumpServerIP, coreName)
doDetach()

monitorFileUntilDone(coreFilePath)

* Embedded lldb toolset is powe

)

NS — li— —_— =

print("diaanoseOnce exit")

)
a)
J
J
-
~s

{
Fa
<

“ Fruitful python plugin

NN

(L

startRFCLoopInterface(debugger, targetiP, result, internal_dict):

J NJ

colinter A
2 True:
R/
0‘0 -

g N N

diagnoseOnce()
Exception e:
print (colored(" [ERROR] " + str(e), "red"))
traceback.print_exc()
counter counter |

def __1ldb_init_module(debugger, internal _dict):
debugger.HandleCommand( ' command script add rfc -f remoteFuzzController.startRFCLoopInterface')




Data Generating on Target Machine

* Purpose

NS

* Touch more deep code coverage

’w_L I)B t

OCAL NETWORK

X Bonjour Network Discorery
L X 4
’ bmenal Plower by 000 TSIV S e et
Nedwork siresrs (SAP) 1
UTOLLDEE
INTERNET A
(@t Poocast

* Generating valid data and code execution (with
context)

:::::

“ Implementation

“ Apple Script based app test

* Enrich kinds of corpuses around attack interface

* Browser, 3D game engine, benchmark ...as you thinl

-------------------------------------------------------------------



Data Generating ‘Tricks

Embedded Apple Script is powerful

Automatic app test

Timely reboot from kernel

In case of kernel hang but not

crash

v01d doReboot()

fnPEHaltRestart afnPEHaltRestart = N
fnhalt_all_cpus afnhz1t_all_cpus = N -
afnPEHaltRestart = (fnPEHaltRestarti :
“TEH f"“:.:.’(' l,
arnhalc all _Cpus = (Tnnall_all_cpus»;, .
afnhalt_all cpus(TRUL);

dogTimelyRebootThread( __unused v

unsigned int nCountSeconds = (unsigned int)arg;
¢t Limespec ts = { nCountSeconds, | &
int error =
lck_mtx 0
(1) {

TnIOSleep alOSleep = (TnIOSleep)sc
alDSleep(nCountSeconds+1000);
printf (" [DEEUG] coReboot: end..

doReboot();

«(Qat(h_dcgt_r:moly_roboor_murox);

'

<ern_return_t startWatdogFo

{
printf(" [DEBUG] startwatdogForTimelyReboot |
kern_return_t kr = KERN_SUCCESS;
watch_dogt_timely_rekoot_grp = i--_;-;_4li_._-

watch_dogt flnply reboot_nutex = lck_nm
kr = kernel t

kr;

(watchdongrelyRPbcotThread (void
pr f(* [DEBUG] 5ra' nard(gFa' ime lyReboot (%d):

(&4g_kernel_info ,"PEHaltRestart");

bol(&g_kernel_inTo, "halt_all_cpus");

] *arg, __unused wait_result_t wr)

symboL(&g_kernel_inTo, API_SYMBOL_IO_SLEEP];

t nCountSeconds)

): begin...\n",nCountSeconds);

t("startWatdogForTimelyReboot", LCK_GRP_ATTR_NULL);

vit(wvatch_dogt_ f1m91y reboot_grp, LCK_ATTR_NULL);

*)nCountSeconds, &tWatchdogThreadHandle);
end...\n",nCountSeconds) ;

StartupFuzzingSource()

{

~ echo "[StartupFuzzingSource]: begin..."
startTimelyRebootDriver $sleepSeconds0fSession

counter $(seq 1 999999)

openAnyFo lder "/Users/user/Desktop/VM/CDOS_VB/CDOS*/*.vbox"
openAnyFolder "/Users/user/Desktop/VM/CDOS_VM/CDOSx/*.vmx"

openAnyFolder "/Users/user/Desktop/VM/osx*x/*.vmx"

TaCellmelestT
VLCTest

r-—s'F-\r--‘an"{-

heavenBenchMarkTest
valleyBenchMarkTest

heavenBRenchMarkTect

OUPENANYFOLUET JAPPLLICALLIUNS/X
openAnyFolder "/Users/user/Downloads/x*"
openAnyFolder "/Applications/Utilities/x"
s leep $sleepSecondsInFuzz

[ "$counter" "$counterToReboot" ]

echo "now reboot"
rebootNow

:éh echo " [StartupFuzzingSource]: end..."

VAT 1
commonTestApp()
{

appName $1

sudo killall -9 $appName
osascriptf —e 'on run {appNameArg}'

e "quit app appNameArg" -e 'end

osascriptf —e 'on run {appNameArg}' -e "tell application
echo "[commonTestApp]:\tfuzz FaceTime done..."

run' $appName

appNameArg to activate"

—

'end run'

$appName
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CVE-2016-4462

Integer overflow vulnerability in AMDFramebutfer driver

. 0) bt
* thread #1, stop reason = signal SIGSTOP
x frame #0: Oxffffff7f8d91e324 AMDFramebuffer AMDFramebuffer::getPixelInformationFromTiming(AtiDetailedTimingInformation const&, IOPixelInformation¥, int, int) + 388

frame #1: Oxffffff7f8d91e180 AMDFramebuffer'AMDFramebuffer::getPixelInformation(int, int, IOPixelInformationx) + 112

frame #2: Oxffffff7f8d91e@a5 AMDFramebuffer' AMDFramebuffer::getPixelInformation(int, int, int, IOPixelInformationx) + 101

frame #3: Oxffffff7f8b42223d I0GraphicsFamily IOFramebuffer::extGetPixelInformation(target=0xffffff869e59f000, reference=<unavailable>, args=<unavailable>) at IOFram

frame #4: Oxffffff800aadc478 kernel.development IOUserClient::externalMethod(this=<unavailable>, selector=<unavailable>, args=0xffffffa756c8b988, dispatch=0xffffff7f!
0000) at IOUserClient.cpp:5335 [opt]

frame #5: Oxffffff7f8b437d0b I0GraphicsFamily IOFramebufferUserClient::externalMethod(this=0xffffff80b8810800, selector=1, args=0xffffffa756c8b988, dispatch=<unavail:
amebufferUserClient.cpp:380 [opt]

frame #6: Oxffffff800aa553cf kernel.development'::is_io_connect_method(connection=0xffffff80b8810800, selector=1, scalar_input=<unavailable>, scalar_inputCnt=<unavai

put=0, ool_input_size=0, inband_output="", inband_outputCnt=0xffffff80ac2e2e@c, scalar_output=0xffffffa756c8bcb@®, scalar_outputCnt=0xffffffa756c8bcac, ool_output=0, ool _¢
]

frame #7: Oxffffff7f8e6c854b pasive_kernel_fuzz'trampline_is_io_connect_method(connection=0xffffff80b8810800, selector=1, scalar_input=0xffffff80b8b81eld, scalar_inp
_input_size=0, inband_output="", inband_outputCnt=0xffffff80ac2e2e@c, scalar_output=0xffffffa756c8bcb®, scalar_outputCnt=0xffffffa756c8bcac, ool_output=0, ool_output_siz

frame #8: Oxffffff800a3f2bd4 kernel.development’ Xio_connect_method(InHeadP=<unavailable>, QutHeadP=0xffffff80ac2e2de®) at device_server.c:8379 [opt]

frame #9: Oxffffff800a2c450d kernel.development' ipc_kobject_server(request=0xffffff80b8b81d70, option=<unavailable>) at ipc_kobject.c:359 [opt]

frame #10: Oxffffff800a29124a kernel.development’ ipc_kmsg_send(kmsg=0xffffff80b8b81d70, option=3, send_timeout=0) at ipc_kmsg.c:1822 [opt]

frame #11: Oxffffff800a2b024f kernel.development mach_msg_overwrite_trap(args=<unavailable>) at mach_msg.c:546 [opt]

frame #12: Oxffffff7f8e6d81d7 pasive_kernel_fuzz' trampline_mach_msg_overwrite_trap(args=0xffffffa756c8bf@8) at mach_msg_overwrite_trap_trampline.c:131

frame #13: Oxffffff800ad2cb@9 kernel.development mach_call_munger64(state=0xffffff80acl3de20) at bsd_i386.c:573 [opt]

frame #14: Oxffffff800a25b466 kernel.development hndl_mach_scall64 + 22




Root Cause

frame #0: Oxfitftt7{8d91e324 AMDFramebuffer AMDFramebuffer::getPixellnformationFromTiming(AtiDetailedTimingInformation const&, IOPixellnformation®, int, int) + 388

AMDFramebuffer' AMDFramebuffer::getPixelInformationFromTiming:

-> Ox{tttt718d91e324 <+388>: movq (%rcx,%rd1,8), Y%rex -a)
Oxftfttf718d91e328 <+392>: movq %Yorsi, %rdi
Ox{tttt71f8d91e32b <+395>: movq %orcx, %orsi
OxfTttt7t8d91e32e <+398>: callq Oxffftff7f8ccbcfel

(11db) register read rcx
rex = Oxffftt718d926030 AMDFramebuffer::getPixellnformationFromTiming(AtiDetailedTimingInformation const&, IOPixellnformation™, int, int)::PIXEL ENCODINGS

(11db) register read rdi
rdi = Oxfttftt2000001

; Utilities::str_copy(char*, char const®, unsigned long)

unsigned int v10; // [sp+D8h] [bp-28h]E@1

int v11; 77 [sh+DCh] [bp-24h]@1 move the value(0xf2000001) of rbp+var 28 to rdi, and

use

void »v12; /7 Isp+EBh] [bp-206h]E@1

ug = 0;
bzero(ad, BxACulL);

if ( (signed int)vin <= 2 )
{

......

AR e o B AR R R D L B

void »u13; // fsp+E8h] [bp-18h]@1 __text:00000000000621318 rsi, [rbp+var_26] extends it to 64 bits. then becomes Oxfffffffff2000001
intéhs vik; [sp+FBh] [bp-10h]@1 | text:000000000062131C !
unsigned int §15: /7 [Sp+FCh] [bp-4h]@2 __text:0800000000021320 . . _
ot 7 Ll ' ' _ text:0000000000021324 nov rcx, |[rcx+rdi*8] ; unsigned  intoh rdi*8 becomes so big , crash point
__text:0000000000021328 nov rdi, rsi ; this
vih = ___text:0000000000021328 nov rsi, rcx s Char =
vig = aZ; _ text:000000000002132E call Utilities::str copy(char *,char const=,ulong)
vi2 = check " text:0800000000021333 noY g
v __text:0000000000021339 nov edx, r8d \ may be leak info if craft the value of rdi
v10 = a5; __text:000000000002133C nov rcx, OFFFFFFFFFFFFFFFFh
__text:00000000680021343 lea rsi,  2L1SCOMPONENT MASKS ; COMPONENT MASKS

-—- s e g ool m v oo man ol

however, if we craft the rdi value, the rdi*8 can be control by user
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Conclusion

Introduce a method to analyze the attack surfaces of kernel extensions, then
introduce an enhanced passive fuzz architecture on Apple system. Finally, we
study one CVE case hunt by our fuzzer



Questions?

Contact US: @Lilang Wu, @Flyic



