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Peter-I1 - ThreeQuestionsof The Sphinx

How much doesauser really need to know to operate his
IBM PC effectively?Certainly heneedsto understand how
to usethekeyboard, and with the advent of so many graphi-
cal interfaces, knowledge of themouseisal so necessary.
Basic knowledge about how the computer worksalso hel ps-
how to usethedisksand, most importantly, how to turnthe
machine off and on. Reading the manualsisalso apretty
good idea, so that the applicationswhich are used are
understood. | sthisenough?Maybe.

What auser needsto know in order to defend his computer
from computer virusesisamoredifficult question. Should he
simply know how to use avirus scanner? Does he need to
understand how lotsof different viruseswork, and exactly
how and what objectsthey infect?Itisadifficult question,
but I think my answer to it will come as some surprise.

Thelatest newsfromtheantiviral battle-frontisthat if the
user wantsto defend the contents of hiscomputer fromviral
attack, he should know have an outstanding knowledge of
trivia. For example, tobefully prepared, the user should
know the names of rock-superstarsand their popularity.
Unbelievably, thisknowledge can beinvaluableinthefight
againstviruses... especialy if thecomputer inquestion
happensto beinfected by the Peter-11 virusand the dateis
February 27th.

Thelnstallation Routine

Peter-11 isan ordinary memory-resident master boot sector
virus. Itissix sectorslong (0COOh bytes), made up of five
sectorsof virus code, and one sector whichisused asa
data areato storethe original boot sector whichisreplaced
by thevirus.

Thevirusisexecuted when the user bootsthe machinefrom
aninfected disk. Itsfirst actionisto decreasethe effective
size of the system memory (by decreasing theword at the
address 0000:0413 by four), read therest of thevirusinfrom
the disk, and copy itself to the memory at address
9F00:0000. Thishasthe effect of reducing thetotal system
memory by 4K .

Asthevirusisexecuted before DOS hasloaded, the DOS
services Get System Time and Get System Date are not
available, and thevirus hasto use other more complex
meansto ascertain the system date. It doesthisby directly

reading the data stored inthe CM OS: the virus outputsthe
addressvalueinto port 70h and readsthe result whichis
returned in port 71h. If the current dateis set to February
27th, theviruscallsthetrigger routine (see below).

If thetrigger conditionsare not met, thevirusreadsin the
Int 13h vector and storesin within thevirus code. It then
initialisesitsown Int 13h handler, and setstherelevant entry
intheinterrupt vector tableto point toit. If the computer has
been booted from aninfected diskette, thevirusnow
attemptstoinfect the hard drive. When this processis
finished, theoriginal boot sector isexecuted.

However thevirusdoesnot check the contentsof memory
beforeinstalling itself, which can causethe machineto crash
in someinstances. Consider the case of attempting to boot a
machinewith aninfected hard drivefrom aninfected floppy
diskette. Thevirusisfirst runfromtheinfected floppy disk,
and, after hooking Int 13h, it executesthefloppy disk boot
sector. If thisdisk isnot bootablethefamiliar ‘ Non-System
disk or disk error. Replace and press any key when ready’
messagewill bedisplayed.

Atthispoint, if thedisk isremoved and akey pressed, the
copy of thevirusonthehard driveisexecuted. Thishooks
the current Int 13h address (which already pointsto the
virus). Thereforethenexttimean Int 13hinterruptis
encountered, themachinewill crash.

Infection and Int 13h Handling

Themaster boot recordisinfected during virusloading. The
virusreadsthe original sector and checksthevirus|D byte-
if thebyteat offset 0O1FDhisequal to BBh, thevirus
assumesthat the disk isalready infected, and the routine
aborts. If not, thevirus savesthis sector on the hard drive at
sector 6, head 0, cylinder 0 and writesitself into thefirst
physical sector of the hard drive, and to the next four sectors.

Thevirusmonitorsall callsusing Int 13hto providean
infection mechanism and stealth. Whenever thereisa
reguest to read or writeto the sectors, the virus substitutes
appropriateregister values so that it appearsthat thedisk is
not infected. If therequest concernstheoriginal sector one,
the contentsof therelocated boot sector arereturned/altered.
If therequest concernsany of the sectorstwoto seven, the
call ispassed on to sector eight. Thisworks on most ma-
chines, asthese sectorsare usually filled with zeros.

Unfortunately lifeisnot always so simple. On earlyNetWare
servers (versions 2.xx) this spaceisused for the start of the
NetWar e boot code, and in this case extensive damage will
result. Many boot sector viruses usethis* dead space’ as
storage, and for thisreason, viruses of thistype orNetWare
serversalmost invariably causeadisaster.
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Whenever afloppy disk isused, thevirus checksto see
whether itisalready infected by examining the contents of
the disk’ sboot sector. If the value of the byte at offset 01DFh
intheboot sector is11h, theinfection routine aborts.

Thevirusthen checksanother section of the boot sector - the
byte at the address 0018h. This containsthe number of
sectorsper track on thefloppy disk. If thevalueisnot equal
to 15 (i.e. if thedisk isnot a1.2Mb 5.25 inch disk), the
infectionroutineterminates.

If the disk isdeemed suitablefor infection the virus attempts
toformat an extracylinder at the end of thedisk. A normal
1.2Mbdisk has80 cylinderswhich are accessed by DOS,
numbered 0to 79. Althoughitisnot possibleto access
tracks outside thisrange using standard DOS calls, some
drivecontrollersare capabl eof using theseextracylinders,
and the virustakes advantage of thisin order to infect the
disk without decreasing itsstorage capacity.

Thevirususesthese extrasectorsto store part of thevirus
code. Therelocated boot sector isstored separately in thelast
sector of the standard root directory (sector 14, head 1,
cylinder 0)

Trigger

On February 27th, asdescribed above, theviruscallsthe
trigger routine. Thisroutineisencrypted, and thefirst stepis
for the codeto bedecrypted. Once completed, theroutine

displaysthemessage:

Good nor ni ng, EVERYbody, | am PETER Il Do not
turn off the power, or you will lost all of
the data in Hardisk!!!

WAIT for 1 M NUTES, pl ease. ..

Thenthevirusencryptsall the sectorsof the physical hard
drive: al thewordsare XORed with thevalue 7878h. If the
machineisswitched off at thispoint, all dataonthedrive
will belost, and the user will haveto restore from abackup.
However, itispossibleto recover thedisk by correctly
answering thethree questionswhich thevirusdisplaysnext:

k.1 f you give the right answer to the
foll owi ng questions,| will save your HD:

A. Who has sung the song called “I Il be
there” ? 1.Mariah Carey 2.The Escape C ub
3. The Jackson five 4.Al (1-4):

B. What is Phil Collins ? 1. A singer 2. A
drumer 3. A producer 4. Above all (1-4):

C. Who has the MOST TOP 10 singles in 1980's ?
1. M chael Jackson 2.Phil Collins (featuring
Genesi s) 3. Madonna 4. Wi tney Houston (1-4):

Theuser should givethree correct answers, in thiscasethe
virusdecryptsand restoresthe hard drive sectorsand types:

CONGRATULATIONS !'!'! YQU successfully pass the
qui z!' AND NOW RECOVERI NG YOUR HARDI SK ... ...

and thedisk isrecovered. If any of answersarewrong, the
virusdisplays:

Sorry!Go to Hell.dC ousy man!

and all thedataon thedriveislost.

Whilethistrigger routine doubtless caused the virusauthor
great mirth, the casual disregard for other people’ sdata
makesthisarather nasty piece of maliciouscode. Fortu-
nately, thereisno timelimit on the questions, so the user can
ring up hisfriendsto find the answers! And what arethe
answerstothese* three questionsof the Sphinx’ ?Easy...
Four, four and two.

PETER-II
Aliases: None known.
Type: Memory-resident Master Boot Sector.
Fully Stealth.
Type: Floppy Boot Sector and Hard Drive

Master Boot Sector.
Self Recognition:

Disk Checks the byte at the location 01FDh
for the value BBh or 11h.

Memory None.

Hex Pattern:

fale 1f 33 c08e c08e dObc 007c
2683 2e13 0404 fbOe 07b9 0300

Intercepts:  Int 13h for infection and stealth.

Trigger: Displays three questions and encrypts
the contents of the hard drive sector
by sector. If the questions are an-
swered correctly the disk is recovered.

Removal: Specific and generic removal is pos-
sible. Under clean system conditions,
replace original contents of Master
Boot Sector from sector 6 (hard drive)
or from logical sector 28 (floppy).
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