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Olympic Games

Mikko Hypponen
Data Fellows, Finland

A new virus, known as Olympic (akaOlympic Aids), has
featured prominently onthetelevision, ontheradio, andin
the newspapersof Northern Europe sincethe beginning of
February. Itsnewsworthy factorsareitsOlympic-theme
activationroutine, and suspicionsthat it had infected the
computer systemsof theLillehammer 1994 Winter Olym-
pics. Fortunately thiswas not the case.

Despite being reportedinthewildin Norway, Olympicis
not of Norwegian origin: itismadein Sweden by anew
virusgroupwhichcallsitself ‘Immortal Riot’.

IntotheUnder gr ound

Swedish soil seemsto provideparticularly fertilegroundfor
raisingvirusgroups: clanslike BetaBoys, Demoralized

Y outh, and the Funky Pack of Cyber Punkshavebeen active
in Sweden inthe past. Thelatest group of viruswriters,
Immortal Riot, seemsto consist of four members, known
only by their aliases, or *handles'. Sofar, thegroup has
published and distributed about thirty viruses, most of which
arenew variants of existing strains. Thevirusesthusfar seen
arenot examplesof technical brilliance; quitethe opposite.
M ost simply crash thecomputer, or manifest their presence
insomeother obviousway.

Immortal Riot also publishesan electronic magazine, Insane
Reality, containing articlesby the group membersand their
associates, source codesof viruses, and back-patting and
back-stabbing of other membersof theviruscommunity. The
group seemsto belittle more than an ego trip for this gang of
teenagers- it seemsto be‘cool’ to beaviruswriter.
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Thecomputer underground getssteadily moreorganised - Immortal
Riot even publishesitsown electronic magazine.
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VirusOperation

Olympicisafairly typical COM fileinfector, which doesnot
remainin memory, and spreadsonly when aninfectedfileis
executed. Itsmethod of searchingfor filesfor infectionisnot
very efficient. Once anumber of fileson the hard disk have
beeninfected, it may take half aminuteto find anew victim:
such aslowdownislikely to makethevirus easier to spot.

Whenit findsasuitable candidatefor infection, thevirus
first checksthesizeof that fileto ensurethat theinfected
codewill begreater than 64 Kbytes, thelargest permissible
sizeforaCOM file. Thefirst bytesof thefileare checked for
ajump construct which thevirusisabout to insert. If found,
thevirusconsidersthefileaready infected and startsto
search for another victim. Thisprocessisrepeated until five
filesareinfected.

Thevirusdoesnot check theinternal structure of the host file
whenitinfects. Thus, EXE fileswithaCOM extension will
beinfected by thevirus. When such acorruptedfileis
executed, theviruswill infectsother filesonthemachine,
butisunableto return control totheoriginal program. In
most cases, the machinewill crash.

Theinfection processconsistsof storingtheoriginal first
three bytesof thefileat thefileend, replacing them witha
jump to asetup routine, which the virus addsto the end of
thefile. An encrypted version of theviruscodeisappended
totheend of thefile, and, finally, the virusadds a short
plain-text noteand thedecryptionroutine.

Olympic usesasinglepseudo-random variablekey based on
infectiontimeto encryptitscode. Theroutine useseither the
Sl or DI register aswork-registersinthedecryptionloop,
alternating betweeninfections. Thus, thereareonly 25
constant bytesbetween different virusgenerations. Theseare
located intwo different partsof thevirus. Theencryption
methodisnot truly polymorphic, andisunlikely to cause
problemsfor anti-virusvendors.

Olympic caninfect fileswhich havethe DOSRead-Only
attributeturned on, and will also restore the date and time
stampsof infectedfiles. However, filesgrow insizeby 1440
bytes, whichisvisibleinthedirectory listing. Thevirushas
nodirectory-stealthroutines, asit doesnot stay resident.

Olmypian Trigger

Theviruswas programmed to trigger on the day after the
start of the 1994 Winter Olympics (12 February), and hasa
one-in-ten chanceof activating after thisdate. ‘ Dice-
throwing' isdoneby checking whether thesystemtimer’s
hundredth-of-secondsfieldisbelow 10. Thevirusdoesnot
check thecurrent year. If thetrigger conditionsarenot met,
thevirusreturnscontrol to the host file.

On activation, thevirusdrawsthe Olympiccirclesonthe
screen, displaying commentson the Gamesand its mascots,
Haakon and Kristin. Next, it overwritesthefirst 256 sectors

of thefirst hard disk in the system. To ensuredestruction, the
virusdisablesCtrl-C and Ctrl-Break checking during the
destructionroutine. Finally, themachinehangs.

L illehammernr "’

Whilethevirusoverwritesthefixeddisk, it thoughtfully displays
theOlympicrings- asymbol of cooperationand unity.

Much of Olympic’ scoderesemblesthat of virusesgenerated
withVCL, up to the point of the standard VCL -like note; a
short messagein the end of thevirus, whichisnot displayed
atal. Thevirus notetext reads:. ‘ Olympic Aid(s) 94 (c)
ThePenetrator’. Thisvirusisprobably based onVCL-
created code, modifiedto avoid detection by somescanners.
Asthevirusdisplaysapicturebeforestarting to overwrite
the disk, aware computer users might be ableto switch the
machine off beforethevirushasachanceto overwrite data
areas, makingrecovery mucheasier.

VCL.Olympic

Aliases: Olympic Aids.
Type: Non-resident, parasitic.
Infection: Files with ‘COM’ extension.

Self-recognition in Files:
File starts with a JMP to an offset
1443h from the file end.

Hex Pattern: Due to the short length and large
amount of wildcards, this searchstring
should be used with care.

8D?? 1301 B9AC 0281 ?2??? 2?77?27
??E2 F8C3

Intercepts:  None.

Trigger: One in ten chance of overwriting the
contents of the fixed disk, on or after
12 February, any year.

Removal:  Specific and generic removal possible
under clean system conditions.
Recovery of machines affected by
trigger routine might be possible with

specialist data recovery equipment.
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