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FEATURE

The Thin Blue Line

Two hackerssit conversingonaBBS, hundreds of miles
apart. Theonly noiseintheroomisthe hum of computer
terminalsand theincessant chattering of an outdated line
printer. The screen of theterminal showsthat they havejust
managed to gain accessto aremote UNIX machine.

Without warning the door burstsinward, and in three
simultaneousraidsfour men chargein, claimingto bepolice
officers. Everything happensvery quickly, and beforethe
hackershave had achanceto think, they have beenled away
fromthe computer, caught red-handed. New Scotland Yard's
latest raid has been asuccess.

Caught intheAct

Thescenedescribed aboveisaccurate, if slightly misleading.
Each ‘hacker’ arrested and charged wasinfactinvolvedin
Operation Skye, thecomputer crimeinvestigation courserun
by New Scotland Yard's Computer Crime Unit(CCU), at
the Police Staff Training College Bramshill. Over afour-
week course, officersfrom many of theregional fraud squads
pitted their wits against aproblem which even thefamous
Sherlock Holmescould not havecast asideaselementary.

TheBramshill programmeconsistsof two separate courses,
tackling different aspectsof the problem. During thefirst
week, officersattending the coursewereinstructedin how to
obtain evidencefromaDOS-based computer. Obviously, as
computersbecomemorecommonplace, they will cropupas
evidencewithincreasing regularity. Asyet, most criminals
still do not realisethe evidential value of their own PCs. ‘A
lot of peoplestill assumethat, when you del ete something, it
isgonefor ever,” commented Detective Sergeant Simon
Janes, oneof the officersresponsiblefor running thecourse.
‘However, you and | know that that isnot the case.’

Thesecond courselastsfor threeweeks, and tackles many of
thedifferent aspectsof computer crime- hacking, viruses,
unlawful access, telecommunicationsfraud etc. Although
thiscourseand otherslikeit are designed for detectivesfrom
theregional Fraud Squadsthroughout England and Wales,
the current course attendeesranged from far and wide, with
oneofficertravellingfromHong K ongtoattend.

Aimsand Objectives

Theobjectiveof thecourseisvery simple: that at |east one
member of each regional Police Service should be capabl e of
taking on aninvestigationinto possible offencesunder the
UK Computer Misuse Act (CMA). ‘Asit stands at the
moment, the CCU isthe only dedicated unit in England -
computer crimeinvestigation at alocal level isusually dealt
with by thelocal Fraud Squads,” explained Janes.

Each police service can nominatewhom they chooseto send
onthecourse. Nomineesare usually taken from the ranks of
Detective Constable, Sergeant or Inspector, but thisisnota
hard and fast rule. This present courseevenincluded a
civilian, whowasemployedto assist the Police.

Janesmakesaclear distinction betweentraining detectives
to be computer expertsand training detectivesin how to
investigatetypical computer crimes:. ‘ We' renot training
detectivesto becomputer experts- wecould never do that,
and would not wish to. We aim to teach them how to
manage an incident and how toinvestigateit. Obviously,
part of that management issueisknowing when and where
togotoget help.’

Thequestionisvery much oneof knowing the procedures.
Janes drawsan analogy with theinvestigation of an assault.
‘If amanisstabbed, hewill betaken to hospital and seen by
asurgeon. That surgeon would be ableto supply further
information, such asthe size and type of the weapon used. In
order to know that, you need to know abit about what
happensin ahospital. The officer investigating may not be
an expert in knifewounds, but should know how to extract
the necessary information from someonewhois. It'sa
similar situationwith computers.’

DI John Austen, the course organiser, agrees. ‘Wetry togive
them confidencein dealing with computer crimesthat they
wouldordinarily havedifficulty investigating. Inthat way,
we can best servethe needs of thevictim.’

Taughtor Tort?

L ecturesrun parallel with thedevelopment of Operation
Kye. Theseareaimed to tiein with what the ‘ hackers' are
doing - for example, thelectureon VM Sneatly coincides
withthepenetration of alargeVMSinstallation.

Thelecturesaregenerally supplied by expertsintheir
particular field. ' For example,” said Janes, ‘ yesterday Jim
Bateswasat Bramshill. Hewashereintwo roles. Firstly, he
gavealecture about DOSvirusesand how they worked.
Secondly, one of theteamshad reached astage where they
needed to know alot moreabout viruses, so inthe afternoon
they sat down with Jim and questioned him.’

Thismixtureof thepractical withthetheoretical gives
officersthebenefitsof both systems. Theinvestigativeside
of thecourseissufficiently realisticto beableto giveasense
of thethrill of thechase’, giving the often turgid theoretical
aspectsmoreimmediacy. It also allowsthe studentsto put
what they havelearned toimmediate practical use.

Asthethree weeksprogress, the number of virusattacksand
hacking offencesincreases. Eachteamreceivesmoreand
morecomplaints, until they havegathered enough evidence
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Detectivelnspector John Austen plotting at thelast
Bramshill training course: ' Y ouonly learnwhenyou
makemistakes...” hecommentedwickedly.

tomovein on the suspects. During the build-up to
the arrest, as much realism as possibleis brought
intothe scenario; officerseven haveto undergoa
mock televisioninterview inorder toinforma
‘concerned public’ about theextent of theproblem.

Misinfor mation

Thisgradual increase of pressureismasterminded
by DI John Austen, leader of the CCU. Austen sits
inthecontrol room, surrounded by ‘ survivors'

from previousyears' courses. Together, they forma
team which keepsthe students busy with reports of
new incidents. Variousmembersof staff play the
roleof victimsof the hackers, and officersget the
chanceto seefirst-hand how confusing such an
investigationcanbecome.

A lot of work goesinto each part of the scenario. In
the case of thevirus outbreak, Austen’ steam has
towork out how theviruswaswritten, what it did,
and how and whereit spread. With thistask
accomplished, thenextjobisto givethecourse
membersjust enoughinformationtobeableto
work out what isgoing on. Balancing between
making lifetoo easy and too hard isdifficult, and
clues (and red herrings) are added asnecessary.
‘At theend of theday, wewould like the students
to be ableto work out most or all of it,” said Janes,
‘but they are going to havetowork for it.’

Many of thefeatures of the coursearedrawn from
the personal experience Austen hasgained through
the CCU. ‘Y ou only learn when you make mis-
takes,” said Austen, ‘and many of the exerciseson
the course are based on real incidentswhich have
happenedto meor my officers.’

‘Thething to remember about the courseisthat
there’ snothing to pass at the end of the day.
There' sno examination, and candidatesaren’t

failed. Itisall about learning. The students get out of it asmuch as
they putintoit,” explained Austen.

Hot on their Heels

The proof of the pudding isvery muchinthe eating: Austen has set up
an ambitious course which attemptsto cover alot of groundina
comparatively short time. Do the studentsfeel that their three weeks of
hard slog isof any valuewhen they returnto their units?

Casting around for opinion, thegeneral feedback on thisoccasionwas
very positive. Mark Morris (thelatest addition to theCCU), seemed
pleased with what he had learned. ‘ We' reinto the third week of the
coursenow. Itiscertainly stressful, but overall, I think it hasbeen very
useful. Thethematic way inwhich thelecturestieinwithwhat’s
happeningintheinvestigationisgood, and youreally find yoursel f
getting into the scenario. I’ velearnt ahuge amount on thiscourse- |
think everybody has.’

Several of theofficershel ping to runthe course had al so attended
previously asstudents. Rupert Groves, fromtheBedfordshire Police
Force, completed the coursefiveyearsago, and found theexperience
invaluable. ‘ Atthetimel came onthe course, | wascompletely
computerilliterate, andfoundit extremely difficult. Beforethecourse,
if I had been called into take acomplaint from someone about a
computer crime, | would have been floundering. Sinceattending the
course, | have been involved in anumber of CMA caseswhich have
been successful. What the course did for mewas give methe confi-
denceto approach victimsof, and expertson, computer crime, and
understand what was happening and what needed to bedone.’

Crimeand Punishment

Austenisconfident that the Bramshill course makesthe policeforces
of the United Kingdom better equipped to deal with computer crime.
Thepoliceare making an effort to tacklethe problem - isthere
anything which can bedoneto help them?‘ The computer industry has
alwaysgiven ustremendoussupport. Whenwe' veasked for anything,
it hasnever beenrefused. The problemisthat the public oftendon’t
recognisecomputer crime. They may get violationsof their system, or
observeunexplained occurrences, but they don’ trealisethat they have
actually beenthetarget of criminal activity.’

The problem of not submitting acomplaint iscompounded by the
question of whomto complainto. ‘ Usersalso don’t know whereto go
toexplainittothepolice. If youweretowalk into your local police
station and speak to the uniformed desk sergeant, they probably
wouldn’t understand what you weretalking about. What | would say
isthat anyone who has suffered acomputer crime can contact us at
Scotland Yard, or any of the Fraud Squads around the country, and
therewill alwaysbean officer to deal withthem.’

Happy Conclusion

Theideaof gaining confidencewas mentioned several timesby the
students, and theresultsareamost certainly worth theeffort. Seven
daysafter thisinterview wastaken, the officersinvolved inOperation
Skyesuccessfully caught their targetsred-handed. Hackershad better
lielow for sometime- contrary to popul ar computer underground
opinion, thepolicecanandwill pursuecomputer criminals.

VIRUSBULLETIN ©1994 VirusBulletin Ltd, 21 The Quadrant, Abingdon, Oxfor dshire, OX14 3Y S, England. Tel. +44 (0)235 555139. /94/$0.00+2.50
No part of thispublication may bereproduced, storedin aretrieval system, or transmitted in any form without the prior written permission of the publishers.



