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VIRUS ANALYSIS 1

Finnish Sprayer: Electronic
Graffiti

Mikko Hypponen
Data Fellows, Finland

Viruswritershave sometimesbeen comparedto peoplewho
creategraffiti. Itisasdifficult tofind arational motivefor
vandalising other peopl e’ sproperty with sloppy spray-
paintingsasto understand therationalebehind creatinga
harmful computer program. Whatever thereason, itis
unfortunatethat both of theseactivitiesremainpopular. In
the case of Finnish Sprayer, onecan seeapersonwho
perhapscombinesboth of these pursuits- the* artist’
scrawlshiselectronicgraffiti over theentirecontentsof an
infectedharddrive.

ThisviruswasfirstfoundinFinlandin December 1993, and
hasquickly spread throughout thecountry. Itwasnotlong
beforeit wasfoundin Sweden, Russiaand Estonia, and it
may well havespread evenfurther.

Installation

Finnish Sprayer isafairly typical boot sector viruswhich
infectsfloppy boot sectorsand hard disk M aster Boot
Sectors(MBS). It employsstealth methodsto conceal its
presence, and containstwo destructivetrigger routines.

Thevirusstorestheoriginal boot sector anditsown codeon
thelast threesectorsof either theactive hard disk partition
or adiskette. WhenaPC isbooted from aninfected disk, the
viruscodeisexecuted, andeither installationor harddrive
infectionbegins.

Itsfirst actionistoload the second sector of itscodefrom
disk. After this, it relocatesall of itscodeto thetop of the
conventional memory areaand continuestheexecutionfrom
there, decreasing theavailablememory by 5K. Thereason
forreservingthislargeareaisunclear - thevirusonly
requires1K of memory tofunction, makingitlikely thatthis
isasimplearithmetical error.

Thenext part of theviruscodeisal so rather unusual: it
checkswhether or not the operation of movingthesecond
part of theviruscodeto memory hasbeen successful. This
isdoneby searching for theletters* Ai’ intheareainto
whichit believesit hasloaded thecode. If thismarker isnot
found, theviruswill try to overwritethefirst sector of the
hard disk withrandom data, and reboot themachine.

Thisdestructiveroutinedoesnot work becauseof apro-
grammingerror, butitisobviously meant to beexecutedif a
read error occursduringthevirus' installation phase, or if
thesecond part of theviruscodeiscorrupted.

Propagation

Thevirusisnow ready toinfect theMBSof thehard disk. It
|loadstheM BStomemory, and analysesthepartition
information. Thevirusthen searchesforitsowninfection
marker: theletters® Ai’ in offset 45h of theMBS. If the
computer isalready infected, theviruscodeexits, andlets
thenormal boot processcontinue.

If themachineisuninfected, theactivepartitionislocated,
anditsfilesystemtypeisidentified - only partitionsusinga
known DOSfilesystemareinfected. Thiskind of checking
israreamong boot sector viruses, and meansthat thevirus
will notinfect PCsrunning other operating systems(e.g.
0S/2andWindowsNT).

If thehard disk isfound suitablefor infection, thevirus
movestheoriginal partitioninformationtothecorrect place
insidetheviral codeand writesanimage of itsfirst sector to
theMBS. Theviruscal culatesthel ocation of theend of the
activepartitionand copiestheorigina MBSandthesecond
part of itsown codetothelast two sectors. Any data
containedwithinthesesectorsisoverwritten.

Thevirusthen executestheoriginal boot sector. It doesnot
stay activeafter theinitial infection (i.e. whenapreviously
uninfected computer isbooted from aninfected diskette),
andwill only functionwhenthe machineisbooted froman
infected hard disk.

TheFinnish Sprayer virushasbeen reported throughout Finland,
with most incidentsconcentrated in the south of the country.
Reportsareindicated by black dots.
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Stealth

Oncetheharddisk isinfected, theviruscodewill be
executed during every boot-up. Itsoperationissimilarto
that of thefloppy disk boot code, but after initialisationit
makesadatecheck, and collectstheoriginal Int 13hvector
forlater use. Finnish Sprayer theninstallsitsownInt 13h
handler by modifyingtheinterrupttableinlow system
memory to point directly totheviruscode.

Thevirus' Int 13hhandler startsby checkingthecalled
function. If thisisnot adisk read, theviruspassesthe call
ontotheoriginal Int 13hhandler, otherwisearudimentary
check ismadeto ascertain whether thecall isdirectedtoa
fixed disk or afloppy drive. Thisinformationisusedto
branchprogramflow.

Inthe caseof aread from hard disk, theviruschecks
whether itisarequest toread the MBS. If so, theregister
valueswill bereplaced withthehead/cylinder/sector values
of theoriginal MBSand control ispassedtotheoriginal Int
13hhandler. TheBIOSroutinesthen completethestealth
operation by reading theoriginal MBStomemory, and
returningittothecallingfunction.

Thevirusdoesnot stealth thelast two sectorsof hard disks,
and doesnot stealth floppy disksat all. If theintercepted
Int 13hcall isaread fromafloppy disk, theviruschecks
whether or not thedisk isalready infected. If itisnot, the
virusinspectsthe ' total number of sectors’ fieldintheboot
sector in order totoascertainthediskettetype.

Thevirusrecognisesthefour commontypesof diskette:
360K B, 720K B, 1.2MB and 1.44MB. If thedisk’ sstructure
doesnot match any of these, theviruswill notinfectit. Non-
standard (for example, FDformatted) 180K B and 2.88M B
floppiesareneverinfected. If thevirusrecognisesthedisk
type, itwritesitsown codeto theboot sector and overwrites
thetwo last sectorsof thefloppy with acopy of theoriginal
boot sector and theremainder of itscode.

Activation

Duringevery boot-upfromtheharddrive, Finnish Sprayer
will check thereal-timeclock date. If thedateis25March,
theviruswill activate, overwriting random sectorsonthe
activepartition. Therandom number isgenerated by using
non-initialisedregistersasdestinationvaluesand enteringa
loop, which callsthe BIOSdisk writefunction, decrement-
ingthehead valueafter eachwrite.

After thisdestructiveroutine, theviruschangesthescreen
backgroundto grey and displaysthetext:

FI NNI SH_SPRAYER. 1. Send your painting +358-0-
4322019 (FAX), [Aija]

Sincethistextisencrypted withaX OR 50h operation, itis
notvisibleinsidetheviruscode. Thephonenumber isthat
of theFinnish Houseof Parliament, whichreceived dozens
of faxeson activation day thisyear. After thedisplay

routine, thevirushangsthemachineby enteringaninfinite

loop. It should benoted that sincereal -timeclocksare
generally availableonly on AT machinesand above, this
routinewill fail onolder machines. Onsuchcomputers, the
viruswill never activate. Finnish Sprayer alsocontainsthe
followingunencryptedtext, whichisnever shown:

Tks to B.B, Z-VirX ..... [A]a]

Thisstringisalsoused aspart of thevirus' self-recognition
signature. Incidentally, thetrigger dateof 25Marchisalso
the‘nameday’ of Aija(agirl’ sname)inFinland.

Conclusions

Thecoding styleof Finnish Sprayer variesbetweendifferent
partsof thevirus. Thismight indicatethat theauthor has
incorporated partsof older virusesintoitsmake-up, a -
though no obvioussimilaritieswith other commonviruses
exist. Another explanationisthat thisvirusmight bethe
work of anumber of different people, working asateam.

Finnishanti-virusorgani sationshavefollowedtheFinnish
Sprayer incident very closely, which hasmadeit possibleto
compileremarkably accuratestatistics. Someof this
informationisshown onthemap onthefacing page.

During March 1994, Finnish Sprayer wasreportedto have
activated onapproximately two hundred PCsin Finland
alone. Thetotal number of infected machinesrisesto several
hundred, possibly even onethousand. Thisisquiteamazing,
sincetheviruswasfirst found only afew monthsago. Such
new virusesarebecomingincreasingly common-for theill-
prepared PC user, the* writingisonthewall’ ...

Finnish Sprayer

Aliases: Ajja.
Type: Memory-resident boot sector virus.
Infection: Hard disk Master Boot Sectors and

floppy boot sectors.
Self-recognitionin Memory:

None.
Self-recognition on Disk:

Letters ‘Ai’ at offset 45h in boot sector.
Hex pattern:

49B8 0103 33DB CD13 OEO7 B8Ol
0333 DBB9 0100 B600 CD13 5AC3

Intercepts:  Int 13h for stealth and infection.

Trigger: Displays message and overwrites part
of active partition on 25 March.

Removal: Under clean system conditions, return
original boot sector to its original place.
Alternatively, overwrite viral code using

the DOS command FDISK/MBR.
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