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VIirus

COMMENT

‘It makes me
wonder: are they
trying to serve
their students or
their egos?’

Jimmy Kuo
Network Associates Inc.

ALBERTA STRIKES AGAIN

Until amonth ago, Alberta’s contribution to the
computer anti-virus field was a program called
Killmonk, created by Tim Martinin 1993. Its purpose
was to eradicate the Monkey virus that was created at the
University of Edmonton (Alberta). A decade later, the
University of Calgary (Alberta) is proposing to prepare
its students for entry into the anti-virus industry by
teaching them how to write viruses!

The anti-virus industry has responded unanimously that
graduates of such a course will find themselves unable to
land ajob in the industry. What the advocates of this
university course have not understood is why the AV
industry simply cannot hire anyone labelled as avirus
writer. The AV industry has forever been plagued by the
comment, ‘ They write the viruses, don’'t they? And as
our businessis based on trust, we cannot afford to give
any credibility to that thought.

The University is proposing to teach its students about
viruses by alowing them to create new variantsin a
‘secure environment’ — so-called by virtue of its
separation from the real world network, the promise that
none of the creations could possibly escape into the rea
world, and the assurances that none of the course
participants would ever do anything bad with the
knowledge they gain from this experience.
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Let me propose a different ‘ secure environment’. Start
with the definition that a virusis the combination of
some binary bitswith an environment that resultsin the
recursive replication of those bits (possibly modified).
So, rather than use present day virusesin a present day
operating system, and then endeavour to ‘ secure’ it, teach
the students how to write a new operating system first. A
one-of-a-kind operating system. No matter what
direction follows, that is a‘ secure environment’.

In the early 1990s, working in the kernel of AIX, we
rewrote it to create a version capable of load balancing.
Networked machines would continually report itsload to
each other. Any other machine could request, ‘I’ m your
tty. Run this code. Executable code would replicate onto
this other machine. And the result was a load-balancing
operating system. How much more value would this
offer students than having them twiddle afew bits of an
existing virus? How much more secure would this be?

One of the reasons why ex-virus writers are considered
unemployableisthat their past creations live forever.
Even if they don't live as viable attacks in today’s
environment, they persist in the virus database files,
stealing from everyone's disk space, and time. But none
of the students’ creationsin the fabricated environment
would ever need to be apart of any virus database. This
fact distinguishes why ex-hackers and ex-car thieves can
be hired by security firms, but ex-virus writers can not.

It takes two weeks to a month to teach a new virus
researcher about the viruses he needs to know and
understand. But what we need are people who can attend
a Microsoft presentation on Longhorn and realize the
security weaknesses we need to address. Or to work for
Microsoft and make sure the weaknesses don't exist in
the first place. Apache worms, SQL worms, Windows
viruses, and each brand of macro virus exist in their own
unique environments. Even the top researchers need months
to crack each new environment that we need to tackle.

Presented with all these considerations, the University of
Calgary representatives have turned defensive and
determined to push on with their proposed course. It
makes one wonder: are they trying to serve their students
or their egos? Not only will they be turning out students
with the wrong training, who have been told they won't
be ableto get ajob in their intended field, but consider
this: on aresume, it will list the University of Calgary. It
will not list the courses that were taken. How many other
resumes will also say ‘University of Calgary? Did they
take the course? | won't know. But | will know they went
to the University of Calgary. Think they’ll get the job?

[ The matter of teaching students to write virusesis
explored further in thisissue on pages 17 to 19 - Ed.]




NEWS

THE BIG WAIT

The big newsin June was the announcement that Microsoft
had signed a definitive agreement to acquire the intellectual
property and technology assets of Romanian anti-virus
manufacturer GeCAD Software S1. As might be expected
there followed significant excitement in the anti-virus
industry, with large amounts of speculation flying in all
directions. At this point, however, no details have been
reveal ed other than the fact that Microsoft plans to launch an
AV product in the future.

Of course, thisis not the first time Microsoft has ventured
into the anti-virus field. The company’s toes were |eft alittle
scalded after itsfirst dip into the anti-virus arenawhen, in
1993, it released are-badged version of aCentral Point
product with MS-DOS version 6. Despite the eventual flop
of Microsoft Anti-Virus (‘MSAV’), there were similarly
excitable reactions when the product first entered the
market. Indeed, in VB'sreview of MS-DOS 6 (see VB, May
1993, p.17), Dr. Keith Jackson predicted, ‘ Many anti-virus
vendors are going to be hit very hard by the inclusion of
anti-virus features within MS-DOS ... Place your bets asto
who will be most affected, but | am in little doubt that a vast
shake-up isimminent.

WEell, on that occasion Microsoft failed to shake more than a
snowstorm, but VB wishes Microsoft better luck thistime,
and awaits with eager anticipation to see what falls out over
the next six to 12 months — interesting times lie ahead.

CANADIAN RETREAT

The programme for the Virus Bulletin conference can now
be found on the VB website, complete with abstracts for all
papers. This year’'s programme covers awide range of
subjects, from the detailed analysis of emerging threats and
new technologies, to user education, corporate policy and
law enforcement. Themed panel discussions at the end of
each day will offer the opportunity for some lively debate of
pertinent anti-virus issues. This year, thereisthe
opportunity to carry on debating, as the 5th Annual
NTBugtraq retreat will be held in the daysimmediately
following VB2003. The Retreat is held at the home of
NTBugtraq Editor Russ Cooper, approximately 100km
north-east of Toronto and promises fishing, bird watching,
boating and feasting as well as discussion and debate. The
Retreat startsin the evening of Friday 26 September — the
closing day of VB2003 — and the nitty gritty beginson

27 September and runs until 29 September. The Retreat is
limited to 40 attendees and, judging by the testimonials
from past attendees, will be a popular event. More
information can be found at http://www.ntbugtrag.com/
party.asp and http://www.virusbtn.com/.
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Prevalence Table — May 2003

Virus Type Incidents Reports
Win32/Opaserv File 6313 45.92%
Win32/Klez File 3221 23.43%
Win32/Dupator File 1133 8.24%
Win32/Funlove File 475 3.46%
Win32/Sobig File 345 2.51%
Win95/Spaces File 342 2.49%
Win32/Yaha File 340 2.47%
Win32/Fizzer File 207 1.51%
Win32/Bugbear File 192 1.40%
Win32/Magistr File 166 1.21%
Win32/Gibe File 152 1.11%
Redlof Script 1083 0.75%
Win32/Lovgate File 76 0.55%
Win32/Lirva File 62 0.45%
Win32/Ganda File 51 0.37%
Win32/Nimada File 48 0.35%
Win32/SirCam File 47 0.34%
Win32/Hytbris File 43 0.31%
Win32/BadTrans File 42 0.31%
Win95/Lorez File 36 0.26%
LLaroux Macro 30 0.22%
Win32/Kriz File 26 0.19%
Win32/Elkern File 23 0.17%
Win32/Braid File 16 0.12%
Win95/CIH File 15 0.11%
Others!" 244 1.77%
Total 13,748 100%

The Prevalence Table includes a total of 244 reports across
80 further viruses. Readers are reminded that a complete
listing is posted at http://www.virusbtn.com/Prevalence/.

Distribution of virus types in reports

File
98.23%

Macro
0.68 %

Script
0.91 %

Boot &
Other
0.18 %
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LETTERS

RANDOM NOTES
FROM THE
UNDERGROUND

Peter Sz0r, of Symantec Cor poration,
has compiled his comments on three
recent VB articlesinto a letter to the
Editor. Here, the authors' responses
are presented after the relevant
sections of Peter’s | etter.

STEMMING THE
(OVER)FLOW

I would like to start with Yinrong
Huang's ‘ Stemming the (Over)flow’
articlein the April 2003 issue of VB
(see VB, April 2003, p.13). The
technical feature section ‘introduces
the idea of compiler level solutions
against buffer overflow attacks, but
does not provide obvious references to
existing solutions such as StackGuard,
ProPolice or Buffer Security Check.

| admit that reasonable comparison

of existing solutions would go beyond
the scope of asingle VB article and

it is the subject of one of my
upcoming papers.

The basic idea of the protection isthe
use of OxCC opcode insertion in the
code flow to raise an exception instead
of running the attacker’s injected

code. The article discusses some of the
drawbacks of the solution. However,
one of the problems associated with
the protection is the raised exception
itself. Worms such as CodeRed use
corrupted exception handlers that
execute using araised exception.

Thus an attacker can use the raised
exception of the inserted break point
to run the attacker’s injected code —
which isnot desirable.

THE AUTHOR RESPONDS

When utilization of discarded
parameter stack space before RET
opcode was conceived to protect
against a stack overflow such as

QL Sammer, the author did not fully
explore other protection mechanisms
such as StackGuard, or Buffer
Security Check. Therefore, the author
regrets that a comparison of these
compiling options with utilization of
discarded parameter stack space was
not included in the original article.

The author agrees with Peter Sz0r’'s
comment on the potential utilization
of exception handling by malicious
code to gain the opportunity to
execute with the insertion of OXCC
opcode. Therefore, it is probably
better toinsert ‘EB FE’ opcodes of an
endless loop onto the discarded
parameter stack space to prevent the
malicious code from going further
with ‘jmp/call ESP’ scheme.

Yinrong Huang, independent
reseacher, Canada

MISSION IMPOSSIBLE

Aleksander Czarnowski’s ‘Mission
impossible: WebDAV update
appeared in the May 2003 issue of VB
(see VB, May 2003, p,10). | certainly
respect the idea of good practices and
therefore | strongly recommend
reducing the attack surface by
removing non-essential services.

However, the article also discusses the
‘interesting educational potential’.
Although a good part of the story is
covered, including problems with the
patch that Microsoft provided for one
of the vulnerabilities located in Ring 3
(user mode), inNTDLL.DLL (native
API), it was not very clear from the
article how serious thisexploitis.

The exploit wasincorrectly known as
“WebDAV’ vulnerability, even though
WebDAV is only one of the possible
ways in which the vulnerabilities may
be exploited. In particular, the section
of the article entitled ‘Why bother’ is
confusing, since it discusses the
StackGuard, ProPolice and Buffer
Security Check features to show that
thisis something that 11Swould need.

| respect this opinion alot, however
this solution would not be applicable
to the actual vulnerability in question,
since the overflow is external to that
of 11Sscode base. Thus,
recompilation of 11Sitself would not
necessarily resolve all the problems.
Therefore, | would also strongly
recommend the use of the Microsoft
patch (after sufficient testing),
athough issuesremain.

THE AUTHOR RESPONDS

| have read Peter Sz6r’s comments
carefully, and | believe we have very
similar opinions on the subject of 1S,
However, some of my thoughts
certainly require a little clarification.

First of all, | am not against using
patches, hot fixes etc. Currently these
play an important role in the process
of securing and hardening I'T
systems — but the situation is very far
from being perfect as the processis
both costly and time-consuming, while
itsresults still could be doubted. If we
use a risk management-based
approach then we can limit the
number of vulnerabilities that affect
our systems by carrying out simple
actions such as minimizing the
number of services running.

Another important part of such an
approach is the deployment of
additional protection mechanisms like
stack protection. Peter isright that the
WEbDAV vulnerability would not be
stopped even if 1| Swere protected
against buffer overflow attacks. Such a
mechanism really only makes sense if
deployed on the whole system, not just
in one application or library. My point
was that such options are already
available in the Unix world (on the
ProPolice web page you can find
information on how to rebuild RedHat
and FreeBSD systems, for example),
and there are even systems with such
protection built in already (Solaris,
Immunix, FireBorder OS). Itis
important to mention that Microsoft is
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slowly choosing the same option,
which is very good news.

Peter is also right about the
misleading vulnerability name and
possible attack vectors. As the problem
liesinside ntdll.dll library it can be
exploited in many ways — even without
[1S. The WebDAV name comes from
the I1Sexploit code, which uses the
WebDAV method to trigger buffer
overflow. While the name may be
misleading it played an important role
as many people started to look upon
the Il SWebDAV feature as something
that could be dangerous, while not
necessarily required by their business
or technical objectives. It also helpsa
great deal when explaining to a non-
technical audience why I1S_ockdown
Tool offersthe option of disabling I1S
WebDAV.

To summarize: itiscritical to apply
hot fixes. The vulnerability discussed
in MS03-007 isinteresting but also
critical —it can be exploited in many
different ways, of which [1Sisjust one
example. For an interesting discussion
on this vulnerability there are two
white papers: *Analysis of the ntdil.dl|
WebDAV Explait’, by Eric Hines

(see http: //mww.fatel abs.conv) and
‘New Attack Vectors and Vulnerability
Dissection of MS03-007", by David
Litchfield (which can be found at

http: //www.ngssoftware.conv). |
believe that both these publications
explain these comments, and Peter’s
comments, in more detail.

Aleksander Czarnowski, AVET
Information and Network Security

XP, A NEW VIRUS
PLAYGROUND?

Mihai Chiriac introduces the reader to
‘XPB anew virus playground? in the
June edition of VB [see VB, June 2003,
p.7]. Mihai suggeststhat ‘ previously
we had seen WinNT.Adonal, ‘the
world'sfirst virus able to jump to ring
0 ... played with the PC speaker’.

Back in 1999, the WinNT.Infis virus
had already introduced complete
kernel mode, semi on-accessfile
infectionsin Ring 0, kernel mode
which was followed by Win2K.Infis
later on (VB published information on
both [see VB November 1999, p.8 and
April 2000, p.g]).

It appears that the ‘WinXP'.Che virus
does not really deserve anew platform
category. First, the infection itself
does not happen in Kernel mode, but
in User mode. Second, it appears the
virus works on more than one major
Win32 platform. The combination of
the two leads us to asimpler platform
prefix: ‘“Win32'. Although | understand
that thisis somewhat bizarre, it makes
things ssimpler, and it is more likely
that a virus name will match between
several AV products. (According to
VGREP thisis hardly the case).

Indeed, the virus author named the
virus ‘WinXP.Che', probably to make
it alittle more exciting for the
constantly overloaded AV researchers.
Did he really manage to create an XP
virus? Well, first of all, thereis
nothing in the code that makes the
virus XP-specific other than some of
the hard-coded addressesin its code,
as Mihai points out. Second, the virus
appearsto work on XP, but would
crash in certain situations, if it ever
ran on it. Since the virus manipulates
the service descriptor table directly
(by patching it), the read-only
memory protection on XP would lead
to acrash on systemswith 128 MB
physical memory or less (when the
protection is active). Thus, in my
world, the virus does not really
deserve the *designed for Windows
XP' label just yet, although most
systems would have more memory
and thus, from the point of view of the
virus, thiswould not really matter.

THE AUTHOR RESPONDS

| absolutely agree with Peter: while
VGrepping I’ ve found no fewer than

VIRUS BULLETIN

five different names for thisvirus,
ranging from conventional names like
‘Che’ or ‘Cherrat’ to funny names
like ‘Keck' (‘Keck' isthe name of a
very popular cookiein Romania).
Even the prefixes differ — some
vendors use ‘“Win2K’ or ‘“WInXP’,
while othersuse ‘Win32'.

Can we use the ‘“Win32' prefix in this
case? Well, | wouldn't put my money
on it. Win32 came in three major
implementations: Win32s onWin 3.x,
Win32 on the Windows 9x family and
the Win32 subsystem on the WANNT
family. Since the virus does not run
under Win32s or Windows 9x but only
on two members of the big NT family,
thelist of correct prefixesis: ‘WMNNT
(accurate, but a little misleading to the
end user, since the virus does not wor k
on plain NT), ‘Win2K’ or ‘WWMnXP’.

Another XP-specific part of the virus
(and probably the most interesting
part), besides the use of hard-coded
addresses, isitsroutine for disabling
the WFP, since this routine uses the
‘sfc_os.dll’ file available only on XP;
and, yes, even if theinfection is
carried out in User mode, the routine
for calling syncronous Ring 3 code
fromRing 0 setsthis virus aside from
the normal NT infectors.

Technically speaking, the virusis more
advanced than the slightly overrated
WINNT.Infis and WIn2K.Infis which
used hard-coded parametersfor int 2E
calls (which are not only version-
dependent but also service pack-
dependent, since they are generated by
macros); while the Infis viruses
hooked int 2E in the Interrupt
Descriptor Table, Che'sway of
hooking is, again, much more NT-
specific (and likely to work with minor
modifications on new NT
implementations) by modifying the
Service Descriptor Table.

Discussions like this can go on for
hours; please send other opinionsto
my inbox: mchiriac@bitdefender.com.

Mihai Chiriac, SOFTWIN, Romania

o



VIRUS BULLETIN
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YOU'VE GOT MORE
M(1*)AD)I(L+K)L

Peter Ferrie
Symantec Security Response, USA

Another day, another exploit is disclosed. A little over two
months later, avirus using the exploit is discovered. It
seems that some virus writers do read NTBugtraq. Thereisa
new member of the W32/Chiton family. The author of the
virus calls this one ‘W32/JunkHTMail', avariation of the
name of the virus upon which it is based — W32/Junkmail
(see VB, November 2002, p.10) — perhaps to draw attention
to the self-executing HTML exploit which this virus usesto
launch itself from email.

When thisvirusis started for the first time, it decompresses
and drops a standal one executable file that contains only the
virus code, using a ‘fixed’ (taking into account the variable
name of the Windows directory) filename and directory.

Aswith the other virusesin the family, thisvirusis aware of
the techniques that are used against viruses that drop files,
and will work around all of the countermeasures: if afile
exists aready, then its read-only attribute (if any) will be
removed, and the file will be deleted. If adirectory exists
instead, then it will be renamed to arandom name. The
structure of the dropped file is the same as that used by
W32/Junkmail. If the standalone copy is not running
already, then the virus will run it now. The name of the
dropped file is ‘ Explorer.exe’. Depending on the font, the
uppercase ‘i’ may resemble alowercase ‘L', making the
viral process difficult to identify in the task list.

HOOK, LINE, SINKER

After dropping the standal one copy, the virus alters the
Registry in such away that the virus will be run whenever
an application is launched.

The virus dters the * Shel\Open\Command' keys for the
‘com’, ‘exe’, and ‘ pif’ extensions in both the ‘ LocaMachine
and ‘ CurrentUser’ hives. Both hives are altered because, in
Windows 2000 and XP, the Current User values override the
Local Machine values. The three extensions are atered
because they are all associated with applications. In
addition, the change makes removal of the virus more
difficult —if the virusis removed before the Registry is
restored, then applications will not be able to be launched
easily. Fortunately, some improvisation allows for ways
around this problem.

If the computer isrunning Windows NT/2000/XP, then the
virus will add itself as a service. The virus does not start the
service, perhaps because the standal one copy is running

already, and Windows will perform that action anyway,
when the computer is rebooted. If the computer is running
Windows 9x/Me, the virus will place an undocumented
value in an undocumented structure, with the result that the
task isnot displayed in the task list. This mimics the actions
of the recently documented and already very well-known
RegisterServiceProcess() API.

IT TAKES TWO TO ARGUE

Whenever the standalone copy is executed, the virus will
parse the command line to determine why it is running. The
parsing is done in the platform-independent way that is
favoured by the virus author —if the computer is running
Windows 9x/Me, then the virus will usethe ANSI APIsto
examine characters; if the computer is running Windows
NT/2000/XP, then the virus will use the Unicode APIsto
examine characters. If there are arguments on the command
line, then the virus assumes that it was launched via the
Registry alteration, and will attempt to execute the
application that is named in the first argument.

If there are no arguments on the command-line, then the
virus assumes that it has been launched as the standalone
copy, and will execute its main code. The main code begins
by retrieving the addresses of the APIs that it requires and
creating the threads that will alow the virusto perform
several actions simultaneously.

Thefirst thread runs once every hour. It will enumerate all
drive lettersfrom A: to Z:, looking for fixed and remote
drives. If such adriveisfound, then the virus will search in
all subdirectories for filesto infect. Fileswill be infected if
they are Windows Portable Executable files for Intel 386+
CPUs, and arenot DLLs.

The method of infection is the same as for some of the other
variants in the family —the virus will either append its data
to the last section, or insert its data before the relocation
table, and alter the entry point to point directly to the virus
code. If files do not possess the infection criteria, the suffix
of their nameis checked against alist of files that might
contain email addresses. Thevirusisinterested in files
whose suffix is*asp’, ‘cfm’, ‘css’, or ‘jsp’, or contains ‘ php’
or ‘htm’. If such asuffix isfound, then the file is searched
for a‘mailto:” string, and the email address that followsis
saved for later.

The second thread runs once every two hours. It will
enumerate the network shares and attempt to connect to
them. If the connection succeeds, then the virus will search
all subdirectoriesfor filesto infect.

The third thread also runs once every two hours. It will
attempt to connect to random I P addresses. There are two
routines for this action, one for ANSI platforms, and one for
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Unicode platforms. If the connection succeeds, then the
virus will search in al subdirectories for filesto infect.

The fourth thread is the one from which the virus gainsits
name. It runs once every four hours, and will send asingle
email to the last address that the virus found while
searching for filesto infect. The virus sendsitself using the
MIME message format, as described in RFC 1521, and
carries an attachment using the MHTML document format,
as described in RFC 2557.

While this should present no problems, it appearsthat a
number of developers have overlooked one significant
aspect of the formal BNF of, for example, the content of the
MIME-Version field. Thisisthat the colon and digits, etc.,
are separate tokens, and that no white space is required. The
formal BNF for the content of the MIME-Version field
lookslikethis:

version := “MMe-Version” “:” 1*DIAT “.” 1*DIA T

and atypical MIME-Version declaration looks like this:
M ME-Version: 1.0
However, when considering the tokensindividualy, the
result is that these are equivalent:
M ME- Ver si on : 1. 0
M ME- Version: 1.0
with the obvious problems for those parsers that don’t
expect white space to appear, or that require at least one

space after the colon. The virus attacks the second
assumption, by removing the spacein all cases.

LAYER UPON LAYER

Microsoft introduced the ‘Web Archive’ format after the
release of Office 2000. It is based on the MHTML standard,
and resembles a MIME email file, complete with MIME-
Version, a Content encoding field, and ‘ attachments’. An
unfortunate consegquence of this choice isthat such files,
when sent as email attachments, can be encoded recursively.
Thus, the beginning of such afile might look like this:
M ME- Version: 1.0
CONTENT- LOCATI ON: FI LE: / / / . EXE
CONTENT- TRANSFER- ENCODI NG BASE64
However, after recursive encoding of the type implemented
by the virus, it might look like this:
=4Dl =6DE=2D=76=65=525=49=6F=6E: 1=28=43H=29. =30
=630ONT=45=4E=54=2D=400=63=61=54=69=4F=4E=3AF| L=65 /
| =2F=2E=45xe
=63=6FN=74=45=6E=74- t =72=61=6E=53=46=45=72-
=65Nc Qd=49=6E=67=3A=62( =4B=7B=

) a=28=7B+=295=28=45=29¢e6( =77Y) 4

VIRUS BULLETIN

Thetop level isoctet-encoding. It exists to support the
sending of characters that are not within the acceptable
ASCII range (i.e. foreign and reserved characters), however
any character can be encoded with this method. If the octet-
encoding is decoded, as will occur when an email program
detaches the attachment, it might look like this:

M nE-veRsl on: 1(CH). 0
CONTENT- LCcaTi ON: Fl Le: /// . Exe
cont Ent -t ranSFEr - eNcGdl ng: b(K{) a({+) s(E) e6(wY) 4

Now we see the case inversion and comment insertion that
was first demonstrated by W32/Junkmail.

NOT A BUG, BUT A FEATURE

An email sent by the virus will have an attachment called
Email.htm. Thisis aWeb Archive file that has a script
appended to it. When afile is passed to Internet Explorer
(IE), IE will search alarge amount of that file for HTML
code. Thisis, according to Microsoft, by design.

Thus, an MHTML file with a script appended to it can have
that script executed, even though the file does not begin
with the*<HTML>’ tag. The virus uses a script that
requests | E to run thefile that is located inside the same
MHTML file. If the | E security settings allow the scripting
of ActiveX controls that are not marked as safe, then the file
will be launched without prompts, regardless of the zonein
which it is executing. Microsoft has released a patch (M S03-
014) which disables MHTML as a codebase source. The
patch is described as applying to Outlook Express, however
the file that does the work (inetcomm.dll) actually belongs
to Internet Explorer.

CONCLUSION

The world of security and the world of viruses have become
intertwined over the years, and so far we have been fairly
lucky that, despite the full disclosure of many exploits, very
few have been used in viruses. The successful virus requires
knowledge and luck, and while we can’t defend against luck,
we can see that too much knowledge can be a bad thing.

W32/Chiton variant

Type: Memory-resident parasitic appender/
inserter, slow mailer.

Infects: Windows Portable Executable files.

Payload: None.

Removal: Delete infected files and restore them

from backup.
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LOV(GATE) IS SWEETER THE
SECOND TIME AROUND

Richard T. Fernandez and Paul Vincent M. Sabanal
TrendLabs, Trend Micro Inc., Philippines

February 2003 marked the birth of the first variants of the
Lovgate family of Internet worms (see VB, April 2003, p.9).
In May 2003, three new variants of the worm were released
consecutively on the same day — .1, .Jand .K. Of these, the
.Jvariant became the most widespread.

The new batch of variants had a greater impact than the
earlier set. As new members of the growing family of

L ovgate worms, the new variants showcase both a number
of new features and some improvements over their
predecessors. They are armed with such new features as
network folder sharing, anti-virus retaliation and file
infection, to name just afew —all of which are reason
enough to consider that Lovgateisback ... with a
vengeance.

WHEN | FALL IN LOV

Once the worm is executed, it ensures that only one
copy existsin memory by checking for its mutex named
‘I-WORM-L ocal -Remote-20168 Running!”.

If the event is not found, it drops several copies of itself into
the Windows system folder. The dropped files have the
following names:

RAVMOND.EXE
WinDriver.EXE
WinGate.EXE
WInEXE.EXE
IEXPLORE.EXE
Kernel66.DLL

Variant .| drops two further copies of itself, named
WINHELPEXE and WINRPC.EXE.

L ovgate contains a backdoor component, which is
implemented through the following dropped dynamic link
library (DLL) files:

REG678.DLL
Task688.DLL
ILY668.DLL
WIN32VXD.DLL

To achieve file infection, the file DRWTSN16.exeis
dropped into the Windows fol der.

It is common for malware to make use of the system
registry in order to gain execution during startup. Lovgate
also uses this method. It creates the following registry
entries:
HKEY_LOCAL_NMACHI NE\ SOFTWARE\ M cr osof t \ W ndows\
Current Ver si on\ Run
WnGate initialize =
“C:\ W NNT\ Syst enB2\ W nGat e. exe -renoteshel|l”
HKEY_LOCAL_NMACHI NE\ SOFTWARE\ M cr osof t \ W ndows\
Current Ver si on\ Run

Renote Procedure Call Locator =
“RUNDLL32. EXE reg678.dl | ondl | _reg”

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\
Cur rent Ver si on\ Run

Program | n Wndows =
“C:\ W NNT\ Syst enB2\ | EXPLORE. EXE”

HKEY_CURRENT_USER!\ Sof t war e\ M cr osof t\ W ndows
NT\ Cur r ent Ver si on\ W ndows
Run = “ RAVMOND. exe”

Again, variant .| contains an additional registry entry asa
result of its additional dropped file, WinHelp.exe.

HKEY_LOCAL_NMACHI NE\ SOFTWARE\ M cr osof t \ W ndows\
Current Ver si on\ Run

WnHel p = “C:\ WNNT\ Syst enB82\ W nHel p. exe”

The worm also modifies the registry so that it executes
every time a.EXE fileis opened. It does this by modifying
the value of (Default) to ‘winexe.exe %1’ in the registry key
HKEY_CLASSES ROOT\exefile\shell\open\command.

On those systems infected with Lovgate.l, the opening of
.TXT files are intercepted. The worm changes the val ue of
(Default) to ‘winrpc.exe %1’ in the registry key
HKEY_CLASSES ROOT\txtfile\shell\ open\command.
Asaresult, this variant of the worm executes every time a
TXT fileis opened.

WIN.INI does not escape Lovgate's eyes either. The worm
tries to modify the file's run= section as follows:

run=%gyst en?4 RAVMOND. EXE

Note that this technique applies only to Windows 95, 98 and
Me systems, since the run section is not found on NT-based
systems such as Windows NT and 2000.

Finally, the worm setsitself as a service by creating the

following registry keys with each associated value:
HKEY_LQOCAL_MACH NB\ SYSTEM Qur rent Cont r ol Set \ Ser vi ces\
Net Meet i ng\ Renot e Desktop (RPC) Sharing

Di spl ayName = “Net Meeti ng Renote Desktop (RPC)
Shari ng”

bj ect Name = “Local Systent

I magePat h = “%BystenPA WnDriver. exe -
start_server”
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HKEY_LQCAL_MACH NE\ SYSTEM Qurrent Gont r ol Set\ Ser vi ces\
W ndows\ Managenent |nstrunentation Driver
Ext ensi on

Di spl ayNane = “W ndows Managenent
Instrunentation Driver Extension”

Obj ect Nane = “Local Systent

I magePat h = “Rundl | 32. exe Task688. dl |
ondl | _server”

MY LETTER OF LOV

Lovgate's mass mailing routine isits chief spreading
mechanism. The first of two mechanisms searches the
Windows and My Documents directory for *.ht* files.
These two system directories are derived from the following
registry entries:
HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\
Current Ver si on\ Expl orer\ Shel | Fol der s\ W npat h

HKEY_CURRENT_USER!\ Sof t war e\ M cr osof t\

W ndows\ Cur r ent Ver si on\ Expl or er\ Shel |

Fol der s\ Per sonal
For each file that it finds, the worm gathers email addresses
by looking for the ‘mailto:” string in the wholefile. Then, it
starts sending emails to these addresses, with a copy of itself
as an attachment.

To send emails, the worm uses its built-in Simple Mail
Transfer Protocol (SMTP) engine by connecting to an
SMTP server named smtp.163.com.

The subjects, message bodies and attachments of the emails
the worm sends are a random combination of any of the
following:

Subject: (any of the following)
Reply to this!
Let’s Laugh
Last Update
for you
G eat
Hel p
Attached one Gft for u..
Hi
H Dear
See the attachenent

M essage Body: (any of the following)
For further assistance, please contact!

Copy of your message, including all the
headers is attached.

This is the last cumul ative update.

Ti ger Whods had two eagles Friday during his
victory over Stephen Leaney. (AP Photo/Denis
Por oy)
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Send reply if you want to be official beta
tester.

Thi s nmessage was created automatically by
nai | delivery software (Exin).

It's the long-awaited filmversion of the
Broadway hit. Set in the roaring 20's, this
is the story of Chicago chorus girl Roxie
Hart (Zel | weger), who shoots her unfaithful
| over (West).

Adult content!!! Use with parental advisory.

Patrick Ewing will give Knick fans sonething
to cheer about Friday night.

Send ne your comments. ..

Attachment: (any of the following)
About _Me. txt. pi f
driver. exe
DoonB8 Preview !!.exe
enj oy. exe
YOU_are_FAT!. TXT. pi f
Sour ce. exe
I nteresting. exe
READMVE. TXT. pi f
i mages. pi f
Pi cs. ZI P. scr

LOV GIVES IN RETURN

Lovgate's rampant spread is largely the result of its ability
to trick the user into executing the worm by sending a
reply to email messages received in Microsoft Outlook or
Microsoft Outlook Express along with an attached copy

of itself.

Since the email reply appears to have come from a trusted
source, the original sender of the email may not think that
the attachments are malicious, thereby increasing the
chances of the malicious file being executed.

The worm traverses the user’s Inbox folder using Messaging
Application Programming Interface (MAPI) for incoming
email messages as well as other mails|ocated in thisfolder.
The email reply contains the following format:

From <Infected Conputer User’s Nanme>
To: <Original Sender>
Subj ect: RE: <Original Subject>

Message body:
"<Infected User’s Nane> wote:

><Origi nal Body>
>

<Original Sender’s SMIP account> account auto-
reply:
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If you can keep your head when all about you
Are losing theirs and blaming it on you;
If you can trust yourself when all nen doubt
you,
But nake al |l owance for their doubting too;
If you can wait and not be tired by waiting,
O, being lied about,don’'t deal in lies,
O, being hated, don’t give way to hating,
And yet don’t | ook too good, nor talk too
wi se;

nore | ook to the attachnent.

> Get your FREE <Original Sender’s SMIP
account > account now <

The email attachment varies and is selected at random from
the list shown below:

the hardcore game-.pif

Sex in Office.rm.scr

Deutsch BloodPatch! .exe
s3msong.MP3.pif

Me_nude. AV1.pif

How to Crack all gamez.exe
Macromedia Flash.scr
SETUPEXE

Shakira.zip.exe

dreamweaver MX (crack).exe
StarWars2 - CloneAttack.rm.scr
Industry Giant Il.exe

DSL Modem Uncapper.rar.exe
joke.pif

Britney spears nude.exe.txt.exe
| am For u.doc.exe

SPREAD THE LOV

Like many other widespread worms, Lovgate also
propagates through shared network folders. It enumerates
network resources and searches for shared network folders
with read/write access.

It then drops randomly-named copies of itself with any of
the following file names:

Areyou looking for Love.doc.exe
autoexec.bat

The world of lovers.txt.exe

How To Hack Websites.exe
Panda Titanium Crack.zip.exe
Mafia Trainer!!!.exe

100 free essays school .pif
AN-YOU-SUCK-IT.txt.pif
Sex_For_You_Life.JPG.pif

CloneCD + crack.exe

Age of empires 2 crack.exe
MoviezChannelslnstaler.exe

Star Wars |1 Movie Full Downloader.exe
Winrar + crack.exe

SIMS FullDownloader.zip.exe

MSN Password Hacker and Stealer.exe

THE GAME OF LOV

Another social engineering trick that Lovgate usesisthe
creation of anetwork shared folder named ‘GAME’ on the
infected computer. The shared folder name may be
sufficiently enticing for network users to execute some of
the shared files on this folder.

The shared folder is %Windows%\Temp and is shared with
Everyone-Full Access. The folder contains several copies of
the worm with random file names having file extensions
selected from the following:

.dat.exe .rm.exe
.gif.exe txt.exe
.doc.exe Jpg.exe
.htm.exe .avi.exe
.mp3.exe

LEARNING THE WAYS OF LOV

Aswith the previous variants, these new Lovgate variants
also connect to the IPC (Interprocess Communication) share
of remote machines.

Each of the new variants also uses semaphores to keep
track of the number of threadsit has created for remote
infection. The difference between these and the earlier
variants is that the newer variants use more passwordsin
their logon attempts.

All three new variants attempt to connect to remote
machines as Administrator using the following passwords:

<empty> (no password) !@#$%" mypass123
0 | @H#SN& mypc
000000 | @HSW&* mypcl23
00000000 123abc oracle
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7 123ad owner
12 asa pass

110 abc passwd
111 abcl123 password
123 abcd Password
321 abcdef pc

1234 abcdefg pw

2002 admin pw123
2003 Admin pwd
2600 admin123 root
12345 administrator secret
54321 apha server
111111 asdf SLex
121212 asdfgh sl
123123 computer super
123456 database Sybase
654321 enable temp
666666 god templ123
888888 godblessyou test
1234567 guest test123
11111111 home win
12345678 Internet Xp
88888888 login XXX
123456789 Login yXcv
|@#$ love zxev

| @#%% mypass

When the logon attempt is successful, Lovgate drops a copy
of itself as Net_Services.exein the remote machine's
\Admin$\system32 folder. Then it runsthisfile asaservice
named ‘Microsoft Network Firewall Services' . It monitors
the status of this service constantly, and when it becomes
inactive it terminates the remote connection.

TO LOV IS TO LISTEN

Other characteristics inherited from previous variants are
the worm’s backdoor and password-stealing capabilities.
Thethreeidentical DLL files, REG678.DLL, Task688.DLL
and ILY668.DLL provide the backdoor capability, while
thefileWIN32VXD.DLL isresponsible for the password-
stealing functionality.

Lovgate runs the command ‘ Rundll32.exe Task688.dll
ondll_server’ to create a service named ‘Windows
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Management Instrumentation Driver Extension’. It also runs
the command ‘ Rundll32.exe ily668.dll ondll_install’ to
install itself and ‘ Rundll32.exe ily668.dlIl ondll_reg’ to
register itself.

Next it adds an entry named ‘ Remote Procedure Call
Locator = “rundll32.exe reg678.dll ondll_reg”’ in the
autorun key HKEY _LOCAL_MACHINE\SOFTWARE\
Microsoft\Windows\CurrentVersion\Run.

Once installed, the backdoor listens at TCP ports 1092
and 20168. Port 1092 requires logon authentication while
port 20168 does not require any. After the intruder’s
successful logon, aremote shell will be returned to the
intruder’s console.

The component ‘WIN32VXD.DLL' is used for password-
stealing purposes and for notifying the malware author
that a system has been infected. This component traverses
the windows text of all the processes and child processes
to search for possible email addresses, using‘ @' and ‘ <>’
as keywords.

This component also searches for possible usernames and
passwords by locating the string ‘ password’ and ‘ username’
from the active processes.

The gathered information is saved temporarily to the files
%system%\win32add.sys and %system%\win32pwd.sys
before being sent to the email address ‘helo_dll@163.com’.
The email notification has the subject * 333www’.

FATAL LOV ATTRACTION

In an attempt to shut down anti-virus products, Lovgate
incorporates an anti-virus retaliation technique. This
involves parsing the list of running processes and
terminating any process that contains any of alist of
specific strings in its process name.

Processes containing any of the following strings are
terminated:

rising RavMon.exe
SkyNet kill
Symantec NAV
McAfee Duba

Gate KAV
Rfw.exe KV

LET’S MAKE LOV

The biggest difference between these new Lovgate
variants and the previous ones lies in the ability of the new
variants to infect other Windows PE executables. The
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dropped file named DRWTSN16.exeis responsible for this
infection routine.

Upon execution, this component checks first for memory-
residency by looking for its mutex. Variants .| and .J search
for the presence of the mutex named * I-WORM-1PC-20168'.
Variant .K, on the other hand, |ooks for the event named
‘I-WORM~b-IPC-20168'.

If the worm does not find the event, it searches the local and
network drives for PE executables to infect. Files are
infected by prepending the virus to the target file and
appending a copy of the worm, thereby ‘sandwiching’ the
host program.

This component is present in earlier variants of Lovgate.
However, as aresult of some bugsin the code, thisfile
infection behaviour did not activate.

CONCLUSION

The new versions of the Lovgate worm possess similar
social engineering tricksto those used by the initial variants.
Since these types of technique are becoming increasingly
popular —and users are gradually becoming more aware of
them — such social engineering tricks are starting to become
outdated and less effective.

To combat this, the virus author has used some less common
techniques in these variants, such as |PC remote infection
by significantly increasing the dictionary of common
passwords that it uses to crack the administrator account of
aremote machine.

Opportunistic as it may seem, these new variants merely
exploit what could be considered as the poorest security
practice in the world — the use of weak passwords [for
more evidence of this see the following article (pp. 12-16)
- Ed].

W32/Lovgate.l/.J/.K

Type: Mass-mailer, network worm,
backdoor program and file infector.

Infects: Windows Portable Executable
(PE) files.
Removal: Clean all infected files. Delete

detected worm copies. Registry
entries created by the worm
should be deleted. Modified
registry values should be returned
to original values. Un-share the
%Windows%\Temp folder.

FEATURE

YOU ARE THE WEAKEST LINK,
GOODBYE! - PASSWORDS,
MALWARE AND YOU

Martin Overton
Independent Researcher, UK

With jokesit is often said that the old ones and the obvious
ones are the best. How €else can you account for the
popularity of slapstick and other physical humour and the
“You' ve Been Framed’ style of TV programme?

According to a number of recent surveys and recent
worms, it seems the sameistrue of computer users
passwords. In other words, the joke is on us, the computer
user community!

HAVE YOU HEARD?

Have you heard the one about the user who ...

1. Wrotetheir password on a post it note and stuck it on
their screen or *hid’ it under their keyboard?

2. Used their phone number, car number plate, names of
family members, pets or their own name?

3. Used ‘Password’, ‘ Secret’, ‘qwerty’, ‘12345’ or their
user ID astheir password?

4. Used the same password repeatedly or re-used a small
number of easy-to-remember words/names?

5. Used arepeating character, such as space or z or an x
Six times?
If you haven't then you have not been involved in computer
security for long enough, or worked in a support department
—or you are from another planet or universe entirely!
Welcome to the ‘real” world.

TRUST ME, I’'M A SECURITY SPECIALIST

Thisarticle will lance the festering boil of computer
security; passwords. Just like an embarrassing itch that you
don’'t or won't tell the doctor about, users refuse to seek
help or take the medicine that's good for them when it
comes to the key to their computer’s front door —the
humble, but oh-so-important password.

I will also cover some of the recent pieces of malware that
have password lists and cracking tools as part of their
payload to alow propagation oninterna (and external)
networks.

The main problem, as demonstrated by Nebiwo (aka
Deborm), Mumu (aka SpyBot), Deloder and Lovgate, isthat




of weak, easily guessable passwords — or even worse, no
password at all — on user accounts and WWindows shares.
Finaly, | shall gaze into my crystal ball and try to predict
what may be inflicted on us with next from the ‘fevered
pits’ of the malware authors’ minds.

DOWN THE WORMHOLE

“You take the red pill and you stay in wonderland and |
show you how deep the Wormhole goes ..." (borrowed and
adapted from The Matrix). First, let usinvestigate in brief
just some of the worms that like to carry passwords around
with them to use against those who rely on weak or non-
existent passwords.

Mumu (aka Bat.SpyBot)

Thisisacollection of 17 components (including batch files)
which spreads via SMB (port 139/tcp) and attemptsto gain
access to remote systems via the nine passwords held within
its code.

The interesting aspect of this piece (or should that be
collection?) of malware isthat, like several other new-ish
malware threats, it uses security tools that are more
commonly employed by network administrators or other IT
support staff. Isthis yet another trend? | certainly believe
that it is— at the time of writing this article another new
variant has been found in the wild.

Nebiwo (aka Deborm)

This piece of malware is not really a password-carrying
threat, but it steals credentials from the user logged in on the
infected system, and uses them, as well as the following
accounts with blank passwords:

e Administrator
e Guest
e Owner

It attempts to use C and C$ shares. This worm has spread
quite widely and, like Opaserv, | regularly catch quite a
number of infected samples on my SMB-Lure, so it seems
to be quite well established in the Internet user community.

Opaserv

On the subject of that large family of worm variants,
Frédéric Perriot’s analysis of thisworm (see VB, December
2002, p.6) describes the fact that it carries a distributed DES
cracker as part of its body. Could this be amodel that other
malware authors will follow?
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‘You take the red pill and you stay in
wonderland and | show you how

deep the Wormhole goes ...’
Borrowed and modified from The Matrix

| am still catching thousands of samples of Opaserv variants
each month. Over 60,000 samplesin total have been
captured between October 2002 and the end of May 2003.
In the last week alone my SMB-Lure caught four brand new
variants of thisfamily, aswell as several new malware
variants from other families.

Lovgate.K

Lovgate is another well-established family of malware
variants (see VB, April 2003, p.9 and thisissue p.8).
Lovgate.K carries abackdoor and mailsitself out aswell as
spreading via SMB, as did other variants of its family.

The .K variant carries alist of 83 passwordsin its body for
usein adictionary-style attack on remote hosts found via
SMB scanning. However, unlike several other password-
carrying malicious programsiit, allegedly, uses only the
Administrator account.

The problem here is that many default installations of
Windows 2000 and XP don’t allow you to set/reset the
administrator password until after the operating system has
been installed.

If, like many companies, you use a static build snapshot,
then you may be facing a different problem. Why? Well,
unless you have set a‘strong’ password on the original
system you imaged, you may well have given away the keys
to your kingdom!

Furthermore, if you have the same default administrator
password on al systems, then you will have amajor
problem when a brute force attack is successful on just one
of your systems — effectively, the others are also owned by
the malware. Game, set and match to the malware author.

Deloder

Another interesting example of password-carrying
malware isW32/Deloder (see VB, May 2003, p.5 and
http://vil.nai.com/vil/content/v_100127.htm).

Like agrowing number of other pieces of malware,
Deloder carries other non-malicious programs or
components to enable it to spread and/or function. In
Deloder’s case the components are from VNC (see
http://www.uk.research.att.com/vnc/), Cygwin (see
http://www.cygwin.com/) and the well-known PSEXEC
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tool from Syslnternals (see http://www.sysinternals.com).
Another variant uses a different remote access tool from that
used in the origina (VNC). Both of the mgjor variants

drop backdoors (Backdoor-ARG) and an IRC bot
(IRC-Pitchfork).

Interestingly, Deloder probes not only for C$ and |PC$,

but also for ADMINS, D$, E$ and F$ shares. Basically,

the worm looks for the default admin shares that exist
normally on the vast mgjority of Windows 2000 and XP
systems—that is, unlessyour I T department has removed or
disabled them.

Deloder carries alist of 86 passwords (the number of
passwords varies from one vendor’s description to another).
Asit uses port 445 (Microsoft-ds) to spread, it will only
function on Windows 2000 and XP.

Asafinal and somewhat ironic side note on Deloder, this
worm was found happily spreading on the many wireless
networks that were set up for the Infosecurity Europe 2003
show in London in April 2003. It turned out that many of
these networks had no security enabled at all, and this was
an event about security!

Ex-terminate! Ex-terminate!

What's more worrying about this trend is that a number of
these worms now carry backdoors, key-loggers and Trojans
to disable many AV, persond firewall, IDS and related
programs.

What is even more worrying is that some security tools still
don’t seem to have addressed this problem, and allow
themselves to be terminated in this manner.

‘84 per cent of computer users
consider memorability to be the
most important attribute in selecting
a password, and 81 per cent of
users select a common password

where possible.’
Source: 2002 NTA Monitor Password Survey

SURVEYS

The following are some of the results from a number of
recent polls and research projects on computer security.

These demonstrate that it is the human element that poses
the biggest risk to computer security: no matter how strong
your security, it isonly as strong asits weakest link — the
human behind the keyboard.

NTA 2002

The 2002 NTA Monitor Password Survey (see
http://www.nta-monitor.com/fact-sheets/pwd-main.htm)
found that 84 per cent of computer users consider
memorability to be the most important attribute in selecting
apassword, and that 81 per cent of users select acommon
password where possible.

Pentasafe 2002

According to this survey (see http://www.cnn.com/2002/
TECH/internet/04/08/passwords.survey/) around 50 per cent
of computer users base their passwords on the name of a
family member, partner or a pet, while 30 per cent look to a
pop idol or sporting hero.

Meanwhile, 25 percent of employees would consider aword
assimple as ‘Banana’ to be a safe and acceptable password
—even though it would take a hacker secondsto break into a
corporate network using it.

Egg 2003

Below isalist of the most common passwords used as
reported in this survey (see http://news.bbc.co.uk/1/hi/sci/
tech/2061780.stm):

Child's name 23%
Partner’s name 19%
Birthdays 12%
Football team 9%
Celebrities and bands 9%
Favourite places 9%
Own name 8%
Pet’s name 8%

Infosecurity 2003 Europe

Here's an interesting quote from another recent survey
(source: http://www.securityvoice.co.uk/art.php?art=49):
‘90% of office workers at Waterloo Station gave away their
computer password for a cheap pen, compared with 65%
last year.

The report goes on to say: ‘ The most common password
was “password” (12%) and the most popular category was
their own name (16%) followed by their football team
(11%) and date of birth (8%).

Finally, ‘“Men were slightly more likely to reveal their
password with 95% of men and 85% of women giving away
their password.
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‘... 90% of office workers at
Waterloo Station gave away their
computer password for a cheap

pen, compared with 65% last year.’
From www.securityvoice.co.uk

CRACKING PASSWORDS, GROMIT!

There are anumber of methods by which a password for
acomputer can be obtained or otherwise cracked.

Social engineering

The socia engineering approach goes straight to the
weakest link in your security: the human behind the
keyboard.

Techniques used include:

» Persuading the user to disclose their login credentials
(ID and password). We have seen thisin the recent
PayPal and online banking scam emails, with the
perpetrators pretending to be from ‘ security’ or ‘the
helpdesk’ and needing to confirm *your’ password
and login ID.

» Keyloggers.
e Trojans, including RATs and backdoors.

Guessing

If you know someone quite well — for example afriend or
aclose work colleague — and they do not follow good
password rules, then it is very likely that you would be
able to guess their passw