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VB100 COMPARATIVE REVIEW ON WINDOWS SERVER 2012 R2
64 BIT

INTRODUCTION

As a server test, this month’s comparative sees the return of
some of our more technical performance measures, which
we recently dropped from our desktop tests. Windows 2012
Server remains Microsoft’s latest and greatest for servers,
with the server equivalent of Windows 10 not expected to
become available until early 2016 at the earliest. The usual
core group of regular participants appear in this test, along
with a scattering of less familiar products. Unfortunately,
testing was hampered by a number of complications which,
along with some other urgent work which kept the test team
busy, contributed to the late release of this report.

PLATFORM AND TEST SETS

We have tested on Windows Server 2012 R2 a number of
times over the last few years, and find it generally fairly
dependable and simple to operate. Test images were
recycled from previous tests, with a few minor tweaks and
updates made to the standard set of scripts and tools used to
facilitate the testing process.

Test sets were locked down on the 22 April test deadline,
and the latest WildList available on that date formed

the core of our certification sets. Following standard
practice, our sets of clean files were purged of older and
less significant items and updated with a selection of new
packages, most of which were business tools as befits a
server-grade test.

Agnitum Outpost Security Suite Pro 9.1

Main version: 9.1

Update versions: 4652.701.1951 build 45, build 57,
build 63, build 69

Last 6 tests: 5 passed, 0 failed, 1 no entry

Last 12 tests: 10 passed, 0 failed, 2 no entry

ItW on demand 100.00% ItW on access 100.00%
False positives 0 Stability Solid

Agnitum’s

test record of

late has been

strong, with

a good string

of passes over

the last two

years, and good RAP 80_ 20/0
workmanlike

performances

in all our tests over that time. The product interface looks
modern and professional with a good range of controls, and
it operated smoothly throughout testing.

June 2015

Scanning speeds were nothing too special initially, but soon
became very fast indeed on repeat runs, with file access
slowdowns showing similar improvements after some initial
familiarization. RAM use was below average, with a rather
heavy impact on the runtime of our suite of activities.

Detection was distinctly average, but the core certification
sets were handled well, earning Agnitum another VB100
award and continuing its run of success.

avast! Business Security

Main version: 2015.10.2504

Update versions: 150421-1, 150505-0, 150511-0,
150518-0

Last 6 tests: 5 passed, 1 failed, 0 no entry

Last 12 tests: 9 passed, 2 failed, 1 no entry

ItW on demand 100.00% ItW on access 100.00%
False positives 0 Stability Stable

With just a couple of blips for Avast in the last few years’
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worth of tests,
it has a long
and mainly
excellent
string of test
results overall.
The vendor’s
latest business
edition looks
polished and
serious, providing the usual comprehensive set of fine-
tuning options in an accessible fashion. It maintained good
stability throughout our tests, the only issue noted being

a long-standing problem with the adjustment of logging
settings.
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RAP 82.2%

Scanning speeds were decent on demand, and as usual
appear very light in our file access lag measures, thanks to
minimal on-read protection by default — our measures with
all settings turned up should be more directly comparable
with other solutions which provide more thorough
protection out of the box. RAM use was low, and our set of
tasks was not too heavily impacted.

Detection was decent if not stellar, and with no issues in the
WildList or clean sets a VB100 award is easily earned.

Avetix PRO

Main version: 5.0.0

Update versions: 5.0.140/5.0.106, 5.0.145/5.0.107,
5.0.147/5.0.108

Last 6 tests: 1 passed, 2 failed, 3 no entry

Last 12 tests: 1 passed, 2 failed, 9 no entry

IfW on demand 99.85%
False positives 0

ItW on access 99.85%
Stability Fair

As we approached the end of this
comparative we received word
from Avetix that the company
was changing direction and
would no longer be producing an
anti-malware product, rendering
these results somewhat academic.
Over the last year or so the
Bitdefender-based solution has
put in some decent performances,
but has struggled somewhat maintaining certification
standards.

RAP 95.4%

The product itself looked decent and well-made, but had
arange of stability issues. Scanning speeds were decent,
overheads a little on the heavy side, with RAM use a little
high and a lightish impact on our set of activities.

Detection was strong, as we’d expect from Bitdefender,
but once again a couple of missed items in the WildList
set were enough to deny Avetix a VB100 award on its last
attempt.

AVG CloudCare AntiVirus

Main version: 2015.0.5863

Update versions: 4334/9597, 4342/9701, 9749,
2015.0.5941/9807

Last 6 tests: 6 passed, 0 failed, 0 no entry

Last 12 tests: 12 passed, 0 failed, 0 no entry

ItW on demand 100.00% ItW on access 100.00%
False positives 0 Stability Solid
AVG’s o
performances &
in the last s
couple of years

have been 1 0 0
exemplary,
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with passes in
every available
comparative.
The latest
‘CloudCare’ solution has a fairly similar design to previous
versions, with a dark and brooding colour scheme and a
clear, usable layout. Stability was excellent throughout this
month’s tests, with no issues to report.

RAP 91.1%

Scanning speeds were decent from the off and improved
significantly in the warm runs, with file access lag times not
too heavy at first and barely detectable later on. Resource
usage was around average and our set of tasks ran through
in good time.

Detection was very strong indeed in the reactive sets,

a slight drop in the proactive sets was probably due to
increased use of cloud technologies, as the product’s name
suggests. The core sets were handled perfectly, earning
AVG another VB100 award.

Avira Server Security

Main version: 14.0.9.130

Update versions: 8.03.30.22/7.11.225.30,
8.03.30.28/7.11.229.188, 8.03.30.32/7.11.231.128,
14.0.10.96/8.03.30.34/7.11.233.196

Last 6 tests: 5 passed, 0 failed, 1 no entry

Last 12 tests: 10 passed, 0 failed, 2 no entry

I*W on demand 100.00% ItW on access 100.00%
False positives 0 Stability Fair

Vo



Avira also
maintains

an excellent
record in our
tests, with no
fails in over
five years and
very few tests
missed, apart
from our annual
Linux comparatives. The company’s server solution is a
proper business product, with its interface using the standard
MMC as a base; the layout is a little quirky but with a

little exploration quickly becomes intuitive and provides a
comprehensive set of controls. Stability was good for the
most part, however we did note a number of scans of larger
sets of malware failing to complete properly, an issue we
have been investigating along with the product’s developers.

June 2015

Vb

100

VIRUS
RAP 9 5.20/0 virusbtn.com

Scanning speeds were decent and very consistent across
multiple runs, while file access overheads were barely
perceptible thanks to an absence of on-read protection
by default. Resource usage was just a fraction above the
average for this month’s set of scores, while our set of
activities ran through in very good time.

Detection rates were very strong indeed, with only the last
section of the proactive test showing any drop in coverage,
and only a slight one at that. The core certification sets were
once again handled very well with no issues to report and
another VB100 award is earned by Avira.

Bitdefender Endpoint Security

Main version: 5.3.20.642

Update versions: 7.60238, 7.60447, 7.60562, 7.60671
Last 6 tests: 6 passed, 0 failed, 0 no entry

Last 12 tests: 12 passed, 0 failed, 0 no entry

ItW on demand 100.00% ItW on access 100.00%

False positives 0

Bitdefender
maintains a
spotless record
of VB100
passes, with

no issues and
no tests missed
in close to five
years. The
current business
solution is typically minimalist with only basic controls,
but it ran smoothly with no signs of stress even under the
heaviest of loads.

Stability Solid

Vb
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Scanning speeds were good, with some smart optimization
evident in the warm runs. File access overheads were
distinctly heavy over some file types, notably executables,
but again they sped up considerably after initial settling in.
Resource use was low, and our set of activities ran through
pretty quickly.

Detection was excellent, as usual, with very little missed
and only a slight downward trend through the sets, and
with no issues in the certification sets a VB100 award is
comfortably earned by Bitdefender.

BluePex AVware

Main version: 1.5.0.28

Update versions: 7613, 7844, 7891, 7943
Last 6 tests: 4 passed, 0 failed, 2 no entry
Last 12 tests: 4 passed, 0 failed, 8 no entry

ItW on demand 100.00% ItW on access
False positives 0

100.00%

Stability Stable

Vb

After just

a year of
regular VB100
appearances
BluePex has
become a
familiar name
to the test
team, with a
run of good performances but still a few headaches which
have led to the product not making it to the final report on

a few occasions. The GUI is bright and shiny with a simple
layout and a basic set of configuration options. Stability was
reasonable, with some errors reported during installation
and occasional scan crashes.
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RAP 96.9%

Scanning speeds were not the fastest, although some file
types were handled a little more rapidly the second time
around, but overheads were very light indeed with the
default settings and still fairly low with everything turned
all the way up. Resource use was low, but our set of tasks
took a noticeable speed hit.

Detection, aided by the VIPRE engine, was very good
indeed, and with no problems observed in the core sets,
another VB100 award goes to BluePex.

Cyren Command Anti-Malware

Main version: 5.1.31

Update versions: 5.4.11

Last 6 tests: 1 passed, 4 failed, 1 no entry
Last 12 tests: 2 passed, 7 failed, 3 no entry

Vo
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Cyren Command Anti-Malware contd.

ItW on demand 100.00% ItW on access 100.00%
False positives 2 Stability Fair

Cyren’s Command solution has
a venerable history, much of it
under different company names,
and has mixed results in our
tests, with spells of consistent
success somewhat short and
dispersed. The product interface
reflects its age, remaining little
changed after many years and
providing the same fairly basic
experience, but with the most important configuration
options covered reasonably well. Stability was dented by
a handful of crashes of the interface, mostly during the
scanning of large malware sets but also when handling
larger logs. However, these incidents didn’t seem to affect
the provision of protection.

FP 2

RAP 91.9%

Scanning speeds were reasonable, and very consistent,
while overheads were quite light and resource use also
fairly low. Our set of tasks, on the other hand, showed a
distinct slowdown.

Detection was very strong in the reactive sets, significantly
less so in the proactive sets, highlighting the importance
of the product’s cloud-based components. Our core sets
showed good coverage of the WildList, but once again
there were a small number of false alarms in the clean
sets, meaning a VB100 award remains just out of reach for
Cyren.

Defenx Security Suite 9.1

Main version: 9.1

Update versions: 4559.701.1951 build 45, build 57,
build 63, build 69

Last 6 tests: 5 passed, 0 failed, 1 no entry

Last 12 tests: 8 passed, 0 failed, 4 no entry

ItW on demand 100.00% KW on access
False positives 0

100.00%

Stability Solid

D

Defenx is
another solution
that is steadily
building up a
good string of
passes, having
achieved a
clean sweep

in the last year
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with just our annual visit to Linux missed out. The product
looks pretty similar to that of partner firm Agnitum, with the
same decent set of configuration options, and the same solid
stability under pressure.

Scanning speeds were pretty slow first time around, but
blazing fast on repeat runs, while file access lag times were
reasonably light. Memory consumption was fairly light,
while our set of activities was significantly slowed.

Detection was somewhat below par but far from terrible,
showing a fairly steep decline through our sets, but there
were once again no problems with the WildList or clean
sets and Defenx earns another VB100 award to add to its
collection.

Emsisoft Anti-Malware

Main version: 6.1.2222.0

Update versions: 11515, 11578, 11613, 11643
Last 6 tests: 5 passed, 0 failed, 1 no entry
Last 12 tests: 9 passed, 1 failed, 2 no entry

ItW on demand 100.00% ItW on access 100.00%
False positives 0 Stability Stable

Emsisoft’s

n
products @ §
have put in ]
some good
performances 1 0 0

in our tests
over the last

VIRUS

SN RAP 87.0%
years, showing
a strong

improvement over previous incarnations of what used

to be known as ‘A-Squared’. The current version has a
clean and slick look, nicely laid out and with a decent set
of configuration options. Stability was not perfect, with a
number of scan jobs falling over or failing to complete and
some logging oddities which rendered gathering the data
rather difficult.

Scanning speeds were pretty zippy, and overheads high

to start off with but barely noticeable once the product
had settled into its surroundings. Memory consumption
was around average, with a fairly low impact on our set of
activities.

Detection, aided by the Bitdefender engine that is included
in the product, was predictably strong in the offline parts of
the RAP test, while the numbers for the response sets are less
than perfect thanks to a number of issues with scanning large
filesets. The WildList and clean sets presented no difficulties
however, and Emsisoft earns another VB100 award.

Vo



eScan Internet Security Suite (Server)

Main version: 14.0.1400.1746 DB

Update versions: N/A

Last 6 tests: 6 passed, 0 failed, 0 no entry
Last 12 tests: 11 passed, 1 failed, 0 no entry

ItW on demand 100.00% ItW on access
False positives 0

100.00%

Stability Fair

D

Barely a
VB100
comparative
review goes

by that doesn’t
include a
solution from
the eScan range

VIRUS
— the vendor

has not skipped

a test since 2009, and has built up a strong record of passes
over the years. This month, the product looks its usual
serious self, with dark grey tones enlivened by a little more
colour on the home screen. Stability was a little shaky, with
a few scan crashes, some logging issues and a few other
minor oddities adding penalties to the stability score.

June 2015
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RAP 95.6%

Scanning speeds started pretty well and showed some
strong improvements in the warm runs, while on-access
overheads proved a touch high initially but soon got
significantly better. Resource usage wasn’t excessive, and
our set of tasks ran through in good time.

Detection, once again helped by a contribution from the
Bitdefender engine, was very strong indeed, and with
another clean sweep over the certification sets, eScan’s
recent string of VB100 passes continues unabated.

ESET Endpoint Antivirus

Main version: 6.1.2222.0

Update versions: 11515, 11578, 11613, 11643
Last 6 tests: 6 passed, 0 failed, 0 no entry
Last 12 tests: 12 passed, 0 failed, 0 no entry

ItW on demand 100.00% ItW on access 100.00%
False positives 0 Stability Solid

ESET maintains an impressive run of success in the VB100
tests, with passes in all tests going back into the distant past.
The company’s current business solution has its usual look
and feel, with a sombre grey colour palette reflecting the
more serious surroundings of the workplace. Once again it
held up impeccably throughout our suite of tests, with no
stability issues to report.

VIRUS BULLETIN

Scanning
speeds started
off at average
pace over
binaries and
archives and
very fast over
other file

types, and
quickly became
super-quick after the initial familiarization runs. On-access
overheads showed a similar pattern: a little slow to start
with but very light indeed later on. Resource use was
somewhat above average on all measures, but our set of
activities completed in pretty good time.

June 2015
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VIRUS
RAP 90.60/0 virusbtn.com

Detection was solid, maintaining a very consistent level
across the sets with only the slightest of dips into the later
parts of the sets. No surprises cropped up in the certification
sets, and another flawless run continues that epic streak of
VB100 awards for ESET.

ESTsoft ALYac

Main version: 3.0.0.4

Update versions: 13.3.21.1/551174.2015042215/7.60238
/5663976.20150422, 13.3.21.1/557276.2015050716/7.60
449/5987931.20150507, 13.3.21.1/557874.2015051416/
7.60569/5685828.20150514, 13.3.21.1/558422.2015052
022/7.60670/5523255.20150520

Last 6 tests: 5 passed, 0 failed, 1 no entry

Last 12 tests: 10 passed, 0 failed, 2 no entry

ItW on demand 100.00% ItW on access
False positives 0

100.00%

Stability Stable

Vb

ESTsoft’s
ALYac is
another
product that
has maintained
a good record
of late,

helped once
again by that
ever-present
Bitdefender engine. The interface remains busy and
bustling with the usual cute cartoon adornments, but
provides a decent set of controls across a wide range

of components. Stability was decent too, although we

did note some oddities with the updating system, which
seemed to report successful updates when none had in fact
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RAP 95.7%

been applied.
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Scanning speeds were somewhat sluggish to start with

but blasted through repeat runs over the same sets of files,
while on access there was a noticeable slowdown opening
executables on first visit, but not much to report elsewhere,
with warm runs barely distinguishable from our baseline
measures. Resource use was low, but this may be in part
due to the rather lengthy time spent completing our set

of standard activities, suggesting that at least some of

the additional time was spent idly waiting for input from
elsewhere.

As expected, detection was excellent with only the gentlest
of downward trends through the sets, and with no issues in
the certification sets another VB100 award is ably earned by
ESTsoft.

Fortinet FortiClient

Main version: 5.0.9.1349

Update versions: 5.158/25.434, 25.618, 25.665, 25.752
Last 6 tests: 5 passed, 0 failed, 1 no entry

Last 12 tests: 9 passed, 1 failed, 2 no entry

ItW on demand 100.00% ItW on access 100.00%
False positives 0 Stability Stable

Vb

100

VIRUS

Fortinet
achieved a
clean sweep
of passes in
the last year
(barring our
annual Linux
test, which it
didn’t enter),
and it has a
strong record in the longer term too. The product is plain
and simple, with most of the controls presumably operated
remotely from a central management system and not much
available to the local user, but the basic options are all in
place and simple to use. Stability was reasonable, with a
few update issues and a single repeat of an old problem
that occurred when the system was overtaxed.

June 2015

RAP 97.4%

virusbtn.com

Scanning speeds were reasonable and nicely consistent
across test runs, while overheads started out fairly light and
grew even lighter. Resource use was a little higher than for
many, with an average length of time taken to complete our
set of tasks.

Detection was once again very strong indeed, challenging
the very best this month, and the core certification sets were
handled admirably, comfortably earning Fortinet another
VB100 award.

G Data Security Client/Administrator

Main version: 13.1.0.224

Update versions: AVA 25.1218/GD 25.4988, AVA
25.1428/GD 25.5055, AVA 25.1549/GD 25.5091, AVA
25.1653/GD 25.5126

Last 6 tests: 5 passed, 0 failed, 1 no entry

Last 12 tests: 9 passed, 0 failed, 3 no entry

W on demand 100.00% KW on access
False positives 0

G Data has
managed to
pass every
VB100
comparative
it has entered
since the
middle of
2011, with
very few
tests not taken part in. The latest server edition looks
very slick and glossy on this month’s platform, with the
admin tool nicely laid out and simple to operate despite
offering a complete range of controls for the demanding
administrator. The local client is, by contrast, simple and
clean with only limited access allowed to local users,
although more control can be granted with ease. Stability
was good, with only a minor issue handling unusually
large logs.

100.00%

Stability Stable

Vb
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RAP 96.7%

Scanning speeds were pretty good from the off and as usual
repeat jobs completed in a flash, while file access lag times
were a little high over executables at first but very light
elsewhere and barely detectable after an initial settling-in
period. Resource use was low, although our set of activities
did take a little extra time to complete.

As usual, detection was very strong with not much missed,
only the very latest set of samples showing any drop in
detection, and then only a minor one. The WildList and
clean sets were dealt with perfectly, earning G Data another
VB100 award.

iSheriff Security from the Cloud

Main version: 5.5.2.0420

Update versions: 5.5.1/3.7.1

Last 6 tests: 5 passed, 0 failed, 1 no entry
Last 12 tests: 10 passed, 0 failed, 2 no entry

W on demand 100.00% KW on access 100.00%

False positives 0 Stability Stable

Vo



The iSheriff

solution %
is another E
product that

incorporates 1 0 0
the Bitdefender

engine, and VIRUS

another with
a long string
of VB100
passes over the last few years. This solution is a fairly
complex platform with multiple components, but with some
experience, digging out the endpoint installation package
from the online portal is a fairly quick and easy task, and
set-up and operation — mainly through a series of browser-
based interfaces — is also reasonably simple. Stability was
pretty good too, with the only issue noted being some
oddities with language selection after install, which seemed
to correct themselves after a short time.

RAP 94.40/0 virusbtn.com

Scanning speeds were pretty decent, with minimal attention
paid to archives by default. Overheads were fairly light too,
with only executables taking a significant amount of time
and then only on first visit. Resource use was on the low
side, with a good time taken to complete our set of tasks.

Detection was as solid as expected with only the last part of
the proactive sets showing much of a decline, and with the
core certification sets handled well, iSheriff earns another
VB100 award without any trouble.

K7 Internet Security

Main version: 14.2.0266

Update versions: 9.203.15674, 14.2.0267/9.203.15839,
9.203.15880, 9.204.15942

Last 6 tests: 5 passed, 0 failed, 1 no entry

Last 12 tests: 7 passed, 1 failed, 4 no entry

ItW on demand 100.00% ItW on access
False positives 0

100.00%

Stability Solid

D

After a spell
of patchy
submissions
a couple of
years ago, K7
has managed

June 2015

100

to pass all VIRUS
tests entered RAP 89.4% I
in the last

year, skipping
only our Linux test, and has done so with some style. The
familiar military-themed interface remains rugged and

VIRUS BULLETIN

solid, providing a decent set of controls in easy-to-access
form and maintaining rock-like stability throughout our
suite of tests.

Scanning speeds started pretty well and got better, while
overheads went from a touch high to fairly low once
warmed up. Memory use was a touch below this month’s
average, with a decent pace through our set of tasks.

Detection was pretty decent too with just a gentle downward
trend through the sets, and with no issues in the core sets a
VB100 award is comfortably earned by K7.

Kaspersky Endpoint Security 10 for
Windows

Main version: 10.2.2.10535

Update versions: N/A

Last 6 tests: 5 passed, 0 failed, 1 no entry
Last 12 tests: 6 passed, 0 failed, 6 no entry

ItW on demand 100.00% ItW on access
False positives 0

100.00%

Stability Stable

Vb

This test saw a trio of solutions submitted
by Kaspersky Lab, with the company’s
Endpoint edition — a product with a good
string of recent success behind it — up
first. The traditional green Kaspersky
colour scheme marries nicely with a

pale silvery tone to give the interface

a serious, businesslike look without
becoming dull or drab, and the design and
layout is excellent with a comprehensive
set of controls.
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Scanning speeds were not the fastest in initial runs but
became very fast indeed after warming up to the test
system, while overheads shrank to almost zero once settled
in, from a fairly high starting point. Resource use was very
low, and our set of tasks got through in excellent time.

Detection measures were somewhat complicated by a
long-running issue with the KSN cloud system interacting
with our test network and procedures, once again making
our results somewhat unreliable, to the extent that none
are reported this month. However, with perfect WildList
coverage and no false alarms, Kaspersky earns its first
VB100 award of the month.

Kaspersky Anti-Virus 8.0 for Windows
Servers Enterprise Edition

Main version: 8.0.2.213
Update versions: N/A

Vo
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Kaspersky Anti-Virus 8.0 for Windows
Servers Enterprise Edition contd.

Last 6 tests: 5 passed, 0 failed, 1 no entry
Last 12 tests: 10 passed, 0 failed, 2 no entry

ItW on demand 100.00% ItW on access
False positives 0

100.00%

Stability Stable

Vb

Our test records show a clean sweep

over the last two years for Kaspersky’s
standard anti-virus product, with only

a couple of tests not entered. This
enterprise version uses an MMC-style
interface, making good use of colour to
lighten things up but remaining very clear
and orderly for a proper business admin.
Controls are provided in complete depth
and proved simple to find and operate.
Again, issues with the cloud system meant there were
no RAP scores, but the only other problem noted was a
sporadic crashing of scan jobs under heavy stress.
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Scanning speeds were again a little slow first time around
but blindingly fast after that, with file access barely
hindered after that initial settling-in period. RAM use was
a shade above average for this month but a decent time was
recorded through our set of activities.

With no detection scores to round out our data, there

are just the certification sets to discuss. These were well
covered, with no issues to report and another VB100 award
is easily earned by Kaspersky’s enterprise-grade solution.

Kaspersky Small Office Security 4 File
Server

Main version: 15.0.2.361

Update versions: N/A

Last 6 tests: 5 passed, 0 failed, 1 no entry
Last 12 tests: 6 passed, 0 failed, 6 no entry

ItW on demand 100.00% ItW on access
False positives 0

The third offering from Kaspersky Lab
this month is a small business one. The
S.0.S. solution has become a fairly
regular VB100 participant over the last
year or so and has already picked up

a nice string of passes. The design of
the GUI is akin to home-user solutions,
but with more sombre and businesslike
colours, and once again a splendidly
thorough set of options is provided in an

100.00%

Stability Stable

Vb
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intuitive format. Other than the cloud issues, which relate
closely to the requirements of the VB test lab, no stability
problems were noted.

Scanning was a little slow in some areas, at least at first,
with some strong improvements later on, and similar
optimization was noted in the file access speed measures,
dropping from a fairly high initial point to a barely
detectable trace. Again, memory consumption was around
average with a reasonable impact on our set of activities.

The core sets were dealt with properly despite the cloud
issues, and Kaspersky earns its third VB100 of the month.

KYROL Internet Security 2015

Main version: 9.0.6.9

Update versions: 1.1.107.0/91481, 91697, 91751, 91808
Last 6 tests: 0 passed, 3 failed, 3 no entry

Last 12 tests: 0 passed, 3 failed, 9 no entry

W on demand 99.80%
False positives 0

ItW on access 99.92%
Stability Fair

Part of a family of products
which have been striving for
VB100 certification for a while
now, KYROL has yet to achieve
its first award, despite having
come fairly close. The product
looks jazzy and glossy with an
orange-on-black colour scheme
and large friendly buttons and
icons, and provides a decent

set of basic configuration options. Alongside some minor
scanning issues we noted an ongoing problem (previously
recorded and as yet unfixed) with file type coverage, which
made a heavy dent in our stability rating.

RAP 84.7%

Scanning speeds were a little slow, speeding up somewhat
over media and other miscellaneous file types, but
overheads were fairly light with some speeding up in

the warm runs. RAM use was a little high, and our set of
activities was only slightly impeded.

Detection was decent, trailing off somewhat through the
test sets, and there were no issues in the clean sets, but once
again a few misses in the WildList mean there is no VB100
award for KYROL this time around.

Microsoft System Center Endpoint
Protection

Main version: 4.7.209.0
Update versions: 1.1.11602.0/1.197.52.0, 1.197.1769.0,
1.197.2197.0, 1.197.2856.0

Vo



Microsoft System Center Endpoint
Protection contd.

Last 6 tests: 5 passed, 0 failed, 1 no entry
Last 12 tests: 10 passed, 0 failed, 2 no entry

ItW on demand 100.00% ItW on access
False positives 0

100.00%

Stability Solid

Vb

Microsoft’s
business
product line
has picked

up a perfect
chain of passes
over the last

VIRUS
couple of years,

.
having only

been absent from our annual Linux tests, as one might expect.
The product remains its familiar self, fitting in nicely with
Windows and providing a decent basic set of configuration
options in a reasonably clear way. Once again, stability was
impeccable throughout our tests.

June 2015

100

RAP 70.8%

Scanning speeds weren’t the fastest but remained solid and
dependable, with overheads mostly fairly light but rather
heavy over media and document files. Resource usage was
fairly close to this month’s averages, and our set of tasks
was not significantly slowed down.

Detection was no more than respectable, with a steady
decline through the sets, but the certification sets were
properly dealt with, with no issues in the WildList or clean
sets, and a VB100 award is comfortably earned by Microsofft.

MSecure Internet Security

Main version: 1.1.107.0

Update versions: 91481, 91697, 91751, 91808
Last 6 tests: 0 passed, 3 failed, 3 no entry
Last 12 tests: 0 passed, 8 failed, 4 no entry

ItW on demand 99.80%
False positives 0

ItW on access 99.92%
Stability Fair

MSecure continues to work
towards VB100 certification after
a lengthy spell of issues, mainly
relating to on-access detection
levels. The latest product
interface is plain and simple,
heavy on text, but it provides a
decent baseline level of options.
Stability was dented mainly by

RAP 95.0%

the ongoing problems with certain file types.

VIRUS BULLETIN

Scanning speeds were a little on the slow side, overheads
very light, although ignoring some common files may have
had some impact there. Resource usage measures were all a
little above the average for this month’s test, but our set of
tasks wasn’t slowed down too much.

Detection was very strong in the response sets, declining
somewhat into the later parts of the RAP sets, and while the
clean sets were handled well, some issues in the WildList
sets meant once again there was no VB100 for MSecure.

Norman Security Portal

Main version: 7.60236

Update versions: 5663105, 7.60447/5987594,
7.60562/5696984, 7.60670/5523255

Last 6 tests: 4 passed, 1 failed, 1 no entry
Last 12 tests: 8 passed, 2 failed, 2 no entry

ItW on demand 100.00% ItW on access
False positives 0

100.00%

Stability Solid

Vb

After a long
and illustrious
history in

the VB100
tests, the
participation
of the Norman

VIRUS
brand seems

virusbtn.com
Dkely 1o be |virusbtn.com)

nearing its end, with the retirement of the original engine
announced while this test was under way; the current
product includes the Bitdefender engine, and its future
remains hazy since the acquisition of Norman Safeground
by AVG. The product looks young and fresh though, with
a web-based portal providing most of the controls and the
client-side interface simple in the extreme. Stability was
very good, with no issues to note.

June 2015

100

RAP 95.6%

Scanning speeds were pretty good, with file access times
slow at first but reduced almost to zero once settled into
place. RAM use was average and our set of tests completed
rapidly.

Detection was splendid, with excellent coverage across the
board, and with the core sets dealt with well, with another
VB100 award goes to Norman.

Panda EndPoint Protection

Main version: 6.81.11

Update versions: 7.00.00, 7.20.0

Last 6 tests: 5 passed, 0 failed, 1 no entry
Last 12 tests: 8 passed, 2 failed, 2 no entry

Vo
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Panda EndPoint Protection contd.

ItW on demand 100.00% ItW on access
False positives 0

100.00%

Stability Fair

D

Panda’s performances in VB100 tests
have been strong over the past year,

with passes in all but our Linux tests
(which were not entered). The current
business version has the usual pared-
down, minimalist interface with only the
most basic of options. Stability was fairly
decent, with just an odd error during one
install, which did not recur, and a lockup
in the on-access system under heavy
stress.

June 2015

100

VIRUS

Scanning speeds weren’t the quickest, but overheads were
fairly light and got even better later on. RAM use was fairly
average, although our set of tasks did take quite some time
to complete.

Detection was strong in the reactive sets, with no figures
for the offline proactive sets thanks to the product’s heavy
reliance on the cloud. The certification sets were well
handled, with no problems to report, and another VB100
award is earned by Panda.

Securalive Internet Security

Main version: 9.0.6.9

Update versions: 1.1.107.0, 91481, 91697, 91751, 91808
Last 6 tests: 0 passed, 3 failed, 3 no entry

Last 12 tests: 0 passed, 3 failed, 9 no entry

IfW on demand 99.92%
False positives 0

ItW on access 99.92%
Stability Fair

Another member of the MSecure
family still hoping for its first
certification, SecuraLive’s
product looks bright and cheery
with large buttons, plenty of
clear information and a good
basic level of configuration.

The product’s stability rating is
heavily dented by ongoing issues
with file type coverage.

RAP 95.1%

Scanning was on the slow side, with overheads very light
thanks to the product ignoring some important files, while
resource consumption was low and our set of activities
completed rapidly.

Detection was very strong, although coverage declined
a fair bit through the sets. The clean sets were handled

without incident, but some problems in the WildList sets
mean there is still no VB100 award for SecuralLive.

TeamViewer ITbrain Anti-Malware

Main version: 10.0.41459

Update versions: N/A

Last 6 tests: 3 passed, 0 failed, 3 no entry
Last 12 tests: 3 passed, 0 failed, 9 no entry

ItW on demand 100.00% ItW on access 100.00%
False positives 0 Stability Stable

IThrain is a relative newcomer to the
VB100 tests, but has done well in its first
few appearances. The product is closely
integrated into the rest of the TeamViewer
line-up, and is mainly controlled from

a web-based portal, which seems fairly
clear and responsive. Stability at the
client side was decent, but we did see a
few scans crashing out.

n
-
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Scanning speeds weren’t too bad from the off and quickly
became very fast indeed, while overheads were distinctly
heavy with little sign of later improvements. Resource use
was decidedly high as well, but the run time of our set of
activities was not badly affected.

Detection, which is aided by the integrated Bitdefender
engine, was very strong in the reactive sets, but there

are no proactive figures to report thanks to the product’s
reliance on web connectivity. The core sets were handled
well, and IThrain earns another VB100 award without
problems.

TrustPort Antivirus 2015

Main version: 15.0.2.5426

Update versions: N/A

Last 6 tests: 3 passed, 0 failed, 3 no entry
Last 12 tests: 7 passed, 0 failed, 5 no entry

ItW on demand 100.00% ItW on access 100.00%
False positives 0 Stability Stable

TrustPort has "
been a regular 3
in the VB100 @ g
tests for quite -
some time

now, although
several tests
have been
skipped over

RAP 97.8%

Vo



the last year or so. Things seem to be back to normal
now though, with a new string of passes building up
nicely along with some more impressive detection scores,
assisted as ever by the combination of engines from
Bitdefender and AVG. The product retains some familiar
touches, although the 2015 version has a much glossier
and smoother interface than previous editions. Stability
was reasonable, although a few scans did lock up or
crash out.

Scanning speeds were dependable if not super quick, with
rather high lag times opening files, especially executables.
Resource consumption wasn’t excessive though, and our set
of tasks completed in reasonable time.

As usual, detection was the highlight, with some extremely
high scores across the board. This extended to the core

sets where everything went well, easily earning TrustPort
another VB100 award.

Wontok SafeCentral Security Suite

Main version: 1.0.881.0

Update versions: 1.0.910.0

Last 6 tests: 2 passed, 0 failed, 4 no entry
Last 12 tests: 3 passed, 0 failed, 9 no entry

ItW on demand 100.00% KW on access 100.00%
False positives 0 Stability Stable

Last on the

list this month
is another
multi-engine
product from
Wontok, which
we have seen a
few times over
the last year

or two, always
with impressive detection levels. The product looks clean
and straightforward, but with big colourful icon buttons and
a decent level of configuration. Stability was very good, the
score dented only by a single minor activation error during
installation.
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RAP 98.3%

Scanning speeds were pretty good, overheads a little high
but showing signs of some optimization during the warm
runs. RAM use was on the high side but processor use not
too heavy, and our set of tasks was noticeably slowed down,
but not to an excessive degree.

Detection was once again superb with very little missed,
and with a good showing in the certification sets too another
VB100 award is well deserved by Wontok.

VIRUS BULLETIN

UNTESTED PRODUCTS

As usual, a few solutions were excluded from this report for
various reasons; this month these included products from
Qihoo and Tencent.

CONCLUSIONS

There was a pleasingly high pass rate in this test, and along
with it some fairly good stability ratings with no products
falling below the ‘Fair’ category. Our server tests are
always a little more demanding, so it’s good to see a wide
range of high-quality solutions are available, from both
familiar and new providers.

As usual, a few products did not quite make the grade, but
even they did pretty well in general, with only some minor
glitches standing in the way of certification. Next up is
another desktop test, on Windows 7, and we expect to see
a somewhat larger selection of products and, most likely,
a rather higher level of shakiness. As ever, we welcome
feedback and comments.

Technical details:

All tests were run on identical systems with AMD A6-3670K
Quad Core 2.7GHz processors, 4GB DUAL DDR3 1600MHz
RAM, dual 500GB and 1TB SATA hard drives and gigabit
networking, running Microsoft Windows Server 2012 R2.

Any developers interested in submitting products for
VB’s comparative reviews, or anyone with any comments
or suggestions on the test methodology, should contact
john.hawes@virusbtn.com. The current schedule for the
publication of VB comparative reviews can be found at
http://www.virusbtn.com/vb100/about/schedule.xml.

Editor: Martijn Grooten
Chief of Operations: John Hawes

Security Test Engineers: Scott James, Tony Oliveira, Adrian Luca,
lonut Raileanu

Sales Executive: Allison Sketchley

Editorial Assistant: Helen Martin

Developer: Lian Sebe

Consultant Technical Editor: Dr Morton Swimmer

© 2015 Virus Bulletin Ltd, The Pentagon, Abingdon Science
Park, Abingdon, Oxfordshire 0X14 3YP, England

Tel: +44 (0)1235 555139 Fax: +44 (0)1865 543153
Email: editorial@virusbtn.com Web: https://www.virusbtn.com/
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On demand | On access Clean sets
Certification tests Stg.l_nda.rd Ste.mda.rd FP | Warnings VB100%
WildList WildList

Agnitum Outpost Security Suite Pro 9.1 100.00% 100.00%
avast! Business Security 100.00% 100.00% 7
Avetix PRO 99.85% 99.85% X
AVG CloudCare AntiVirus 100.00% 100.00% 1
Avira Server Security 100.00% 100.00%
Bitdefender Endpoint Security 100.00% 100.00%
BluePex AVware 100.00% 100.00%
Cyren Command Anti-Malware 100.00% 100.00% 2 X
Defenx Security Suite 9.1 100.00% | 100.00%
Emsisoft Anti-Malware 100.00% 100.00%
eScan Internet Security Suite (Server) 100.00% 100.00%
ESET Endpoint Antivirus 100.00% | 100.00%
ESTsoft ALYac 100.00% | 100.00%
Fortinet FortiClient 100.00% 100.00%
G Data Security AntiVirus 100.00% 100.00%
iSheriff Security from the Cloud 100.00% 100.00%
K7 Internet Security 100.00% 100.00%
Kaspersky Endpoint Security 10 for Windows 100.00% 100.00% 3
Kaspersky Anti-Virus 8.0 for Windows Servers Enterprise Edition 100.00% 100.00%
Kaspersky Small Office Security 4 File Server 100.00% 100.00% 3
KYROL Internet Security 2015 99.80% 99.92% X
Microsoft System Center Endpoint Protection 100.00% 100.00%
MSecure Internet Security 99.80% 99.92% X
Norman Security Portal 100.00% 100.00%
Panda EndPoint Protection 100.00% 100.00%
SecuraLive Internet Security 99.92% 99.92% X
TeamViewer [Tbrain Anti-Malware 100.00% 100.00%
TrustPort Antivirus 2015 100.00% 100.00%
Wontok SafeCentral Security Suite 100.00% 100.00%

Vo
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| St | | T o | by Sty
Agnitum Outpost Security Suite Pro 9.1 6:00 \/ \ 0 Solid
avast! Business Security 3:30 X \ 1 Stable
Avetix PRO 10:00 v X Bitdefender 12 Fair
AVG CloudCare AntiVirus 8:00 v X 0 Solid
Avira Server Security 4:30 X X 6 Fair
Bitdefender Endpoint Security 10:00 X X 0 Solid
BluePex AVware 26:45 \ X ThreatTrack 4.5 Stable
Cyren Command Anti-Malware 1:45 \ l 9 Fair
Defenx Security Suite 9.1 6:45 V V Agnitum 0 Solid
Emsisoft Anti-Malware 10:45 V X Bitdefender 2 Stable
eScan Internet Security Suite (Server) 24:45 N X Bitdefender 5 Fair
ESET Endpoint Antivirus 4:45 X \ 0 Solid
ESTsoft ALYac 30:30 X V Bitdefender 2 Stable
Fortinet FortiClient 8:45 X X 3.5 Stable
G Data Security AntiVirus 15:00 v v Bitdefender 0.5 | Stable
iSheriff Security from the Cloud 5:15 X X Bitdefender 2 Stable
K7 Internet Security 2:15 X X 0 Solid
Kaspersky Endpoint Security 10 for Windows 15:00 X X 4.5 Stable
Kaspersky Anti-Virus 8.0 for Windows Servers Enterprise Edn [ 10:15 X X 2.5 Stable
Kaspersky Small Office Security 4 File Server 13:30 X X 2.5 Stable
KYROL Internet Security 2015 2:00 X X [MSecure] 10 Fair
Microsoft System Center Endpoint Protection 4:15 X X 0 Solid
MSecure Internet Security 2:00 X X i 11 Fair
Norman Security Portal 11:45 X \ Bitdefender 0 Solid
Panda EndPoint Protection 5:00 X X 7 Fair
SecuraLive Internet Security 2:45 X X [MSecure] 10 Fair
TeamViewer ITbrain Anti-Malware 4:30 X X Bitdefender 2 Stable
TrustPort Antivirus 2015 7:00 X X AVG, Bitdefender 1 Stable
Wontok SafeCentral Security Suite 32:30 X \ 1 Stable

0=Solid 0.1-4.9=Stable 5-14.9 = Fair 15-29.9 =Buggy 30+ = Flaky

* Install time includes initial updates and time to enable on-access protection (assuming reasonable typing speed and familiarity with product

operation)

"Only records presence of third-party scanning engines, most products will include additional in-house technologies

#Identity of third-party engine withheld at vendor’s request

Vo
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Archive scanning ACE | CAB | EXE-RAR | EXE-ZIP | JAR | LZH | RAR | TGZ | ZIP | ZIPX | EXT*
Agnitum Outpost oD | X J \/ V V X V X \/ X \/
OA| X | X X X X | x| X | X [ x| x \
avast! Business Security OD \ V \ Y \ \ \ \ \ \ \
OA | XHW | XA V V XA XN | XN | XA | XA XA A
Avetix PRO oD | V \ \ \ \ \ S VA B \
OA | X/4 | X/4 X/2 X/2 4 | X4 | X4 | X2 | 14| 14 V
AVG CloudCare AntiVirus oD | V \ \ N \/ NNV V
OA| X | X \ \ X | x| X | X [ x| x \
Avira Server Security OD \ \/ \ \ \ \ Y \ \ \ \
OA | XW | XW XN XN | XN | XA | XN | XA | XN XA | XA
Bitdefender Endpoint Security | OD \ V \ \ \ \ \ \ \ \ \
OA| X | X X X v | X X X | xn| xn \
BluePex AVware op| X | X \ \ X | x| x| X [ x| x \
OA| X | X \ \ X | x| X | X [ x| x \
Cyren Command Anti-Malware | OD | 5 5 5 5 5 | W 5 2 | 5| s J
OA | 2/4 | 2/4 2/4 2/4 24 | N |24 | 12 |24 | 24 \
Defenx Security Suite oD | 2 V \ \ v | X \ 5 v X N
OA| X | X X X | X | X X | x| x \
Emsisoft Anti-Malware OD \ y 8 8 \ v \ 8 \ v v
OA X X X X | X | X | X | x|[xn | xn
eScan Internet Security Suite oD | XA | X 81 TN Vo XA XA XA N | \
OA | XA [ x/+V XA XA IN | XN XN I | XA XA | A
ESET Endpoint Antivirus op | W \/ \ \ N \ N N Y \
OA| X | X X X X | X X X | x| x \
ESTsoft ALYac op | V 8/8 8/8 x| xn| N | X [xn|xn| A
OA| X | X 8/8 8/8 X | X | X | X [x]| x \
Fortinet FortiClient OD X \ N N \ v v v v v v
OA| X | X \ \ Vx| x| x [ x|V \
G Data AntiVirus op | W V \ \ X | W \ 8 N \
oA | V \ \ X | W Vol s | xn | N V

\ - Detection of EICAR test file up to ten levels of nesting

X - No detection of EICAR test file
XN - default settings/all files

1-9 - Detection of EICAR test file up to specified nesting level

If just z-exe detection in ext, then X

“Detection of EICAR test file with randomly chosen file extension

(Please refer to text for full product names.)

Vo
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Archive scanning contd. ACE | CAB | EXE-RAR | EXE-ZIP | JAR | LZH | RAR | TGZ | ZIP | ZIPX | EXT"
iSheriff Security oD | X~ | X XN XN X | X [ x| X | x| x \
OA| X | X X X X | X | x| x| x| X \
K7 Internet Security ODb| X 1 X X 1 1 1 X 1 1 \
OA| X | X X X X | X X \
Kaspersky Endpoint Security | OD V \ \ \ \ \ \ \ V \ \
OA | XA | XK 1~ N [ XA XA XA | XA XA x|
Kaspersky Anti-Virus 8.0 oD| \ \ \ N Y \ NN \ \
OA | XA | XK V \/ X | XA | XN | XA | XA x|
Kaspersky S.0.S OD V \ \ V \ \ \ \ V \ \
OA | XN | XW N N | XN XA XA XN XA x| N
KYROL Internet Security OD | X/1 | X/1 X/1 X1 X/ | X/1 | X/1 X | X/1] X1 V
OA| X | X X X X | X | x| X \
Microsoft System Center E.P. [ OD J V V V \/ V V \ \/ \ \
OA| X | X 1 X 1| x| x| x| 1] X V
MSecure Internet Security OD | X/1 | X/1 X/1 X/ X/ | X/ | X/ | X1 | X1 | X/1 \
OA| X | X X X X[ x| x| x| x| x V
Norman Security Portal op| V 8 8 \/ V V 8 V \/ \
oAl X | X X X Vx| x| x |1 1 Xl
Panda EndPoint Protection OD \ \ N \ \ \ \ \ y v v
OA | XN | X XA XN | XN XA XN XN XA | x| A
SecuraLive LS. oD | X/1 | xn X/1 X/1 XN | xn | xin | xn[xn| xn| v
OA| X | X X X X | X | X | X X \
TeamViewer ITbrain oD \ \ 8 8 v v N 8 \ v v
OA| X | X X X X | X | X | X X \
TrustPort Antivirus 2015 op| \ \ v N \ N Y \ \
OA | XA | XK V V VXA XA XA N | N | N
Wontok SafeCentral OD \ \ \ R v v N N N v v
OA | X | XK XA XA VXA XA XA N | N | N

\ - Detection of EICAR test file up to ten levels of nesting

X - No detection of EICAR test file

XN - default settings/all files

1-9 - Detection of EICAR test file up to specified nesting level

If just z-exe detection in ext, then X

“Detection of EICAR test file with randomly chosen file extension
(Please refer to text for full product names.)
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Idle RAM | Busy RAM | Standard file
Performance measures usage usage activities -
increase increase time increase
Agnitum Outpost Security Suite Pro 9.1 16.99% 6.68% 143.05%
avast! Business Security 3.01% 5.29% 55.96%
Avetix PRO 14.26% 9.76% 45.04%
AVG CloudCare AntiVirus 11.30% 6.50% 39.70%
Avira Server Security 13.72% 11.62% 24.89%
Bitdefender Endpoint Security 12.91% 6.61% 19.96%
BluePex AVware 7.54% 5.14% 92.95%
Cyren Command Anti-Malware 7.49% 5.41% 113.91%
Defenx Security Suite 9.1 14.00% 5.92% 117.24%
Emsisoft Anti-Malware 13.66% 6.37% 39.89%
eScan Internet Security Suite (Server) 12.30% 11.85% 20.85%
ESET Endpoint Antivirus 20.16% 16.17% 31.67%
ESTsoft ALYac 9.49% 4.70% 91.71%
Fortinet FortiClient 17.09% 4.31% 41.53%
G Data Security AntiVirus 5.11% 4.85% 82.72%
iSheriff Security from the Cloud 9.59% 5.66% 20.68%
K7 Internet Security 12.86% 7.56% 36.77%
Kaspersky Endpoint Security 10 for Windows 4.89% 3.63% 10.17%
Kaspersky Anti-Virus 8.0 for Windows Servers Enterprise Edition 14.65% 10.49% 34.18%
Kaspersky Small Office Security 4 File Server 13.48% 9.97% 49.61%
KYROL Internet Security 2015 19.74% 14.11% 20.27%
Microsoft System Center Endpoint Protection 12.39% 10.02% 42.27%
MSecure Internet Security 16.36% 12.39% 24.97%
Norman Security Portal 13.29% 10.87% 25.11%
Panda EndPoint Protection 13.08% 10.64% 79.09%
SecuraLive Internet Security 7.11% 4.14% 20.77%
TeamViewer [Tbrain Anti-Malware 45.31% 20.62% 24.27%
TrustPort Antivirus 2015 11.17% 7.38% 42.52%
Wontok SafeCentral Security Suite 21.23% 18.27% 59.17%

Vo
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Archive files Binaries and system files | Media and documents Other file types

On-demand throughput System
(MB/s) drive® | Default| Default | All [Default| Default [ All | Default | Default [ All | Default [ Default | All

(cold) | (warm) | files | (cold) | (warm) | files | (cold) | (warm) | files | (cold) | (warm) | files
Agnitum Outpost 1336 | 1.62 |1820.96| 1.62 | 3.07 | 55721 | 3.07 | 6.44 |[947.33 [ 6.44 | 6.55 [1114.52( 6.55
avast! Business Security 9.11 1.09 1.07 | 1.09 | 3.69 3.70 3.69 | 2496 | 24.89 [ 24.96 | 9.23 9.17 |[9.23
Avetix PRO 9.58 3.85 388 385 538 5.71 538 | 17.59 | 17.69 | 17.59 | 13.35 | 13.40 |13.35
AVG CloudCare AntiVirus 38.16 | 17.02 | 496.71 |17.02| 7.92 | 326.64 | 7.92 | 26.42 | 270.64 | 26.42 | 27.10 | 386.63 |27.10
Avira Server Security 18.71 | 4.40 437 440 | 7.48 7.46 748 | 17.21 | 17.19 | 17.21 | 17.69 | 17.59 |17.69
Bitdefender E.S. 3253 | 621 (182096 6.21 | 9.63 | 947.33 | 9.63 | 20.70 |6314.88| 20.70 | 21.19 | 338.31 |21.19
BluePex AVware 8.42 5.67 | 8536 | N/A | 3.42 8.06 342 | 813 | 2285 | 8.13 | 827 | 25.81 |8.27
Cyren Command 7.06 3.51 345 | 351 395 3.92 395 | 11.61 | 12.84 [ 11.61 | 9.99 | 10.26 | 9.99
Defenx Security Suite 12.05 | 1.67 [1820.96| 1.67 [ 3.18 |592.06 | 3.18 [ 6.99 |997.14 | 6.99 | 6.51 |1184.11] 6.51
Emsisoft Anti-Malware 31.37 | 6.60 6.60 |[6.60 | 12.14 | 12.14 | 12.14 | 21.63 | 21.53 | 21.63 | 22.63 | 22.50 |22.63
eScan Internet Security Suite | 14.29 | 42.35 | 91.05 | 792 | 6.55 | 20.03 [ 6.96 | 18.09 | 60.92 | 18.30 | 18.46 | 82.01 |17.69
ESET Endpoint Antivirus 39.45 | 3.48 (182096 3.48 | 4.19 | 88.53 | 4.19 | 23.83 | 902.13 | 23.83 | 23.65 |3157.44]23.65
ESTsoft ALYac 40.04 | 1.59 | 143.77 [11.90| 2.73 | 41.18 |217.75| 897 | 47.01 |146.86| 6.25 | 86.51 [50.12
Fortinet FortiClient 5.78 4.38 528 | 438 191 2.70 191 | 13.97 | 14.44 | 1397 | 11.59 | 11.43 |11.59
G Data Security AntiVirus 18.51 | 4.83 | 32.13 [ 4.83( 7.14 | 154.02 | 7.14 | 13.58 | 135.32 | 13.58 | 15.33 | 149.17 | 15.33
iSheriff Security 12.00 | 42.35 | 42.35 | 1.46 | 8.01 8.14 | 441 | 21.55 | 21.36 | 16.66 | 22.55 | 22.34 [12.53
K7 Internet Security 28.34 | 10.53 [ 546.34 [ N/A | 8.72 | 902.13 | 8.72 | 18.79 | 823.75 | 18.79 | 15.48 | 757.82 |15.48
Kaspersky Endpoint Security | 3.68 1.22 170 | 122 | 7.79 | 17223 | 7.79 | 21.12 | 411.85 | 21.12 | 4.36 | 574.08 | 4.36
Kaspersky Anti-Virus 8.0 8.05 1.21 91048 [ 1.21 | 8.08 | 131.56 | 8.08 | 18.36 |1052.48| 18.36 | 7.34 | 246.04 | 7.34
Kaspersky S.0.S 4.13 0.84 233 1084 | 257 10.00 | 2.57 | 7.41 |222.88 | 7.41 251 | 21528 | 2.51
KYROL Internet Security 3.48 3.50 339 | NA| 141 1.41 1.39 | 9.19 9.55 897 | 2231 | 13.70 | 7.06
Microsoft System Center E.P. | 8.21 2.25 220 1225 354 3.70 354 | 1144 | 12.76 | 11.44 | 10.17 | 13.63 (10.17
MSecure Internet Security 4.82 2.90 7.83 | NJA| 3.37 231 1.23 7.80 12.51 | 9.03 5.73 10.68 | 6.18
Norman Security Portal 18.78 | 12.65 | 12.65 [12.65| 8.56 8.64 8.56 | 25.26 | 27.38 | 25.26 | 25.36 | 25.81 [25.36
Panda EndPoint Protection 7.69 0.86 096 |[086 | 3.97 8.37 397 | 16.03 | 16.62 | 16.03 | 8.15 9.19 |8.15
SecuraLive L.S. 442 3.63 10.82 | N/A'| 1.25 8.64 1.92 | 11.65 | 13.79 | 11.63 | 7.40 8.63 | 7.07
TeamViewer ITbrain 43.15 | 1.53 |182096| 1.53 | 6.09 |296.01 | 6.09 | 14.48 | 403.09 | 14.48 | 12.55 | 128.01 [12.55
TrustPort Antivirus 2015 4.76 3.27 311 | 327 2.88 2.85 288 | 11.34 | 11.50 | 11.34 | 7.83 7.63 |7.83
Wontok SafeCentral 1543 | 2.92 323 1292 526 526 | 526 | 1825 | 17.71 | 18.25 | 15.59 | 15.80 [15.59

*System drive size measured before product installation. (Please refer to text for full product names.)
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Archive files Binaries and system files | Media and documents Other file types

On-access lag time (s/GB) der?:,?l Default | Default| All |Default|Default| All |Default|Default| All |Default|Default| All

(cold) |(warm)| files | (cold) | (warm)| files | (cold) | (warm)| files | (cold) | (warm)| files
Agnitum Outpost 21.84 | 69.07 | 2.83 | N/A [196.24| 522 |[196.24]| 112.83 | 10.48 |112.83| 80.38 | 3.67 | 80.38
avast! Business Security 2.93 0.54 0.65 | 0.75 1.09 0.89 | 0.17 | 5.85 519 | 6.75 1.90 1.81 1.64
Avetix PRO 4.85 [ 2652 | 125 | N/A | 63.39 | 622 | 63.39 | 46.56 | 1.92 | 46.56 | 36.46 | 3.46 | 36.46
AVG CloudCare AntiVirus 48.75 | 37.13 | 3737 | N/A | 175.55 | 174.92 [175.55| 64.62 | 61.94 | 64.62 | 11.17 | 9.99 | 11.17
Avira Server Security 83.61 |204.23 | 225.53 [272.20 241.48 | 246.26 | 241.97| 177.93 | 181.91 | 178.63 | 140.35 | 137.93 | 136.02
Bitdefender E.S. 44.87 | 56.15 | 17.11 | N/A |494.81 | 21.80 [494.81239.43 | 19.72 |239.43( 134.44 | 45.39 |134.44
BluePex AVware 1.23 1.03 143 12733 | 1690 | 6.60 |[128.17| 2.68 2.68 | 80.17 | 4.55 373 | 78.25
Cyren Command 26.64 | 11.07 | 8.99 |49.34 | 13.97 | 14.93 | 40.22 | 23.36 | 20.95 | 52.90 | 36.56 | 20.33 | 37.77
Defenx Security Suite 8.95 8.78 772 | N/A | 39.62 | 25.01 | 39.62 | 28.77 | 28.42 | 28.77 | 21.21 | 20.39 | 21.21
Emsisoft Anti-Malware 32.44 |1287.10 1.60 | N/A |[280.30| 10.35 [280.30| 57.72 | 5.02 | 57.72 | 82.26 | 6.09 [ 82.26
eScan Internet Security Suite | 59.11 | 74.31 | 36.48 | N/A |[322.87| 97.04 [322.87| 67.71 | 29.92 | 67.71 | 90.28 | 46.32 [ 90.28
ESET Endpoint Antivirus 89.68 | 388.46 | 23.70 [675.34 263.55 | 45.88 |255.66]202.60 | 25.05 |167.13|224.42 | 32.26 [229.04
ESTsoft ALYac 1320 | 25.11 | 0.71 | N/A | 104.10| 6.04 [104.10| 36.65 | 1.47 | 36.65 | 39.21 | 290 [ 39.21
Fortinet FortiClient 12.69 | 25.83 | 8.11 | N/A | 81.05 | 25.49 | 81.05 | 52.37 | 16.73 | 52.37 | 50.27 | 15.72 | 50.27
G Data Security AntiVirus 20.43 | 58.83 | 0.85 | N/A [175.00| 1.80 |[175.00| 84.65 | 5.37 | 84.65 | 75.51 | 1.55 | 75.51
iSheriff Security 21.64 | 57.22 | 543 | 829 [205.11| 7.22 | 52.08 | 75.54 | 891 |54.71 | 76.13 | 6.89 | 46.11
K7 Internet Security 5528 | 64.08 | 15.43 |142.04| 193.28 | 26.55 [190.24| 116.35| 51.10 | 179.95| 95.93 | 31.81 [504.78
Kaspersky Endpoint Security | 83.76 | 61.01 1.22 | N/A [744.10| 5.48 |744.10( 104.32 | 10.52 |104.32] 112.74| 5.11 |[112.74
Kaspersky Anti-Virus 8.0 1323 | 64.70 | 3.87 | N/A |272.96| 3.98 [272.96| 91.63 | 6.02 | 91.63 [ 122.46| 4.46 |122.46
Kaspersky S.0.S 7943 | 7594 | 1.72 | N/A | 69533 | 8.73 [695.33|121.03 | 8.16 |[121.03]150.48 | 7.14 ]150.48
KYROL Internet Security 1646 | 24.88 | 1.33 | N/A | 109.05| 6.36 |[109.05| 47.01 | 1.43 | 47.01 | 47.11 | 3.49 [ 47.11
Microsoft System Center E.P. | 66.29 | 19.06 | 19.13 |224.87| 23.85 | 21.66 | 28.09 | 172.58 | 174.24 | 176.69 | 116.36 | 96.18 |127.42
MSecure Internet Security 2.76 4.19 4.00 | N/A | 10.07 | 9.79 | 10.07 | 3.71 382 | 371 | 647 6.58 | 6.47
Norman Security Portal 80.22 | 72.23 | 1.19 [ N/A |[921.48| 5.78 |921.48|127.73 | 10.09 |127.73|149.74 | 4.90 |149.74
Panda EndPoint Protection 10.15 | 25.02 | 1.24 | N/A | 62.13 | 6.87 | 62.13 [ 50.54 | 5.69 | 50.54 | 39.64 [ 5.43 | 39.64
SecuraLive L.S. 4.76 0.41 0.88 | N/A | 0.96 092 | 096 | 5.32 551 | 532 | 1.05 1.48 1.05
TeamViewer ITbrain 12.40 | 98.43 | 98.80 |439.02]295.78 | 289.07 [296.03 | 151.55 | 153.14 | 164.10| 127.89 | 129.19 | 168.00
TrustPort Antivirus 2015 228.04 | 19.66 | 20.43 [ N/A | 263.88 | 266.86 |263.88| 49.43 | 50.47 | 49.43 | 121.83 | 122.42 | 121.83
Wontok SafeCentral 59.70 | 37.73 | 27.68 |708.09| 142.93 | 106.00 | 214.25| 73.61 | 73.92 |121.71| 61.78 | 61.80 |128.92

" System drive size measured before product installation. (Please refer to text for full product names.)
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Reactive and Proactive (RAP) tests VB100 Set _};e aCti\S/Zt 1" | Set f;?act;\:t: vy l:ii:;g: P;\(,)::;;: \erg;g:f
Agnitum Outpost Security Suite Pro 9.1 86.0% | 79.3% | 80.6% | 69.9% 83% 75% 80%
avast! Business Security 86.7% | 85.1% | 72.8% | 76.4% 86% 75% 82%
Avetix PRO X 96.7% | 96.8% | 94.7% | 90.4% 97% 93% 95%
AVG CloudCare AntiVirus Nioo) | 93.8% | 94.1% | 84.9% | 85.9% 94% 85% 91%
Avira Server Security 96.0% | 96.8% | 95.0% | 90.4% 96% 93% 95%
Bitdefender Endpoint Security 972% | 96.8% | 95.0% | 90.5% 97% 93% 96%
BluePex AVware 99.0% | 98.9% | 95.5% | 90.0% 99% 93% 97%
Cyren Command Anti-Malware X 99.1% 98.9% | 78.9% | 76.5% 99% 78% 92%
Defenx Security Suite 9.1 853% | 79.0% | 80.6% | 69.9% 82% 75% 80%
Emsisoft Anti-Malware 83.4% | 84.8% | 95.1% | 90.6% 84% 93% 87%
eScan Internet Security Suite (Server) 97.3% 96.9% | 94.9% | 90.5% 97% 93% 96%
ESET Endpoint Antivirus 913% | 91.9% | 91.3% | 85.8% 92% 89% 91%
ESTsoft ALYac 973% | 96.8% | 95.0% | 90.5% 97% 93% 96%
Fortinet FortiClient 98.8% | 98.8% | 96.8% | 92.6% 99% 95% 97%
G Data Security AntiVirus 982% | 97.9% | 96.2% | 91.8% 98% 94% 97%
iSheriff Security from the Cloud 96.0% | 95.5% | 93.8% | 89.4% 96% 92% 94%
K7 Internet Security 924% | 91.2% | 87.0% | 82.0% 92% 85% 89%
KYROL Internet Security 2015 X 90.8% 87.3% | 77.2% | 74.9% 89% 76% 85%
Microsoft System Center Endpoint Protection 77.0% | 752% | 57.0% | 63.5% 76% 60% 1%
MSecure Internet Security X 98.9% | 97.0% | 94.1% | 84.1% 98% 89% 95%
Norman Security Portal 973% | 96.8% | 95.0% | 90.5% 97% 93% 96%
Panda EndPoint Protection 93.9% | 92.8% N/A N/A 93% N/A N/A
SecuraLive Internet Security X 99.1% 97.1% | 94.1% | 84.1% 98% 89% 95%
TeamViewer ITbrain Anti-Malware 96.6% | 96.1% N/A N/A 96% N/A N/A
TrustPort Antivirus 2015 98.9% | 992% | 97.6% | 93.3% 99% 95% 98%
Wontok SafeCentral Security Suite 99.0% | 99.5% | 98.5% | 94.3% 99% 96% 98%

“Set -1 = Samples discovered 1 to 5 days before testing; Set -2 = Samples discovered 6 to 10 days before testing.

"Set +1 = Samples discovered 1 to 5 days after updates frozen; Set +2 = Samples discovered 6 to 10 days after updates frozen.
*Weighted average gives equal emphasis to the two reactive weeks and the whole proactive part.

(Please refer to text for full product names.)
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