N~
[aV]
o
~
(e
<
N~
—
Z
()
2]

BULLETIN

VBSPAM COMPARATIVE REVIEW
DECEMBER 2017

Martijn Grooten & lonut Réileanu

Spam is making a bit of a comeback — not that it ever really
went away. In fact, spam volumes have been several times
higher in the past, but this year it has picked up interest from
the security community again, as evidenced, for example,
by a paper presented at VB2017 that looked at the technical
details of five spam botnets!, a presentation at AVAR that
looked at spam botnets more generally?, and a presentation
at Botconf on perhaps the most well known spam botnet,
Necurs®.

Technically, spam botnets are not the most advanced, and
there is a huge gap between them and the sophisticated
malware attacks that regularly make the news.

A typical spam bot runs on a machine or device (not just
Windows PCs; a lot of spam is sent from compromised web
servers or even compromised [oT devices) with very poor
security hygiene — it is quite telling that Necurs has not
infected any new machines for years.

Spam is also typically sent from countries with relatively
high Internet penetration but with relatively low income,
which in turn contributes to poor security: more than 25
per cent of the spam messages in this test were sent from
machines in either Vietnam or India.

The fact that spam botnets, especially those running on older
devices, tend to be relatively easy to detect, contributes to
high rates of blocking spam — whether the emails come with
a malicious payload or not — although it is worth keeping

in mind that the products we test are designed for use in the

"https://www.virusbulletin.com/blog/2017/11/vb2017-paper-peering-
spam-botnets/.
Zhttp://avar.skdlabs.com/index.php/speakers/the-story-of-the-botnets-
behind-malicious-spam-campaigns/.
3https://botconf2017.sched.com/event/CtHT/malware-penny-stocks-
pharma-spam-necurs-delivers.
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corporate market, not by home users, and while most ISPs
perform a decent amount of spam filtering, it is likely that
more bad stuff ‘leaks through’ to home users.

In this VBSpam test, the 50th of its kind, 14 full solutions
were lined up on the Virus Bulletin test bench. No fewer
than eight products achieved a VBSpam+ award, while five
other products achieved a VBSpam award.

WHY MALICIOUS SPAM IS BOTH EASY
AND HARD TO BLOCK

This test once again shows that spam messages with a
malicious attachment aren’t a big issue for most email
security solutions. The fact that almost all of them were
blocked by the participating IP blacklists (which block
based purely on the sending IP address) shows that it’s not
just the content of the messages that products act upon: it’s
the fact that these emails are first and foremost spam and
that they are sent from known spam botnets.

That is not to say that, in most cases, the attachments
wouldn’t have been blocked anyway, but it is worth looking
at the attachments themselves to understand that blocking
them isn’t entirely trivial.

Few would disagree that these attachments are malicious,
but all they do — after obfuscation and often some social
engineering (‘please enable macros to view the hidden
content’) — is download a piece of malware from a remote
Server.

This means that a static analysis of the file — as performed
by most email security solutions — won’t reveal any
malicious activity (such as installing a backdoor or
encrypting files) and will, at best, reveal similarities with
previously seen attachments. Malware authors constantly
change the attachments sent in these emails with the explicit
intention of evading this kind of detection.

We hope soon to publish a report in which, among other
things, we will look more closely at the malware attached to
these emails.
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RESULTS

Amost all participating vendors have reason to be content
with their results in this test, but this is especially the case
for OnlyMyEmail, which didn’t miss a single spam message
among more than 150,000 emails (including thousands
carrying malware). It didn’t block any legitimate emails
either, and with only two false positives in the newsletters
corpus, the product is well deserving of a VBSpam+ award.

VBSpam+ awards were also achieved by Bitdefender,
ESET, Fortinet, IBM, Libra Esva, and both Kaspersky
products.

It was interesting to note that two of the three domain
blacklists included in the test, both of which blocked
domains in more than 50% of spam emails in the September
test, saw a significant drop in their catch rate. This is often

a sign of a shift in spammers’ techniques towards emails
that contain only links to legitimate domains that are used to
host the spammy/malicious content, or to redirect to other
sites, or emails that contain no links at all.

Finally, it is worth noting once again that all percentages
reported here should be seen in the context of the test. In the
real world, thanks to a combination of factors, catch rates as
perceived by both systems administrators and end-users will
be lower for all participating products.

Axway MailGate 5.5.1

SC rate: 99.76%

FP rate: 0.06%

Final score: 99.42

Project Honey Pot SC rate: 99.48%
Abusix SC rate: 99.97%
Newsletters FP rate: 1.1%
Malware SC rate: 99.98%

Speed: 10%: @; 50%: @; 95%: @; 98%: @
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Bitdefender Security for Mail

Servers 3.1.6 @ S
a

SC rate: 99.96%

FP rate: 0.00% VERIFIED

Final score: 99.96

Project Honey Pot SC rate: 99.93%
Abusix SC rate: 99.99%
Newsletters FP rate: 0.0%
Malware SC rate: 100.00%

Speed: 10%: @; 50%: @; 95%: @; 98%: @
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CYREN

SC rate: 98.89%

FP rate: 0.00%

Final score: 98.83

Project Honey Pot SC rate: 97.77%
Abusix SC rate: 99.73%
Newsletters FP rate: 1.4%
Malware SC rate: 99.48%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

VERIFIED
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ESET Mail Security for

Microsoft Exchange Server @ S
3
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SC rate: 99.997%

FP rate: 0.00% VERIFIED

Final score: 99.997

Project Honey Pot SC rate: 99.995%
Abusix SC rate: 99.998%

Newsletters FP rate: 0.0%

Malware SC rate: 100.00%

Speed: 10%: @; 50%: @; 95%: @; 98%: @
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Forcepoint Email Security
Cloud

SC rate: 99.42%

FP rate: 0.10%

Final score: 98.89

Project Honey Pot SC rate: 98.71%
Abusix SC rate: 99.95%
Newsletters FP rate: 0.4%
Malware SC rate: 100.00%

Speed: 10%: .; 50%: .; 95%: .; 98%: @
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Fortinet FortiMail

SC rate: 99.99%

FP rate: 0.00%

Final score: 99.99

Project Honey Pot SC rate: 99.998%
Abusix SC rate: 99.99%

Newsletters FP rate: 0.0%

Malware SC rate: 100.00%

Speed: 10%: @; 50%: @; 95%: @; 98%: @
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IBM Lotus Protector for Mail
Security

Dec 2017
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VERIFIED

SC rate: 99.98%

FP rate: 0.00%

Final score: 99.97

Project Honey Pot SC rate: 99.96%
Abusix SC rate: 99.99%
Newsletters FP rate: 0.4%
Malware SC rate: 99.98%

Speed: 10%: .; 50%: .; 95%: .; 98%: @
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Kaspersky for Exchange

SC rate: 99.97%

FP rate: 0.00%

Final score: 99.97

Project Honey Pot SC rate: 99.94%
Abusix SC rate: 99.99%
Newsletters FP rate: 0.0%
Malware SC rate: 99.88%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

Dec 2017

Vb

VERIFIED

virusbtn.com

Kaspersky Linux Mail Security

8.0 @
SC rate: 99.99%

FP rate: 0.00% VERIFIED
Final score: 99.99

Project Honey Pot SC rate: 99.99%
Abusix SC rate: 99.99%
Newsletters FP rate: 0.0%
Malware SC rate: 100.00%

Speed: 10%: .; 50%: .; 95%: .; 98%: @
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Libra Esva 4.1.0.0

SC rate: 99.95%

FP rate: 0.00%

Final score: 99.92

Project Honey Pot SC rate: 99.91%
Abusix SC rate: 99.98%

Newsletters FP rate: 0.7%

Malware SC rate: 100.00%

Speed: 10%: @; 50%: @; 95%: @; 98%:
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OnlyMyEmail’s Corporate
MX-Defender

SC rate: 100.00%

FP rate: 0.00%

Final score: 99.97

Project Honey Pot SC rate: 100.00%
Abusix SC rate: 100.00%

Newsletters FP rate: 0.7%

Malware SC rate: 100.00%

Speed: 10%: @; 50%: @; 95%: @; 98%:
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Scrollout F1

SC rate: 99.97%

FP rate: 0.31%

Final score: 98.20

Project Honey Pot SC rate: 99.93%
Abusix SC rate: 99.99%
Newsletters FP rate: 4.9%
Malware SC rate: 99.98%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

VERIFIED
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Vade Secure Cloud

SC rate: 99.66%

FP rate: 0.42%

Final score: 97.55

Project Honey Pot SC rate: 99.37%
Abusix SC rate: 99.87%

Newsletters FP rate: 0.7%

Malware SC rate: 99.95%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

ZEROSPAM

SC rate: 99.96%

FP rate: 0.00%

Final score: 99.81

Project Honey Pot SC rate: 99.92%
Abusix SC rate: 99.98%
Newsletters FP rate: 3.5%
Malware SC rate: 100.00%

Speed: 10%: @; 50%: @; 95%: @; 98%: @
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IBM X-Force Combined

SC rate: 95.33%

FP rate: 0.01%

Final score: 95.26

Project Honey Pot SC rate
Abusix SC rate: 95.31%
Newsletters FP rate: 0.0%
Malware SC rate: 97.78%

IBM X-Force IP

SC rate: 92.89%

FP rate: 0.01%

Final score: 92.81

Project Honey Pot SC rate
Abusix SC rate: 94.62%
Newsletters FP rate: 0.0%
Malware SC rate: 97.78%

IBM X-Force URL

SC rate: 19.98%

FP rate: 0.00%

Final score: 19.98

Project Honey Pot SC rate
Abusix SC rate: 2.93%
Newsletters FP rate: 0.0%
Malware SC rate: 0.13%

Spamhaus DBL

SC rate: 12.89%

FP rate: 0.00%

Final score: 12.89

Project Honey Pot SC rate
Abusix SC rate: 2.69%
Newsletters FP rate: 0.0%
Malware SC rate: 0.55%

Spamhaus ZEN

SC rate: 96.54%

FP rate: 0.00%

Final score: 96.54

Project Honey Pot SC rate
Abusix SC rate: 98.37%
Newsletters FP rate: 0.0%
Malware SC rate: 99.87%

: 95.36%

:90.55%

142.92%

1 26.62%

: 94.09%

Spamhaus ZEN+DBL

SC rate: 97.44%

FP rate: 0.00%

Final score: 97.44

Project Honey Pot SC rate: 95.52%
Abusix SC rate: 98.86%
Newsletters FP rate: 0.0%
Malware SC rate: 99.87%

URIBL (MX Tools)

SC rate: 12.02%

FP rate: 0.01%

Final score: 11.94

Project Honey Pot SC rate: 25.03%
Abusix SC rate: 2.34%
Newsletters FP rate: 0.0%
Malware SC rate: 0.03%

CONCLUSION

The message throughout the last 50 VBSpam tests has been

a fairly positive one: despite the fact that the spam landscape
changes constantly (and the product market with it: the ‘spam
filters’ we started testing in 2009 are now sold as ‘email
security solutions’), the overwhelming majority of spam is
blocked by a wide range of solutions. While we continue to
be critical when looking at individual product performance,
we are happy to be the deliverers of this good news.

The next test report, which is to be published in March
2018, will once again report on all aspects of spam. Those
interested in submitting a product are asked to contact
martijn.grooten @ virusbulletin.com.

APPENDIX: SET-UP, METHODOLOGY AND
EMAIL CORPORA

The full VBSpam test methodology can be found at
https://www.virusbulletin.com/testing/vbspam/vbspam-
methodology/.

The test ran for 16 days, from 12am on 11 November to
12am on 27 November 2017. The test corpus consisted

of 161,649 emails. 154,687 of these were spam, 65,964

of which were provided by Project Honey Pot, with the
remaining 88,723 spam emails provided by spamfeed.me,
a product from Abusix. There were 6,675 legitimate emails
(‘ham’) and 287 newsletters.

Moreover, 5,989 emails from the spam corpus were found
to contain a malicious attachment; though we report

@



separate performance metrics on this corpus, it should be
noted that these emails were also counted as part of the
spam corpus.

Emails were sent to the products in real time and in parallel.
Though products received the email from a fixed IP address,
all products had been set up to read the original sender’s IP
address as well as the EHLO/HELO domain sent during the
SMTP transaction, either from the email headers or through
an optional XCLIENT SMTP command*. Consequently,
products were able to filter email in an environment that
was very close to one in which they would be deployed in
the real world.

For those products running in our lab, we ran them as
virtual machines on a VMware ESXi cluster. As different
products have different hardware requirements — not to
mention those running on their own hardware, or those
running in the cloud — there is little point comparing the
memory, processing power or hardware the products were
provided with; we followed the developers’ requirements
and note that the amount of email we receive is
representative of that received by a small organization.

Although we stress that different customers have different
needs and priorities, and thus different preferences when it
comes to the ideal ratio of false positives to false negatives,
we created a one-dimensional ‘final score’ to compare
products. This is defined as the spam catch (SC) rate minus
five times the weighted false positive (WFP) rate. The
WFP rate is defined as the false positive rate of the ham
and newsletter corpora taken together, with emails from the
latter corpus having a weight of 0.2:

WEP rate = (#false positives + 0.2 * min(#newsletter false
positives , 0.2 * #newsletters)) / (#ham + 0.2 * #newsletters)

Final score = SC - (5 x WFP)

In addition, for each product, we measure how long it takes
to deliver emails from the ham corpus (excluding false
positives) and, after ordering these emails by this time,

we colour-code the emails at the 10th, 50th, 95th and 98th
percentiles:

@ (green) = up to 30 seconds
(yellow) = 30 seconds to two minutes
(orange) = two to ten minutes

@ (red) = more than ten minutes

Products earn VBSpam certification if the value of the final
score is at least 98 and the ‘delivery speed colours’ at 10
and 50 per cent are green or yellow and that at 95 per cent is
green, yellow or orange.

“http://www.postfix.org/XCLIENT_README .html.

VIRUS BULLETIN

Meanwhile, products that combine a spam catch rate of
99.5% or higher with a lack of false positives, no more than
2.5% false positives among the newsletters and ‘delivery
speed colours’ of green at 10 and 50 per cent and green or
yellow at 95 and 98 per cent earn a VBSpam+ award.

Editor: Martijn Grooten
Head of Testing: Peter Karsai

Security Test Engineers: Scott James, Tony Oliveira, Adrian Luca,
lonut Raileanu, Chris Stock

Sales Executive: Allison Sketchley
Editorial Assistant: Helen Martin
Developer: Lian Sebe

© 2017 Virus Bulletin Ltd, The Pentagon, Abingdon Science
Park, Abingdon, Oxfordshire OX14 3YP, England

Tel: +44 (0)1235 555139 Email: editor@virusbulletin.com
Web: https://www.virusbulletin.com/
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o e | o [ e [ e, | scre [ vasoun | Eod
Axway 6671 4 0.06% 371 154316 | 99.76% 99.42
Bitdefender 6675 0 0.00% 55 154632 | 99.96% Verified 99.96
CYREN 6675 0 0.00% 1711 152976 | 98.89% 98.83
ESET 6675 0 0.00% 5 154682 | 99.997% Verifisd 99.997
Forcepoint 6668 7 0.10% 894 153793 | 99.42% 98.89
FortiMail 6675 0 0.00% 10 154677 | 99.99% Verified 99.99
IBM 6675 0 0.00% 29 154658 | 99.98% Verified 99.97
Kaspersky for Exchange 6675 0 0.00% 21 154666 | 99.99% Verified 99.99
Kaspersky LMS 6675 0 0.00% 14 154673 | 99.99% Verified 99.99
Libra Esva 6675 0 0.00% 74 154613 | 99.95% Verified 99.92
OnlyMyEmail 6675 0 0.00% 0 154687 | 100.00% Verified 99.97
Scrollout 6654 21 0.31% 54 154633 | 99.97% 98.20
Vade Secure Cloud 6647 28 0.42% 533 154154 | 99.66% X 97.55
ZEROSPAM 6675 0 0.00% 67 154620 | 99.96% 99.81
IBM X-Force Combined” 6674 1 0.01% 7224 147463 | 95.33% N/A 95.26
IBM X-Force IP” 6674 1 0.01% 11004 143683 | 92.89% N/A 92.81
IBM X-Force URL" 6675 0 0.00% 123778 30909 19.98% N/A 19.98
Spamhaus DBL" 6675 0 0.00% 134744 19943 12.89% N/A 12.89
Spamhaus ZEN* 6675 0 0.00% 5345 149342 | 96.54% N/A 96.54
Spamhaus ZEN+DBL" 6675 0 0.00% 3967 150720 | 97.44% N/A 97.44
URIBL" 6674 1 0.01% 136100 18587 12.02% N/A 11.94

“The IBM X-Force, Spamhaus and URIBL products are partial solutions and their performance should not be compared with
that of other products.

(Please refer to the text for full product names and details.)
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Newsletters Malware Project Honey Pot Abusix Speed
STDev’

False 1pp ate| 415 scrae | P45 | scrate | T | sCrate 10% | 50% | 95% | 98%

pOSlthCS negatlves negatlves negatlves
Axway 3 1.1% 1 99.98% | 340 [9948% | 31 |9997%| 070 | ® | @ | ® | ®
Bitdefender 0 0.0% 0 [100.00%| 48 |99.93% 7 99%| 126 | ® | ® | ® | ®
CYREN 4 1.4% 31 99.48% | 1471 | 97.77% | 240 [9973% | 300 | @® | ® | ® | @
ESET 0 0.0% 0o |10000%| 3 199995%| 2 [99.998%| 005 | @ | @ | ® | ®
Forcepoint 1 0.4% 0 [100.00%| 849 |9871% | 45 [9995%| 126 | @ | @ | @ | ®
FortiMail 0 0.0% 0 [10000%| 1 ]99.998%| 9 92999% | 004 | @ | @ | ® | ®
IBM 1 0.4% 1 99.98% 24 99.96% 5 99%| 012 | ® | ® | ® | ®
Kaspersky for 0 0.0% 7 99.88% 8 99.99% | 13 [9999% | 064 | ® | @ | ® | ®
Exchange
Kaspersky LMS 0 0.0% 0 100.00% 6 99.99% 8 9.99% | 009 | ® | ® | ® | @
Libra Esva 2 0.7% 0 [10000%| 59 |9991% | 15 [9998%| 036 | ® | ® | @
OnlyMyEmail 2 0.7% 0 100.00% 0 100.00% 0 100.00%| 000 | @® | @ | @
Scrollout 14 | 4.9% 1 99.98% | 44 [9993% | 10 9999%| 026 | ® | @ | ® | ®
\C/?gstecure 2 0.7% 3 99.95% | 418 [9937% | 115 |9987%| 099 | ® | ® | ® | ®
ZEROSPAM 10 3.5% 0 100.00%| 50 99.92% 17 92998%| 031 | ® | ® | ® | ®
IBM X-Force 0 00% | 133 |97.78% | 3062 |9536% | 4162 |9531% | 551 | N/A | N/A | N/A [ N/A
Combined
%EMX'F“CQ 0 00% | 133 |97.78% | 6231 |90.55% | 4773 |94.62% | 7.01 | N/A | N/A [ N/A [ N/A
{?&}'Force 0 00% | 5981 | 0.13% | 37654 | 42.92% | 86125 | 2.93% | 19.15 | N/A | N/A [ N/A [ N/A
Spamhaus DBL* [ 0 0.0% | 5956 | 0.55% | 48407 |26.62% | 86337 | 2.69% | 12.96 | N/A | N/A | N/A [ N/A
Spamhaus ZEN" [ 0 0.0% 8 99.87% | 3896 |94.09% | 1449 |9837% | 451 | N/A | N/A | N/A [ N/A
Spamhaus
ENADBL" 0 0.0% 8 99.87% | 2956 |95.52% | 1011 |98.86% | 3.64 | N/A | N/A | N/A [ N/A
URIBL' 0 0.0% | 5987 | 0.03% | 49455 |25.03% | 86645 | 2.34% | 12.61 | N/A | N/A | N/A [ N/A

*“The Spamhaus products, IBM X-Force and URIBL are partial solutions and their performance should not be compared with that of
other products. None of the queries to the IP blacklists included any information on the attachments; hence their performance on the
malware corpus is added purely for information.

"The standard deviation of a product is calculated using the set of its hourly spam catch rates.

®0-30 seconds;

30 seconds to two minutes; © two minutes to 10 minutes; ® 0re than 10 minutes.

(Please refer to the text for full product names.)
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Hosted solutions Anti-malware IPvé | DKIM | SPF |DMARc | Multivle | Multiple

MX-records | locations

. Forcepoint Advanced
Forcepoint Malware Detection v v v v v
OnlyMyEmail Proprietary (optional) Yl V * \ \
Vade Secure Cloud DrWeb; proprietary \ \ v \ \
ZEROSPAM ClamAV v V V
* OnlyMyEmail verifies DMARC status but doesn’t provide feedback at the moment.
(Please refer to the text for full product names.)
Interface
Local solutions Anti-malware IPv6 | DKIM | SPF | DMARC Web
CLI | GUI API
GUI

Axway MailGate Kaspersky, McAfee \ \ \ \
Bitdefender Bitdefender \ \/ \ \
CYREN CYREN v V V
ESET ESET Threatsense Y \ V \/ V \
FortiMail Fortinet \ \ V V \/ \/ V
IBM Sophos; IBM Remote Malware Detection v y v
Kaspersky for
Exchange Kaspersky Lab \ \/ \ \
Kaspersky LMS Kaspersky Lab \ \/ V \/ \
Libra Esva ClamAV; others optional v \ \ v
Scrollout ClamAV V \/ V \/

(Please refer to the text for full product names.)
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Products ranked by final score
ESET 99.997
FortiMail 99.99
Kaspersky LMS 99.99
Kaspersky for Exchange | 99.99
OnlyMyEmail 99.97
IBM 99.97
Bitdefender 99.96
Libra Esva 99.92
ZEROSPAM 99.81
Axway 99.42
Forcepoint 98.89
CYREN 98.83
Scrollout 98.20
Vade Secure Cloud 97.55

(Please refer to the text for full product names and details.)

ESET
OnlyMyEmail Kaspersky LMS
VBSpam quadrant - December 2017 EortiMail
IBM
Kaspersky
® Scrollout ZEROSPAM——g for Exchange
99.90%
Libra Esva
Bitdefender
99.70%
@ Vade Secure Cloud Axwa

[}
99.50% ®
S
(o)
Forcepoint/. (73
<
99.30% £
(8]
£
<
-1
)

99.10%

98.90%

CYREN/.
98.70%
0.45% 0.40% 0.35% 0.30% 0.25% 0.20% 0.15% 0.10% 0.05% 0.00%
Weighted false positive (WFP) rate

(Please refer to the text for full product names and details.)

@




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


