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 ABSTRACT
Less than three decades after the Berlin Wall collapsed and ended 
an era of division between the East and the West, the world seems 
on the brink of making the same mistakes all over again, only this 
time in cyberspace. Walls and borders not only promote 
segregation, but have a negative impact on economy, creativity 
and technology, slowing down progress on every level.

Nowadays, walls are not just being raised in the real world, but 
on the Internet as well. Countries want to isolate themselves and 
shut down the information they are not comfortable with, or the 
companies they don’t want to do business with.

The ‘Great Firewall of China’, which blocks access to websites 
considered dangerous by the Chinese government, is not an 
isolated phenomenon – it was the domino which set a trend in 
motion. In the last decades, more and more countries and 
organizations have taken to following this Internet censorship 
and digital mass-surveillance trend.

Many times, the people who are affected are journalists or 
activists who are just trying to do their job. As surveillance 
technologies are rapidly becoming more sophisticated and the 
Internet is becoming more fragmented, we are still trying to 
grasp the real-life consequences of digital balkanization – a 
double-edged sword which is insuffi ciently debated.

Just as doctors on the battlefi eld have sworn to protect soldiers 
and civilians no matter which side of the border they are, 
security researchers do the same in cyberspace – being neutral 
in the face of threats against security and privacy.

Freedom of expression and unrestricted access to the Internet 
should be non-negotiable. They are basic human rights which 
we all should fi ght for. It’s time to ponder seriously the 
implications of mass-surveillance, censorship and Internet 
balkanization. We have to decide now what kind of Internet we 
want our kids to use – a free Internet, or one in which 
everything you say and do is monitored? 

A WORLD WITHOUT BORDERS

Migration and cultural diversity are at the core of human 
civilization [1]. Throughout history, innovation has always 
happened in places where human collaboration reached a peak. 
The ancient Silk Road trading route crossed borders connecting 
three continents, opening long-distance political and economic 
relationships that shaped the world we live in today.

Civilizations scattered around this path benefi ted not only from 
the exchange of goods and merchandise. What played a 

signifi cant role in the development of many nations was not the 
silk, but the exchange of syncretic philosophies, culture, various 
technologies, and even religious ideas [2].

By contrast, walls and borders promote segregation, and have a 
negative impact on economy, creativity and technology, slowing 
down progress on every level. While we often praise global 
collaboration and we fi nd value in sharing information with 
people from all across the world, we haven’t reached that 
maturity in our society that allows the tearing down of both 
physical and fi ctional walls. Physical borders still exist today 
and are often taken for granted – passport controls and security 
checks have become a blind routine for business and leisure 
travellers. Yet, we don’t always have to agree with borders, and 
from time to time we have the opportunity to do something 
about it and contribute to making the world more connected.

It was in 1989, the year that the Berlin Wall collapsed and ended 
an era of division between the East and the West, that Tim 
Berners-Lee created the world wide web as a way to surpass 
borders and share knowledge, just like the ancient Silk Road. ‘I 
hope we will use the Net to cross barriers and connect cultures,’ 
he said.

Back then, the thought of malicious actors operating in 
cyberspace was very far away. The Internet was built on 
freedom and trust; it was not meant to be secure. Privacy and 
security have only been added later, as extra layers on top of an 
already shaky foundation.

But this space of freedom and trust didn’t remain for long. Quite 
quickly, both nation states and private companies realized they 
wanted to control the fl ow of information their clients or 
citizens could have access to. Countries, for instance, wanted to 
isolate themselves and shut down the information they were not 
comfortable with or the companies they didn’t want to do 
business with. Businesses, on the other hand, were more 
interested in profi ts, failing to think about the implications of 
their actions on individual users or on society.

It became natural for some nation states and companies to build 
borders on the Internet or to agree with them. Soon, companies 
that build surveillance technologies began to thrive [3]. 

China was the fi rst nation to restrict online activity. The Internet 
arrived here in 1994, and it has been free for only three years. 
The Communist Party feared that the opposition would use it to 
gain power and spread information it wasn’t comfortable with. 
Therefore, it censored the net and imprisoned the members of 
the democracy movement. In 1997, the Ministry of Public 
Security launched a project known as the ‘Great Firewall of 
China’, which still blocks access to websites considered 
dangerous by the local government. 

Soon, more and more countries and organizations followed in 
China’s footsteps, and started to use Internet censorship and 
mass digital surveillance. Among those affected are those able 
to make a change: journalists and activists who try to do their 
job and keep a critical eye on governments. 

 BALKANIZATION OF THE INTERNET
The Internet was meant to unite us. However, physical borders 
are quite active in the online space. The cyberspace is becoming 
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more fragmented, a trend researchers call balkanization. The 
term is a geopolitical one defi ning the tendency of an area to 
divide into smaller parts, which are uncooperative or even 
hostile to each other [4].

Part of the division of the Internet has ‘natural’ causes: 
differences in language and culture have fostered an 
English-speaking Internet, a Chinese-speaking Internet and a 
Russian-speaking Internet, with different search engines and 
different social networks such as Weibo, VK and Facebook.

While citizens prefer to use the social network that is most 
active in their community, some will always fi nd ways to create 
links between separate graphs on the Internet, just like water 
fi lling two communicating vessels. John Gilmore, one of the 
founders of the Electronic Frontier Foundation, believes that the 
Internet ‘interprets censorship as damage and routes around it’. 
We should empower these routes, and not stand in their way.

There are organizations that want to keep the Internet free, as it 
was designed. They want to protect user data, but their work is 
not at all smooth. Often, they are being targeted with legal 
requests coming from nation-states, and often, they have no real 
choice when faced with high-level requests for personal data or 
digital censorship. A company can either comply with said 
requests, or risk having to relocate their business elsewhere. We 
should talk more about it and fi nd solutions. 

 THE DANGER OF SELF-CENSORSHIP
‘The amount of control you have over somebody if you can 
monitor Internet activity is amazing.’
Tim Berners-Lee

While surveillance technologies are rapidly becoming more 
sophisticated and Internet censorship is on the rise, we are still 
trying to grasp the real-life consequences of pervasive digital 
surveillance – a double-edged sword that is insuffi ciently debated.

Whether it is overtly applied or even self-infl icted, censorship 
has a negative impact on economy, creativity and technology, 
slowing down progress on every level. Empirical evidence 
supports the long-standing argument that the mere existence of 
surveillance shapes our online behaviour and leads to 
self-censorship [5].

Online surveillance incentivizes Internet users to refrain from 
looking up certain terms or topics. Some only decide to publish 
their ideas or opinions under fake identities, or start using the 
Internet anonymously, fearing that their unpopular actions could 
have consequences.

 ECONOMICS OF DIGITAL SEGREGATION
Press freedom is arguably the most important pillar of modern 
societies. Under increased mass surveillance, sources become 
harder to fi nd and are more reluctant to share their stories with 
journalists.

Investigative journalists are already upgrading their OPSEC 
skills to better protect against the prying eyes of malicious 
actors [6]. But their tools are hardly optimal and require 
extensive attention. Even a small mistake could ruin the delivery 
of a story that took months to research.

Most journalists know they have to protect against surveillance 
and try to fi nd ways to bypass censorship. Some are discouraged 
to report on critical issues, such as misuse of public funds or 
corruption. Every decrease in oversight is responsible for a 
directly proportional increase in corruption [7]. When such acts 
are not reported, we all pay the price.

What we do online can have a powerful impact on our economy. 
In 2011, the Internet accounted for 21% of GDP growth over 
the previous fi ve years among developed countries, a McKinsey 
study showed.

Most of the economic value created by the Internet falls 
outside of the technology sector, reaching even the more 
traditional industries. This makes the Internet a catalyst for job 
creation: so far, it has generated 2.6 jobs for each job lost due 
to automation [8].

 CALL TO ACTION
‘Ideas won’t go to jail. In the long run of history, the censor 
and the inquisitor have always lost. The only sure weapon 
against bad ideas is better ideas.’
Alfred Whitney Griswold

Security researchers protect people against security attacks, or 
privacy or digital rights violation. Just as doctors on the 
battlefi eld follow the Hippocratic Oath, trying to cure and care 
for soldiers and civilians regardless of the side they fi ght for, 
they have to be neutral. It’s no coincidence the same terms are 
being used in computer security – virus, infection, quarantine, 
epidemic, etc.

It’s time to ponder seriously the human rights implications of 
Internet balkanization. Do we want a truly free Internet for our 
kids, where ideas and creativity fl ow unrestricted, or one in 
which digital borders are ubiquitous?

Cybercrime is a borderless phenomenon. As defenders, we 
should aim for a united, diverse world, trying to connect nations 
and tear down the walls that divide us.

Evolution is a result of multiple choices, and in order to have 
real choice we need real access to information, as well as the 
chance to work together, as a global society, and to debate 
together the issues that might shape the future of humanity. 

Freedom of expression and unrestricted access to the Internet 
are non-negotiable. They are basic human rights [9] which we, 
as security researchers, should fi ght for.

REFERENCES
[1] Is migration good for the economy? OECD. 

https://www.oecd.org/migration/OECD%20Migration
%20Policy%20Debates%20Numero%202.pdf.

[2] About the Silk Road. UNESCO. https://en.unesco.org/
silkroad/about-silk-road.

[3] Privacy International launches the Surveillance Industry 
Index & New Accompanying Report. Privacy 
International. https://privacyinternational.org/blog/54/
privacy-international-launches-surveillance-industry-
index-new-accompanying-report.



3PAPER PRESENTED AT VB2018 MONTREAL

2018
3 – 5 October 2018
MONTREALWWW.VIRUSBULLETIN.COM/CONFERENCE

[4] Balkanize. Merriam-Webster. 
https://www.merriam-webster.com/dictionary/
balkanized.

[5] Greenwald, G. Mass Surveillance Results in Meekness, 
Fear and Self-Censorship, According to New Study. 
The Intercept. https://openmedia.org/en/mass-
surveillance-results-meekness-fear-and-self-censorship-
according-new-study.

[6] Carlo, S.; Kamphuis, A. Information Security for 
Journalists. https://tcij.org/sites/default/fi les/u11/
InfoSec%20for%20Journalists%20V1.3.pdf.

[7] Combating Corruption. The World Bank. 
http://www.worldbank.org/en/topic/governance/brief/
anti-corruption.

[8] Pélissié du Rausas, M.; Manyika, J.; Hazan, E.; 
Bughin, J.; Chui, M.; Said, R. Internet matters: The 
Net’s sweeping impact on growth, jobs, and prosperity. 
McKinsey Global Institute. https://www.mckinsey.com/
industries/high-tech/our-insights/internet-matters.

[9] Callander, A.; Kim, S. European Court Ruling Could 
Recognize Mass Surveillance Violates Human Rights. 
ACLU. https://www.aclu.org/blog/privacy-technology/
surveillance-technologies/european-court-ruling-could-
recognize-mass.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


