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Covering the global threat landscape

 VBWEB COMPARATIVE REVIEW 
WINTER 2019
Martijn Grooten & Adrian Luca

Together with email1, the web is one of the two major 
infection vectors through which organizations and 
individuals get infected with malware. Most organizations 
use web security products to minimize the risk of malware 
making it onto the network this way, thus avoiding having to 
rely solely on security products that run on the endpoint. 

In the VBWeb tests we measure the performance of web 
security products against a wide range of live web threats. 
We publish quarterly reports on the performance of the 
products that have opted to be included in our public testing. 
The reports also include an overview of the current state of 
the web-based threat landscape. 

THE WINTER 2019 THREAT LANDSCAPE
Though cybercrime is a global phenomenon, a signifi cant 
number of malware campaigns are run by individuals 
who take a break during the Russian Orthodox Christmas 
holidays. Indeed, we saw a decline in activity during this 
period, with many exploit kits either reducing or stopping 
their activity altogether.

1 See the regular VBSpam reports on the email-based threat landscape 
and email security products’ ability to protect email accounts. 
https://www.virusbulletin.com/testing/vbspam/

We believe that a number of exploit kits continued to be 
active during this period, but we only observed two, Rig 
and Fallout, during our test, with Fallout not delivering 
a full payload. This means that all 277 of the exploit 
kits observed were part of Rig, which uses a number of 
different gates. 

The Gandcrab ransomware continues to be a payload 
commonly delivered by exploit kits, while we also saw 
infostealers like AZORult and Vidar being delivered, the latter 
of which is fairly new2, as well as some adware families. We 
observed at least one case where a download of AZORult was 
followed by a download of the infamous Emotet malware.

Emotet was also seen regularly as the payload of direct 
malware downloads, which is not surprising given that it 
is often served via links in spam emails. Other payloads 
we observed included Ramnit, Hancitor and Mirai. We 
should note that it is likely that some of these malware 
samples would have gone on to install further payloads in a 
real-world scenario.

As we have seen in the past, the products in our test 
performed extremely well against drive-by downloads 
and the related, but less severe threat of in-browser 
cryptocurrency mining, with both of the products in 
this public report blocking 100% of the cases in both 
categories. Block rates of direct malware downloads were 
not quite as impressive, but still very high.

2 https://fumik0.com/2018/12/24/lets-dig-into-vidar-an-arkei-copycat-
forked-stealer-in-depth-analysis/

Post-infection traffi c following a successful infection attempt by the Rig exploit kit serving fi rst AZORult and then Emotet (traffi c 
highlighted with EKFiddle in Fiddler).
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RESULTS

Fortinet FortiGate

Drive-by download rate 100.0%

VERIFIED

WEB

Malware block rate 98.5%

Weighted average 99.9%

Potentially malicious rate 99.3%

Cryptocurrency miner 

block rate 
100.0%

False positive rate  0.00%

A long test period didn’t pose any problems for Fortinet’s 
FortiGate appliance, which blocked all drive-by downloads 
and all instances of in-browser mining we observed in our 
test. It also blocked all but a handful of direct malware 
downloads, meaning that Fortinet easily achieves its eighth 
VBWeb certifi cation.

Trustwave Secure Web Gateway

Drive-by download rate 100.0%

VERIFIED

WEB

Malware block rate 96.5%

Weighted average 99.7%

Potentially malicious rate 88.9%

Cryptocurrency miner 

block rate 
100.0%

False positive rate 0.00%

The last test saw Trustwave’s web security product catch up 
quickly with new threats, so we weren’t surprised to see it 
block all drive-by downloads and all instances of in-browser 
mining in this test. A small number of direct malware 
downloads slipped through, but in practice such misses 
would be mitigated by security products running on the 
endpoint. Trustwave is thus fully deserving of its seventh 
VBWeb certifi cation.

Fortinet FortiGate.

Trustwave Secure Web Gateway.
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APPENDIX: THE TEST METHODOLOGY
The test ran from 26 November 2018 to 13 January 2019 
(with a short break taken around the holiday season), during 
which period we gathered a large number of URLs (most 
of which were found through public sources) which we 
had reason to believe could serve a malicious response. 
We opened the URLs in one of our test browsers, selected 
at random.

When our systems deemed the response suffi ciently likely 
to fi t one of various defi nitions of ‘malicious’, we made 
the same request in the same browser a number of times, 
each with one of the participating products in front of it. 
The traffi c to the fi lters was replayed from our cache within 
seconds of the original request having been made, thus 
making it a fully real-time test.

We did not need to know at this point whether the response 
was actually malicious, thus our test didn’t depend on 
malicious sites that were already known to the security 
community. During a review of the test corpus some days 
later, we analysed the responses and discarded cases for 
which the traffi c was not deemed malicious.

In this test, we checked products against 277 drive-by 
downloads (exploit kits) and 1,067 direct malware 
downloads. To qualify for a VBWeb award, the weighted 
average catch rate of these two categories, with weights of 
90% and 10% respectively, needed to be at least 70%.

We also checked the products against 289 URLs that we 
call ‘potentially malicious’. These were URLs for which 
we had strong evidence that they would serve a malicious 
response in some cases, but they didn’t when we requested 
it. There could be a number of reasons for this, from 
server-side randomness to our test lab being detected by 
anti-analysis tools.

While one can have a perfectly good web security product 
that doesn’t block any of these, we believe that blocking 
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such URLs can serve as an indication of a product’s ability 
to block threats proactively without inspecting the traffi c. 
For some customers this could be important, and for 
developers this is certainly valuable information, hence we 
include it in this report and future reports.

The test focused on unencrypted HTTP traffi c. It did not 
look at extremely targeted attacks or possible vulnerabilities 
in the products themselves.

TEST MACHINES
Each request was made from a randomly selected virtual 
machine using one of the available browsers. The machines 
ran either Windows XP Service Pack 3 Home Edition 2002 
or Windows 7 Service Pack 1 Ultimate 2009, and all ran 
slightly out-of-date browsers and browser plug-ins.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


