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ABSTRACT
Recently, Android malware has shown a tendency towards large-scale distribution, which reduces the amount of time required 
for stealing data. Hackers implement such malicious code variants by reusing code. This paper proposes the use of the ‘Dalvik 
EXecutable Opcode Fuzzy’ (‘Dexofuzzy’) hash, which fi nds similar malware variants without the need for an analyst to have 
systematic or mathematical knowledge. Dexofuzzy is a method for generating similarity digests with software birthmarking of opcode 
sequences in Dex fi les based on ssdeep. The clustering results are obtained by N-gram tokenizing of the Dexofuzzy hash, which is 
generated from the malware samples. Observations and experimental results have demonstrated the effectiveness of Dexofuzzy’s 
similarity search in analysing the Android malware ‘Operation Blackbird’, which had previously been reported by ESTsecurity 
Security Response Center (ESRC). Finally, we have measured the similarity of the indicators of compromise (IOCs) in 74 reports 
published by AlienVault OTX and analysed the association between each report in order to attest the effi ciency of Dexofuzzy.

1. INTRODUCTION
Android malware has recently shown a tendency towards large-scale distribution, which reduces the amount of time required for 
stealing data. Hackers implement such malicious code variants by reusing code. According to a Kaspersky report [1], the number of 
incidences of Android malware in 2018 doubled compared with the previous year, despite the presence of security enhancements in 
the Android operating system [2, 3].

Many studies based on static, dynamic and hybrid analysis [4, 5] have been carried out in order to fi nd ways to better protect 
Android devices and users from malware threats. Machine learning and similarity algorithm-based methods have been applied to 
the previous analysis data [6, 7, 8]. Machine learning-based detection methods enable the clustering and classifying of multiple 
malware samples, but there is a usage limit on machine learning: high entry barriers make it diffi cult for general analysts to use 
such methods with mathematical and statistical approaches and there are considerable costs for the preprocessing and learning 
of datasets. In contrast, detection methods based on similarity algorithms can evaluate the characteristics of malware samples 
without the need for additional learning processes. Numerous similarity algorithms have been proposed to improve performance 
[9]. Although these algorithms require a hash index table for the similarity search, from the point of view of the analyst, the use of 
similarity algorithms is a much more straightforward method than machine learning.

In particular, the similarity digests algorithm is simple and fast and can be used to compare the similarity of form or objective 
among multiple samples. Searching for similar malicious codes requires minimum effort, which enables us to cluster and classify 
a large number of variant malicious codes. Although similarity digests have a limitation in inferring malignancy compared to 
existing analysis methods, it is simple and quick to cluster, classify and compare the large-scale samples. Because of these 
advantages, security researchers have introduced analytical methodologies using similarity digests for searching for similar 
samples – for example, Trend Micro proposed a similarity digest using the Locality Sensitive Hash (LSH), called TLSH [10], and 
JPCERT proposed Impfuzzy, which calculates an ssdeep hash of the import table of a given PE fi le [11].

In this paper, we propose the Dalvik EXecutable Opcode Fuzzy (Dexofuzzy) hashing method, which enables analysts to search 
and classify Android malware variants in a lightweight way. To do this, fi rst we parse a Dex fi le in APK (which stands for Android 
Package and compressed by zip) to extract opcode. Then we calculate the ssdeep value of the opcode generated from the previous 
step, which is named Dexofuzzy. To search malware variants, we tokenize the hashes generated by Dexofuzzy using N-gram, and 
then index them for a fast search.

This paper is organized as follows: Section 2 explains the techniques that are used in Dexofuzzy. Section 3 describes a method to 
search similar malware samples using Dexofuzzy extracted from opcode. In section 4, we verify the performance of Dexofuzzy, 
in which the malware samples are properly clustered. Finally, section 5 summarizes the results from each part and concludes by 
highlighting the signifi cance of the methodology that we have proposed in this paper.
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2. BACKGROUND

2.1 Android package structure

Android fi les have an APK extension and utilize the ZIP fi le format. The most essential components of the APK are 
AndroidManifest.xml, classes.dex, and resources.arsc. AndroidManifest.xml is an encoded XML fi le containing information about 
attributes and permissions of the app, and resources.arsc is an encoded fi le containing resource information about the app. In order 
to run the app, classes.dex, known as the Dex fi le, is used, which contains opcode and is used to generate Dexofuzzy. Figure 1 
illustrates the structure of the APK fi le.

Figure 1: Structure of the APK fi le.

2.2 Dex format

The Dex fi le is the most important fi le that contains the compiled code that runs on Android. When decompiling the Dex fi le (a.k.a. 
Baksmaling), it returns bytecode called Smali. The structure of the Dex fi le is shown in Figure 2.

Figure 2: Dex format.
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In the Dex fi le structure, Class Defs is a table that defi nes code information of Android fi les by Class. Class Data Offset is a set of 
bytecode offsets except for attribute information of class [12]. We use a method to parse the Class Data Offset of the Dex fi le to 
extract the opcode sequence. 

2.3 Software birthmarking

Software birthmarking is a promising technique used for the detection of software theft based on the use of unique characteristics 
to identify programs. A number of studies have been conducted to detect repackaged Android apps [13, 14, 15]. G. Myles et al. 
suggested a software birthmark using opcode-level N-gram [16]. In this paper, we use the software birthmark method on the 
opcode of Dex fi les to detect Android malware variants that reuse existing malicious code.

Figure 3: Birthmarking dex opcode by software birthmark.

2.4 Fuzzy hash – ssdeep

The Context Triggered Piecewise Hashes (CTPH) algorithm, proposed by J. Komblum, is a method that generates a similarity 
digest by dividing a fi le into segments using the Rolling Hash method, unlike the existing hashing method that guarantees integrity 
[17]. CTPH is designed to identify the similarity of data, and is currently used for analysing malicious code [10].

2.5 N-Gram tokenizer

N-gram is a contiguous sequence of n items from a given sample of text. The method is widely used for measuring the similarity 
of sentences in search engines, big data, and computer forensics. B. Wallace presented the results of clustering malware variants by 
hashing the malware samples to ssdeep and tokenizing them with 7-gram, and proposed the use of the N-Gram tokenizer for searching 
N-gram as one of the ways to improve the performance of ssdeep [18]. Elasticsearch is a search engine that provides a distributed, 
multitenant-capable, full-text search. Because it supports N-gram tokenizer, it is highly effective for similarity searches [19]. 

3. METHODOLOGY
This section describes how Dexofuzzy works to measure the similarity between Android malware families. Dexofuzzy parses the 
Dex fi le inside the Android fi le to extract the opcode, and the extracted features are used to generate the similarity digests using 
ssdeep. The features are also used to search for similar malicious code by tokenizing the generated Dexofuzzy to N-gram size and 
using the sliding window technique. Figure 4 is a schematic illustration of how Dexofuzzy is created.

3.1 Opcode sequence extraction

The classes.dex fi le, which is the core fi le required to run an Android application, is decompiled into Dalvik bytecode using 
APKTool [20]. We will use the opcode defi ned in Dalvik bytecode for the similarity search. In this paper, opcode has been 
selected because the opcode sequence will remain unchanged in spite of overall changes in the Dalvik bytecode, even in the case 
of changing the Package Name, Class Name and Method Name and adding one or more variables in reusable codes. Figure 5 is 
a representative example to show that Dalvik bytecodes are changed (except for the opcode sequence) in two identical malware 
samples by the addition of variables in the Method and by changing the Package Name. Therefore, opcode is the most powerful 
characteristic in the regard that the original remains unchanged despite changes in other elements when measuring the similarity of 
malware variants implemented by reusing codes.
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Figure 6 displays the process of extracting the opcode sequence from each method into Hex values by parsing the classes.dex fi le. 
The extracted opcode sequence is bundled into a single string that stores the opcode sequence of the Dex fi le in list form. Since 
such an opcode sequence string has unique characteristics of each method, the malware variants reusing the code contain a large 
number of opcode sequence strings that match in the list, compared to malware which is not implemented by reusing code.

3.2 Fuzzy hashing based on opcode sequence

As shown in Figure 7, the extracted opcode sequence string list performs the fi rst stage of fuzzy hashing for each string. Next, the 
fuzzy-hashed Methodfuzzy list is fuzzy-hashed again in the second stage to generate Dexofuzzy.

The ssdeep format is composed of BlockSize:Signature1:Signature2, where BlockSize is the minimum block size for rolling 
hashing. Signature1 is a signature generated by rolling hashing based on previously calculated block size, and Signature2 is a 
signature generated by rolling hashing with twice the block size. Dexofuzzy is a similarity digest generated based on ssdeep, 
which enables us simply to compare the signatures using the function ssdeep compare. Figure 8 shows the result of comparing two 
Android malware variants with Dexofuzzy.

Figure 4: Dexofuzzy’s smilarity digests.

Figure 5: Comparison of Smali code in malware variants.
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>>> import Ssdeep
>>> Ssdeep.compare("48:U7uPrEMc0HZj0/zeGnD2KmUCNc2FuGgy9fY:UHMHZ4/zeGD2+Cap3y9Q", "48:U7uPrEMc0HZj0/
zeGnV2KmDmUCNc9tzFuGgLM/xBDyw9V4XIU0pt:UHMHZ4/zeGV2lCa43LM5B/H7U0pt")
72

Figure 8: Results of comparing ssdeep using Dexofuzzy.

B. Wallace has confi rmed that Signature1 is more effi cient than Signature2 for searching malware by performing a test to compare 
the two signatures with 7-gram Slice with ssdeep [18]. Accordingly, we use Signature1 to search for similar malware variants in 
this paper. 

Figure 6: How to extract opcode sequence by method in classes.dex.

Figure 7: Generating process of Dexofuzzy.
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3.3 N-gram tokenizer sliding window search

We use Elasticsearch to search for Dexofuzzy by N-gram. Elasticsearch basically provides an N-gram tokenizer and indexes 
all generated N-length tokens. Figure 9 describes the process of tokenizing Dexofuzzy into 7-grams to detect the indexed 
seven-character strings with the sliding window technique.

Figure 9: Dexofuzzy N-gram tokenizer’s sliding window search.

In addition, Elasticsearch is useful for calculating the optimal thresholding value to increase the true positive rate and to reduce 
the false negative rate of each sample since the method enables the number of M to be specifi ed, where the N-gram strings are 
matched, as a parameter when searching. Figures 10 and 11 illustrate how to search for a similar Dexofuzzy by setting N-gram and 
Minimum Should Match (from Elasticsearch settings) in a single Dexofuzzy sample.

Figure 10: Partial matching results of Minimum_Should_Match = 3 with 7-gram.

Figure 11: Partial matching results of Minimum_Should_Match = 7 with 7-gram.

4. EXPERIMENT

This chapter presents the results of clustering and performance measurements on malware variants that are active in the wild, with 
the generated Dexofuzzy. We collected 212,955 malware samples and created a list of the ssdeep and Dexofuzzy hash values of a 
Dex fi le of the APK respectively, then searched samples using the Elasticsearch 7-gram tokenizer and clustered the result values in 
order to assess the performance of Dexofuzzy. 

In this section, we will also demonstrate the effectiveness of the Dexofuzzy similarity search using the visualization tool Gephi 
[21] to analyse the malware ‘Operation Blackbird’, which has previously been reported. Finally, we collected the malware samples 
based on indicators of compromise (IOCs) in AlienVault OTX reports published by multiple vendors and then created Dexofuzzy 
and clustered it in order to explain the relationship between the reports. Table 1 shows the confi guration of the environment for the 
experiment.
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CPU Intel(R) Core(TM) i5-7500 CPU @ 3.40GHz

RAM 24GB

Storage 240GB

OS Ubuntu 18.08 LTS 

Search engine Elasticsearch 7.2

Table 1: The environment for the experiment. 

4.1 7-Gram clustering result of Dex ssdeep vs. Dexofuzzy 

We clustered the similarity digest hashes of the Dex fi les, which were computed using Dex ssdeep and Dexofuzzy respectively, 
with 431 samples detected as Trojan.Android.KRBanker, to evaluate the performance of the two similarity clustering algorithms. 
Figure 12 shows the clustering results of Dex ssdeep and Dexofuzzy by using the 7-gram search.

Figure 12: Clustering result from Dex ssdeep vs. Dexofuzzy 7-gram.

The experimental results show that Dex ssdeep hashes are clustered into 144 groups and 21 groups are clustered by Dexofuzzy 
– the clustering size of Dexofuzzy is seven times smaller than that of ssdeep, which means that Dexofuzzy is more effective 
than ssdeep. Next, we conducted an experiment to search for multiple Dexofuzzy hashes simultaneously to measure the search 
performance of the Elasticsearch tokenizer. Figure 13 shows the operation time of Dexofuzzy when searching 212,955 samples at 
the same time.

Figure 13: Search running time of Elasticsearch 7-gram tokenizer.
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4.2 ‘Operation Blackbird’ sample clustering

In the following experiment, we searched for similar variants using 7-gram tokens of Dexofuzzy generated in 10 malware samples 
from the IOCs [22] of ‘Operation Blackbird’ reported by ESTsecurity. Figure 14 shows the clustering result of the additionally 
found malware variants among 212,955 samples.

Figure 14: Dexofuzzy 7-gram search of ‘Operation Blackbird’ samples.

A total of eight variants (excluding the original malware) were found from the 10 malware samples from the IOCs [22] of the 
‘Operation Blackbird’ report. Table 2 presents the MD5s of the searched malware samples and the detected Dexofuzzy 7-gram 
tokens, which are highlighted in bold.

We have analysed the samples in Clustering D based on the IOC (MD5: 20a274cbc057bd2035961af97724b70c), which is 
indicated in the report ‘Operation Blackbird’, to identify the similarity of the samples from the clustering results. Table 3 shows the 
MD5 and Dexofuzzy hashes which are created from samples in ‘Operation Blackbird’ and Clustering D, and Figure 15 describes 
the class structure of three malware samples.
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Label MD5 Dexofuzzy Size (bytes)

Clustering A

11ac1b71368f35f20b3edcc108779ec0
768:xxRjpEiGPZJXw1rekqFPwmk/bGagrfk7mFaoEcz5
T3sciP48k3BxcW:xjpEpRJXw1CzIZBRiF3d3NiQ8k3oW

437,435

57b318d68307ad2d4eb7c875e5e254cf
768:xxRI434VRH5FPwmk/bGagrfk7mFaoEcz5TIsciP4
8k3Bxcx:xH34VRHLIZBRiF3dINiQ8k3ox

1,903,214

7b04fb5f405661805439dc4cb5d27d66
768:xxRzQsj7UZJWmGm09FPwmk/bGagrfk7mFaoEcz
5T3sciP48k3BxcW:xzQsvGJWmGjXIZBRiF3d3NiQ8k3
oW

420,495

8b38b9f15fe4f04dc01334ea72f365a8
768:xxRzQsj7pZJWmGm09FPwmk/bGagrfk7mFaoEcz
5T3sciP48k3BxcW:xzQsvPJWmGjXIZBRiF3d3NiQ8k3
oW 

420,443

Clustering C

3a7eeac01632016b7a4509b267a4b4bb
12:l6rjux+B9xa3GUGrW/JU/fX4bznCrrNNlu8LL+GhU
tKjxH+YrbB99QuJVQQQQL5b:0ux+B9MxGrW/JU//4b
zerNNlu8LLhsKv

93,272

9dfa20544e7694e50f63d298db0e4718
12:l6rjux+B9xa3GUGrW/JU/fX4bznCrrNNlu8LL+GhU
tKjxH+YrbB99QuJVQQQQL5b:0ux+B9MxGrW/JU//4b
zerNNlu8LLhsKv

24,514

Clustering D

aecf1472bd8a061fd0fdd0722b841ee0
24:CVb9X92WLLLLLLLTgGyplomnwlomx0+NssWw
ftQgK7ZHOV82:wd9BAlwGsWwlcYD

726,261

c919f72a8a0a64edd6a68dfe20e6bb36
24:Wx4KAKtRQbIk4ldSZ2WLLLLLLL0NENCSVtxgG
5:kHvwMk4ldSZWGxZ5

11,094,249

Table 2: Sample IOCs and Dexofuzzy.

Label MD5 Dexofuzzy Size (bytes)

Operation 
Blackbird 
IOC

20a274cbc057bd2035961af97724b70c
12:H7Oe0yovJkUTSX9Xh75L7xZ2PeLLLLLLL0NEN/
aVtXp6gg695:Ha9vJkU2tXhzZ2WLLLLLLL0NENetxg
G5

1,897,320

Clustering D

aecf1472bd8a061fd0fdd0722b841ee0
24:CVb9X92WLLLLLLLTgGyplomnwlomx0+NssWwf
tQgK7ZHOV82:wd9BAlwGsWwlcYD

726,261

c919f72a8a0a64edd6a68dfe20e6bb36
24:Wx4KAKtRQbIk4ldSZ2WLLLLLLL0NENCSVtxgG
5:kHvwMk4ldSZWGxZ5

11,094,249

Table 3: IOCs and Dexofuzzy.

Figure 15: Class structure of malware in ‘Operation Blackbird’ and Clustering D.
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Analysing three malware samples revealed that the same source code was partially reused in ‘20a274cbc057bd2035961af97724b70c’ 
and ‘c919f72a8a0a64edd6a68dfe20e6bb36’, and that ‘aecf1472bd8a061fd0fdd0722b841ee0’ was created by adding the logic to 
specify the malicious behaviours. Figure 16 illustrates the logic added in malware samples.

Figure 16: Logic added in malware variants.

4.3 AlienVault OTX reports relationship

Finally, we have investigated the correlation using Dexofuzzy based on 2,494 IOCs extracted from 74 AlienVault OTX reports 
released by multiple vendors. Appendix A represents the correlation of 74 AlienVault OTX reports. We have selected 465 IOCs from 
15 of the AlienVault OTX reports and clustered the samples to analyse the correlation between the reports in this experiment. Figure 
17 shows that there are four types of relationship in the results of analysing the 15 reports, which were clustered into six groups. 

Figure 17: Relationship of 15 AlienVault OTX reports.
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4.3.1 Relationship of samples containing similar opcode sequence

The fi rst type is the relationship, in which opcode sequence is similar, clustering nine reports into four reports, as shown in 
Figure 18.

Figure 18: Clustering reports containing similar opcode sequence.

Tables 4 to 7 show clustering results (MD5, Dexofuzzy) of the set of malware samples containing a similar opcode sequence. The 
samples in each report are clustered by similar logic, and the clustered reports are correlated according to the themes.

Title MD5 Dexofuzzy
Size 
(bytes)

Android banking 
malware masquerades 
as Flash Player

78c2444fe15a8e58c629076781d9442a
96:VsMRXFTmw+cFcpF1THYb6Hi4W493J05zRo/+
8257Nx1FwxocRVT:VsMOKSe6HRWc0By+8211
FEocRVT

212,981

MARCHER GETS 
CLOSE TO USERS 
BY TARGETING 
MOBILE BANKING 
- ANDROID APPS 
- SOCIAL MEDIA - 
AND EMAIL

140687aa4d4fc70175c7df1d737d5515
96:5yMzj+xFTmXrcupF1THvb6Hi47493J05zMFom
UZ91k7G1bZPPfpRea:5yMzjjIuZ6HR7c0BPmUZ
9N1FPXpRea

212,985

c918c977d48855d115527eddde7dbc99
96:zP6jkAKcWFTmopF1THPb6Hi47493J05zbJ6O+
6197d1bZ3JhBe4:zP6jkAZzoJ6HR7c0BbT+6h1F5
hBe4

212,995

f741d7f608a826e96d06a549602b1ce2
96:VWjY++FTm4cFcpF1THPb6Hi47493J05znMm
qzaKQk7d1bZq+xrBeH:VWjYWvSJ6HR7c0BnIza
KH1FlxrBeH

212,973

Table 4: Sample IOCs and Dexofuzzy.
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Title MD5 Dexofuzzy
Size 
(bytes)

Monero-Mining 
HiddenMiner 
Android Malware 
Can Potentially Cause 
Device Failure

530bd6c95c3a79c04f49880a44c348db 384:H3Ddbm8whYHVxIiKXB+O51BVapknL+
G2Po1V2CxETzHz:xfB1xIiKXB+gV6knL+GOo1
V2CxETzT

3,281,844

a13126ed31b3a7982133ff57e6f9676d 3,281,844

659909c20269c630372eac4878e679ca

384:H3DEbm8whYHVxIiKUO51BVapknL+G2
Po7V2CxETzHz:YfB1xIiKUgV6knL+GOo7V2
CxETzT

2,725,223

73415fbf16952894e0620b40766d9e2f 2,725,223

a765d2829b80d812b321c663d8d8320e 2,725,223

c18f39c4b09e542926d728195b88e418 2,725,223

c36475ede88631a74f046bd2d4c96405 2,725,223

ef161923c7a6f99d134467ca21e34410 2,725,223

fffb8d51838af6bb742e84b8b16239bb 2,725,223

642bef4824d549ac56520657a1868913
384:i/Cm8whYHVxIiKSO51BVapknL+G2Po7
V2CxETzHz:4yB1xIiKSgV6knL+GOo7V2Cx
ETzT

4,848,132

a0f776e61cf4ddc55c28051583fbb28e 4,848,132

e24a0d6b17a9dbf0456bbf4bb93adb25 4,848,132

CoinMiner and other 
malicious cryptominers 
targeting Android

766055b991805fe8ef0a1c96643a98a1
384:H3Ddbm8whYHVxIiKXB+O51BVapknL
+G2Po1V2CxETzHz:xfB1xIiKXB+gV6knL+
GOo1V2CxETzT

3,281,844

Table 5: Sample IOCs and Dexofuzzy.

Title MD5 Dexofuzzy
Size 
(bytes)

Operation C-Major 
actors used Mobile 
Spyware Against Targets

11ba93d968bd96e9e9c9418ea1fdcbbc

384:qK9ydh5ix2PaQdyUrrrr6CpXX5asWMou
mGTdhJl6w39qfcknpWCYgapOaUyHYrrZ:V9
ShwxeQCpXX57IfckkPgap5Zs

202,743

af046d94f254a3f85a0ba731562a05c5 216,084

ce59958c01e437f4bdc68b4896222b8e 196,513

dfd2eca84919418da2fa617fc51e9de5 216,081

Group5: Syria and the 
Iranian Connection

8ebeb3f91cda8e985a9c61beb8cdde9d
384:qK9ydh5ix2PaQdyUrrrr6CpXX5asWMou
mGTdhJl6w39qfcknpWCYgapOaUyHYrrZ:V9
ShwxeQCpXX57IfckkPgap5Zs

206,939

Investigating a Libyan 
Cyber Espionage 
Campaign Targeting 
High-Profi le Infl uentials

93ebc337c5fe4794d33df155986a284d
384:qK9ydh5ix2PaQdyUrrrr9CpXRgasWMou
mGTdhJl6w39qfcknpWCYgaLkaUyH52W2:V9
ShwxerCpXRg7IfckkPgaLrgeQ

260,991

Table 6: Sample IOCs and Dexofuzzy.
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Title MD5 Dexofuzzy
Size 
(bytes)

KevDroid: New Android 
Malware

56b1f4800fa0e083caf0526c3de26059
3072:KEKQgvB+ZNXB/ZTUKvcb0crwIbRo
TX5DySGpUfpnKd6p76pw66M6pB66p8tAh
pop:jvgv+NXHBSwIwDyjCYeTyFnZoixug5

3,820,830

Reaper Group Updated 
Mobile Arsenal

d6abaa07f7e525153116c98412115b2e
3072:EEKQgvB+ZNXB/ZTUKvcb0crwIbRkT
X5DySGpUfpnKd6p76pw66M6pB66p8tAhpop:
Nvgv+NXHBSwIkDyjCYeTyFnZoixug5

3,895,493

Table 7: Sample IOCs and Dexofuzzy.

4.3.2 Relationship of identical samples in reports

The second is the group of samples including the same MD5, which clusters similar samples, leading to the result that there is a 
relationship among the analysed reports. Figure 19 shows the relationship between the reports, in which similar malware samples 
are clustered.

Figure 19: Clustering identical samples in reports.

Table 8 (on the following page) describes two reports where similar Telegram malware was examined, enabling us to clearly 
identify if those samples are similar using Dexofuzzy.

Table 9 (on the following page) shows that there are eight malware samples containing the same SHA-256 in the reports ‘Kemoge: 
Another Mobile Malicious Adware Infecting Android’ and ‘GOOLIGAN MORE THAN A MILLION GOOGLE ACCOUNTS 
BREACHED’. Additionally, three more similar samples were found in the IOCs of the report ‘GOOLIGAN MORE THAN A 
MILLION GOOGLE ACCOUNTS BREACHED’ based on the identifi ed samples.

4.3.3 Clustering malware samples using packer

The third type clusters malware samples that are packed using the same logic. In this case, however, there is no correlation 
between the reports. Figure 20 shows the clustering results of the malware samples that are packed by similar packers Qihoo 
and Tencent. 
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Title MD5 Dexofuzzy
Size 
(bytes)

TeleRAT: Another 
Android Trojan 
Leveraging Telegrams 
Bot API to Target Iranian 
Users

9d23f7688a82d487a8bb87df19cb2426

768:L6T++XMpGVznLwCtyaipLbV8wyNN7HN
NzNNZczC:L6TeG1v2Laf77HX

412,903

Android Trojan 
controlled via Telegram 
spies on Iranian users

34be73f9fdccc152530f2d6cc26cc640 413,917

356f50c4202d6e96462484004d06f25e 413,943

6a5f850d5f6a319bba2326a7e015dc97 417,678

7399e38c0729c122d02a6085391cbb5a 467,413

a6c6daed941a33248c5232a4507ee726 413,915

3f13c5c6de3139ecf86120df58cc4b53
768:L6T++XMpGVznLwCtyaipLbV8wyNN7HN
NzNNZcztMrAnwMUr/ZL:L6TeG1v2Laf77HW
MrAnHUr/d

563,806

Table 8: Sample IOCs and Dexofuzzy.

Title MD5 Dexofuzzy
Size 
(bytes)

Kemoge: Another Mobile 
Malicious Adware 
Infecting Android

&

GOOLIGAN MORE 
THAN A MILLION 
GOOGLE ACCOUNTS 
BREACHED

0c67d0919e574a6876c73118260368ee
6144:y2EM9UzoyIqvv5RqdGMhukivPW2UX4
LtT2VSL+J:xphuWdXcTb+J

4,305,803

162cb09e2eebd595eae2617cd3af1d0d
1536:2mjgynBC0okyF32Bc688O/daKTmYv01
pTP7TiePwGbQCfY7b/0IY9jXFyv:2mjjn4D12T
O/daKTf6p7tf16D0H9jXF4

5,679,125

1be29a6622543f6f5063eda1d83a4e49
768:+dtDwG46p13cVpVCORmXrqRu/LWzxnt
TUdcFXjT96ppFtpHb/0Dd5Y9j8m+FZx54:aW6
pMKOgqzbw37b/0bY9jDFya

7,932,730

7cd86d83d916dbd9b04d0e7e4f9ff6e8
1536:7U1c27yCCb7WnWW8mtxXW79INd9BZ
C9jDQPdn:I227yCQSbn/WAd09jDQ1n

4,257,499

abaf6cb1972d55702b559725983e134a
3072:r2L6sy4CDTN0QFKY9jeFn9wC2/7kqTN
18CcGpunZZUWjm6dUYvWy6Gw1tqPqjdo5:r
2usyHTN0MGxFIN18O9W7Xq2wovvavs

7,010,193

b36a751d72e2bdea80e7ff72b6fb3a41
6144:y280dGmoXd9id49zvvRck2XMxBP5HhA
5J:KhPPnCJ

9,008,353

bf6dc2f78baed212f6aa4268da086e09
768:LdlewFo1cxyn3vjSo1Z0mAwazUGK6HHH
H51F5Ga5QZWN4LBjNFE3laFbIlLXBF6j:3i1
ci7faOSW79INQBZ09jDwPdn

3,068,850

cec85188308644273332d00d633ab875
1536:2mjgynBC0okyF32Bc688O/KOhTS01pT
P7TFePwGbQJYnfY7S:2mjjn4D12TO/KOhTS
6p7Ifb6S

5,000,787

Table 9: Sample IOCs and Dexofuzzy.
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Figure 20: Clustering malware samples by types of packers.

Figure 21 displays the clustered malware samples using the packer Qihoo, and Table 10 indicates the details of the fi ve clustered 
malware samples from the reports from ‘GOOLIGAN MORE THAN A MILLION GOOGLE ACCOUNTS BREACHED’ and ‘A 
Whale of a Tale: HummingBad Returns.’

Figure 21: Class structure of sample using Qihoo packer.

Title MD5 Dexofuzzy
Size 
(bytes)

GOOLIGAN MORE 
THAN A MILLION 
GOOGLE ACCOUNTS 
BREACHED

5b446ec92f1cf0a2a06fbe66a95a6c89
3072:2+y4CDTN0Qw7Nw968CcGpunZZUWj
m6dUYvWy6Gw1tqPqjtXYklAIvvX4vW:2+y
HTN0n5x8O9W7XqlzvvovW

4,134,488

d7b8e2001ea50c008a6ed068cdbb716c
6144:woyIqvv5RqdGShukivPW2UX4LtTmGt
ZK2:1PhuWdXcTNtr

3,120,712

ef835c570bed7d36b8a935a6b7d85b8a
3072:LsyNRmWsOpC/PvvPpAadG8r767yEjR
movi6p0IvWy6Gw1twIPoV+dLnSmitW8Xl3:
Lsyv5SvvPFdG1fjUov/0pocdbS/t3

2,471,905

Table 9 contd.: Sample IOCs and Dexofuzzy.



VIRUS BULLETIN   www.virusbulletin.com 

OCTOBER 201916

Title MD5 Dexofuzzy
Size 
(bytes)

GOOLIGAN 
MORE THAN A 
MILLION GOOGLE 
ACCOUNTS 
BREACHED

eda506a6c01c3c7e149ebaebcf929c40
6:z9m3KnKA4fdQV/EughUtDK1LAYDK4HSM
Es+cSVPZw:z9m364fyVsu5tDU12aSNcS/w

1,366,251

62ca1a7b1d90d2af1f7f166ec2f5167f 6:zLMXv56Pikl7KnKA4fdQV/EughUtDK1LAY
DK4HSMEs+cSVPZw:zQh6Pikh64fyVsu5tDU12a
SNcS/w

1,379,340

7158222d72465a7ee9c3616582e0ee00 1,369,341

A Whale of a Tale: 
HummingBad Returns

b5103298638ec324923422559d3ace55 6:zLMXv56Pikl7KnKztsk4fdQV/PfwVrUtDsqxhY
DK4HSerDc+coHbPWk:zQh6Pikhjs/fyV4VAtDLQ
2aSefcy1

3,919,190

ea6ef49be139f6180b14f2dd007c8349 4,014,418

Table 10: Sample IOCs and Dexofuzzy.

The 28 samples in the reports ‘A Whale of a Tale: HummingBad Returns’ and ‘New Rootnik Variant’ were clustered by 
the similarity of the logic used in the Tencent packer. Figure 22 presents the result of analysing the class structure of four 
representative malicious codes from each cluster based on Dexofuzzy, and Table 11 shows a list of malware samples packed by 
Tencent using 7-gram search of Dexofuzzy. 

Figure 22: Class structure of sample using Tencent packer.

4.3.4 Incorrect clustering caused by excessive usage of SDK

The fourth cluster of malware samples contains more SDK opcode sequence than malicious opcode sequence due to excessive 
usage of SDK, as shown in Figure 23.

Figure 24 shows an example of two samples which are incorrectly clustered due to the reason mentioned above, and Table 12 
details the two samples that are detected by the 7-gram search of Dexofuzzy. As the 7-gram search of Dexofuzzy is based on the 
similarity of opcode sequence, malware samples are clustered according to the SDK usage rather than the logic similarity in case 
the proportion of malicious logic is relatively lower than that of SDK usage.
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Title MD5 Dexofuzzy Size (bytes)

A Whale of a Tale: 
HummingBad Returns

5f512bf1f51141d4201dcfe819dc2165 384:9IIiCtwXLNRtwkqrEEDjyqJP21bS8FhYLZ
bL9:9IIiCtmPwjyq521WLZbh

13,814,432

8b453869402743b3f2b88163d6cf1b32 3,891,624

0cc5d5436d7ff42886b74e89cf6f7047

384:9IIKCtwXLNRtwkqrEEDjyqJP21bS8FhYL
ZbL9:9IIKCtmPwjyq521WLZbh

3,192,437

15be23d3724fafaa16c7e68f1f6466f6 3,201,547

2e3990fd4af3ea26066a7180b24bb435 15,303,085

3d0f8954e8324ac0143bd1a10723538a 15,261,131

4c635fcce49743de86d8f9cc58d2de8b 3,671,850

5ee2367fa2c4f8dc79a9d466148b3819 15,259,287

69e30a40e68d85140bd881f195bc791a 3,671,824

7c7b32233f94e850703880caee1bac15 2,593,776

81426b5812f164f16daf0c59e0593dbe 3,853,283

9388b89593e515e89263c113d1245e04 14,858,701

9e8b27b00da7f56371125c5659b09f20 15,316,677

b7c173fa6b86ba87f13a4b6221646b49 14,781,770

ceab2234b547df62747d901397b419d2 2,615,708

dc34055f88595063cc66baf238486919 15,245,522

e3c22b146d4cf6aa70292ee12622afeb 12,136,614

0a533a3f76496e57d11a9d6c3ed3258b

384:9IIVCtwXLNRtwkqrEEDjyqJP21bS8FhYL
ZbL9:9IIVCtmPwjyq521WLZbh

15,303,017

1aeb25ac71b8fc1b76f87e2db5f7d650 16,093,071

296bed0e48929cd83b84624239683ded 12,978,770

533fa599f95864701025b205cd24226e 14,762,818

77cf656556bfdcd0bbdfd7a8d48702de 11,831,615

9d7adfe4e98ed8dc0623c6a6bed85adf 12,970,387

a7917eacaf02c715a8e232ae18551a09 14,805,954

deca693848b8926a32ae1048e02d5b52 4,045,436

e69ca52ff99ac45c30a7eca833bf17c0 3,943,398

eaf5620c94ca479f49593350e0e53052 16,090,695

New Rootnik Variant fc2b5e892ce00df128545247ddd9d104
384:QIIdVCtwXLNRtwkqrEEDjyqJP21bS8FhYL
ZbL9:QIIdVCtmPwjyq521WLZbh

1,810,587

Table 11: Sample IOCs and Dexofuzzy.
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Figure 23: Incorrect clustering caused by excessive usage of SDK.

Figure 24: Examples detected as similar samples using the SDK.
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Title MD5 Dexofuzzy
Size 
(bytes)

GOOLIGAN MORE 
THAN A MILLION 
GOOGLE ACCOUNTS 
BREACHED

1634b1fb3b353019e9d3b7b3d21507ab
768:XgwscmCnqs+13uXFAF5UPgoj8iSfU5Ngk5
bqlA9D/Hx:X+cmCnMBkPgojh1NfbqlABJ

429,516

A Whale of a Tale: 
HummingBad Returns

9e099645a13a339f83af08941db40056
768:BJlKnhSX7RF96rXlOaLQWmjI0T21utTj8i0
fU5Ngk5bqlA9D/Hx:BJl3L8jLyM01Bjh/
NfbqlABJ

1,693,075

Table 12: Sample IOCs and Dexofuzzy.

5. CONCLUSION
As Android malware has shown a tendency toward large-scale distribution, users need more effi cient and reliable analysis 
information to cope with the rapidly changing security environment. This paper proposes the methodology ‘Dexofuzzy’ to 
overcome the limitations of hardware resources or analysis environment. Dexofuzzy measures the similarity among a large number 
of Android malware variants by using opcode of the Dex fi le. In addition, Dexofuzzy utilizes Elasticsearch’s N-gram tokenizer, 
making it easier to perform a quick analysis of similarities. 

In this paper, we have used Dexofuzzy to fi gure out the correlation based on 2,494 IOCs from 74 AlienVault OTX reports 
written by various vendors (see Appendix) and identifi ed the correlation by mainly utilizing 15 reports and 465 samples among 
those reports. In addition, the eight more unknown samples were found among the 212,955 samples by utilizing the similarity 
search ‘Dexofuzzy’ with the IOCs of the report ‘Operation Blackbird.’ However, Dexofuzzy has limitations in that samples are 
incorrectly clustered when they are packed with the same packer or the proportion of SDK usage is excessive. It is recommended 
to use existing static and dynamic analysis methods along with Dexofuzzy to overcome these limitations, which helps us to more 
effectively respond to the large and rapidly evolving sets of Android-based malware. This tool is an open-source project that can be 
downloaded from the GitHub repository [23] and is also provided in the Pypi repository [24].
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