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ABSTRACT

In a fundamental regime that is constantly wary of anything that might jeopardize its stability, and a
region that is a hotbed of political conflicts and dissensions, it is not surprising to discover a large-scale
surveillance campaign that keeps an eye out not only for external threats, but also for internal ones.

Lately, we uncovered an operation dubbed ‘Domestic Kitten’, which uses malicious Android
applications to steal sensitive personal information from its victims: screenshots, messages, call logs,
surrounding voice recordings and more. This operation managed to remain under the radar for a long
time, as the associated files were not attributed to a known malware family and were only detected by
a handful of security vendors.

Whether it is an application that changes the device’s background into ISIS-related images, or one
that impersonates a legitimate Kurdish news agency, the malicious APKs used by this actor were
tailored for the use of specific ethnic groups. Those ethnic groups and minorities can be considered a
natural enemy to the Islamic Republic of Iran: Kurds, ISIS supporters, Sunni Muslims, and even
Iranian citizens.

Our suspicions of the attack’s origin were confirmed when we were able to gain access to logs that
were uploaded from the victims’ infected devices to the C&C servers. The information we gathered
from those findings revealed the true dimensions of the attack as well as its lifespan, with the earliest
malicious instances dating back to 2016.

In our presentation, we will discuss the evolution of the mobile spyware, the Iranian fingerprints it
carries, and the political motives behind the launch of such an attack. In addition, we will share
never-before-seen insights into the data stolen from hundreds of victims.

INTRODUCTION

Domestic Kitten is a targeted attack and a surveillance operation that has been utilizing backdoors for
Android devices to infect victims in the Middle East since at least 2016.

We assess with high confidence that this attack originates from the Islamic Republic of Iran and,
surprisingly enough, although it has managed to infect hundreds in multiple countries in the Middle
East, the majority of its victims are Iranian. This led us to believe that this is an internal Iranian
operation, and earned the attack its name: Domestic Kitten.

Our investigation started when we found one instance of the mobile backdoor that targeted ISIS
supporters, and through it we were able to track a large-scale campaign that has remained under the
radar for years, and is still active even after we uncovered and publicly disclosed most of its TTPs.
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WHERE IT ALL STARTED

The first malicious APK we found was one that masqueraded as an application for changing

wallpapers. The application was called ‘The State of the Islamic Caliphate’ (translated from Arabic),
and offered ISIS-themed wallpapers.

\ C ) )
Figure 1: The first malicious APK masqueraded as an application offering ISIS-themed wallpapers.

The Manifest file revealed that the application has permissions to access almost everything stored on
the device it is installed on, including logged-in accounts, call history, contacts, and more.

Figure 2: The application has permissions to access almost everything stored on the device.

The MainActivity is found in the ‘intense.publ.sbgs’ package, which is in charge of the wallpaper
changing functionality.

android: label="@string/app_name’

and

Figure 3: The MainActivity is found in the ‘intense.publ.sbgs’ package.

Another interesting package that caught our attention was ‘com.andriod.browser’, as a class in this
package is called from the MainActivity. Not only does this package misspell the word ‘android’, but
it is also the malicious component of this app.
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5 Source code

- android

-3 bolts

=88 com

| - andriod.browser
f# intense.publ.sbgs

i E-f# startapp.android.publish
#-#3 org.apache.http.entity.mime

Figure 4: The ‘com.andriod.browser’ package.

TECHNICAL ANALYSIS

The ‘com.andriod.browser’ functionality is straightforward and the code is not heavily obfuscated.

E-H3 com

= B3 andriod.browser
AMService.dass
AirplaneManager . dass
AnswerThread. dass
BuildConfig.dass
CallsManager.dass
Camera\iew.class
CommandManager.dass
ContactObserver.dass
Defines.dass
FileUploadTask. dass
GsmObserver.dass
HistoryObserver.dass
IdleManager.dass
MediaManager. dass
OnBootManager.dass
R.dass
RecordAudicoTask. dass
RecordAudioThread. dass
ScreenControl.dass
SendThread.dass
Settings.class
ShutdownManager . dass
SmsObserver.dass
StartupService. dass
UpdateApp. dass
UsbManager.dass

Utils. dass

videoview, class
Webservice.dass

; WifistatusManager.dass
WriteThread. dass

Figure 5: com.andriod.browser.

The server address that the application communicates with can be found in the ‘Settings’ class, along
with a code name for the application, ‘daeshsh’, which is the Arabic or Persian name for ISIS (see
Figure 6).
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public Settings(Context paramContext)

this.amPreferences = paramContext.getSharedPreferences
this.userName = readStr F
if (this.userName l

}
this.serverAddress = readSt
if (this.serverAddress "l

}
this.backupAddress = read5t
if (this.backupAddress ==

Iy

this.
save
save
save
refresh

Figure 6: The settings class contains the server address for communication as well as a codename
for the application, ‘daeshsh’.

The ‘CommandManager’ class receives commands from the C&C by regularly sending the
deviceUUID (a unique identifier for each victim) as a parameter to the ‘get-function.php’ script, as
shown in Figure 7.

.amSettings

ce.devicelUID) . toString null

TEIES
response;

Figure 7: deviceUUID is sent as a parameter to the ‘get-function.php’ script.

There are six types of commands that the C&C server can respond with: Get, Set, Take, Reset, Time
and Delete. These commands enable the application to collection information about the device
(including its model and location), steal any file on the system, delete messages or calls, take photos
or videos, and even build structured logs from the device’s data.

(!params[2].equals(
params[@].equals
if (!params[@].equals

if (!params[@].equals(
if (!params[@].equals
if (params[@].equals

Figure 8: The six types of commands the C&C server can respond with.

Each command is separated from its parameters by the ‘~~~" delimiter, and different commands are
separated by the ‘===’ delimiter (see Figure 9).
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Get~r~~AllSms===

Take-~~~fudigren5===
Taker~~rVideormrBrmnG ===

Figure 9: Each command is separated from its parameters by the ‘~~~’delimiter, and different

commands are separated by the ‘==="delimiter.

The structured logs can include all of the victim’s call history, browsing history, SMS messages, and
more. Each log contains one type of data only, and starts with a different character that indicates
what its content is. For example, the log containing SMS messages starts with the character “Z’. The
fields stored in the logs are separated by the same unique delimiter as the commands: ‘~~~’.

Z 9506 ,<victim_id>,<backdoor_name>,<device_model>

-Hello! This is a message 3 1 number
~~2019/05/06 00

erial_number»~e

Figure 10: The log containing SMS messages starts with the character ‘Z’.

BACKDOOR VARIANTS

We were able to hunt for more samples using code similarity, shared infrastructure, names of
malicious packages, and a unique email address which appeared in the APK’s certificate.

Certificate Subject

stinguished Name  C:IAU, ST.OPEN-SSL, L TEXAS, O:TELECOM, emailtelecom2016@yahoo.com
z telecom2016@yahoo.com

TELECOM

o]l Code AU

State OPEN-S5L

Locality TEXAS

Figure 11: APK certificate showing unique email address.

As aresult, we found hundreds of backdoored applications belonging to this attack and using
different themes to lure victims into downloading them.

Figure 12: Different themes were used to lure victims into downloading the backdoored applications.




2019

LONDONEE

2 - 4 October 2019

There were multiple variants of the backdoors that were used over the years by the attackers. We will
differentiate between the generations using the name of the malicious package in each variant:

‘com.memopt’

This is the oldest variant we were able to relate to this activity — it dates back to 2016. In addition to
the data theft capabilities (device location, phone call recordings, etc.), it is capable of executing
remote shell commands.

ss localProcess = Runtime.getRuntime().exec(shellCmd.command) ;
Bufferediriter out new BufferedWriter(new OutputStreamWriter(localProcess.getOutputStream

BufferedReader in = new BufferedReader(new InputStreamReader(localPr tInputStream

Figure 13: Com.memopt is capable of executing remote shell commands.

Surprisingly, some of the exception messages in this variant are documented in Persian:

if (!statusOfGP
return "[{"_

}

if (lUtilities.canT
return “[{'_id

Figure 14: Exception messages documented in Persian.

‘com.eracomteck’

This variant is slightly more advanced than the previous ones and was introduced towards the end of
2018. The malicious package name was changed to ‘com.golf.rv’ or ‘com.internalcopy.c204’ in
newer backdoors we discovered during 2019, which still maintain the same functionality and
capabilities.

The code in these variants is obfuscated and protective layers are added to prevent any detection of
strings. All strings, including the server, are encoded using a simple algorithm, which adds a constant
to each character of the string and encodes the result using Base64.

Figure 15: A simple algorithm adds a constant to each character of the string and encodes the result
using Base64.

‘org.pnr.update’

This variant appears to be used for testing purposes by the attackers, as the malicious package was
found in applications that were called ‘New 2019.apk’ (although it dates back to 2017). In multiple
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instances in this package, the attackers referred to the backdoor as ‘Kosar’, which might mean that
this is the internal name they use for the malicious applications.

SE_VERSION

TABLE_CALL =
TABLE_CONTACT
TABLE_GP
TABLE_HISTORY
TABLE_S '

nobject.toString()

Figure 16: ‘Kosar’ might be the internal name the attackers use for the malicious applications.

INFECTION VECTOR

The initial infection vector of this attack is still unknown, but we believe that the attackers use
services such as Telegram to reach potential victims.

One of the malicious applications we came across was downloaded from ydownyload[.]net. Not
much information could be found online about this domain, but it hosted a ‘download center’ from
which close to 100 malicious backdoors belonging to this campaign could be downloaded.

DOWNLOAD CENTER

NAME FILE APK

130000048 <l apk
2Hekam.01_170.apk

2Najah in hiah.apk
2Plus_4.9.1.2_17000.apk
2WABS_2.18.122_apk
2kik-8.7.0.1643_170000.apk
2plus-messenger-3-18-0-3_17000.apk
2telegram-2.3.5_apk
5.1.0_13000p =42 apk

ALHODIDA

/S_12000.apk

ATHAD_NEWS_13000.apk
Afaf Al - Agili.apk

Al-Shaif-FUTURE-12000.apk

Figure 17: Download center.
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Among the downloaded backdoors were new and previously unseen variants that were introduced
during 2019, as well as new C&C servers that they communicated with.

Therefore, it is possible that the victims are sent URLs via phishing messages to download the
backdoors directly from this website.

LOGS AND VICTIMOLOGY

Examining the names of the malicious applications can reveal who they might be targeting, since the
majority of them have names in Arabic, Persian or Kurdish. In addition, the content they offer is
usually appealing to certain ethnic or religious groups in the Middle East. Many of the applications
have political or religious themes, with names such as ‘Verses from the Quraan’, ‘Kurdish Poetry’, or
‘Tehran Military News’. There are also some with names in English that serve generic use cases and
may target a broader audience or entities (such as ‘Google Service Updater’, ‘Super VPN’, ‘Telegram
X’, and so on).

Findings from the threat actors’ servers confirmed our suspicion, and showed that this attack focuses
on targets in the Middle East, specifically countries such as: Iran, Iraq, Syria and Yemen.

Figure 18: The attack focuses on targets in the Middle East.

The different religious sects in those countries, and their struggle for power, often lead to internal
conflicts and civil wars, with the most recent example being the ongoing civil war in Yemen between
the Houthis and the Yemeni government. This civil war reflects the broader and deeper conflict
between the Sunni and the Shia Muslims in the region, which was also viewed as the root cause for
similar disputes in Iraq and Syria.

It appears that the attackers behind Domestic Kitten might be affiliated with one of the conflicting
sides, which would explain the geopolitical motivations behind monitoring the mobile devices
belonging to members of certain groups or minorities within those countries. This would also explain
why the attackers were after some of the high-profile targets we discovered among the victims during
our investigation, and how they would be of interest to a surveillance operation that watches out for
any dissidents or potential threats.
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ATTRIBUTION

WHOIS information behind some of the involved domains showed that they were supposedly
registered by Iranian individuals. In addition, some of the related IP addresses were located in Iran,
or had numerous Iranian top-level domains resolving to them. This is supported further by the
Persian words and comments that were seen in some of the backdoors.

Attribute Value

WHOIS Server whois.yoursrs.com

Registrar REALTIME REGISTER BY

Email gamirzagi@gmail.com (registrant, admin, tech)
Mame Ali Mirzaei (registrant, admin, tech)

Organization

Street tehran - haft howz - janbazan e sharghi - no 550 (registrant, admin, tech)
City tehran (registrant, admin, tech)

State Tehran (registrant, admin, tech)

Postal 1695835941 (registrant, admin, tach)

Country IRAM (ISLAMIC REPUBLIC OF) (registrant, admin, tech)

Phone 982177930987 (registrant, admin, tech)

ns43.mihanwebhost.com
MNameServers
ns44. mihanwebhost.com

Figure 19: WHOIS information.

Although these may be false flags left by the attackers, the victims and the geopolitical motivations
behind this operation do align with the political targets of Iran in the region.

CONCLUSION

Domestic Kitten managed to remain under the radar for a long period, dating back to at least 2016.
Its ability to stay under the radar might be due to the fact that this is a dynamic operation: its
infrastructure constantly changes, it introduces new capabilities and changes its code and package
names.

Domestic Kitten is yet another example of how an attack that is not highly advanced in terms of the
deployed tools still manages to make its way to more and more victims each day, and to get its hands
on highly sensitive information by infiltrating mobile devices belonging to government officials in
the Middle East.
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