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ABSTRACT

Despite recent advances in exploitation strategies and exploit mitigation techniques, fundamental
infection vectors remain the same. It is critical to advance security solutions to inspect both new and
known infection vectors in order to successfully mitigate targeted attacks. Apparently, the use of lure
documents has become one of the most favoured attack strategies for infiltrating target organizations.
Recently, some of the most high impact attacks using this conventional technique have been
uncovered by the security community.

In this paper, we present an exploit detection tool that we built for the purpose of detecting malicious
lure documents. This detection engine employs multiple binary stream analysis techniques for
flagging malicious Office documents, supporting static analysis of RTF, Office Open XML and
Compound Binary File format (MS-CFB). The use, by attackers, of weaponized lure documents
necessitates deeper inspection of these file formats at the perimeter.

Object Linking and Embedding exposes a rich attack surface which has been abused by attackers
over the past few years to hide malicious resources. For instance, OOXML files can be used to load
OLE controls which can eventually facilitate remote code execution. Our proposed detection tool is
built to extract embedded storage streams, OLE objects, etc. and apply binary stream analysis
techniques over it, in addition to inspecting specific file sections and analysing embedded scripts, to
identify malicious code. This detection tool had been tested over a wide set of in-the-wild exploits
and variants.

INTRODUCTION

It is hardly surprising that some of the most infamous targeted attacks that we have spotted in the
past used conventional attack vectors and infection techniques to penetrate their target organizations.
Multiple attacks using lure documents have been uncovered by the security community over the last
year. Since attackers using this technique to execute phishing attacks would most likely deliver the
weaponized exploit documents to the target, it becomes a pressing need for any perimeter security
solution to investigate these file formats a little deeper for signs of maliciousness. Network and
endpoint security solutions have the capability to look deeper into several file formats, but seemingly
have limited detection capability of weaponized documents exploiting zero-day vulnerabilities.
Modern sandboxing solutions also support analysis of multiple file formats, but often do not provide
complete behaviour visibility. It is critical to augment the exploit detection capability of these
solutions with an engine that can perform static inspection of files and classify documents based on
the characteristics of the embedded binary content.
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Object Linking and Embedding (OLE), a technology based on Component Object Model (COM),
is one of the features in Microsoft Office documents which allows the objects created in other
Windows applications to be linked or embedded into documents, thereby creating a compound
document structure and providing a richer user experience. OLE had been massively abused by
attackers over the past few years in a variety of ways. OLE exploits in the recent past have been
observed either loading COM objects to orchestrate and control the process memory, taking
advantage of the parsing vulnerabilities of the COM objects, hiding malicious code or connecting
to external resources to download additional malware. We have had multiple instances of OLE
exploits using the multi-COM loading method to execute an attack. With this, it becomes vital for
any security solution to inspect documents at the perimeter before they reach the endpoint.
Additionally, it is fundamental to inspect other attack surfaces like embedded scripts, Flash files,
etc. to be able to detect unknown attacks.

In the following sections, we describe the Static Analysis Engine (SAE) that we implemented for a
similar purpose. The Static Analysis Engine supports the inspection of OLE Compound Binary
File format (MS-CFB), Rich Text Format (RTF) and OOXML file format, and applies binary
stream analysis techniques to identify unusual streams of data. SAE utilizes the underlying
document parsing capabilities to extract all the embedded or linked COM objects from Microsoft
Office documents and further analyses them for any suspicious or malicious indicators. It also
extracts the embedded object and storage streams from the Compound Binary File format and
explores the possibility of injected malicious code by emulating and statically analysing these
streams. It is also important to analyse known attack surfaces such as embedded VB macro scripts,
since targeted attacks using lure documents with obfuscated macro scripts have been on the rise. It
is crucial to look for attack vectors that deliver other file format exploits, such as Flash files, from
within the Microsoft Office documents, extract and probe them for any possible malicious
indications.

In the following sections, we walk through some of the malicious indicators, inspection methods
and heuristics implemented by the SAE over the various file formats and share some of the initial
observed results towards the end. However, the methods outlined here are by no means an
exhaustive list.

STATIC ANALYSIS OF RTF (RICH TEXT FORMAT) FILES

RTF documents have been one of the primary exploitation targets. Attackers have predominantly
used RTF parsing and logic vulnerabilities to deliver malware and execute attacks. In the following
sections, we highlight some of the inspection methods for identifying malicious RTF documents.

RTF control words

Rich Text Format files are heavily formatted using control words. Control words in RTF files
primarily define the way a document is presented to the user. Since these RTF control words have
associated parameters and data, parsing errors for them can become the primary target for
exploitation. Exploits in the past have been found using control words to embed malicious resources
as well. Consequently, it becomes important to examine destination control words that consume data,
and to extract and analyse the embedded binary stream for malicious indicators. Figures 1 to 3 show
a few instances of past exploits using control word parameters to introduce malicious code or
executable payloads.
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Figure 1: A previous exploit with embedded binary data inside the ‘PFragments’ RTF control word.
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Figure 3: CVE-2014-1761: Embedded shellcode inside the ‘listlevel’ RTF control word.
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It is crucial for the Static Analysis Engine to scan the destination control words, especially those that
consume data, since these could be the target for hiding the malicious content. Microsoft RTF
specifications mention several such destination control words, a snapshot of which is shown in Figure 4.

To be able to generically detect such auxiliary strategies, an RTF document parser must be able to
scan the control words that consume data and extract the stream, so that it can be passed on for

mbarPr Consumes
mbaselc Consumes
mbegChr Consumes
mborderBox Consumes
mborderBoxPr Consumes
mbox Consumes
mboxPr Consumes
mchr Consumes
mcount Consumes
mctrlPr Consumes
md Consumes

mdPr Consumes

mdeg Consumes
mdegHide Consumes
mden Consumes
mdiff Consumes
me Consumes
mendChr Consumes
megArr Consumes
megArrPr Consumes
mf Consumes
mfName Consumes

Figure 4: Microsoft RTF specifications mention several destination control words that consume data.

“

Embedded Binary Objects Analysis {1}

» object_5067 {4}

v

RTF Overlay Data {2}

Document Type : Rich Text Format

v

Ascii Shellcode Detection [3]

4

RTF Datastore Analysis {2}

Status : Found at offset : @x1bffé6.

XOR Key : 8xbf

Figure 5: The SAE extracts the data consumed by the ‘datastore’ control word and then passes it to
the stream analyser.
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additional scanning. RTF parsers must also be able to handle the control word obfuscation
mechanisms commonly used by attackers, otherwise significant detections could be missed. The
Static Analysis Engine integrates an RTF parser which performs sanity checks for such obfuscation
attempts and extracts the data for the specific control words, apparently for performance reasons,
which are then passed onto the supplementary scanning module. Figure 5 shows one of the
instances as described previously: SAE extracts the data consumed by the ‘datastore’ control word
and then passes it on to the stream analyser, which identifies the embedded single-byte XORed
executable payload.

Malicious code inside embedded Microsoft OLE objects

Microsoft OLE links or Microsoft OLE embedded objects are represented in RTF documents as RTF
objects, more precisely as a parameter to the RTF control word ‘objdata’. The data for the object is
hex encoded, stored in the OLESaveToStream format, which is supplied to the respective OLE
application for processing when the OLE client is loaded into the application via a specified Class
ID. It is imperative that this embedded OLE object is extracted from the RTF document and scanned
for possible malicious code. On several occasions, crafted RTF exploits used as lure documents to
execute a targeted attack have been observed to embed shellcodes in the object data and to exploit the
vulnerability in the embedded OLE controls.

The CVE-2015-2424 RTF exploit, as shown in Figure 6, uses a multiple COM loading technique
where malicious code is planted within the Forms.Image.1 OLE object while exploiting a memory
corruption vulnerability within the Control. TaskSymbol.1 OLE object.

\object\objocx\1
37\cbjsetsize\ok
jwl440%0bjh1440{

\*\objclass For
s.Image.1l} {\*\ob
jdata 0105000002
BO 30 30 30 30 30 30 65 30 30 30 30 30 30 34 36 000000e00000046
B6& 66 37 32 36 64 37 33 32 65 34 39 36 64 36 31 6£726d732e4964d61
B6 37 36 35 32 65 33 31 30 30 30 30 30 30 30 30 67652e3100000000
BO 30 30 30 30 30 30 30 30 30 30 30 34 38 30 30 0000000000004800
BO 30 OD OA 64 30 63 66 31 31 65 30 61 31 62 31 00..d0cfllefalbl
Bl 61 65 31 30 30 30 30 30 30 30 30 30 30 30 30 1221000000000000

OLE 1.0
BO 39 30 30 30 36 30 30 30 30 30 30 30 30 30 30 NativeStream

GO 30 30 30 30 31 30 30 30 30 30 30 66 65 66 66 000001000000feff
6 66 66 66 30 30 30 30 30 30 30 30 30 30 30 30 f£££000000000000

BO 30 30 30 66 66 66 ©6 66 66 66 66 66 66 66 €6 O000ffffffffffff
A EA FFR AR AE FE AE AR FR FA FE FE AR FE EE ER FFEffFFefFfefPeffe

Figure 6: CVE-2015-2424 uses a multiple COM loading technique.

Figure 7 shows the injected code inside the OLE object.

The Static Analysis Engine can extract all the Microsoft OLE objects embedded inside RTF
documents, parsing the RTF ‘objdata’ control word, and can inspect them for possible hidden
malicious code.
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0x004184a0 EB8 call 0x1
0x00418487 5E pop esi
0x00418488 31DB xor ebx,ebx
0x0041848a B367 mov bl,0x67
0x0041848c 31C9 XOor ecx,ecx
0x0041848e B951000000 mov ecx,0x51
0x00418493 89F7 mov edi,esi
0x00418495 AC lodsb
0x00418496 30D8 xor al,bl
0x00418498 AA stosb
0x00418499 E2 loop 0Ox1
0x0041849b E9 jmp 0x1
0x004184a5 EB8 call 0x1
0x004184b6 5A pop edx
0x004184b7 E9 mp 0x1
0x004184f1 E8 call Ox1
0x004184bc 5E pop esi
0x004184bd B93D020000 mov ecx,0x23d
0x004184c2 8B4204 mov eax, [edx+0x4]

Figure 7: Injected shellcode inside OLE object.

01 05 00 00 02 00 00 00 09 00 00 0Q 4F 4C 45 32
4C 69 6E 6B 00 00 00 00 00 00 00 00 00 00 OE 0O
00 DEICIFSETIFSE-TIEVAES] po 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 3E 00 03 00 FE FF 09
00 06 00 00 00 00 00 00 00 OO 00 00 00 01 00 QO
00 01 00 00 00 00 OO OO 00 OO 10 00 00 02 00 0O
00 01 00 00 OO FE FF FF FF 00 00 00 00 00 00 0O
00 FF FF FF|FF FF FF FF|FF FF FF FF|FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FE FE FFE FE|FF FE FE FFE|FE FE FE FE|FE FFE FE FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FE FE FFE FE|FF FE FE FFE|FE FE FE FE|FE FFE FE FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FE FE FFE FE|FF FE FE FFE|FE FE FE FE|FE FFE FE FE

Figure 8: CVE-2017-0199 had an embedded OLE2Link object.

Links to external resources inside embedded Microsoft OLE objects

As a part of static analysis, it is critical to scan embedded OLE objects for any links pointing to
external resources. Apparently, by embedding specific OLE controls inside Microsoft Office
documents, exploits can be crafted to invoke respective handlers to parse or handle the downloaded




2019

LONDONZEE

2 - 4 October 2019

resources. Evidently, attackers can take advantage of this functionality to exploit either logic bugs or
resource-parsing vulnerabilities, which can eventually lead to full remote code execution.

Figure 8 is an example of a similar infamous RTF vulnerability, CVE-2017-0199, which was found to
be exploited in the wild to deliver additional malware, and which had an embedded OLE2Link object.

The OLE2Link object enables Winword.exe to initiate the HTTP request to fetch an .hta file from the
remote server. If we look at the OLE file, the OLE Stream object contained a link to the external
resource, as highlighted in Figure 9, which, based on the server response, invoked the resource
handler — in this case mshta.exe to execute the inserted malicious script inside the .hta file.

FF FF EF EF FF FF FF FF FF FF FF FF FF FF FF FF A hame [Value

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF :

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF G- OLESSDrectoryEntry[1) oot Etryicbe
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF EleName Ole

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF . ChEleName R

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF - .

01 00 00 02 09 00 00 00 01 00 00 00 00 00 00 00 ype *

00 00 00 00 00 00 00 00 R4 00 00 00 EO C9 ER 79 - ThyFlags ox1

58 105 74 108 74 B8 720700 S% 80 25768 2500 48 4D . TS
6F 00 74 00 74 00 61 00 70 00 6B 00 61 00 72 00 ~ sidRight Lo

61 00 6E 00 2E 00 63 00 6F 00 6D 00 2F 00 S5 00 sidChid OXFFFFFFFF
70 00 6C 00 6F 00 61 00 64 00 73 00 2F 00 50 00 &) dsdThis

75 00 62 00 6C 00 69 00 63 00 2F 00 6E 00 &5 00

77 00 2E 00 68 00 74 00 61 00 00 00 00 00 00 00 e e UserFlags 0x0

00 00 00 00 00 00 90 00 00 00 00 00 00 00 00 00 oy o)

Figure 9: The OLE Stream object contained a link to the external resource.

Several other analogous cases have also been observed in the recent past. CVE-2017-8756 exploited
the Web Service Description Language (WSDL) parsing code injection vulnerability by inserting an
external link into the WSDL definition, which gets downloaded and parsed by the WSDL SOAP
parser exploiting validation bug, leading to remote code execution.

19 7F D2 11 97 8E 00 00 F8 75 7E 2A 00 00 00 00 [=J- OLESSDirectoryEntry[1] Root Entry\ Ole
70 01 00 00 77 00 73 00 64 00 6C 00 3D 00 68 00 .. HleName Ole

74 00 74 00 70 00 3A 00 2F 00 2F 00 39 00 31 00 ;

2E 00 32 00 31 00 39 00 2E 00 32 00 33 00 36 00 i ChEleName OxA

2E 00 32 00 30 00 37 00 2F 00 69 00 6D 00 67 00 —Type 0x2

2F 00 6F 00 66 00 66 00 69 00 63 00 65 00 2E 00 {_ ToyFiags e

70 00 6E 00 67 DO 00 00 00 00 00 00 00 00 00 00 -

00 00 00 00 00 DO 00 00 00 00 00 00 00 00 00 00 - sidLeft OFATT
00 00 00 00 00 00 00 00 0O 00 00 00 0O 00 00 00 - sidRight OXFFFFFFFF
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 . sidchid p—
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 i

00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 | [ dsidThis

Figure 10: CVE-2017-8756 inserted an external link into the WSDL definition.

CVE-2017-11882 was yet another vulnerability exploited in the wild to infect victims. This was a
stack overflow in the Equation Editor OLE object with a link to download external resources.

05
69
00
00
09
00
00
00
FF
FF
FF
FF
FF
FF
FF

00 00 02 00 00 00 OB 00 00 00 45 71 75 61
6F 6E 2E 33 00 00 00 00 00 00 00 00 00 00
00 DO CF 11 EO Al B1 1A E1 00 00 00 00 00
00 00 00 00 00 00 00 00 00 3E 00 03 00 FE
00 06 00 00 00 00 00 00 00 00 00 00 00 01
00 01 00 00 00 00 00 00 00 00 10 00 00 02
00 01 00 00 00 FE FF FF FF 00 00 00 00 00
00 FF |FF FF FF FF FF FF FF FF|FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF
EF EE|FE FE FE FE|FE FE FE FE|FE FE FE FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF
EE FE|EE FE FE FE|FE FE FE FF|FE FE FF FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF
EE FE|FE FE FE FE|FFE FE FE EF|FE FE FE EE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF

01 01 03 0A OA 01 08 5A 5A B8 44 EB 71 12 BA 78  ....... 77 ,D&q. °x
56 34 12 31 DO 08 8B 09 8B 09 66 83 cl1 3C 31 V4.19¢ .« .« EFAL
DB 53 51 BE 64 72 12 31 D6 0 6y.SEfL

10 90 00 00

00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 Q0 00 Q0 00 00 00 00 00 00 00
00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00
00 00 00 45 00 71 00 75 00 61 00 74 00 69 00 6F
00 6E 00 20 00 4E 00 61 00 74 00 69 00 76 00 65

Figure 11: CVE-2017-11882 was a stack overflow in the Equation Editor OLE object with a link to
download external resources.




2 - 4 October 2019

Overlay data in RTF files

Overlay data is the additional data which is appended to the end of an RTF document and is
predominantly used by exploit authors to embed decoy files or additional resources either in clear or
encrypted form, and usually decrypted when the attacker-controlled code is executed. Overlay data
having a volume beyond a certain size should be deemed suspicious and must be extracted and
analysed further. However, the Microsoft Word RTF parser will ignore the overlay data while
processing RTF documents. Figure 12 shows one RTF exploit, CVE-2015-1641, with 380KB of data
appended at the end of the file, storing both the decoy document and multi-staged shellcodes with
appropriate markers to aid decryption when the attacker-controlled code is executed.

30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 = 0000000000000000
30 30 30 30 30 30 30 30 30 30 30 30 30 30 0D OA  00000000000000..
30 31 30 35 30 30 30 30 30 30 30 30 30 30 30 30  0105000000000000
7D 7D 7D 31 1A 24 8D 6B 34 88 1F GA 19 06 A8 C6 }111.5.k4°.5. . E
06 06 9A 64 7E C8 F9 2E 4E 8E A5 2A A6 F7 26 C9 . .3d~E0.NZ¥* | +&E
66 96 2A 9B 3E 8B 1F 8D EO 9C OE 96 D5 00 F6 47
D7 80 91 78 FC FO 43 57 A0 1E 4E F5 6D C2 90 3C
A8 69 82 4F E4 89 31 DC 02 7D 14 76 29 BA 13 52
12 7C F2 E2 Bl 65 1F 1F 79 30 34 CF 7E 3A 2B 75 . |oaze..y04t~:+u

CB DA DD A2 DC 82 BD 97 8B 9D 6D 3E E5 52 6C 84 E0Yel, 3%~ .m>aR1,,

64 42 88 A3 43 2B 5C 7E B2 Al DB A3 2F 65 16 5A  dB £C+\~2;0f/e.Z

BO B5 83 45 F8 D5 10 3D D8 1D DF 98 1F 63 3C 58 °RfEs0.=@.B8".c<X

22 FB 63 37 CF 3F 22 8A 24 78 FF 8C EF 63 7B FC  "ac712"5$xyGic{i

30 57 67 55 E1 B9 84 E1 C7 4E 13 BC B2 82 23 D2  OWgU&!,4CN.%2, #0

6A E1 70 7C 94 D4 92 A9 20 95 89 13 13 97 9B A6  Jap|"0'© <%..—>!

17 27 37 D6 77 4E 4B C6 57 DE TE 2E B7 6D 46 13

DE SF 6F 8A 31 60 S5E 44 24 71 47 F2 aA F6 BE 1a  C 0 20151641

EE F2 C6 4B 0B 70 4D 3F 88 88 5A C9 B6 OF Ao 4g  Shellcodeand Decoy
FB 91 3A D8 BF B5 4E 66 37 A0 BD 97 07 49 93 14 Document stored in the
79 75 60 17 99 B3 10 3C 67 A3 EA 19 54 17 45 72 pf oyerfay data with
F6 92 Al EC F4 92 F2 B2 15 DC C9 91 F8 3E F9 50
72 6C 44 AO 7B 62 4E 3C 8A F3 28 FB 64 21 5 Fa  @Ppropriate markers
56 Al DF 2C Bl 97 EC B5 B3 C5 AF 55 71 31 2B DC L .

FE FE FE FE FE FE FE FE FF FF FF FF 89 C5 8D BD bbbbbbbbyyyyLh . s

Figure 12: CVE-2015-1641 with decoy document and shellcode in the overlay section of the
document.

30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 _ 0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000105
000000000000} {\r
esult{\pict\wmet

EOF of
RTFdoc

To test the detection of overlay data inside RTF files, we ran the Static Analysis Engine over 2,483
RTF files with large-sized overlay data. The results are shown in Table 1. We found that more than
90% of the RTF documents with overlay data of more than 500 bytes had been found malicious as
per VirusTotal detection.
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Size of RTF overlay data section Total RTF documents having overlay tested: 2,483

Overlay data section > 100B found: 2,310 [ 93 %]

Overlay > 500B

Total found: 2,093

Malicious: 1,928 [ 92.11 %]

300B > Overlay <= 500B

Total found: 137

Malicious: 136 [ 99.27 %]

100B > Overlay < = 300B

Total found: 80

Malicious: 73 [ 91.25 %]

10B > Overlay <= 100B

Total found: 173

Malicious: 156 [90.17 %]

Table 1: Breakdown of results.

Embedded files inside RTF documents

Besides OLE files, RTF documents can have other files embedded at multiple locations, e.g. Flash files,
Office Open XML format files, image files, etc. Extracting and re-analysing the embedded files becomes
extremely important as a part of the static analysis process and on several occasions can become a
decisive factor in identifying zero-day exploits. Extracted files can then be forwarded to the respective
analysis modules for re-analysis. For instance, RTF exploits in the recent past had been found delivering
Flash zero-day exploits, subsequently infecting the target with the additional malware. To support the
exploitation process, weaponized RTF documents had been observed embedding OOXML files, on most
occasions to perform the heap spray. Figure 14 is a snapshot of the CVE-2017-11826 RTF exploit used
in the wild embedding malicious Office Open XML files to assist the further exploitation.

CVE-2017-11826 RTF doc with OOXML file SAE can extract the file and perform re-analysis

74 7B 5C 70 69 63 74 5C 77 6D 65 74 61 66 69 6C t{\pict\wmetafil
65 38 5C 70 69 63 77 31 5C 70 69 €3 68 31 5C 20 = e8\picwl\pichl\
7D 7D 7D 7B 5C BEN62NEA 65163174 5C 6F 62 €A 65 )} (\object\obje
6D 62 5C 6F 62 6A 73 65 74 73 69 TA 65 5C 6F 62 = mb\objsetsize\ob
6A 77 39 33 36 31 5C 6F 62 6A 68 37 36 34 7B 5C  jw9361\objh764{\
2A 5C 6F 62 6A 63 6C 61 73 73 20 57 6F 72 64 2E = *\objclass Word.
44 6F 63 75 6D 65 6E 74 2E 31 32 7D 7B S5C 2A SC Document .12} {\*\
6F 62 6A 64 61 74 61 20 30 31 30 35 30 30 30 30 = objdata 01050000
30 32 30 30 30 30 30 30 31 31 30 30 30 30 30 30 0200000011000000
35 37 36 66 37 32 36 34 32 65 34 34 36 66 36 33  576£72642e446£63
37 35 36 64 36 35 36 65 37 34 32 65 33 31 33 32 756d656e742e3132
30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30  0000000000000000
30 30 30 30 64 30 30 30 30 30 64 30 63 66 31 31  0000d00000d0CE1L
65 30 61 31 62 31 31 61 65 31 30 30 30 30 30 30 = e0albl1ae1000000

30 30 30 32/30 30 30 30|30 30 30 36/30 30 30 30 = 0002000000060000
30 30 30 30 30 30 30 30 30 30 35 30 34 62 30 33  0000000000504b03
30 34 31 34 30 30 30 36 30 30 30 38 30 30 30 30 = 0414000600080000

v Embedded Binary Objects Analysis {3}

» object_2353e9 {4}

v object_235527 {4}

v

Static Shellcode Detection [@]

Dynamic Shellcode Detection : None

Flash File Detection : None -
Microsoft Office OpenXML  : Found at |

File Detection offset x629

v object_3422435 {4}

» Static Shellcode Detection [0]

Dynamic Shellcode Detection : None

Flash File Detection : None

Microsoft Office OpenXML : Found at
File Detection offset 8x629

Figure 14: CVE-2017-11826 embeds malicious OOXML files.
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STATIC ANALYSIS OF MS-OOXML (MICROSOFT OFFICE OPEN XML) FORMAT

Microsoft Office version 2007 and above introduced a new way of representing the documents in the
form of XML schema, which replaced the previous binary file format representation. Office Open
XML file format was specifically designed to consume less storage space, to increase performance
and to increase the interoperability across multiple other applications. An Office Open XML
(OOXML) file is preserved on the disk in the form of a compressed archive, comprising multiple
compartmentalized markup documents with described relationships among them. The security and
integrity of OOXML documents was also enhanced.

With the new document format, attack methods in OOXML files still revolve predominantly around
exploiting OLE-based vulnerabilities and embedding malicious VBA macros. A sizeable proportion
of exploits used in targeted attacks have been found exploiting OLE vulnerabilities, from memory
corruption or logic bugs to undermining the Windows exploit mitigations by loading vulnerable or
insecure OLE objects. The Static Analysis Engine essentially emphasizes the analysis of embedded
ActiveX objects for any suspicious binary streams commonly used to assist further exploitation
processes. The SAE also examines the objects for other inserted file formats and extracts them in
order to forward them to other independent static analysis modules.

Suspicious loading of ActiveX objects

For ActiveX objects embedded inside an OOXML file, Microsoft Office creates a unique ActiveX.bin
file, which is Compound Document Format, containing the CLSID corresponding to the library to be
loaded in the application. Office reads the CLSID from the OLESS (OLE Structured Storage) stream
and, post initialization of the OLE object, passes the storage data to the object for further processing
via exposed interfaces. Attackers can abuse this OLE object-loading mechanism to load multiple
OLE objects with the same but legitimate CLSID in order to perform heap spray. In some of the
in-the-wild exploits, attackers have been found using fake CLSIDs, which do not point to any of the
ActiveX libraries, to optimize and accelerate the heap spray process.

enco ="UTF-8" standalone="no"2>
{1EFB6596-857C-11D1-B16A-00C0F0283628}' ax:1i
"rIdl" xmlns: p: chemas .microsoft.com/office/2006.

activeX10.xml

ng="UTF-8" standalone="no"?2>
596-857C-11D1-B16A-00C0F0283628}" ax:1i
chemas .mi t.com/office/2006.
activeX11.xml
<%xml vers .0" [encoding="UTF-8" standalone="no"3?>
<ax:ocx ax "{1EFB6596-857C-11D1-B16A-00C0F0283628}[' ax:license="936826

"rIdl" xmlns:ax="http://schemas.microsoft.com/office/2006/activeX" xmlins:r="ht|

activeX12.xml . All other XMLs using the same CLSID

Figure 15: In some exploits attackers use fake CLSIDs which do not point to an ActiveX library.
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It becomes important to examine if the OLE objects in the Office OOXML document are loaded
suspiciously, along with performing a stream analysis of ActiveX.bin files for any malicious
attributes. The same ActiveX object loading repeatedly should be deemed suspicious and
corresponding .bin files should be analysed further.

Malicious code in ActiveX.bin CDF file

CVE-2015-1641 loading same CLSID 40 times

» Heap Spray Detection {2}

v ActiveX Objects Load Analysis {2}

Status : Suspicious
v CLSID Load {1}
1EFB6596-857C-11D1-B16A-00COF0283628 - 40

v ActiveX Objects Stream Analysis {6}

status T Found
Dynamic Shellcode ! Found at Offset -
Detection 2317

0x0041754c B8 call ox1

x0041752e 41

0x0 2 56
0x00417933 3176

10417935 OFBELO movsx e

Figure 16: The same CLSID loading multiple times should be considered suspicious.

Another exploit, CVE-2017-11826, used in multiple targeted attacks, loaded a non-existent CLSID
multiple times to be able to optimize and accelerate the heap spray process. Since there is no library
associated with the class-id, heap spray time can be drastically reduced, increasing the overall
performance.

CVE-2017-11826 loading non-existing CLSID Shellcode inside ActiveX.bin stream
: 648b7130 mov esi,DWORD PTR fs:[ecx+0x3Q]
b (e SpEay [Detection; (1) 8b768c mov esi,DWORD PTR [esi+exc]
8b761c mov esi,DWORD PTR [esi+@xlc]

¥ ActiveX Objects Load Analysis {2}

Status : Suspicious loc_oeeeeeea:

8b4608 mov eax,DWORD PTR [esi+@x8]
8b7e20 mov edi,DWORD PTR [esi+@x20]
v (GESTD: Load; 1% 8b36 mov esi,DWORD PTR [esi]
¥ ¥ v P 3 813f6b006500 cmp DWORD PTR [edi],@x65006b
20000000 -2000-0000-0000-000RCERER1 : 40 7570 jne loc_0000000a
3 3 : 8bfe mov esi,eax
» ActiveX Objects Stream Analysis {4} - SEED imp loc. 690EEO7S
60 pusha

Document Type : Microsoft Office Word 2807+ (.docx)

» VBA Macro {1} loc_eeeeeelf:

Fake CLSID loaded multiple times for 8bde mov ebx,esi

optimizing heap spray 28 push esi
8b733¢ mov esi,DWORD PTR [ebx+8x3c]
8b741e78 mov esi,DWORD PTR [esi+ebx*1+@x78
033 add esi,ebx
56 push esi
8b7620 mov esi,DWORD PTR [esi+0x20]
09373 add esi,ebx

Figure 17: CVE-2017-11826 loaded a non-existent CLSID multiple times.
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Identifying ROP chains and sledges in OLE object

The Static Analysis Engine also analyses the embedded OLE structured storage streams for any
possible sledges, which is most likely the address within the loaded module that points to the
instructions, usually a junk code to increase the possibility of successful exploitation. Sledges are
then usually followed by ROP gadgets, which are subsequently executed to bypass the Windows
exploit mitigations. Figure 18 shows an OLE stream from one of the previous exploits used in the
targeted attacks, highlighting the sledges, ROP chain and the shellcode.

EPEATED RET SLEDGE OF
EMORY ADDRESS : 0x7C342404

4
4 4
4 4

04 2 4
4 4
4 4
4 4

24 34 7

ledges, ROP chain and shellcode highlighted.

4 4 24

Figure 18: OLE stream with s

The SAE applies an analysis algorithm to guess the valid address sequence within the binary stream
and then attempts to further establish the sequence by performing deeper checks to eliminate false
positives. Figure 19 shows the result of the SAE correctly extracting the ROP chain and the sledge
from the binary stream shown in Figure 18.

SAE extracted ROP chain from CVE-2015-1641 SAE identified Sledge pointing to RET instruction

v suspected ROP chain [15] 1 She}lcode to Access the Process
Environment Block (PEB) detected
( 3 )
® : eb51367c suspected sledge address : ©x7c342404
1 :eb51367c q » suspected ROP chain [15]
2 022b377c Document Type : Microsoft Office Word 2087+ (.docx)
3 : 091020008 » VBA Macro {1}
4 : 6443347c
. CVE-2015-1641:
5 40000000 Correct ROP chain

6 :28la357c extracted by Static
- Analysis Engine

8 1 9e2e347c
9 : efad347c
10 : dc50367c
11 : a315347c
12 @ 977F347¢

13 : 51a1377c¢

Figure 19: The SAE correctly extracts the ROP chain and sledge.
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STATIC ANALYSIS OF MS-CFB (MICROSOFT COMPOUND FILE BINARY FILE)
FORMAT

Compound Binary File format is a complex and legacy file format that existed before Office 2007,
after which the newer and much simpler OOXML format was introduced. A compound file format
provides a user with an efficient way to store multiple different kinds of objects (images, charts,
documents, etc.) within a single hierarchical file structure in the form of stream and storage objects.
All these stream and storage objects are stored in a separate directory entry, collectively known as
structured storage, which increases the overall performance of the file system. Compound file format
is organized in the form of sectors, containing user-defined data for stream objects; directory sectors
which contain several directory entries; and free space to store additional objects when required.
Sectors can be of multiple types such as FAT sectors, DIFAT sectors and mini FAT sectors.

Scanning storage and stream objects

While variants of FAT sectors are predominantly for the allocation of space within the compound
file, there is one that is of primary interest to us: File Directory sectors, which contain information
about the stream objects and storage objects. Stream sectors are typically a collection of bytes and
contain the user-defined data streams. There are no restrictions on the contents of the stream. It is
critical for the Static Analysis Engine to parse the directory entries and locate these stream objects to
be able to scan the byte streams for malicious code. Figure 20 shows an instance of the previous
exploit parsed by the available Compound Binary File format parser, showing all the directory entries
and storage types.

[000001FD  F¥ FF FF FF FF FF FF FF FF _FF FF FF FF FF _FF G597 [ MiniFAT(256]
ooooozoo 3 ) 71 F i 5} DirectoryEntries[24]
p0000210 %], OLESSDirectoryEntry[0] t Entr
00000220 irectoryEntry[0] \Roo y
00000230 LESSDirectoryEntry[1] \Orphaned\Data
gggggggg [ OLESSDirectoryEntry[2) \Orphaned\WordDacument
00000260 EleName WordDocument
00000270 CbEleName 0x1A
00000280

T ox2
00000230 ee
00000220 ToyFlags 0x1
[000002B0 sidLeft 0x9
000002C0 5
00000250 sidRight OxFFFFFFFF
000002E0 sidChid OxFFFFFFFF
000002FD &) dsidThis
00000300
00000310 UserFlags 00
00000320 - CreateTime o0
00000330 ModifyTime ox0
00000340
00000450 - StartSect 00
00000360 Sizelow 0x1032
00000370 - SizeHigh ox0
00000380 G i —
00000380 OLESSDirectoryEntry[3] \Orphaned\ObjectPool
00000380

LESSDirectoryEntr rphaned\_1220997254

lo00003c0 2 04 00 vEntry[] (B
00000300 LESSDirectoryEntry[s] \Orphaned PRINT
000003ED OLESSDirectoryEntry[g] \Orphaned) (Objinfo
gggggzgg OLESSDirectoryEntry[7] \Orphaned) OCXNAME
00000410 OLESSDirectoryEntry[] \Orphaned), U [
00000420 OLESSDirectoryEntry[3) \Orphaned\"#$%& )%+, -./0

Figure 20: Exploit parsed by the Compound Binary File format parser.

Another section of the Compound Binary File which is of specific interest is the ObjectPool storage.
ObjectPool storage contains storage for the embedded OLE objects and can be abused by attackers to
insert malicious code into the weaponized exploits, as discussed in the earlier sections. Figure 21
shows the CVE-2018-4878 MS-CFB file-embedding Flash exploit, where the Static Analysis Engine
extracts all the stream objects.
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Extracting all OLESS streams..

[[* \xelCompObj 1, ["\x@5DocumentSummaryInformation’],
"\x@30CXNAME* ]

1617547490 "

617547490"', ‘Content [ ObjectPool’

OCXPROPS " ],

ardDocument ]J

[ 'ObjectPool"’,
617547490" ,

_16175474%90",
‘OCXDATA'], ['ObjectPool’,

[ *\x@5SummaryInformation’], ['1Table’
*\x@30bjInfo’],

push ©xe
push ©@x2
call eax

- oL N
EMmEomomoO eSO

push ex4a
pop ecx

push eax
*push edx

call esi

mov edx,eax
lea edi, [ebp-0x138]

| xor eax,eax
mov DWORD PTR [ebp-©x8],edx
rep stos DWORD PTR es:[edi],eax
lea eax, [ebp-0x138]
mov DWORD PTR [ebp-©x138],ex128 4

.xor ebx,ebx

test eax,eax
je loc_oeeeeesb
jmp loc_eeeeee79

cmp BYTE PTR [ecx],@xle
xchg edx,eax
mov DWORD PTR [ebp-8xc],eax
call loc_fffffdes

o

oW

15
9
3
B

n 0w c

n
ER=

Z.L§X&)....8.8u. A ‘Name

o L$eeL... 83.2
0.

_~[.4]1A0.i.i<.
SV Hb"ﬁegw Uue

Y

Usb«. -Ebyy'; Epy§
(...PR30YO. AtMes
30369]avB.E&.%ib
§§.Dte, .. Bic.w.
A ..:Bu..BAt.FB;
uiiraé.3dc. .Epny
yurayUo 2, tu3A.0_

o= ¥ iR A]Mhttp 7
/wWwww.1588-2040.c

lVahe |
[+} OLESSDirectoryEntry[11] \Orphaned\ (I
[} OLESSDirectoryEntry[12] \Orphaned\
[} OLESSDirectoryEntry[13] \Orphaned\ShockwaveFiash
[#)- OLESSDirectoryEntry[14] \Orphaned\y” Led® |a-£))
[} OLESSDirectoryEntry[15] \Orphaned\qe 4 1 8%t J
(=) OLESSDirectoryEntry[16] \Orphaned\Contents
i+ EleName Contents
i ChEleName 0x12
L Type 0x2
TbyFlags Ox1
sidLeft 0x7
sidRight 0x9
sidChild OxFFFFFFFF
[#) dsidThis

Figure 22: CVE-2018-4878: Compound Document format with embedded Flash exploit.

Powerpoint Exploit

) Iocumentsummaryinformation
[ petures

“{3 |summaryInformation

oxoaco
0x08D0
ox0320
0x0850
0x0C00
ox0c10
0x0c20
oxocso
oxocan
005!

oxocen
020670
oxocen
oxocs0
020CA0
oxocED
oxocco
oxocoo

0001
o101
o000
o000
o108
0000
0000
1913
1013
013
sA13

0203 0405 0807
0009 0001 0202
0060 0¥B0 0160
0000 saca os0s
000F 000D F062
0000 FEEF 3500
0088 1813 0010
0002 0000 00D0
002C 0813 00€4
0001 0000 004C

5805 030 00D
oa00 o800 0010
0680 100F 0011
o000 0952 000
0000 2000 08T
auna arz 000
1913 ooma 1813
1613 0000 oo
o813 004a 0s13
sais aoss saas

ozoF
Fooa
ro10
0007
oros

0023 ...

o002
0000
0070
00sa

012345673525CDER

SAE extracted malicious code

Figure 23: A weaponized PowerPoint exploit.
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On analysis of the stream data, malicious code was identified in the ‘Contents’ stream of the
ObjectPool storage.

While ObjectPool storage is one of the critical areas in the Compound Binary File format to examine,
it is also essential, as indicated before, to locate stream objects in the other directory entries and scan
them as well, predominantly looking for signs of embedded malicious code. Figure 23 shows an
instance of a weaponized Microsoft PowerPoint exploit, where malicious code was found hidden in
the ‘PowerPoint Document’ binary stream.

Extraction and analysis of VB macro code

In Compound Binary files, Visual Basic macro source code is located across multiple streams under the
storage object called macros at the root storage of the OLE file. The macros storage object contains a
VBA structured storage object which contains the /VBA/_VBA_PROJECT, /VBA/dir/ and several other
streams containing macro source code. This code is stored as a compressed stream in the binary
structure using rgw RLE (Run Length Encoding) compression algorithm, hence it is necessary to parse
these binary streams in order to locate the code stream accurately. In an OOXML file, macro source is
stored in the OLE file ‘vbaProject.bin’ within the zip archive. As indicated, this is again the OLE file
with the same structure as the CFB file storage, and the macro source code is stored in the same format.

Malicious VBA (Visual Basic Application) malware has been on the rise in the recent past. Multiple
high-impact targeted attacks have been executed by embedding malicious VBA macros inside Office
documents. Therefore, it is essential for any static analysis solution to extract and classify the severity
of the macro code. Figures 24 and 25 illustrate the storage of macro code in the two file formats.

=¥+ VBA.doc AsHEX [ AsText [ AsPicture [ ASRTF [ asHTML |
e’r;LI Document Summary I ﬂooi 0203 0405 0807 0808 DAOB OCOD OEOF 0123456785ABCDEF
e';_LI Summary Information 0x&E0 | 0100 0000 8009 0000 0000 OOFF FEFF FEFF - ... - ... FETTT
EfT Macos Ox&F0 | FFFF FFO1 0140 0100 0OCD 10FF FE78 0000 §§%..@...1.§%x..
EFg VBA 0x700 | 00R6 0008 000OC 0000 O01B 0000 0096 0830 . !........... .0

Y _vBa_PROIECT 0x710 | 0000 007C 72DC BEB7C 7236 0410 0100 0000 ...|zU®lz ......
[ dr 0x720 | 0041 4038 0200 0000 006F OOFF FF48 0000 .AGS..... oL §¥H. .
0x730 | 0096 0450 0100 0000 0041 403R 0200 0000 . .B..... BE:. ...
0x740 | 006F OOFF FF30 0000 0096 1490 0100 0000 .o.§#0... . ...
0x750 | 00B& O01E 0068 7474 703A 2F2F 6865 6763 .9...http://hege

ThisDocument
[ ProzecT

[ proJECTWm 0x760 | 6FGE 2263 &FED 2F76 6F6C 6873 6372 792E on.com/volkscry.
- 1Table 0x770 | 6578 €5B6 0003 0054 4DS0 0024 O0D3E 0201 exeq...TMP.$.>_ .
{1 CompObj 0x780 | 00B& 00D0E 00SC 7366 GAEF 7AGR 6572 692E . 94...\sfjozjeri.

Figure 24: Macro storage in the ‘ThisDocument’ stream of a compound binary file.

=14 vbaProject.bin As HEX [ As Text [ AsPicture | AsRTF | asHTML |
iy vBA EOO:L 0202 0405 0607 0809 OROB OCOD OEOF O123456T7ESABCDEF
[ _sre0 0xBAS0 | 5G2Z 8100 5C45 3761 1778 7363 74E2 372D \" _\E7a. xscta7-
[ _srP_t 0xBRE0 | 16E6 02E0 143C E03F 584D 4C20 E091 0178 .=.&.<&?XML & .x
_SRP_2 0xBATO | 4096 8031 2E30 2222 3F3E 8112 CO76 6243 @ 1.0""7> _AvbC
_5RP_3 0xBASO | 724C 66E3 1148 0613 4601 C0D40 3C73 E24D rLf3.H..F.A@<s&M

0xBAS0 | 8C65 7405 3F0& &C65 001D 223C 7265 E467 let.?.le. . "<reidg
0xBRAO | 69C0 3361 7400 86BF 0C&2 0540 7072 6F67 ik3at. ;.b.@prog
0xBABO | 6964 €048 22C0 2250 &F43 2222 DF0OS C206 id H"A"PoC""5.A.
OxBACO | 2463 &C80 2C69 €480 1ATB 4650 3030 3031 3$ecl ,id .{FPOOO1

0xBADO | 0000 ZDE0 0030 O18C 0046 4545 4441 4344 . _-&_0. _FEEDACD

This\Workbook 0xBAED | 3C43 7DE0 OABF 18A4 18E3 1E20 6C80 616E <Clé.;.®.&. 1 an

D PROJECT 0xBAFO | 6775 €167 6560 0C32 4R43 SAZZ 227F 0864 guage® .2JCZ "0 .d
“{" PROJECTwm 0xBBOO | 0821 SBO0 4344 4154 415B 2076 0861 7220 . ! [ CDATA[ v.ar

Figure 25: Macro storage in the ‘ThisWorkBook’ stream of an OOXML file.
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The VB macro code classification module can extract the embedded VB macro code from the MS-CFB
and MS-OOXML file formats, and applies code analysis for classification of malicious macros. Table 2
shows the results of initial testing done over 10,500 malicious macro embedded documents.

Positive Negative
True 96 % 3%
False 0.5 % 0.5%

Table 2: Results of initial testing over 10,500 malicious macro embedded documents.

HIGH-LEVEL IMPLEMENTATION OF THE STATIC ANALYSIS ENGINE

The Static Analysis Engine implements all of the previously described static analysis methods and
concludes the classification of the input file based on the severity of the triggered heuristics. It
includes multiple sub-analysis modules responsible for analysing various file formats depending
upon the type of file passed as the input. Each sub-analysis engine has multiple heuristics
implemented and respective checks are applied after the file is parsed by the integrated parser. It also
implements an auxiliary generic stream analyser which is used by other analysis modules as and
when required. Figure 26 is a high-level pictorial representation of the implementation. Analysis
modules and their respective functionalities are indicated in the representation itself.

User submitted files Incoming network traffic

Intrusion Prevention Systems, Sandbox or
any other inline perimeter security

P

solution <

Submission of extracted File to Static Analysis Engine

Check the input file type

and Storage Objects
Shellcode detection
Frequency Analysis
Heap Spray detection
Flash File Analysis

Shellcode detection
Overlay data detection
Control words analysis
Extraction of OOXML
files and re-analysis

b 4
W g
CFB Analyzer RTF Analyzer OOXML Analyzer
VB Macro analysis Analysis of embedded VB Macro analysis
Extraction of Stream OLE objects Heap Spray detection

Sledge detection
Susp. COM loading
Shellcode detection
ROP chain detection
Flash File Analysis

!

b, 4

R 4
\ 4

Generic buffer / binary stream Analyzer

b4

JSON with the classification status

Figure 26: Implementation of the Static Analysis Engine.
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RESULTS OVER IN-THE-WILD EXPLOITS

The Static Analysis Engine has been tested with all the implemented detection techniques over a

number of in-the-wild exploits used in targeted attacks. Since the exploits used in the targeted attacks

are weaponized, the implemented heuristics can be best tested over them. The results of this

preliminary testing are shown in Table 3.

Exploit type Type Total exploits | Detected | Not detected | Rate

CVE-2012-0158 Mixed exploits | 2000 1809 191 90.4%
(Targeted attacks
and variants)

CVE 2013-3906 Exploits used in | 32 32 0 100%
targeted attacks

CVE 2014-1761 Exploits used in | 35 29 6 83%
targeted attacks

CVE 2015-1641 Exploits used in | 150 138 12 92%

CVE-2015-2424 targeted attacks
and variants

CVE-2015-6172

CVE 2016-4117 Exploits used in | 87 77 10 88.5%
targeted attacks

CVE-2017-11882 | Exploitsusedin | 12 11 1 91.6%
targeted attacks

CVE 2018-4878 Exploits used in | 30 27 3 90%

CVE-2018-15982 | targeted attacks

Table 3: Results of preliminary testing.

Mixed exploits detection results

Table 4 shows the results when the Static Analysis Engine was tested over the exploit variants. This
includes multiple variants of malicious files with the CVEs shown above.

Exploit type

Total exploits

Detected

Not detected

Rate

Exploit variants
from 2012 to 2018

4185

3754

431

89.70%

Table 4: Results when the Static Analysis Engine was tested over exploit variants.

It seems that the discussed detection mechanisms show a lot of promise in mitigating targeted
attacks. Careful selection and implementation of additional heuristics will significantly improve the
detection rate and, together, can certainly help to mitigate future attacks.
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