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Together with email' the web is one of the two major malware
infection vectors through which organizations and individuals
get infected with malware. For this reason most organizations
use security products to minimize the risk of malware making
it onto the network in this way, thus avoiding having to rely
on security products running on endpoints.

In the VBWeb tests, which form part of Virus Bulletin’s test
suite, we measure the performance of web security products

! See the regular VBSpam reports on the email-based threat landscape
and email security products’ ability to protect email accounts:
https://www.virusbulletin.com/testing/vbspam/.

MARCH 2020

against a range of live web threats. We have, until now,
been publishing quarterly reports on the performance of the
products that have opted to be included in our public testing
as well as providing an overview of the current state of the
web-based threat landscape. Regrettably, the Spring 2020
edition will be the last such report and the VBWeb test is
indefinitely suspended.

THE SPRING 2020 WEB THREAT LANDSCAPE

Once again, the most active exploit kit we saw during the
test period was RIG, which we typically caught through
malvertising. A total of at least eight exploit kits are still
active, and during the test itself we saw more than 600
cases of six different exploit kits: RIG, Fallout, Spelevo,
Underminer, Lewd and Bottle.
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The most recent kit, BottleEK?, installs a new banking
trojan, named Cinobi’, that targets users in Japan. Other
malware we saw downloaded by the various exploit kits
included: Dridex, Phorpiex, Raccoon, XMRig, Sodinokibi,
Smokeloader, Zloader and Hidenbee.

We also saw almost 500 instances of malware downloads
from around 80 families including Emotet, Pony, Troldesh,
Ursnif, Azorult and FormBook. Fortunately, the tested
products had very few problems blocking malware in any of
these categories.

And as was the case in the Winter 2020 VBWeb test*,
products also had few problems blocking phishing pages.

RESULTS

It should be noted that one of the products included in this
VBWeb test is a cloud-based product. As with the other
products hosted in our lab, we replay previously recorded
requests through cloud-based products®, but as we do not
control the connection between the product and the Internet,
we cannot replay the response.

Thus it is possible that a request that results in a malicious
response in our test lab results in a non-malicious response
when replayed through a cloud-based product. We consider
such cases full blocks, as this is the user experience, but
because a cloud-based product isn’t always served the
malicious content by the exploit kits, for the purpose of
calculating block rates we only count these instances with a
weight of 0.5. However, in the case of the particular cloud-
based product included this test, all exploit kits were blocked,
meaning that the weighting would not have made a difference.

Fortinet FortiGate

Drive-by download rate 100.0% @
Malware block rate 99.4% VERIFIED
Phishing block rate 95.4% WEB
False positive rate 0.0%

2https://nao-sec.org/2019/12/say-hello-to-bottle-exploit-kit.html
3https://blog.trendmicro.com/trendlabs-security-intelligence/operation-
overtrap-targets-japanese-online-banking-users-via-bottle-exploit-kit-
and-brand-new-cinobi-banking-trojan/
“https://www.virusbulletin.com/virusbulletin/2020/01/vbweb-
comparative-review/

>The requests are replayed in near real time.

Fortinet’s FortiGate appliance extends its unbroken run of
VBWeb awards going several years, by blocking all drive-by
download cases and missing only three of almost 500 direct
malware downloads. With over 95 per cent of phishing sites
blocked, this kind of malicious site isn’t a big problem for
FortiGate either. As such, Fortinet FortiGate fully deserves
another VBWeb award. But besides the product's excellent
performance in this test, it is its strong performance over

15 tests that its developers can be truly proud of.

iBoss
Drive-by download rate 100.0% @
Malware block rate 100.0% VERIFIED
WEB
Phishing block rate 99.3%
virusbtn.com
False positive rate 2.6%

iBoss extends its impressive VBWeb performance by
blocking all drive-by download cases (exploit kits) in this
test, as well as all directly downloaded malware samples.
iBoss also blocked over 99 per cent of phishing sites. The
product easily earns its fifth VBWeb certification.

Kaspersky Web Traffic Security

Drive-by download rate 100.0% @
Malware block rate 99.0% VERIFIED
Phishing block rate 97.4% WEB

virusbtn.com
False positive rate 0.0%

Kaspersky Web Traffic Security blocked all of the more than
650 exploit kits seen in this test. The detection rate of direct
malware downloads was very good too, with only a handful
of them missed. The product also achieved a good phishing
blocking rate of over 97 per cent, thus showing that the
gateway product provides an excellent first line of defence
for web-based threats and its third VBWeb certification is
fully deserved.

Vo



VIRUS BULLETIN

FortiGate 300D FGT3HD3915807276
& Dashboard = 2 | ©AddFitter °
& Fortiview v 1 400
Low (%
Physical Topalogy 300 Threst Score Veium
High
Logical Topology 200 Threat Score, - C‘v?\u:a\
Sources 100 Threat Score
Destinations 0 Threat
T200 a0 [ a0 2000 =0 o0 0 00 00 00 000
Interfaces Threat Category Threat Level Threat Score (Blocked/Allowed) < Sessions (BlockeciAllowed)
Palicies cryptomoneyinside xyz Malicious Websites High 1260 1 21 & 1
e JS/AgentNPQY Tiahware [ 1250 . 5 .
WiFi Clients mt.coolsite best Malicious Websites High 600 m— 10  —
Traffic Shaping 742081322 Malicious Websites High 240 4 m
A lcessione biologia uem.mz Phishing High 180 == I m
s casace.org Phishing High 180 mm 3 m
Failed Connection Attempts. Failed Connection Attempts Medium 180 mm 36  —
Cloud Applications
Jppost-no top Malicious Websites High 180 mm 3 m
Web Sites
datemermateme.com Pornography Law 165 == 33—
Th
= Fallout Exploit Kit signature IPs [ G 150 = 3 m
T Kerfoo.com Sparm URLs High 120 = ]
Fortizanchos i pLIENUGISM net Pomagraphy Low 95 m 19 oo—
Falled Authentication 101webdesigners com Malicious Websites High 60 o 10
System Events 1071753545 Malicious Websites High 60 8 1
Admin Lagins 157.185.145.79 Malicious Websites High 60 8 1
VRN 156.69.39.138 Malicious Websites High 60 8 1
b Networc - 183.221.126.206 Malicious Websites High 60 8 1 -
K< 42 > » [Total: 100]

Fortinet FortiGate.

ib('JSS Virus Buletin- Account 125562 (Primary) = Q
A e Gy izt (G ey (D S, Sl ) o $ Usnser | LA cosomions | J Toos | £ Newond >
@R ReshTime Dashbosrd | dyy UserRiskDashbosrd | [B logs v iE5 Repors | i) ReporcSchedules Report Templates | @ RealTime Alerts | 3% LoggngOptions | [0] Logginglgnorelist (&' LogForwarding v | ¥ Reporting
Date &Time ~ User Source P URL/Domain Referrer URL Destination IP... Group Category Action
02/27/2020 11:15 AM *79.99.68.210  79.99.68.210 194.15.36.168/bins/kowai.ppc http://google.ca/?8623q=http://1... 1. Default ID Theft Blocked hu
02/27/2020 11:14AM +70.98.68210  79.99.68.210 34.80.180.135/chay4/Icha.ppc httpi//google.it/%623q=httpi/3.. 1. Default 1D Theft Blocked
02/27/2020 11:13 AM #79.99.68.210  79.99.68.210 @ 185200241877 2NAWMDYX&mCOMNSI&UISSNFULX=neighborin 1. Default ID Theft Blocked
02/27/2020 11:05 AM +79.99.68.210  79.99.68.210 185.200.241 87/72NZQ3MTk-8kDWK&0QXX~abettor&sbmtrxiy 1. Default D Theft 8locked
02/27/2020 10:59 AM 70.00.68.210  79.99.68.210 185.200.241 8772MTQAN|Q5&ISalKSWR.CqF=border&rmjTDp=at 1. Default D Theft Blocked
02/27/2020 10:56 AM *79.99.68.210  79.99.68.210 cryptomoneyinside.xyz/zSkNkBHX?cpm_id=402717715&cpm_ct 1. Default NotRated Site  Blocked
02/27/2020 10:49 AM %70.99.68.210  79.99.68.210 @ 185.200.241.872MQIMTQx&SUtDIwtRfyjqS=accelerator&COIC 1. Default ID Theft Blocked
02/27/2020 10:46 AM #79.99.68.210  79.99.68.210 www.chichi-maid.fun/ 1. Default NotRated Site  Blocked
02/27/2020 10:41 AM #79.99.68.210  79.99.68.210 epic-fap.com/zelix/ 1. Default NotRated Site  Blocked
02/27/2020 10:37 AM #79.99.68.210  79.99.68.210 m.hf295.com/ 1. Default NotRated Site  Blocked
02/27/2020 10:31 AM +7990.68210 | 7099.68210 (@) chichi-maid.fun/ 1. Default NotRated Site  Blocked
02/27/2020 10:30 AM %70.99.68.210  79.99.68.210 157.185.145.131/7034964.521d-7 faiusrd.com/0/abuiabblgaagé 1. Default ID Theft Blocked
02/27/2020 10:27 AM %70.99.68.210  79.99.68.210 fdcuganda.org/ 1. Default NotRated Site  Blocked
02/2772020 1024 AM +79.90.68210  79.99.68.210 genera f566 pag 1. Defaut NotRated Site  Blocked
02/27/2020 10:18 AM 7999.68210  7999.68210 (@) 185.200241.8772MZM20TMXEZYWASRIYEKUBTEVFPO=electrica 1. Default D Theft Blocked
02/27/2020 10:13AM #70.00.68.210  79.99.68.210 thomagejut site/2tid=8200538red=12c5=U1 NQRGIZIZZWMAW 1. Default NotRated Site  Blocked
02/27/2020 10:09 AM +70.99.68.210  79.99.68.210 shophandbag.store/landing.php 1. Default NotRated Site  Blocked
02/27/2020 1003 M 799968210 79.99.68:210 /medern-man-health-viagra-sidenafil-and- 1.Dcfaut  NotRatedSite Blocked
Dashboard ]
Systamastn Dats prosasing. Alrodss Last biochasars
gy & Noenos . & Ougingratic msas T 1010057 25ten 1004
Wieb Traffic Security s tmon 0 + Incominguafic 28 1018057 EECeaT
Ao N & Opctznrmaeas @ 1010057 Seniirse
® Ot responses 573 1013057 Zenitizsn
1019057 Z5en tiion
Procesed objert 1013057 Sen ol
1019057 25en 050044
1010057 ey 05705
1019057 Zsten s
. 1010057 e 051
i — AP Ainodes
sz Smedlobiss) ® cams s Smnedlobjcs)
& Deeced = Daecec P
- T
Detsctt obiect [——
- =
s 2 ~
Detect oy ctegory Last bichaa UL saesses
190257450 2Sten 1004
Aot o @ usershonzockt 25fentr2ast
$ Aoolstncadim . 188.2253488 25Feb L1756
Qe ety o sl takaethn: o 25fenitizsn
e e 1025340 Zxen it
o, ometenie iooges L) @ usersharzockb 25Febtt061
" o & Jriri
e ° arluzzom ke 105705
Gumrmriozut Zten s
o Dtomsteaicon b 0L
HEUR Bt scrt Carsrc Bk et
HELR Bt Scrt ot ey 2 fenirss
it HELR it Scrt o Blek 5 feb it >

Kaspersky Web Traffic Security.




VIRUS BULLETIN

APPENDIX: THE TEST METHODOLOGY

The test ran from 14 February 2020 to 29 February 2020, during
which period we gathered a large number of URLSs (most of
which were found through public sources) which we had reason
to believe could serve a malicious response. We opened the
URLSs in one of our test browsers, selected at random.

When our systems deemed the response sufficiently likely
to fit one of various definitions of ‘malicious’, we made

the same request in the same browser a number of times,
each with one of the participating products in front of it.
The traffic to the filters was replayed from our cache within
seconds of the original request having been made, thus
making it a fully real-time test.

We did not need to know at this point whether the response
was actually malicious, thus our test didn’t depend on
malicious sites that were already known to the security
community. During a review of the test corpus some days
later, we analysed the responses and discarded cases for
which the traffic was not deemed malicious.

In this test, we checked products against 654 drive-by
downloads (exploit kits), 482 direct malware downloads and
416 phishing sites, a category which also includes sites that
trick the user into calling a phone number. To qualify for

a VBWeb award, the weighted average catch rate of these
two categories, with weights of 90% and 10% respectively,
needed to be at least 80%.

The test focused on both HTTP and HTTPS traffic. It
did not look at extremely targeted attacks or possible
vulnerabilities in the products themselves.

Data from the test was provided by various public sources
as well as an API provided by Active Defense®.

TEST MACHINES

Each request was made from a randomly selected virtual
machine using one of the available browsers. The machines
ran either Windows XP Service Pack 3 Home Edition 2002,
or Windows 7 Service Pack 1 Ultimate 2009 and all ran
slightly out-of-date browsers and browser plug-ins.

®https://www.activedefense.co.jp/adctd-api-spec/
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