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VBSPAM EMAIL SECURITY emails used in the test cover the threats that exist at the
moment when it is run, we are able to determine how the

COMPARATIVE REVIEW security solutions are performing against up-to-date spam
SEPTEMBER 2020 campaigns.

lonut Raileanu For some additional background to this report, the table
and map below show the geographical distribution (based
on sender IP address) of the spam emails seen in the test.
(Note: these statistics are relevant only to the spam samples
we received in real time.)

In this test — which forms part of Virus Bulletin’s

continuously running security product test suite — six full
email security solutions, one custom configured solution'
and four blacklists of various kinds elected to be publicly

tested, the results for which are included in this report. CHALLENGING EMAILS
Thff results detailF:d in th.e VBSpam test reports 'generally The spam campaign that the products in this test found the
1nd1c2}te that em2.111 security product.s doa gOOdJQb of most challenging to block was one that sent stock exchange-
blf)Ckmg the maj‘orlty of spam emails. 'HOWCVGT’ m related emails. The emails didn’t contain any attachments or
this report we will focus on those emails that, through URLSs and were sent from free email service accounts
attachments or URLSs, lead directly to a malicious action, (mail[.]Jru, gmx[.]net and gmx[.]Jcom). The campaign was
and highlight the particular emails that managed to evade active on 17 August from 12:13 to 12:48 GMT and then again
most of the security products filters in our test. Since the for a short time the next day, 18 August, around 12:50 GMT.
! Spamhaus DQS is a custom solution built on top of the SpamAssassin Axway was the only product that managed to block all the
open-source anti-spam platform. emails from this campaign.

4 Sender’s IP Percentage of

country spam

1 [China 18.50%

2 |Japan 16.30%

3 |United States 14.83%

4 |Russian Federation [6.19%

5 |Brazil 3.70%

6 |Vietnam 3.01%

7 |India 2.63%

8 |Ukraine 2.24%

9 |Indonesia 1.90% § '

10 | Turkey 1.39% 1 — 2005

Top 10 countries from which spam was sent. Geographical distribution of spam based on sender IP address.
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From Quentin Beasley <pincasvb9jtee@mail.com> f¥ © Reply O ReplyAllv '~ Forward More v

Subject - RDAR is a Raging Bull Going Up 8/18/20, 3:47 PM
To <3

~\ RDAR declared that to better serve the marketplace in the future, they've decided to occasionally license what's already been assembled
to companies that could help out with the growth of the technology. The first opportunity will be licensing to a private company who will
use that capability to raise more money which will further fund developments on the RDAR:otc platform. It's important to remember that
under this short-term license, RDAR -\ will still have the rights to the underlying technology and will benefit from any continued
development that will occur. They have secured a new group of personal tech investor. High tech investors are concentrated to enhance the
features of the services offered by application. The will back upon the permit mentioned earlier. This news is also a green signal for stock
market investors as RDAR\ is back on tracks of progress. | hope you don't mind me contacting you out of the blue, but | just wanted to tell
you about this new stock that's been getting a great deal of attention in the market. | have been looking at RDAR~ for quite a while, and it
seems like it might be moving up. | know how hard it can be to find those"diamonds in the rough," but RDAR seems to fit the bill. You might
want to take a look, because it may end up being a profitable commerce.

| know it seems hard to believe, but | just found a stock that could be exactly what you're searching for. You might be struggling to get
some solid trades, and that's the reason why | wanted to let you know about ~\ RDAR. I've been doing some research on this stock, and it's
great numbers. Not to mention, it's principles seem solid. ~\ RDAR could become a long-term investment which may be perfect for people

that want to take their portfolio to the next level.

Sample from the RDAR spam campaign.

From John Doe <message-c1b78a2b88062b@webmail.vins-pomerol.fr> ¥

Subject | have you

©Reply ‘O ReplyAll '~ | - Forward ' More v
8/23/20, 3:10 AM

To g

Hi!

| know the fact that you visit PORNOgraphic videos!

know what) to all your contacts.

problem!

Amount: 0.042

to date!

Your smart-phone got a malware so this allowed me to control your microphone and your camera and record you without you even knowing
while you satisfy yourself! Here is the deal... if you don "t send me 500$ equivalent value in BIT COIN I will send the video with you doing(you

My sneaky app that was installed had also the function, to steal all your contacts from phonebook, social media contacts, emails. Did | got
the passwords? Neah, any smart-phone have like a virus detection tool build-in and they scan for what kind of activity an app can have, so...
Trying to extract passwords? Very bad, it may get detected! Using the camera and extracting all the contacts without user permission? No

Ok! So in order to buy some coins you can Google for "Buy BIT COIN instantly" and use the next address to send the coins:

Address: 1CEAuZoHa9GnZhUV8syjwvuhxrQ4KSi3HS

Important! The Address which is CASE SENSITIVE contains spaces so you must to eliminate all the spaces and the result it has to be a string
of 34 characters long so it will start with "1" also it will end with "S". Use the string without spaces to send my coins! You have a few days!

Anway, to get rid of my backdoor sneaky application apply a reset with factory settings. Use Google for "Reset to factory settings [your
phone model]". Also maybe you think that | got your passwords, you can change them! To avoid getting infected next time, keep your OS up

Also maybe you will take in consideration to stop watching this type of content... is messing with your brain.

Example of an extortion spam.

We continue to see extortion emails in the spam feeds,

but it looks like, despite all the evasive techniques used

to bypass the filters of the security products, this kind of
spam is reaching inboxes less. However, we mention here a
sample that was missed by most of the products in the test
(the products that blocked it were: Axway, IBM, Libraesva,
ZEROSPAM, and the partial solutions Abusix Mail
Intelligence, IBM X-Force IP and IBM X-Force Combined).

MALWARE AND PHISHING

In the following sections we present some of malware and
phishing emails that proved the most challenging for the
products we saw in the test.?

2 This analysis is not intended to be exhaustive research on these
samples but rather a short review of the most commonly missed
malware and phishing emails in the test.




1. Password-protected archives containing
malicious ‘.doc’ files

Subjects:

® Re: (no subject)

® Re: Alarm

Attachments:

e request.zip: 329e45d95£f39e6e68£76590f4947649
£971489¢3257bfb2b136£59323d862fed, which

contained report,08.20.doc: 979f10f83dcfle9a9a
ad6e30£f42ac6d84d9c329e0£08b3232cal4366aae230
72

From drkidder@health4boise.com v¥

Subject Re: (no subject)

VIRUS BULLETIN

+ Request.zip: 0062169d2871199582141e20b6eb0d3
71£4d0bc304bd6d1347ebe5caedb06820, which
contained report,08.20.doc: 6d93346bea6220274

108bfe72decb671687c80d53¢c434e74£e03¢c106379fb
8lc
MAIL FROM:
* drkidder@health4boise.com

* megan@hot-deals-online.com

Dates of occurrence and number of products that
correctly blocked it:

e 20 August 12:04 GMT; two products: Libraesva and
ZEROSPAM.

© Reply ‘9 ReplyAllv '~ Forward More v
8/20/20, 3:00 PM

To |54

Good Morning,
Please see the attached document.
Password - 124SG

Thank you.

» [ 1attachment: request.zip 81.8 KB

Dsave v

A capture of the email.
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e 20 August 13:02 GMT; four products: IBM, Fortinet,
Libraesva and ZEROSPAM)
Malware features:

* Because the attached archive is password protected it is
a challenge for anti-spam solutions to block the emails
at first sight.

* It has been reported? that this campaign was pushing
IcedID to English-speaking recipients.

2. Fattura n.XXXXX del 05/17/2020
Subjects:

® Fattura n.[0-9]1{5} del 05/17/2020

Attachments:

* fattura 174.x1s: 768fb3244d426ccdd043fc5E
72276£69494b50d20£49477£039c9911d878a3cb

¢ fattura 4423 .xlsm: f1cf9543cc45d69177dac3
b26015955c0d6c34295fd688df501eea%allbs8be
92

e fattura 1194.xls: caacbb3b5adcfbefeacec8f
82357f7e25d0£f7cb0f73c4354ddccfff52f881ee
e

3https://twitter.com/malware_traffic/status/1296480451301912577.

From Samira Sorrentino <noreply@ticketnet.cloud> v
Subject Fattura n.927594 del 05/17/2020

To w

* fattura 489.xls: 5el45ca74870d3db2317eb6f
c46371e£388054dfffc8d138b06dalacéceedfe’

* Fattura 960.x1ls: 5f5c86843bealebfalcd7deb
140b78£6023785d98d05a27£f45p9%91ef200adc21b

MAIL FROM:

® noreply@ticketnet.cloud

* noreply@implantology.club

* noreply@realtycashcow.club

®* noreply@hotsales.cf
Dates of occurrence and number of products that
correctly blocked it:

* There were 20 emails in approximately 15 minutes
(09:25:20 to 09:38:45 on 13 August). Only those with
the noreply@ticketnet.cloud MAIL FROM
seem to have bypassed the filters of all the solutions
in the test, with the exception of Fortinet, IBM and
Libraesva.

Malware features:

* A geographically targeted spam campaign, active for a
few minutes, containing password-protected ‘.xIs’ files.

¢ Based on our research, it looks like this is a Gootkit
campaign.

L) Reply ) Reply All ¥ - Forward More v

8/13/20, 12:25 PM

Buongiorno,

Cordiali saluti.
Samira Sorrentino
Ricci s.r.l.

Fax Italia: +39 (02)8995474

> [ﬂj 1attachment: fattura_4423.xlsm 17.6 KB

Alleghiamo la ricevuta del bonifico di euro 4222,00 eseguito a saldo della fattura n.75366 del 05/17/2020 di pari importo.

m Save |v

A capture of the malware campaign in Italian.

@


https://twitter.com/malware_traffic/status/1296480451301912577
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3. Emotet e Form - Aug 13, 2020.doc: ba510b5a0£97430
Subiect a09efbdl2acbb4clbe869e71e678adf5fa0b5498
ubjects: fb477068e

e Eint
intragung e PO# 08152020Ex.doc: 72af635d51194d2ab42892

e First names (e.g. Brylee, Magdalena, Meike, 4c2c7£5122429d040e93566ed7302ed43£5fal 6eed

Bianca) .
® Electronic form.doc: 62£25d164ef59%be5ad282

Attachments: fad344656d63ae755643c7be3b729899031c9700925
®* ANHANG-2020-08- 13-155100838.doc: c30a45

92cd8e7e2a97b2eel19d0061553ccbd7cdlb7e2af MAIL FROM:
8bca2dd6913albccbb * projectteam02@aeonorange.com
From Aubrey <sshaan@intnet.mu> f¥ © Reply 9 Reply All|v - Forward More v
Subject Brylee 8/13/20, 9:02 AM

To Brylee « >

Please find attached invoice from {FROM.NAME} as at 13.08.2020.

Please arrange payment for the overdue August account, any payments received today have not yet been posted
to the system so apologies if you have already paid.

Alternatively please advise of any queries that are outstanding.

Sincerely,

Aubrey
08acd@dc3@soapworksltd.co.uk

> [lll 1 attachment: Form - Aug 13, 2020.doc 227 KB msave v

The most common version seen in the test of spam containing Emotet.

From ams logistics GbR <projectteam02@aeonorange.com> f¥ S Reply 9 ReplyAll v A Forward 'More v

Subject Eintragung 8/13/20, 2:26 PM
To Beatrice < >ty

Hallo,

beziiglich Ihrer heutigen Mitteilung senden wir Ihnen in der Anlage den entsprechenden Anderungsantrag.

MfG

ams logistics GbR

> [l_]J 1 attachment: ANHANG-2020-08- 13-155100838.doc 228 KB mSave v

A different version of the Emotet spam from the test.
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®* sshaan@intnet.mu
* ksj@yses.kr

® cheryllong@iuncapped.co.za

Dates of occurrence and number of products that
correctly blocked it:

* We saw Emotet spam emails on every day of the test
apart from at weekends.

e The only products that didn’t miss any of the emails
from this campaign were IBM, Libraesva and
Spamhaus DQS.

From exk.ru.support@vbspamtest.com f¥

Subject Action required for

4. Phishing that uses public legitimate Google
services as a proxy
Subjects:

®* Action required for recipient email
address

® Notification: Re-activate Your Email
Account.

* Delivery Attempted - back to sender
®* Delayed invoice detailsfororder452062

©Reply ReplyAll'~ - Forward More v
8/11/20, 3:39 AM

To w

Email IT Support

Dear Esteemed User,

We are closing all old versions and non-active users from (9/10/2020). Please validate your email address

I, (o kecp your account from being deactivated.

Account will be automatically deleted after (9/10/2020). You can change the frequency of these
notifications within your mailbox portal.

This e-mail may be privileged and/or confidential, and the sender does not waive any related rights and obligations. Any distribution, use or copying of this e-mail or the information it contains by other than an intended recipient is

= nhttps://firebasestorage.googleapis.com/v0/b/prepre-83e94.appspot.com/o/mannamoindex.htmi?alt=media&token=dbb682ff-b6d1-489c-821f-d6c304f0d74b
This phishing email was missed by the most products.

From vbspamtest.com 05:49:09 <sales@email-mkting.com> f¥ © Reply ‘9 ReplyAlll~v - Forward More v
8/9/20, 6:49 AM

Subject Notification: Re-activate Your Email Account.
To w

gmailnew.com Server Administrator

Dear [N

‘We are shutting down all old versions and inactive users (06/08/2020 1:26:58 pm). Please
verify your email address IIllll@gmailnew.com to prevent your account from being
suspended .

gmailnew.com

https://www.google.com/uri?sa=t&source=web&url=http://www.interperu.org/&ved=2ahUKEwig_qCC1PTqARWL-KQKHWW7AY4QFjAAegQIBhAC&USG=AOVVaw3816Sb7hsvriuw-iVdV41H#Z...

Phishing email redirecting the landing page through Google browser.




From RoyalMail <info@dmu.ac.uk> ¥y

Subject Delivery Attempted - back to sender

To

Hello

Package number: XH367283792GB
Delivery Attempted - No Acces to Delivery Location .

we were unable to deliver your package because one of
our conditions were not met .

In order to ship your package again and not returned
to the origin, additional fees will be applied.

Ship my package

shipping costs of 2.99 GBP !

Best regards
RoyalMail

This is an automated email please do not reply .

VIRUS BULLETIN

© Reply O ReplyAll~ - Forward More v
8/10/20, 9:20 PM

’;i- https://drive.google.com/file/d/1DrjEjHHzDol9y1a_0hsPdPjAHmwaEzEQ/view?usp=sharing

Phishing email making use of the Google Drive service.

From carol@leedseng.co.uk ¥

Subject Delayed invoice detailsfororder452062

© Reply ‘O ReplyAll v - Forward More v
8/20/20, 8:00 PM

To w

Please find out details of your order at amount 4520.00 USD

https://docs.google.com/document/d/e/2PACX-1vROyaWfZe4179TduSHAdwPe32Zn16_mC35DVhcmKGdHjnwxjglwfO-

QIfyNrdOwHCdUkRAXy2]ugVub/pub

% https://docs.google.com/document/d/e/2PACX-1vROyaWiZe4179TduSHAdwPe322n16_mC35DVhcmKGdHjnwxigJwfO-QlfyNrdOwHCdUKRAXy2JugVub/pub

Another example of a phishing email making use of the Google Drive service.

MAIL FROM:
* support@recipient email address domain
* sales@email-mkting.com
* info@dmu.ac.uk
®* carol@leedseng.co.uk

Dates of occurrence and number of products that
correctly blocked it:

* 11 August; three products: Axway, IBM and Libraesva.

¢ 9 August; four products: Axway, Bitdefender, Libraesva
and ZEROSPAM.

e 10 August; two products: Libraesva and ZEROSPAM.
e 20 August; four products: Fortinet, IBM, Libraesva and
ZEROSPAM.
Malware features:

¢ We couldn’t track the malicious behaviour further,
since the URLs were either no longer accessible or

@
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From Account support 30887 <IncBc4910UGON@BCc4910UGON.com> 1
Subject [ PayPal-Support ] : PayPal Account Limited 8/13/2020 2:52:16 AM
w

Dear

We have locked your PayPal account because our service detected
tow unauthorized devices. Our service has protected your account
from someone who has accessed your PayPal account from another
devices and locations.

Before someone change your account information or order some
item with your credit or debit card bill. For your security, we have
locked your PayPal account.

To continue using your account again, we advice you to update your
information before 24 hours or your account will be permanently
locked.

Update Now

5 Reply All |~ Forward | More v
8/13/20, 5:52 AM

© Reply

=

E2  https://cutt.ly/rd2PDIt

Capture of the PayPal phishing email.

had been blocked by Google for violating the service’s
terms and conditions.

* These phishing emails were the most challenging for
the products in our test.

5. PayPal phishing with shortened URL

Subjects:

® [ PayPal-Support ] : PayPal Account
Limited 8/13/2020 2:52:16 AM

Malicious URL:
* hxxps://cutt[.]ly/rd2PDlt

MAIL FROM:
® japos7@juno.com
Dates of occurrence and number of products that
correctly blocked it:
* 13 August; four products: Bitdefender, Libraesva,
Spamhaus DQS and ZEROSPAM.
Malware features:

¢ We couldn’t track the malicious behaviour further,
since the URL is no longer accessible.

RESULTS

Spam catch rates continued to be high, with the majority
of products blocking more than 99% of the spam, but the
catch rates on malware and phishing were significantly

lower. Of the participating full solutions, two achieved a
VBSpam award: Libraesva and ZEROSPAM, while four
performed well enough to achieve a VBSpam+ award:
Axway, Bitdefender, Fortinet and IBM Lotus Protector. The
Spamhaus DQS custom configured solution also achieved a
VBSpam award.

Axway MailGate 5.6

SC rate: 99.71% i
FP rate: 0.00% ?
Final score: 99.68 VERIFIED

Malware catch rate: 91.79%
Phishing catch rate: 96.88%
Project Honey Pot SC rate: 99.90%
Abusix SC rate: 99.64%
Newsletters FP rate: 0.7%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

virusbtn.com

Bitdefender Security for Mail

Servers 3.1.7 s
SC rate: 99.88% .
FP rate: 0.00% VERIFIED

Final score: 99.88

Malware catch rate: 96.54%
Phishing catch rate: 97.64%
Project Honey Pot SC rate: 99.99%
Abusix SC rate: 99.84%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

virusbtn.com

@



Fortinet FortiMail

SC rate: 99.71%

FP rate: 0.00%

Final score: 99.71

Malware catch rate: 94.71%
Phishing catch rate: 93.01%
Project Honey Pot SC rate: 99.99%
Abusix SC rate: 99.61%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @
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virusbtn.com

IBM Lotus Protector for Mail
Security

SC rate: 99.78%

FP rate: 0.00%

Final score: 99.78

Malware catch rate: 97.62%
Phishing catch rate: 97.54%
Project Honey Pot SC rate: 99.95%
Abusix SC rate: 99.72%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @
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m
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E
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virusbtn.com

Libraesva ESG v.4.7

SC rate: 99.94%

FP rate: 0.02%

Final score: 99.84

Malware catch rate: 99.89%
Phishing catch rate: 99.43%
Project Honey Pot SC rate: 99.99%
Abusix SC rate: 99.93%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: ®; 98%:

VERIFIED

SPAM

Spamhaus Data Query Service

SC rate: 98.72%

FP rate: 0.00%

Final score: 98.72

Malware catch rate: 96.87%
Phishing catch rate: 83.85%
Project Honey Pot SC rate: 99.58%
Abusix SC rate: 98.42%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

Sept 2020
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ZEROSPAM

SC rate: 99.69%

FP rate: 0.06%

Final score: 99.35

Malware catch rate: 92.87%
Phishing catch rate: 99.34%
Project Honey Pot SC rate: 99.98%
Abusix SC rate: 99.59%
Newsletters FP rate: 0.7%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

VERIFIED

SPAM

virusbtn.com

Abusix Mail Intelligence

SC rate: 99.25%

FP rate: 0.06%

Final score: 98.94

Malware catch rate: 71.17%
Phishing catch rate: 94.90%
Project Honey Pot SC rate: 98.61%
Abusix SC rate: 99.47%
Newsletters FP rate: 0.0%

IBM X-Force Combined

SC rate: 96.05%

FP rate: 0.00%

Final score: 96.05

Malware catch rate: 75.70%
Phishing catch rate: 82.34%
Project Honey Pot SC rate: 99.13%
Abusix SC rate: 95.00%
Newsletters FP rate: 0.0%

IBM X-Force IP

SC rate: 93.54%

FP rate: 0.00%

Final score: 93.54

Malware catch rate: 66.85%
Phishing catch rate: 78.00%
Project Honey Pot SC rate: 98.61%
Abusix SC rate: 91.80%
Newsletters FP rate: 0.0%
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IBM X-Force URL

SC rate: 67.06%

FP rate: 0.00%

Final score: 67.06

Malware catch rate: 18.36%
Phishing catch rate: 24.36%
Project Honey Pot SC rate: 92.81%
Abusix SC rate: 58.26%
Newsletters FP rate: 0.0%

APPENDIX: SET-UP, METHODOLOGY AND
EMAIL CORPORA

The full VBSpam test methodology can be found at
https://www.virusbulletin.com/testing/vbspam/vbspam-
methodology/vbspam-methodology-ver20.

The test ran for 16 days, from 12am on 8 August to 12am
on 24 August 2020.

The test corpus consisted of 129,515 emails. 124,691 of
these were spam, 31,775 of which were provided by Project
Honey Pot, with the remaining 92,916 spam emails provided
by Abusix. There were 4,686 legitimate emails (‘ham’) and
138 newsletters, a category that includes various kinds of
commercial and non-commercial opt-in mailings.

144 emails in the spam corpus were considered ‘unwanted’
(see the June 2018 report?) and were included with a
weight of 0.2; this explains the non-integer numbers in
some of the tables.

Moreover, 926 emails from the spam corpus were found to
contain a malicious attachment while 1,059 contained a link
to a phishing or malware site; though we report separate
performance metrics on these corpora, it should be noted that
these emails were also counted as part of the spam corpus.

Emails were sent to the products in real time and in parallel.
Though products received the email from a fixed IP address,
all products had been set up to read the original sender’s IP
address as well as the EHLO/HELO domain sent during the
SMTP transaction, either from the email headers or through
an optional XCLIENT SMTP command®.

For those products running in our lab, we all ran them as
virtual machines on a VMware ESXi cluster. As different
products have different hardware requirements — not to
mention those running on their own hardware, or those
running in the cloud — there is little point comparing the
memory, processing power or hardware the products were
provided with; we followed the developers’ requirements

“https://www.virusbulletin.com/virusbulletin/2018/06/vbspam-
comparative-review
>http://www.postfix.org/XCLIENT_README.html

and note that the amount of email we receive is
representative of that received by a small organization.

Although we stress that different customers have different
needs and priorities, and thus different preferences when it
comes to the ideal ratio of false positive to false negatives,
we created a one-dimensional ‘final score’ to compare
products. This is defined as the spam catch (SC) rate minus
five times the weighted false positive (WFP) rate. The
WEFP rate is defined as the false positive rate of the ham
and newsletter corpora taken together, with emails from the
latter corpus having a weight of 0.2:

WEFP rate = (#false positives + 0.2 * min(#newsletter false
positives , 0.2 * #newsletters)) / (#ham + 0.2 * #newsletters)

while in the spam catch rate (SC), emails considered
‘unwanted’ (see above) are included with a weight of 0.2.
The final score is then defined as:

Final score = SC - (5 x WFP)

In addition, for each product, we measure how long it takes
to deliver emails from the ham corpus (excluding false
positives) and, after ordering these emails by this time,

we colour-code the emails at the 10th, 50th, 95th and 98th
percentiles:

[ (green) = up to 30 seconds
(yellow) = 30 seconds to two minutes
(orange) = two to ten minutes

@ (red) = more than ten minutes

Products earn VBSpam certification if the value of the final
score is at least 98 and the ‘delivery speed colours’ at 10
and 50 per cent are green or yellow and that at 95 per cent is
green, yellow or orange.

Meanwhile, products that combine a spam catch rate of
99.5% or higher with a lack of false positives, no more than
2.5% false positives among the newsletters and ‘delivery
speed colours’ of green at 10 and 50 per cent and green or
yellow at 95 and 98 per cent earn a VBSpam+ award.
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True False FP False True Final
negatives | positives | rate | negatives | positives SCrate score VBSpam
Axway 4686 0 0.00% 366 124209.8 | 99.71% | 99.68 Verified
Bitdefender 4686 0 0.00% 152 124423.8 | 99.88% | 99.88 Verified
FortiMail 4686 0 0.00% 362.6 124213.2 | 99.71% | 99.71 Verified
IBM 4686 0 0.00% 278.8 124297 | 99.78% | 99.78 Verified
Libraesva 4685 1 0.02% 70.4 124505.4 | 99.94% | 99.84
Spamhaus DQS 4686 0 0.00% | 1600.4 | 1229754 | 98.72% | 98.72
ZEROSPAM 4683 3 0.06% 388.2 124178.6 | 99.69% | 99.35
Abusix Mail Intelligence” 4683 3 0.06% 929.2 123646.6 | 99.25% | 98.94 N/A
IBM X-Force Combined” 4686 0 0.00% | 49222 | 119653.6 | 96.05% | 96.05 N/A
IBM X-Force IP* 4686 0 0.00% 8051 116524.8 | 93.54% | 93.54 N/A
IBM BL - URL" 4686 0 0.00% | 41029.2 | 83546.6 | 67.06% | 67.06 N/A

“These products are partial solutions and their performance should not be compared with that of other products.

(Please refer to the text for full product names and details.)
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Newsletters Malware Phishing PrOJe;tOIt-Ioney Abusix
STDev’
False FP False SC False SC False SC False SC

positives | rate | negatives | rate | negatives | rate |negatives| rate |negatives| rate
Axway 1 0.72% 76 91.79% 33 96.88% 32 99.90% 334 99.64% | 1.16
Bitdefender 0 0.00% 32 96.54% 25 97.64% 2 99.99% 150 99.84% | 0.26
FortiMail 0 0.00% 49 94.71% 74 93.01% 3.2 99.99% | 3594 [99.61% | 0.58
IBM 0 0.00% 22 97.62% 26 97.54% 14.4 99.95% | 2644 |99.72% | 0.66
Libraesva 0 0.00% 1 99.89% 6 99.43% 3 99.99% 67.4 99.93% | 0.59
Spamhaus DQS 0 0.00% 29 96.87% 171 83.85% 134 99.58% | 1466.4 |98.42% | 1.96
ZEROSPAM 1 0.72% 66 92.87% 7 99.34% 7 99.98% | 381.2 [99.59% | 0.93
Abusix Mail 0 |000%| 267 |71.17%| 54 |94.90% | 4406 |98.61% | 488.6 |99.47% | 1.03
Intelligence
IBM X-Force 0 |000% | 225 [7570% | 187 |82.34% | 2768 |99.13% | 46454 |95.00% | 3.68
Combined
IBM X-Force IP"* 0 0.00% 307 66.85% 233 78.00% | 4414 |98.61% | 7609.6 |91.80% | 4.26
IBM BL - URL" 0 0.00% 756 18.36% 801 24.36% | 2284.6 [92.81% | 38744.6 | 58.26% | 11.06

“These products are partial solutions and their performance should not be compared with that of other products. None of the queries
to the IP blacklists included any information on the attachments; hence their performance on the malware corpus is added purely for

information.

"The standard deviation of a product is calculated using the set of its hourly spam catch rates.

(Please refer to the text for full product names and details.)
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Speed

10%

50%

95%

98 %

Axway

Bitdefender

FortiMail

IBM

Libraesva

Spamhaus DQS

ZEROSPAM

® 0-30 seconds;

(Please refer to the text for full product names and details.)

30 seconds to two minutes; @ two minutes to 10 minutes; @ more than 10 minutes.

Products ranked by final score

Bitdefender 99.88
Libraesva 99.84
IBM 99.78
FortiMail 99.71
Axway 99.68
ZEROSPAM 99.35
Spamhaus DQS 98.72

(Please refer to the text for full product names and details.)

Hosted solutions Anti-malware IPv6 | DKIM | SPF | DMARC | , Multiple | Multiple
MX-records | locations
ZEROSPAM ClamAV \ \ \ \ \
(Please refer to the text for full product names.)
Interface
Local solutions Anti-malware IPv6 | DKIM | SPF | DMARC
CLI | GUI | Web GUI | API
Axway Kaspersky, McAfee \ \ \ \
Bitdefender Bitdefender \ \ N N
FortiMail Fortinet v \ v v v v N
IBM Sophos; IBM Rerpote Malware N N N
Detection
Libraesva ClamAV; others optional \ v v v
Spamhaus DQS Optional \/ V \/ \

(Please refer to the text for full product names and details.)
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100.00%

99.80%

99.60%

99.40%

99.20%

Spam catch (SC) rate

99.00%

98.80%

98.60%
0.08%

VBSpam quadrant - September 2020

Bitdefender
Lib .
ibraesva
. .
ZEROSPAM £
®  FortiMail
o o ©
Axway
Spamhaus DQS -
)
0.06% 0.04% 0.02% 0.00%

Weightedfalse positive (WFP) rate

(Please refer to the text for full product names and details.)




