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VBSPAM EMAIL SECURITY
COMPARATIVE REVIEW
SEPTEMBER 2022

lonut Raileanu & Adrian Luca

In this test — which forms part of Virus Bulletin’s
continuously running security product test suite — seven full
email security solutions, one custom configured solution’,
one open-source solution and one blocklist were assembled
on the test bench to measure their performance against
various streams of wanted, unwanted and malicious emails.

During the 16 days in August over which this test ran
we saw fewer spam emails than in previous tests. This
translated into fewer malware and phishing emails as well.

' Spamhaus Data Query Service (DQS) + SpamAssassin is a custom
solution built on top of the SpamAssassin open-source anti-spam platform.

SEPTEMBER 2022

The tested solutions managed to block the majority of spam
emails, the more significant challenge being the phishing
emails, despite the lower number of these.

For some additional background to this report, the table
and map below show the geographical distribution (based
on sender IP address) of the spam emails seen in the test.
(Note: these statistics are relevant only to the spam samples
we received during the test period.)

MALWARE AND PHISHING

The decrease in the number of all spam, malware and
phishing samples seen during the test period translated
into a silence among the campaigns linked to certain threat
actors as well.

Although the majority of malware emails didn’t pose much
of a challenge to the tested solutions, the phishing emails

Top 10 countries from which spam was sent.

4 Sender’s IP Percentage of
country spam
1 |Japan 13.60%
2 |China 13.19%
3 |United States 8.66%
4 |Brazil 6.04%
5 |India 4.43%
6 |Russian Federation |3.14%
7 _|Vietnam 2.89% ik
8 |Argentina 2.26% ' h\"/. /
9 |Poland 1.89% ’
10 |Republic of Korea  |1.65% ! e

Geographical distribution of spam based on sender IP address.
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were a different matter. No solution managed to block all Sample 1
the emails from the phishing corpus. We continue to see
that most of the phishing emails that pass through the email
filters are in languages other than English.

* Subject: Tr:

* From: Spotify <kelsterkats@ns.sympatico.ca>

. . : LT1. .

Here we describe those samples that managed to evade the Sender IP addre.:ss 209.71.212.29

detection of most of the tested solutions. * URL from email’s body:
hxxp://wetangtogether[.]com/readme . ]php#

Romanian phishing emails Sample 2

. * Subject: Obtineti hetul
For both of these samples, the payload wasn’t available at ) Prnekl pachet

the time of our analysis. We mention these samples because * From: Posta <newsandactivte@
most of the tested solutions missed them (eight out of 10 for yogamarketingwebsites.com>
Sample 1 and five out of 10 for Sample 2). e Sender IP address: 104.160.65.34
The following are the indicators of compromise for the * URL domain from email’s body: app [ . ]
two emails: getresponse[.]com
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abonamentul nu a fost refnnoit si va fi pierdut, va rugdm sa actualizati
metoda de plata.

Draga client,

Faceti clic pe linkul de mai jos pentru a continua s& utilizati serviciul nostru.
1n caz contrar, vei fi blocat in 48 de ore.

Multumesc pentru intelegere.
Cu stima.

Centrul dvs. de servicii Spotify.

) hitpijwetangtogt

Romanian phishing Sample 1.

Posta <news: oy | % roply Al v | e

Obtineti pachetul

Obtineti pachetul
Pachetul dvs. este in tranzit si aproape cd a ajuns la destinatie.

Cotele de impozitare

Datorit proceduril, o taxi mici rimane in continuare pentru a primi pachetul.
Este pentru a acoperi taxele si alte cheltuieli diverse.

Ce fac acum?

Urmitorul link contine instructiuni pentru examinarea datelor dvs. si solutionarea

costurilor. E simplu.
Continua

©2022 CN. Posta Romani S.A.

Romanian phishing Sample 2.




kundeservice ING <support@britta-loechte.de> £y

sct Aktualisieren ihr app ...
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© Reply| 9 Reply All v || A F
8/17/22, 6:33 AM

o

Sehr geehrter Kunde,

bitten wir Sie die App Bis zum 18.08.2022 aktivieren

Mit freundlichen GruBen
ihr ING AG Team

Copyright 2022 © ING AG. Alle Rechte vorbehalten

die neue ING ist da und damit werden Ihre Ubeweisungen in ING Deutschland noch sicherer.

Um unseren Service und die Qualitat unserer Leistungen auf dem hochsten Niveau zu halten.

German phishing sample.

German banking phishing

This spear-phishing sample was missed by more than half
of the tested solutions (six out of 10). It is targeted to a
German-speaking audience and we found it only once in the
spam corpus, on 17 August.

Unfortunately, in our analysis we didn’t get to a malicious
payload. However, we considered it worth mentioning and
here we list some of the indicators of this phishing email:

* Subject: Aktualisieren ihr app ...

* From: customer service 1NG <support@
britta-loechte.de>

e Sender IP address: 185.15.192.40

e URL domains from email’s body: deref-gmx [ . ] net,
techfrick[.]com, scc[.]rumbo[.]com

RESULTS

The majority of the tested solutions managed to achieve very
good spam catch rates, with values exceeding 99%. A better
comparison between the solutions can be made by looking
at the malware and phishing catch rates, subsets of the spam
corpus. Here we highlight the performance of Bitdefender,
N-able Mail Assure, SEPPmail and N-able SpamExperts, all
with 100% malware catch rate. No solution achieved a 100%
catch rate on the phishing corpus, but Bitdefender deserves a
mention for only having missed one sample of this kind.

Of the participating full solutions, three — Cleanmail,
SEPPmail and Zoho Mail — achieved a VBSpam award,
as did the custom configured solution Spamhaus Data
Query Service (DQS) + SpamAssassin, while other four
— Bitdefender, Fortinet, N-able Mail Assure and N-able
SpamExperts — are awarded a VBSpam+ certification.

Bitdefender Security for Mail
Servers 3.1.7

SC rate: 99.98%

FP rate: 0.00%

Final score: 99.98

Malware catch rate: 100.00%
Phishing catch rate: 99.96%
Project Honey Pot SC rate: 99.99%
Abusix SC rate: 99.98%
MXMailData SC rate: 100.00%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @
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Bitdefender continues its run of VBSpam+ awards with

an impressive performance in this test. No malware email
passed through its filters, and the product achieved the best
phishing catch rate, with only one missed sample. With no
ham or newsletter false positives and speed values all in the
green, Bitdefender earns another VBSpam+ award.

Cleanmail Domain Gateway

SC rate: 99.94%

FP rate: 0.05%

Final score: 99.71

Malware catch rate: 99.91%
Phishing catch rate: 98.89%
Project Honey Pot SC rate: 99.94%
Abusix SC rate: 99.94%
MXMailData SC rate: 99.87%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

VERIFIED

SPAM

virusbtn.com
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Cleanmail easily earns VBSpam certification in this test.
The solution achieved higher than 99% spam and malware
catch rates, while successfully detecting all the newsletters
and missing only one ham email.

Fortinet FortiMail

SC rate: 99.97%

FP rate: 0.00%

Final score: 99.97

Malware catch rate: 99.73%
Phishing catch rate: 99.82%
Project Honey Pot SC rate: 99.95%
Abusix SC rate: 99.98%
MXMailData SC rate: 99.61%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @
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Another VBSpam+ certification is awarded to Fortinet in
this test. The higher than 99% catch rates on all the spam,
malware and phishing samples, and the lack of both ham
and newsletter false positives show Fortinet to be a balanced
and reliable solution.

N-able Mail Assure

SC rate: 99.82%

FP rate: 0.00%

Final score: 99.82

Malware catch rate: 100.00%
Phishing catch rate: 98.58%
Project Honey Pot SC rate: 99.61%
Abusix SC rate: 99.85%
MXMailData SC rate: 100.00%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

The third test of 2022 brings N-able Mail Assure its third
VBSpam+ certification. It is one of the four products in this
test that managed to block all the malware samples. We also

highlight the solution’s high spam catch rate and the lack of
false positives.
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N-able SpamExperts

SC rate: 99.82%

FP rate: 0.00%

Final score: 99.82

Malware catch rate: 100.00%
Phishing catch rate: 98.58%
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Project Honey Pot SC rate: 99.61%

Abusix SC rate: 99.85%

MXMailData SC rate: 100.00%

Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @
SpamExperts — which is N-able’s solution for web hosts
and ISPs — is a new entry in this test. On its debut it put in

an excellent peformance, checking all the boxes to earn a
VBSpam+ award.

Rspamd

SC rate: 97.29%

FP rate: 0.46%

Final score: 94.86

Malware catch rate: 70.00%

Phishing catch rate: 89.28%

Project Honey Pot SC rate: 95.86%

Abusix SC rate: 98.11%

MXMailData SC rate: 62.78%

Newsletters FP rate: 4.1%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

Even though Rspamd’s scores fall below the certification
threshold, the open-source solution impresses once
again in this test with a very decent spam catch rate. The

malware samples were a challenge, but overall the results
are promising.

SEPPmail.cloud Filter

SC rate: 99.98%

FP rate: 0.05%

Final score: 99.61

Malware catch rate: 100.00%
Phishing catch rate: 99.87%
Project Honey Pot SC rate: 99.83%
Abusix SC rate: 100.00%
MXMailData SC rate: 100.00%
Newsletters FP rate: 3.1%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

In this test we saw SEPPmail scoring the highest spam
catch rate and blocking all the malware samples. Only three

phishing emails evaded the product’s filters and it earns a
VBSpam award with ease.

VERIFIED

SPAM

virusbtn.com
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Spamhaus Data Query Service
(DQS) + SpamAssassin

SC rate: 99.61%

FP rate: 0.05%

Final score: 99.38

Malware catch rate: 89.39%
Phishing catch rate: 99.69%
Project Honey Pot SC rate: 99.31%
Abusix SC rate: 99.90%
MXMailData SC rate: 85.24%
Newsletters FP rate: 0.0%

Speed: 10%: .; 50%: .; 95%: .; 98%: @

VERIFIED

SPAM

virusbtn.com

Spamhaus Data Query Service + SpamAssassin is a
custom configured solution that integrates the Spamhaus
DQS DNSBL service and the free open-source solution
SpamAssassin. In this test the solution showed a balanced
performance and is awarded a VBSpam certification.

Zoho Mail

SC rate: 99.17%

FP rate: 0.18%

Final score: 98.14

Malware catch rate: 87.71%
Phishing catch rate: 98.76%
Project Honey Pot SC rate: 99.48%
Abusix SC rate: 99.40%
MXMailData SC rate: 83.04%
Newsletters FP rate: 3.1%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

In this test Zoho Mail earns a VBSpam certification. The
solution scored well on the overall spam catch rate, higher

than 99%. We continue to see a good performance on the
phishing samples as well, with a 98.76% catch rate this time.
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Abusix Mail Intelligence

SC rate: 98.69%

FP rate: 0.14%

Final score: 98.01

Malware catch rate: 72.37%
Phishing catch rate: 97.82%
Project Honey Pot SC rate: 97.27%
Abusix SC rate: 99.51%
MXMailData SC rate: 63.43%
Newsletters FP rate: 0.0%

VIRUS BULLETIN

Abusix Mail Intelligence is a set of blocklists that is tested
as a partial solution because it has access only to parts

of the emails (IP addresses, domains, URLS), which are
queried to their DNS zones. With this setup, a spam catch
rate of 98.69% and only one ham false positive is very
impressive.

APPENDIX: SET-UP, METHODOLOGY AND
EMAIL CORPORA

The full VBSpam test methodology can be found at
https://www.virusbulletin.com/testing/vbspam/vbspam-
methodology/vbspam-methodology-ver20.

The test ran for 16 days, from 12am on 6 August to 12am
on 22 August 2022 (GMT).

The test corpus consisted of 110,057 emails. 107,763 of
these were spam, 14,798 of which were provided by Project
Honey Pot, 91,420 were provided by Abusix, with the
remaining 1,545 spam emails provided by MXMailData.
There were 2,197 legitimate emails (‘ham’) and 97
newsletters, a category that includes various kinds of
commercial and non-commercial opt-in mailings.

55 emails in the spam corpus were considered ‘unwanted’
(see the June 2018 report?) and were included with a weight
of 0.2; this explains the non-integer numbers in some of the
tables.

Moreover, 2,197 emails from the spam corpus were found
to contain a malicious attachment while 2,249 contained
a link to a phishing or malware site; though we report
separate performance metrics on these corpora, it should
be noted that these emails were also counted as part of the
spam corpus.

Emails were sent to the products in real time and in parallel.
Though products received the email from a fixed IP address,
all products had been set up to read the original sender’s IP
address as well as the EHLO/HELO domain sent during the
SMTP transaction, either from the email headers or through
an optional XCLIENT SMTP command®.

For those products running in our lab, we all ran them as
virtual machines on a VMware ESXi cluster. As different
products have different hardware requirements — not to
mention those running on their own hardware, or those
running in the cloud — there is little point comparing the
memory, processing power or hardware the products were
provided with; we followed the developers’ requirements
and note that the amount of email we receive is
representative of that received by a small organization.

2https://www.virusbulletin.com/virusbulletin/2018/06/vbspam-
comparative-review.
3http://www.postfix.org/XCLIENT_README.html

@
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http://www.postfix.org/XCLIENT_README.html
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Although we stress that different customers have different
needs and priorities, and thus different preferences when it
comes to the ideal ratio of false positive to false negatives,
we created a one-dimensional ‘final score’ to compare
products. This is defined as the spam catch (SC) rate minus
five times the weighted false positive (WFP) rate. The
WEFP rate is defined as the false positive rate of the ham
and newsletter corpora taken together, with emails from the
latter corpus having a weight of 0.2:

WEFP rate = (#false positives + 0.2 * min(#newsletter
false positives , 0.2 * #newsletters)) / (#ham + 0.2 *
#newsletters)

while in the spam catch rate (SC), emails considered
‘unwanted’ (see above) are included with a weight of 0.2.
The final score is then defined as:

Final score = SC - (5 x WFP)

In addition, for each product, we measure how long it takes
to deliver emails from the ham corpus (excluding false
positives) and, after ordering these emails by this time,

we colour-code the emails at the 10th, 50th, 95th and 98th
percentiles:

@ (green) = up to 30 seconds
(yellow) = 30 seconds to two minutes
(orange) = two to ten minutes

@ (red) = more than ten minutes

Products earn VBSpam certification if the value of the final
score is at least 98 and the ‘delivery speed colours’ at 10
and 50 per cent are green or yellow and that at 95 per cent is
green, yellow or orange.

Meanwhile, products that combine a spam catch rate of
99.5% or higher with a lack of false positives, no more than
2.5% false positives among the newsletters and ‘delivery
speed colours’ of green at 10 and 50 per cent and green or
yellow at 95 and 98 per cent earn a VBSpam+ award.

Head of Testing: Peter Karsai
Security Test Engineers: Adrian Luca, Csaba Mészaros, lonut Raileanu
Operations Manager: Bélint Tanos

Sales Executive: Allison Sketchley

Editorial Assistant: Helen Martin

© 2022 Virus Bulletin Ltd, Manor House - Office 6, Howbery
Business Park, Wallingford 0X10 8BA, UK

Tel: +44 20 3920 6348 Email: editorial@virusbulletin.com
Web: https://www.virusbulletin.com/
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True False FP False True Final
. o . .- SC rate VBSpam
negatives | positives | rate | negatives | positives score
Bitdefender 2197 0 0.00% 242 107694.8 | 99.98% | 99.98 | yarifiad
SPAM
Cleanmail Domain Gateway 2196 1 0.05% 69.4 107649.6 | 99.94% | 99.71 | |yarifiad
FortiMail 2197 0 0.00% 31.2 107687.8 | 99.97% | 99.97 | varifiad
N-able Mail Assure 2197 0 0.00% 197.4 107521.6 | 99.82% | 99.82 | yarifiad
N-able SpamExperts 2197 0 0.00% 198.4 107520.6 | 99.82% | 99.82 | yarifiad
Rspamd 2187 10 0.46% | 2914.6 | 104804.4 | 97.29% | 94.86
SPAM
SEPPmail.cloud Filter 2196 1 0.05% 26.6 107692.4 | 99.98% | 99.61 | [yarifiad
Spamhaus Data Query Service SPAM
(DQS) + SpamAssassin’ 2196 1 0.05% 420 107299 | 99.61% | 99.38 | |yarifiad
SPAM
Zoho Mail 2193 4 0.18% 889.2 106829.8 | 99.17% | 98.14 | [yarifiad
Abusix Mail Intelligence” 2194 3 0.14% 1415.8 106303.2 | 98.69% | 98.01 N/A

iSpamhaus Data Query Service (DQS) + SpamAssassin is a fully configured solution that integrates Spamhaus DQS
on top of SpamAssassin. Spamhaus DQS is not a stand-alone solution but rather a DNSBL service that can be added
to MTAs and email security solutions such as SpamAssasssin. The test set up reflects the real-life performance expected

from this combined production deployment, not as individual product elements.

“This product is a partial solutions and its performance should not be compared with that of other products.

(Please refer to the text for full product names and details.)

Vo



VIRUS BULLETIN

(*spvgap pup sawvu jonpoud nf 10f 1xX21 Y1 01 42f2.4 ISVI]J )

‘uoyvutioful 10f Kjaund papp s1.Snd10d 2PN 2] UO 2OUDULIOLIDd $31 20UIY SJUUYODYD 21 UO UOUDULIOfU1
Kup papnjoui 1511300]q JJ 2y1 01 sarianb a2y fo auoN “s1onpoad 4ayjo Jo y] ynm pavduiod aq jou pinoys aouvuliofiad si1 pup uounjos puivd v s1 jonpotd sy [,

sjuawa]a yonpoud ppnpiaipui sv jou ‘qudwlojdap uononposd paurquiod siyp wodf paidadxa aouvutLiofiaod
afi]-1pa.1 y1 $102}fa4 dn 1S 1531 Y [ "UISSSPSSYWDAS SD Yons Suonnjos K114n2as [1Dwd pup SYLJN 03 pappy 2q und jpyj 2214438 TSN D 42YIn4 Jng UON]OS JUOID-PUDIS
v jou s1 §O Snyunds “uisspssywnds o doj uo O snvywnds sa1n4823ul 1Y) UONN]0S P2an3ifuod Knf v 1 UISSPSSYWDAS + (SOJ) 2214498 L1and) VIV SNPYWDAS,

*S2I04 Y2102 Winds K14noy si1 fo 12§ 2y3 Suisn pagpnopd S11onpoid v o uouDIAIP PADPUDIS Y]

. o) b o T e o1 . oo o o LQOURSI[[AIU]
8C'C %ey €9 S9¢ %15 66 87y BLTLO| 87T0V | %TY'L6 6% BLETL L09 %600 0 [eIN XISnqy
8ST | %¥0'e8 9¢ %Ov'66 | CTOSS | %8Y'66 LL %9L'86 8¢ BILLY 0LT Bl'E € [Te]N oyoz

surssessyuredg
L6'0 | %YTS8 8¢C¢C %0666 06 BLE 6O 01 %6966 L %6£ 68 €ee %00 0 +(SOQ) 201A18
A19nQ) vleq snequedg
LT'O | %0000T 0 %866'66 [4 %EB66 | 9VC %L8 66 € %00°001 0 Bl'E € T pno[orewldddS
SI'e | %8LTY SLS %1186 | TYCLL |%98°S6| V119 | %8T68 ¢ %00°0L 659 D1y 1% puredsy
S0 | %00°001L 0 %bE866 | YOI | BI966 8¢ %8586 [43 %00°001 0 %00 0 siadxgureds o[qe-N
S0 | %00°00T1 0 %S866 | VoLl | %1966 8¢S %8586 (43 %00°001 0 %00 0 2SS BN 2[qe-N
LT'O | %1966 9 %8666 81 %S6°66 L % T8 66 14 %EL 66 9 %0°0 0 [FeINIO]
8C0 | %L866 C %1666 8'8S | %V6'66 9'8 %68°86 94 %1666 C %0°0 0 femaren
urewo(J [rewuea[))
71'0 | %00°001 0 %8666 e %6666 4 %9666 I %00°001 0 %00 0 Topusjopig
sdAne3au soAnedau | Jjer |sdAneddu | Jjed | SIARE3IU soapegdau | dex | saapisod
NeIDS | 9s[ed | NeIDS | 9s[ed IS asreq IS asfey | aeadS | aseg da asreq
jod
AALS eIe(qIRIANXIN XIsnqy Kduoy 193loxg Surysmyq AIBM[RIAI SIIISMIN




VIRUS BULLETIN www.virusbulletin.com

Speed
10% 50% 95% 98 %
Bitdefender [ o o [
Cleanmail Domain Gateway o o [ [
FortiMail o o o [
N-able Mail Assure o o o [
N-able SpamExperts [ o [ o
Rspamd o o o [
SEPPmail.cloud Filter o o [ [
Spamhaus Data Query Service (DQS) + SpamAssassin* () ® ([ ] ([ ]
Zoho Mail [ o o [

®0-30 seconds; 30 seconds to two minutes; @ two minutes to 10 minutes; @ 110re than 10 minutes.
(Please refer to the text for full product names and details.)

tSpamhaus Data Query Service (DQS) + SpamAssassin is a fully configured solution that integrates Spamhaus
DQS on top of SpamAssassin. Spamhaus DQS is not a stand-alone solution but rather a DNSBL service that
can be added to MTAs and email security solutions such as SpamAssasssin. The test set up reflects the real-life
performance expected from this combined production deployment, not as individual product elements.

Products ranked by final score

Bitdefender 99.98
FortiMail 99.97
N-able Mail Assure 99.82
N-able SpamExperts 99.82
Cleanmail Domain Gateway 99.71
SEPPmail.cloud Filter 99.61
Spamhaus Data Query Service (DQS) + SpamAssassin? 99.38
Zoho Mail 98.14
Abusix Mail Intelligence” 98.01
Rspamd 94.86

“Spamhaus Data Query Service (DQS) + SpamAssassin is a fully configured solution that
integrates Spamhaus DQS on top of SpamAssassin. Spamhaus DQS is not a stand-alone
solution but rather a DNSBL service that can be added to MTAs and email security solutions
such as SpamAssasssin. The test set up reflects the real-life performance expected from this
combined production deployment, not as individual product elements.

“This product is a partial solution and its performance should not be compared with that of

other products.
SEPTEMBER 2022 @
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Hosted solutions Anti-malware IPv6 | DKIM | SPF | DMARC | Multiple MX- | Multiple
records locations
Cleanmail Domain Gateway Cleanmail \/ \/ \/ V
N-able Mail Assure N-able Mail Assure \ v v \
N-able SpamExperts SpamExperts \ V \/ V
SEPPmail.cloud Filter SEPPmail \/ \/ \ V x/ N
Zoho Mail Zoho d \ \/ \ \
(Please refer to the text for full product names.)
Interface
Local solutions Anti-malware IPv6 | DKIM | SPF | DMARC
CLI | GUI | Web GUI | API
Bitdefender Bitdefender \ N N v
FortiMail Fortinet \ \ \/ \ y N v
Rspamd None \
Spamhaus Data
Query Service (DQS) Optional \ \ \ N
+ SpamAssassin®

(Please refer to the text for full product names and details.)

“Spamhaus Data Query Service (DQS) + SpamAssassin is a fully configured solution that integrates Spamhaus DQS on top of
SpamAssassin. Spamhaus DQS is not a stand-alone solution but rather a DNSBL service that can be added to MTAs and email
security solutions such as SpamAssasssin. The test set up reflects the real-life performance expected from this combined production
deployment, not as individual product elements.

100.00%

Spam catch (SC) rate

0

VBSpam quadrant - September 2022

99.50% |

99.00% |

98.50% |

98.00% |

97.50% |

Rspamd

97.00%

60% 050% 040%

0.30%

Cleanmail Domain
Gatewa
SEPPmail. cloud Flller

Bltdefender

~ FortiMail

Spamhaus DQS +
SpamAssassin = @
SpamExperts

Zoho Mail @

N-able Mail Assure

020% 0.10%  0.00%

Weighted false positive (WFP) rate

N-able

(Please refer to the text for full product names and details.)
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