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VBSPAM EMAIL SECURITY
COMPARATIVE REVIEW DECEMBER 2023

lonut Rdileanu & Adrian Luca

In the Q4 2023 VBSpam test — which forms part of Virus
Bulletin’s continuously running security product test suite —
we measured the performance of a number of email security
solutions against various streams of wanted, unwanted and
malicious emails. One third of the solutions we tested opted
to be included in the public test, the rest opting for private
testing (all details and results remaining unpublished).

The solutions tested publicly were eight full email security
solutions, one custom configured solution', one open-source
solution and one blocklist.

Out of the eight full email security solutions, six blocked
100% of malware samples while the other two blocked
more than 99.50%. It seems that emails containing

' Spamhaus DQS is a custom solution built on top of the SpamAssassin
open-source anti-spam platform.

S

DECEMBER 2023

malicious attachments no longer present much of a problem.
Microsoft’s decision to disable macros by default in Office
apps for Windows users may have contributed to bad actors’
lack of interest in this kind of threat.

However, though not on quite the same level, we also see
a good performance from the security solutions against
phishing emails, with detection rates for the most part
higher than 99.50%.

For some additional background to this report, the table
and map below show the geographical distribution (based
on sender IP address) of the spam emails seen in the test.
(Note: these statistics are relevant only to the spam samples
we received during the test period.)

HIGHLIGHTS
Non-English phishing emails

We continue to see the same trend as we noted in previous
reports: most of the missed phishing samples are in

# |Sender’s IP country :’::;fntage of
1 |Kazakhstan 20.69%

2 |Russian Federation 8.93%

3 |Uzbekistan 6.36%

4 |China 5.98%

5 |Kyrgyzstan 3.93%

6 |Pakistan 3.68%

7 |United States 3.40%

8 |Islamic Republic of Iran |2.64%

9 |Vietnam 2.64%

10 |India 2.45% 1

I 54,182

Top 10 countries from which spam was sent.

Geographical distribution of spam based on sender IP address.



VIRUS BULLETIN

languages other than English. The following screenshots majority of the tested solutions: Norwegian, Romanian,
show the phishing emails that evaded the filters of the German and Hungarian samples.
From Samtander Condumed Bark <sdmin@cimendisnssrvice.ro> & Reply | & Reply All v || @ Forward | [T Archive | () B More
7o | 1IN7/23, &:434M

Subjlect Phminnelise!

Reidentifisering pakrevd hos Santander

Kjare harritru,

i onsker & opplyse deg om at ditt ndveerende Santander-kreditikort midlartidig er deaktivert pd grunn av manglande bekrefielse av din identitet online. For & kunne
Torsatie & bruke 3ifl nivarende krediftkon, er del nedvendig al du bekreflar din identibel pd natiel.

Ver oppemarksom pd folgende: Hvis du ikke fulforer identitetst-aknafiatsen, vil avtalens du har med Santandar bl kansellart innen 14 dager atler mottak av denna
meldingen. Detie innebasner at du ikke lenger vil kunne bruke it kedittkon.

Kliki har for & starte identitotsbaknftolsasprosassan pé nott

Med vennlig hilsen,
Santander Consumer

) hitpscfwewwmunicipalidaderopess. com|

Norwegian phishing sample.

# Fogly| o Regiy i v o Formard | [} Aechisen e
WL 18P

= Lawdvcoaraciion <wsppor Besdiconneciion frembdest coms 8

"

* Asfainan bask - Hotl importenth

Dragd client,
Wrem s ne asigurlm cb peofiali din plin,

Prin urmare, este axtrom de important sl actualizati aplicatia cu
prommplitudice.

M vl vl purtes Tokosi contul dupd 11.11.2023, Pini cénd nous sctuskzare
o5ba nctivatil

P M i B S § e e AT

Romanian phishing sample.
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e Rechnung 16 ONtsber T0T) Twsimsl bAI SNt wiads

Guten worgen, [

UPC Switzerland (Cablecom)

Michel Sugesthaler

Michel Siegenthaler
Verantwortlicher Angebote Privatiunden

el BHpAETST 0T T et ssrervaarver et lwetl

Wir teilen lhnen schrifilich mit, dass die letzte Abrechnung fhrer Rechnung fir Oktober 2023 oweimal bezahlt wurnde.
‘Wir laden Sie ein, eine Ruckerstattung zu beantragen, indem Sie auf den folgenden Link klicken

& Fegly @ Ragly A3 v ok Formad | [T docitiee Mhare

I, 3O0FM

German phishing sample.

Magyer Pl It srfofioi gorsots-mpsc tom s

K2 gy entas Arbeuken: sy Hentes cuamag drkaren Oanskt

e Pendelo Csomag Ertesités

Afric
Past HLRGALS - Futdnok
Office
racking
Kedves Ogyfellink!

Kirjik, kattintson a2 aldbbi gombra a fizetdshez:

dijakat TO0 HUF
Ditum FANF202S

ECESTSECOGCY! OSZTALY COMVID=15 ONLINE FORRAS S HIRPORTAL

I 1908

Copyrighd 33 Govesmenent of hungaria, Al Fights Reserved

e

Szeneindnk éresieni Ont, hogy egy fontos csomagja virakezik a kézbesitbsne. Ahhaz. hogy megkapja a csomagol, sziksdges a kizbesitdsi dij kifizetbse

@y Rapty b mwcay a0 o Forwwed | ) weche gy

VAT, T 1IAM

Hungarian phishing sample.

Financial spam

From time to time, we see short duration spam campaigns
that are missed by the majority of the solutions we test. The
emails advertise certain stocks that historically reached high
values but which have now dropped to less than $1. There
are no URLSs or attachments, and many of the words seem

to be skewed on purpose, to make it challenging to filter.

LokiBot

Most of the tested solutions managed to successfully block
all the malware samples. There was only one challenging

sample that warrants a mention here.
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From Ana Marie <skygdescsanuacr8@web.de> @ & Reply || &b Reply All v | & Forward | ) Archive More v

o I

Subject Be Directly into $ TNXP before the afternoon ends

11/6/23, 9:38PM

1 all know you can't wait to discover about what TNXP can do for your poilftroo, and | know it has the potential to propel your intsemnvet like never before. However, | have no idea
how long you have until you miss your chance, and that's the reason you need to get in while you can. TNXP : nasdagq is a fantastic compnay with amazing potential, and it has a
strong buinesss model that could place them on the patch to long-term secuscs. TNXP is dedicated to blnuidig a strong bseuinss in a billion-dollar industry, so invesntig in nasdaq
TNXP can take your internet value to new heights.

There are so many people in the pneny stcok community who are still fighting, so | had to reach out to a number of these. It's not impossible to make it in this meakrt, and also the
reason | could say that is because | have done it. Actions speak louder than words, and | wish to help you do more in the industry. This free tool can help you take full advantage of
what the pnney sotck mkaert can provide you with, and it can help you more than you might think. You only need to take action. When you choose to sign up, you will be able to use
their exclusive strategies to cultivate your potfiorlo, and you'll have experienced traders send you weekly recommendations. With all those resources at your disposal, you don't have
any reason not to make it.

TNXP - Capture The Returns Today

Fastbase Inc. TNXP has announced today that it acquired 24.5% Etheralabs LLC. A New York City-based ecosystem and venture lab that invests in, develops and implements disruptive
technologies in the Blockchain area, Etheralabs LLC was acquired by Fastbase Inc. TNXP. Fastbase CEO Rasmus Refer said: "Etheralabs LLC's disruptive technology and products are in
line with fastbase's mission to become the world's leading data provider. Fastbase's vision is always to be first with the most superior technologies to collect, analyze and provide data
to companies to empower sales and marketing. Fastbase is already using advanced crawler technology and Al. Fastbase also acquired a 24.5% stake at Etheralabs LLC. Fastbase now
has access to the most current blockchain technology to facilitate data distribution. We anticipate being able to use the new blockchain technology in May to quickly distribute billions
more data between companies worldwide. Bryan Feinberg is the CEO and Founder at Etheralabs. He said, "Fastbase capabilities coupled with our background in transforming large
datasets into living communities create a definitive method to leverage our past to accelerate Fastbase into a leading data analytics cmoanpy. We will create completely new data
platforms together with Fastbase that will revolutionize the way you look at and use data. Fastbase has high expectations for the full year 2022, following the strategic acquisition by
Etheralabs, a New York-based blockchain comnpay.

Fastbase Inc. TNXP has appointed boutique ievtsonr rtiaelnos firm Cervitude Intelligent Ralitneos as its partner to increase ivsneotr awareness and reach. Cervitude Intelligent
Rlinaotes C ing is a full ice ing and contracting firm helping private & public companies with itonsver raoeilnts, marketing, bsiunses planning, digital media
management, and intellectual property. There are many dynamic people in the firm from Wall Street Itmnevnest Banks to Fortune 500 companies. The firm represented clients in the
USA, Canada and China as well as India, Brazil, Dubali, Brazil, China, India, Brazil, Dubai, Australia and elsewhere. Cervitude IR represents smaller public companies with makert
capitalizations of between $5 million and $500 million. Principals of the firm Mr. Nicholas Coriano and Mr. Harold Blackwell will manage point with Fastbase Inc. Mr. Coriano said.
Fastbase needs our support in developing their besunsis and ienstovr awareness. Fastbase is not the first cpomnay we have assisted with siliamr results. We expect the same from
Fastbase. Harold Blackwell also added. Cervitude Intelligent Rantileos has a strong track record of pcrodiung great results for their clients Fastbase, Inc. CEO Rasmuss Refer stated.
Were going to lead into 2023 with a strong focus on our gorinwg our bsusneis and creating shareholder value, and this is the first step of many towards accomplishing those
objectives.

(o)

Financial spam sample.

From Maczie Palrick <info.sales@cofco.mom> @ @ Reply & Reply All v || @ Forward | () Archive More v

o
Subject INVZ31122-balance payment

11/6/23, 12:19PM

Hello Sir/Madam,

1 wanted to inform you that our company has recently made some important changes to improve security measures. We have changed accountants and industries.

As part of my role, | will now be responsible for managing late invoice payments. According to our records, it appears that there is still a payment balance of €43,654 on the August invoice addressed to your company.
1 request you to pay immediate attention to this matter. Once the balance due has been confirmed, please let us know when you expect payment to be made.

We thank you for your cooperation and quick response.

Maczie Palrick
ManagingDirector

COFCO Co. Ltd.

Goce Deléey 34
2000 tip

Republic of North Macedonia

> [ 1attachment: COFCO-INV231122_Balancepaymentnotice.doc 3.9 KB & Save v

()

LokiBot sample.

The attachment contains a ‘.doc’ file using a macro to
access an external link that downloads the payload, a ‘.exe’
file. The .exe’ file is reported? to be linked to the LokiBot
malware.

RESULTS

The majority of the tested solutions managed to achieve
high catch rates both on overall spam samples and on the
malware sub-category, with values higher than 99%. In

2https://www.virustotal.com/gui/file/30de8327003cc6cb8d30f
dea5758aafc01481714fd9¢280278bafc70bb36f2cc/behavior

particular, we highlight the performance of SEPPmail.cloud
Filter, which missed only one phishing sample.

Of the participating full solutions, two achieved a VBSpam
award — SEPPmail.cloud Filter and Zoho Mail — while six
— Bitdefender GravityZone Premium, FortiMail, Mimecast,
N-able Mail Assure, N-Able SpamExperts and Net At Work
NoSpamProxy — were awarded a VBSpam+ certification, as
was the custom configured solution Spamhaus DQS.

(Note: since, for a number of products, catch rates and/or
final scores were very close to, whilst remaining a fraction
below, 100%, in this test we quote all the spam-related
scores with three decimal places.)
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Bitdefender GravityZone

. g
Premium a3
[
a

SC rate: 99.990%
FP rate: 0.00% VERIFIED

Final score: 99.990

Malware catch rate: 99.800%

Phishing catch rate: 99.770%

Project Honey Pot SC rate: 99.985%
Abusix SC rate: 99.992%

MXMailData SC rate: 99.770%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

virusbtn.com

It was another impressive performance from Bitdefender,
and the vendor’s uninterrupted series of VBSpam+ awards
continues in the Q4 2023 VBSpam test. While blocking
99.99% of the spam samples, the product correctly filtered
all of the legitimate samples.

Fortinet FortiMail 9
=}

SC rate: 99.995% §

FP rate: 0.00%

Final score: 99.995 VERIFIED

Malware catch rate: 100.000%

Phishing catch rate: 100.000%

Project Honey Pot SC rate: 99.931%
Abusix SC rate: 99.998%

MXMailData SC rate: 100.000%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

virusbtn.com

It was an almost perfect performance from Fortinet in this
test: no false positives, a 100% catch rate on both malware
and phishing, and only 13 false negatives. The product
easily earns its VBSpam+ certification.

Mimecast 2

SC rate: 99.967% 3
a

FP rate: 0.00%

Final score: 99.967 VERIFIED

Malware catch rate: 100.000%

Phishing catch rate: 99.770%

Project Honey Pot SC rate: 99.519%
Abusix SC rate: 99.990%

MXMailData SC rate: 100.000%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

virusbtn.com
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No malware sample was able to get past Mimecast’s filters,
and there were no false positives of any kind. With a final
score 0f 99.967, Mimecast earns VBSpam+ certification for
its performance in the Q4 2023 VBSpam Test.

N-able Mail Assure

™
N
(=]
o~
SC rate: 99.982% §
FP rate: 0.00%
Final score: 99.982 VERIFIED

Malware catch rate: 100.000%

Phishing catch rate: 99.510%

Project Honey Pot SC rate: 99.831%
Abusix SC rate: 99.990%

MXMailData SC rate: 100.000%
Newsletters FP rate: 0.0%

Speed: 10%: .; 50%: .; 95%: .; 98%: @

virusbtn.com

N-able Mail Assure continued the run of good performances
in this test, earning the product another VBSpam+ award.
Beside the 100% malware catch rate we highlight the lack
of ham false positives and the higher than 99% phishing
catch rate.

N-able SpamExperts

'l
N
(=]
~N
SC rate: 99.982% é
FP rate: 0.00%
Final score: 99.982 VERIFIED

Malware catch rate: 100.000%

Phishing catch rate: 99.510%

Project Honey Pot SC rate: 99.831%
Abusix SC rate: 99.990%

MXMailData SC rate: 100.000%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

virusbtn.com

With identical scores to its sister product, N-able
SpamEXxperts also earns VBSpam+ certification in this test.

Net At Work NoSpamProxy 2
(=]

SC rate: 99.988% E

FP rate: 0.00%

Final score: 99.945 VERIFIED

Malware catch rate: 100.000%
Phishing catch rate: 99.770%
Project Honey Pot SC rate: 99.954%
Abusix SC rate: 99.990%

virusbtn.com

@
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MXMailData SC rate: 100.000%

Newsletters FP rate: 1.4%

Speed: 10%: ‘; 50%: ‘; 95%: ‘; 98%: @

It was another balanced performance for Net at Work’s email
security solution, resulting in another VBSpam+ award to

add to its collection. Particularly of note were the lack of
false positives and the higher than 99.9% spam catch rate.

Rspamd

SCrate: 98.750%

FP rate: 1.00%

Final score: 93.688

Malware catch rate: 65.740%

Phishing catch rate: 89.410%

Project Honey Pot SC rate: 89.585%

Abusix SC rate: 99.557%

MXMailData SC rate: 61.600%

Newsletters FP rate: 2.8%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

The highlight for Rspamd in the Q4 2023 VBSpam Test was
its 98.75% spam catch rate — the highest value achieved by

the open-source product this year and one of the best since
it joined the VBSpam test.

SEPPmail.cloud Filter o
=}
o~

SC rate: 99.998% §

FP rate: 0.04%

Final score: 99.739 VERIFIED

Malware catch rate: 100.000%

Phishing catch rate: 99.960%

Project Honey Pot SC rate: 99.968%
Abusix SC rate: 100.000%

MXMailData SC rate: 100.000%
Newsletters FP rate: 1.4%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

SPAM

virusbtn.com

Only four spam samples were missed by SEPPmail.cloud
Filter — a truly impressive performance and the best across
all the 2023 quarterly VBSpam tests. A number of false
positives brought the final score down a touch, but the
product easily earns VBSpam certification.

Spamhaus Data Query Service + SpamAssassin

SC rate: 99.902%
FP rate: 0.00%
Final score: 99.902

Malware catch rate: 96.800%

)
Phishing catch rate: 97.930% S
Project Honey Pot SC rate: 99.937% g
Abusix SC rate: 99.934% VERIFIED

MXMailData SC rate: 96.040%

Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @ virusbtn.com
Spamhaus SpamAssassin Data Query

Service (DQS) is a custom configured solution that integrates
the Spamhaus DQOS DNSBL service and the free open-source
solution SpamAssassin. In this test no ham or newsletter

samples were blocked by this combined solution. With a final
score of 99.902 the product earns VBSpam-+ certification.

Zoho Mail

SC rate: 99.816%

FP rate: 0.04%

Final score: 99.557

Malware catch rate: 99.690%

Phishing catch rate: 99.740%

Project Honey Pot SC rate: 98.427%
Abusix SC rate: 99.891%

MXMailData SC rate: 99.630%
Newsletters FP rate: 1.4%

Speed: 10%: @; 50%: @; 95%: @; 98%:

@
N
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SPAM

Zoho Mail achieved higher than 99% catch rates not only on
the overall spam samples but also on the malware and phishing
sub-categories. Despite some false positives the product
reached a final score of 99.557 and earns a VBSpam award.

Abusix Mail Intelligence

SC rate: 99.144%

FP rate: 0.00%

Final score: 99.144

Malware catch rate: 72.540%

Phishing catch rate: 97.780%

Project Honey Pot SC rate: 90.210%

Abusix SC rate: 99.871%

MXMailData SC rate: 69.800%

Newsletters FP rate: 0.0%

Abusix Mail Intelligence is a set of blocklists that is tested
as a partial solution because it has access only to parts

of the emails (IP addresses, domains, URLs), which are
queried to their DNS zones. With this setup, the solution’s

99.144% spam catch rate and lack of ham false positives are
commendable.

@



APPENDIX: SET-UP, METHODOLOGY AND EMAIL
CORPORA

The full VBSpam test methodology can be found at
https://www.virusbulletin.com/testing/vbspam/vbspam-
methodology/vbspam-methodology-ver20.

The test ran for 16 days, from 12am on 4 November to
12am on 20 November 2023 (GMT).

The test corpus consisted of 264,270 emails. 261,902 of
these were spam, 13,039 of which were provided by Project
Honey Pot, 246,717 were provided by Abusix with the
remaining 2,146 spam emails provided by MXMailData.
There were 2,297 legitimate emails (‘ham’) and 71
newsletters, a category that includes various kinds of
commercial and non-commercial opt-in mailings.

35 emails in the spam corpus were considered ‘unwanted’
(see the June 2018 report®) and were included with a weight
of 0.2; this explains the non-integer numbers in some of the
tables.

Moreover, 2,560 emails from the spam corpus were found
to contain a malicious attachment while 2,662 contained
a link to a phishing or malware site; though we report
separate performance metrics on these corpora, it should
be noted that these emails were also counted as part of the
spam corpus.

Emails were sent to the products in real time and in parallel.
Though products received the email from a fixed IP address,
all products had been set up to read the original sender’s IP
address as well as the EHLO/HELO domain sent during the
SMTP transaction, either from the email headers or through
an optional XCLIENT SMTP command®.

For those products running in our lab, we all ran them as
virtual machines on a VMware ESXi cluster. As different
products have different hardware requirements — not to
mention those running on their own hardware, or those
running in the cloud — there is little point comparing the
memory, processing power or hardware the products were
provided with; we followed the developers’ requirements
and note that the amount of email we receive is
representative of that received by a small organization.

Although we stress that different customers have different
needs and priorities, and thus different preferences when it
comes to the ideal ratio of false positive to false negatives,
we created a one-dimensional ‘final score’ to compare
products. This is defined as the spam catch (SC) rate minus
five times the weighted false positive (WFP) rate. The
WEP rate is defined as the false positive rate of the ham

3 https://www.virusbulletin.com/virusbulletin/2018/06/vbspam-
comparative-review.
“http://www.postfix.org/XCLIENT README.html

VIRUS BULLETIN

and newsletter corpora taken together, with emails from the
latter corpus having a weight of 0.2:

WFP rate = (#false positives + 0.2 * min(#newsletter
false positives , 0.2 * #newsletters)) / (#ham + 0.2 *
#newsletters)

while in the spam catch rate (SC), emails considered
‘unwanted’ (see above) are included with a weight of 0.2.
The final score is then defined as:

Final score = SC - (5 x WFP)

In addition, for each product, we measure how long it takes
to deliver emails from the ham corpus (excluding false
positives) and, after ordering these emails by this time,

we colour-code the emails at the 10th, 50th, 95th and 98th
percentiles:

@ (green) = up to 30 seconds
(yellow) = 30 seconds to two minutes
(orange) = two to ten minutes

@ (red) = more than ten minutes

Products earn VBSpam certification if the value of the final
score is at least 98 and the ‘delivery speed colours’ at 10
and 50 per cent are green or yellow and that at 95 per cent is
green, yellow or orange.

Meanwhile, products that combine a spam catch rate of
99.5% or higher with a lack of false positives, no more than
2.5% false positives among the newsletters and ‘delivery
speed colours’ of green at 10 and 50 per cent and green or
yellow at 95 and 98 per cent earn a VBSpam+ award.

Head of Testing: Peter Karsai
Security Test Engineers: Adrian Luca, Csaba Mészaros, lonut Réileanu

Operations Manager: Balint Tanos

Sales Executive: Allison Sketchley
Editorial Assistant: Helen Martin

© 2023 Virus Bulletin Ltd, Manor House - Office 6, Howbery Business Park,
Wallingford OX10 8BA, UK

Tel: +44 20 3920 6348 Email: editorial@virusbulletin.com
Web: https://www.virusbulletin.com/
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Tru.e F:.ll.s ¢ FP rate Falﬁe Tf‘fe SC rate Final VBSpam

negatives | positives negatives | positives score
Bitdefender GravityZone | 554, 0 0.00% | 27 | 261847 | 99.990% | 99.990 | oo
Premium arivte
Fortinet FortiMail 2297 0 0.00% 13| 261861 | 99.995% | 99.995 | ..o
Mimecast 2297 0 0.00% | 87.6 | 2617864 | 99.967% | 99.967 | \uireg
N-able Mail Assure 2297 0 0.00% | 464 | 261827.6 | 99.982% | 99.982 | ..o
N-able SpamExperts 2297 0 0.00% | 464 | 261827.6 | 99.982% | 99.982 | ..o
EZESApatm\yI?rrclfxy 2297 0 0.00% 31| 261843 | 99.988% | 99.945 | .
Rspamd 2274 23 1.00% | 3272.8 | 2586012 | 98.750% | 93.688
SEPPmail.cloud Filter 2296 1 0.04% 42 | 261869.8 | 99.998% | 99.739
gg:ﬁgﬁ‘;ﬁgfﬁ 2297 0 0.00% | 2572 | 261616.8 | 99.902% | 99.902 | . .o
Zoho Mail 2296 1 0.04% | 480.8 | 2613932 | 99.816% | 99.557
Abusix Mail Intelligence” | 2297 0 0.00% | 2240.8 | 259633.2 | 99.144% | 99.144 | N/A

tSpamhaus Data Query Service (DQS) + SpamAssassin is a fully configured solution that integrates Spamhaus DQS
on top of SpamAssassin. Spamhaus DQS is not a stand-alone solution but rather a DNSBL service that can be added to
MTAs and email security solutions such as SpamAssasssin. The test set up reflects the real-life performance expected
from this combined production deployment, not as individual product elements.

*This product is a partial solution and its performance should not be compared with that of other products.

@
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VIRUS BULLETIN

Speed

10% 50% 95% 98%
Bitdefender GravityZone
Premium ® i i ®
Fortinet FortiMail o o o o
Mimecast o o o o
N-able Mail Assure o o o o
N-able SpamExperts [ ) o o o
Net At Work
NoSpamProxy ® o i o
Rspamd o o o o
SEPPmail.cloud Filter o o [ o
Spamhaus DQS +
SpamAssassin i d * ®
Zoho Mail o o o

®0-30 seconds, 30 seconds to two minutes, " two minutes to 10 minutes, ® no0re than 10 minutes.

iSpamhaus Data Query Service (DQS) + SpamAssassin is a fully configured solution that integrates
Spamhaus DQOS on top of SpamAssassin. Spamhaus DQS is not a stand-alone solution but rather a
DNSBL service that can be added to MTAs and email security solutions such as SpamAssasssin. The
test set up reflects the real-life performance expected from this combined production deployment, not as
individual product elements.

Products ranked by final score

Fortinet FortiMail 99.995
Bitdefender GravityZone Premium 99.990
N-able Mail Assure 99.982
N-able SpamExperts 99.982
Mimecast 99.967
Net At Work NoSpamProxy 99.945
Spamhaus DQS + SpamAssassin? 99.902
SEPPmail.cloud Filter 99.739
Zoho Mail 99.557
Rspamd 93.688

‘Spamhaus Data Query Service (DQS) + SpamAssassin is a fully configured solution
that integrates Spamhaus DQS on top of SpamAssassin. Spamhaus DQOS is not a stand-
alone solution but rather a DNSBL service that can be added to MTAs and email security
solutions such as SpamAssasssin. The test set up reflects the real-life performance
expected from this combined production deployment, not as individual product elements.




VIRUS BULLETIN

Hosted solutions Anti-malware IPv6 | DKIM | SPF | DMARC | Multiple MX- | Multiple
records locations

Mimecast Mimecast \ \ \ \ \
N-able Mail Assure N-able Mail Assure \ Y \ \
N-able SpamExperts SpamExperts \ \ \ \
Net At Work NoSpamProxy | 32Guards & NoSpamProxy \ \ S \ \
SEPPmail.cloud Filter SEPPmail V v v V
Zoho Mail Zoho \ \ \
Local solutions Anti-malware | IPv6 | DKIM | SPF | DMARC Interface

CLI | GUI | Web GUI | API
Bitdefender GravityZone Premium Bitdefender \ \ \
Fortinet FortiMail Fortinet \ \ \ \ Y \ V
Rspamd None \
Spamhaus DQS + SpamAssassin? Optional \ \ \ V

‘Spamhaus Data Query Service (DQS) + SpamAssassin is a fully configured solution that integrates Spamhaus DQS on top of
SpamAssassin. Spamhaus DQS is not a stand-alone solution but rather a DNSBL service that can be added to MTAs and email
security solutions such as SpamAssasssin.

Fortinet FortiMail
Net At Work
VBSpam quadrant December 2023 NoShaiBrou
Bitdefender
SEPPmail.cloud Filter GravityZone Premium
100.00% °Q
Spamhaus DQS + P N-able Mail Assure
SpamAssassin -
99.80% P P N-able SpamExperts
o 99.60% epho Mal) Mimecast
®
9 99.40%
£
L
8 9920%
E
@
o
“ 99 00%
98.80% Rspamd
®
98.60%
1.20% 1.00% 0.80% 0.60% 0.40% 0.20% 0.00%
Weighted false positive (WFP) rate
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