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VBSPAM EMAIL SECURITY
COMPARATIVE REVIEW DECEMBER
2024

lonut Rdileanu & Adrian Luca

In the Q4 2024 VBSpam test — which forms part of

Virus Bulletin’s continuously running security product

test suite — we measured the performance of a number of
email security solutions against various streams of wanted,
unwanted and malicious emails. One third of the solutions
we tested opted to be included in the public test, the rest
opting for private testing (all details and results remaining
unpublished). The solutions tested publicly — and included
in this report — were 11 full email security solutions and one
open-source solution.

It is no easy task for an email security solution to tread the
line between legitimate and illegitimate messages, allowing
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the legitimate ones to pass through whilst blocking the
malicious and unwanted. The threat landscape is constantly
evolving and we see changes year on year, yet one constant
is that email remains the main infection vector for systems
worldwide.

In our testing, we see email security solutions keeping up
the pace and adapting to the latest threats. On this occasion
the majority of the products we tested blocked more than
99.99% of malicious samples.

For some additional background to this report, the table
and map below show the geographical distribution (based
on sender IP address) of the spam emails seen in the test'.
(Note: these statistics are relevant only to the spam samples
we received during the test period.)

!'For a small number of samples (4,938 samples; 4.69% of the total)
we were not able to find data about geographical location based on IP
address.

-

4 Sender’s IP Percentage of
country spam
1 |China 34.29%
2 |United States 21.65% :
3 |Japan 7.88% ."\
4 |Russian Federation |1.95% .
5 |South Africa 1.91%
6 |Brazil 1.87%
7 |France 1.58%
8 |Canada 1.54%
9 |Argentina 1.40%
10 |India 1.14%

I 36,086

Top 10 countries from which spam was sent.

Geographical distribution of spam based on sender IP address.
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AMTSO STANDARD COMPLIANCE

This test was executed in accordance with the AMTSO
Standard of the Anti-Malware Testing Standards Organization.
The compliance status can be verified on the AMTSO website:

* AMTSO Test ID: AMTSO-LS1-TP130
+ Link: https://www.amtso.org/tests/virus-bulletin-
vbspam-q4-2024/

HIGHLIGHTS
Non-English phishing

As also noted in previous test reports, most of the phishing
samples missed by the products in this test were those
targeting non-English speakers.

Some examples are shown below in Norwegian, Danish,
Dutch and German. We didn’t detect any link between
them, and we noticed only one or two of each kind —
which is one of the reasons why it was challenging for
the solutions to block them, the other being the usage of
shortening URLSs that mask the malicious URL.

Purecryter? malware

The most commonly missed malware sample was one
containing a .tgz attachment (SHA256: 40d3beebfb748ecd58
94b6fa8fe8b4839e563a6d10223197e613 1fac4b708d1a)
which compressed a 200MB exe file (SHA256: 6774a822d9¢
66951be95341d50c1{876a9373 fefef52f68f29caacdefc621817).

2https://any.run/cybersecurity-blog/pure-malware-family-analysis/

From As ® & Reply|| ¢ Reply All| v || & Forward More v & Reply|| ¢ Reply Al v ||  Forward More v/
To  infos0881@bspamtest.com @ 1s2a, s32em || Fom de>
Subject. du har viktig varsling . L 112124, 2:44 AM
Suject Controteer ani gegevens bi do KBO
Hei,
1 henhold til hvitvaskingsloven skal Santander Consumer Bank AS, som er utsteder av kortet ditt, jevnlig sorge for at vi har =
oppdaterte opplysninger om vére kunder. N& er det p4 tide at du ser gjennom opplysningene dine. Det er enkelt og tar maks et Update uw Gegevens bij de KBO voor 2025
par minutter.
Hvis vi ikke mottar opplysningene dine innen 18.11.2024, mé vi sperre kortet ditt da vi ikke lenger oppfyller de lovkravene som
palegges oss. Beste ondernemer,
Logg deg inn og folg instruksjonene pa folgende steder: Om ervoor te zorgen dat uw ondememing voldoet aan de wettelike vereisten voor 2025, is het cruciaal dat u uw
i gegevens bijwerkt in de Kruispuntbank van Ondernemingen (KBO). Actuele gegevens zijn van essentieel belang
ttps://minnettbank.santanderconsumer.no LG <

voor een correcte bedrifsregistratie en naleving van de regelgeving.

X' .ha"d':e'e'l“l"”g‘ :”e ‘;p""(ls”'“ge"": dine i samsvar "‘e.ﬁ ";.' integritetspolicy. P4 finansnorge.no kan du lese mer om Let op: u heeft tot 16 november om uw identificatie bij de KBO af te ronden. Zorg dat uw gegevens op tiid
vitvaskingsloven'og:hvorfar.alle: ma stille disse: bijgewerkt zijn om verstoringen te voorkomen en te voldoen aan de wettelijke verplichtingen.

Med vennlig hilsen ) ) )

Klik op de onderstaande knop om direct naar de KBO pagina te gaan en uw gegevens voor 2025 bij te werken:
Santander Consumer Bank AS £ P [ geg d
‘www.santanderconsumer.no

Werk uw gegevens bij

Bedankt voor uw medewerking aan een correcte registratie van uw onderneming.

Met vriendelijke groet,

FOD Economie

©2024 FOD Econome. Alls rechten voorbehouden
Bozook de Knispuntbank van Ondememingen | Contact: 4322 123 45 67
© (©) _ nhttpsijarde/pTmsaE
Norwegian phishing sample. Dutch phishing sample.
From TV 2 DANMARK <support@ataraie > © & Roply | Reply Al v | o Forvard Vore v < Roply 4 Reply Al V|| Forward Vore v
R —— s 07w | | From e Ruckerstattung tonine mgich: (250 €) <siguels2s42@montevideacom.> ©
28, 10:30 AM

Suiect Dit modlamskab o sat pa pause.
logo
Dit medlemskab er sat pa pause.

Kaere abonnent,

Vi steder pa problemer med dine aktuelle faktureri ply . Opdater dine b i ysninger inden

for 24 timer for at undga afbrydelse af tjenesten.

Opdater venligst dine betalingsoplysninger, og du vil kunne se Tv2 igen ved at felge nedenstaende link :

Tak for din hurtige opmarksomhed.

© 2024 TV 2 DANMARK A/S

© e tefincludes/

T
bioct Batareichicha 00K

Lieber Kunde,

Jetzt Riickerstattung abholen

Vielen Dank, dass nnen gerne zur

Vertigung

Wit freundichen Grdgen,

Ostaraichische Gesundhitskassa - Digiale Vartriab und Service

hp2ig=L

© hosted.

Danish phishing sample.

German phishing sample.
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Our analysis shows that the oversized file is a Purecryter case
downloading the Purelogs stealer.

Parcel phishing

The most commonly missed English language phishing
email was one targeting DPD clients. We detected it on two

RFQ-63320000003
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separate days — 9 November and 13 November — in two
different formats, but both emails contained URLs with the
same domain: airwayfastclaim[.]es.

One sample contained a calendar entry with a link from
a platform for selling tickets online. At the time of our
investigation, the link was unavailable.

& Reply | &b Reply All v || & Forward More /.

11/7]24, 2:46 AM

Hello,

I await your kind response.
Pozdrawiam,

Marek Cienkosz

—
Fabryka 4x4 Spétka z ograniczona odpowiedzialnoscia

Adres: Polna 24, 38-457 Szczepaficowa
Telefon Przemek: (+48) 887 082 272
Telefon Piotrek: (+48) 887 082 273
Email: biuro@fabrykadx4.com.pl
Strona internetowa: www.fabryka4x4.pl

> () 1 attachment: RFQ_6332000000342100004520000010.;

Regarding the attached order request, | kindly ask you to send me the requested information as soon s possible.

(@) _Done

Malware sample with an oversized compressed executable file in attachment.

v startupsouth@gmail.com has invited you to DPD Notification

Title:
When:

Friday, June 11, 2021
Organizer: &stanupsouth@gmail.com
Attendees: & Miss, Sir <info89284@vbspamtest.com>

Related Link: https://ti.to/startupsouth/officehour

DPD Notification

Calendar invitation from DPD phishing sample.

DPD Notification <support@tito.io> @  Reply | Roply Al v || #b More \

1119124, 4155 PM

startupsouth@gmal.com €

Vour DPD Notification Ticket

preterences v I3

Your DPD Notification Ticket

HiMiss, Sir,

This is your Parcel ticket confirnation for DPD Notification.

DPD Delivery

Your Parcel is Awaiting Payment

Helo,

Your parcel has been shipped and is currently awaiting payment to proceed with the
deiivery. Please complete the payment to ensure prompt delivery to your address.

Parcel Number: 854711250
Amount Due: £4.70

Pay Now

If you have any questions or need assistance, please contact DPD Customer Support.
Thank you for choosing DPD Delivery.

Please take a moment to verify your ticket details.

The DPD Notification Team

() _ httos:aiwayfastclaim os/DPD_UK_UK

Parcel phishing sample from 9 November.

8 == |-

File:DPD logo (2015).svg -
ikimedia Commons.

Your Parcel Has Been Stopped

Dear customer

Your package It arrived at our center today and i ready to ship.

Please use the link below to track and confirm your shipping address, some fees may be added
to receive your package next week:

https:/ /track.dpd.co.uk/track=UK4748120-112810DP

Thank you.

) _hitps: /aiwayfastciaim.es/PARCEL_TRA43K

Parcel phishing sample from 13 November.

@
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Subject Rechnung 24303784 Ei

Sehr geehrte Damen und Herren,

als Anlage die Eissing Rechnung v. 22.10.24

Mit freundlichen GriiRen / Kind regards

Maren Jeuring

Maren Je:

Telofon: 05923 96 48 36
m.jeuring@eissing.info

 Reply | & Reply All v | @ Forward

Email containing a Strelastealer-infected attachment.

Strelastealer® malware

Another malware campaign worthy of mention, even
though it didn’t get past the filters of the majority of the
tested solutions, was one containing a zip attachment with
a JavaScript file. When opened?, it started a number of
processes in the background, one of which attempted to
connect to an IP address (94[.]159[.]1113[.]79) related to the
Strelastealer malware.

RESULTS

Of the participating full solutions, three achieved a
VBSpam award: Rspamd Premium, SEPPmail.cloud Filter
and Sophos Email, while seven — Bitdefender GravityZone
Premium, FortiMail, Mimecast, N-able Mail Assure, N-able
SpamExperts, Net At Work NoSpamProxy and SpamTitan —
were awarded VBSpam-+ certification.

(Note: since, for a number of products, catch rates and/or
final scores were very close to, whilst remaining a fraction
below, 100%, we quote all the spam-related scores with
three decimal places.)

Bitdefender GravityZone

o
N
Premium S
[
a
SC rate: 99.994%
FP rate: 0.00% VERIFIED

Final score: 99.994
Malware catch rate: 100.000%

Phishing catch rate: 99.990% virusbtn.com

3https://securityintelligence.com/x-force/strela-stealer-todays-invoice-
tomorrows-phish/
“https://app.any.run/tasks/076{67c9-2974-47¢0-a763-9a13180b3808

Project Honey Pot SC rate: 99.995%

Abusix SC rate: 99.990%

MXMailData SC rate: 100.000%

Newsletters FP rate: 0.0%

Speed: 10%: .; 50%: .; 95%: .; 98%: @

Bitdefender continues its unbroken record with another
VBSpam+ award. This time, the product managed to block
all the malware samples and missed only one phishing email.

This impressive performance was further enhanced by no
false positives of any kind and a 99.994% spam catch rate.

Fortinet FortiMail

<
N
(=]
SC rate: 99.933% 3
FP rate: 0.00% °
Final score: 99.933 VERIFIED

Malware catch rate: 100.000%

Phishing catch rate: 99.890%

Project Honey Pot SC rate: 99.927%
Abusix SC rate: 99.923%

MXMailData SC rate: 99.980%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

virusbtn.com

Fortinet didn’t miss any malware samples and also
correctly filtered all the legitimate feeds. With a 99.993%
spam catch rate and green on all speed values, the product
earns VBSpam+ certification.

Mimecast

SC rate: 99.698%
FP rate: 0.00%

@


https://securityintelligence.com/x-force/strela-stealer-todays-invoice-tomorrows-phish/
https://securityintelligence.com/x-force/strela-stealer-todays-invoice-tomorrows-phish/
https://app.any.run/tasks/076f67c9-2974-47e0-a763-9a13180b3808

Final score: 99.698

<
N
Malware catch rate: 100.000% S
Phishing catch rate: 99.930% a
Project Honey Pot SC rate: 99.534% VERIFIED

Abusix SC rate: 99.881%

MXMailData SC rate: 100.000%
Newsletters FP rate: 0.0%

Speed: 10%: ‘; 50%: ‘; 95%: .; 98%: @

virusbtn.com

We continue to see a great performance from Mimecast
in the VBSpam tests. No malicious sample passed

its filters, and it also successfully blocked 99.93% of
phishing samples. With no false positives of any kind and
a final score of 99.968, another VBSpam+ certification is
awarded.

N-able Mail Assure

X
&
SCrate: 99.921% §
FP rate: 0.00%
Final score: 99.921 VERIFIED

Malware catch rate: 99.900%
Phishing catch rate: 99.950%
Project Honey Pot SC rate: 99.958%
Abusix SC rate: 99.814%
MXMailData SC rate: 100.000%
Newsletters FP rate: 0.0%

virusbtn.com

With malware and phishing catch rates of 99.90% and
higher, and no false positives of any kind, N-4ble Mail
Assure continues to show a strong performance and earns
VBSpam+ certification in this test.

N-able SpamExperts

3
<
SCrate: 99.921% §
FP rate: 0.00%
Final score: 99.921 VERIFIED

Malware catch rate: 99.900%

Phishing catch rate: 99.950%

Project Honey Pot SC rate: 99.958%
Abusix SC rate: 99.814%

MXMailData SC rate: 100.000%
Newsletters FP rate: 0.0%

Speed: 10%: .; 50%: .; 95%: .; 98%: @

virusbtn.com

With identical scores to its sister product, N-4ble
SpamExperts also continues to show an impressive
performance and also earns a well deserved VBSpam+
award.

VIRUS BULLETIN

Net At Work NoSpamProxy 3
(=]
N

SC rate: 99.986% §

FP rate: 0.00%

Final score: 99.986 VERIFIED

Malware catch rate: 100.000%

Phishing catch rate: 99.990%

Project Honey Pot SC rate: 99.990%
Abusix SC rate: 99.974%

MXMailData SC rate: 99.990%
Newsletters FP rate: 0.0%

Speed: 10%: .; 50%: .; 95%: .; 98%: @

virusbtn.com

In this test, NoSpamProxy managed to block 100% of

the malware samples and 99.99% of phishing emails.
Combined with no false positives of any kind, only 15 false
negatives, and a final score of 99.986, the product easily
earns VBSpam+ certification.

Rspamd

SCrate: 88.579%

FP rate: 0.38%

Final score: 86.685

Malware catch rate: 60.190%

Phishing catch rate: 96.260%

Project Honey Pot SC rate: 92.692%

Abusix SC rate: 96.054%

MXMailData SC rate: 53.880%

Newsletters FP rate: 0.0%

Speed: 10%: .; 50%: .; 95%: .; 98%: @

The open-source Rspamd found dealing with the malware
samples a challenge. However, we continue to see decent

performances from the solution on the overall spam corpus,
in this case blocking more than 88.5% of the samples.

Rspamd Premium 3.10.2

<
N
(=]
~N
o
3
o

SCrate: 98.975%

FP rate: 0.15%

Final score: 98.217

Malware catch rate: 99.330%

Phishing catch rate: 99.320%

Project Honey Pot SC rate: 98.712%
Abusix SC rate: 99.116%

MXMailData SC rate: 99.800%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @
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Compared to the basic, out-of-the-box Rspamd, the Premium
version of the product performs a lot better — in this case
successfully blocking 98.975% of the spam samples. With a
final score of 98.217, it earns its first VBSpam certification.

SEPPmail.cloudfilter

SCrate: 99.993%

FP rate: 0.00%

Final score: 99.918

Malware catch rate: 100.000%

Phishing catch rate: 99.990%

Project Honey Pot SC rate: 99.990%
Abusix SC rate: 99.997%

MXMailData SC rate: 100.000%
Newsletters FP rate: 3.9%

Speed: 10%: .; 50%: .; 95%: .; 98%: @
Only seven of the 105,228 spam samples evaded
SEPPmail’s filters — an impressive performance, in addition
to which the product achieved a 100% malware catch rate
and a 99.99% phishing catch rate. It was only a 3.9% false

positive rate on the newsletter corpus that stood in the way
of the product earning a VBSpam+ award.
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N
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Sophos Email

SC rate: 99.988%

FP rate: 0.00%

Final score: 99.988

Malware catch rate: 99.330%

Phishing catch rate: 100.000%

Project Honey Pot SC rate: 99.992%
Abusix SC rate: 99.980%

MXMailData SC rate: 99.990%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%:  ; 98%:

Dec 2024
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Sophos Email was one of only two solutions that managed
to successfully block all the phishing samples in this test.
With no false positives and a final score of 99.98%, it was
only its delivery speed at 98% that prevented the product
from earning a VBSpam+ award.

<
N
SpamTitan p
a
SC rate: 99.999%
FP rate: 0.00% VERIFIED

Final score: 99.999
Malware catch rate: 100.000%

Phishing catch rate: 100.000% virusbtn.com

Project Honey Pot SC rate: 99.998%

Abusix SC rate: 99.999%

MXMailData SC rate: 100.000%

Newsletters FP rate: 0.0%

Speed: 10%: ‘; 50%: ‘; 95%: ‘; 98%: @

With only two spam samples missed — one of which was
from the unwanted category — no false positives of any kind,
and a final score value of 99.999, SpamTitan showed the best

performance in this test, ranking top for final score. Needless
to say, a well deserved VBSpam+ certification is awarded.

Zoho Mail

SCrate: 99.419%

FP rate: 0.38%

Final score: 97.449

Malware catch rate: 99.900%

Phishing catch rate: 99.880%

Project Honey Pot SC rate: 99.408%

Abusix SC rate: 99.197%

MXMailData SC rate: 99.960%

Newsletters FP rate: 3.9%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

We saw a good performance from Zoho Mail on blocking
the malware and phishing threats, with more than 99.8% of
samples blocked. Unfortunately, despite a 99.419% spam
catch rate, the product’s final score was brought down by

a number of false positives and it narrowly misses out on
VBSpam certification this time.

APPENDIX: SET-UP, METHODOLOGY AND EMAIL
CORPORA

The full VBSpam test methodology can be found at
https://www.virusbulletin.com/testing/vbspam/vbspam-
methodology/vbspam-methodology-ver30/.

The test ran for 16 days, from 12am on 2 November to
12am on 18 November 2024 (GMT).

The test corpus consisted of 106,569 emails. 105,228

of these were spam, 60,106 of which were provided by
Project Honey Pot, 31,264 of which were provided by
Abusix, with the remaining 13,858 spam emails provided by
MXMailData. There were 1,315 legitimate emails (‘ham”)
and 26 newsletters — a category that includes various kinds
of commercial and non-commercial opt-in mailings.

19 emails in the spam corpus were considered ‘unwanted’
(see the June 2018 report®) and were included with a weight

S https://www.virusbulletin.com/virusbulletin/2018/06/vbspam-
comparative-review

@
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of 0.2; this explains the non-integer numbers in some of the
tables.

Moreover, 1,045 emails from the spam corpus were found

to contain a malicious attachment while 16,825 contained a
link to a phishing or malware site; though we report separate
performance metrics on these corpora, it should be noted that
these emails were also counted as part of the spam corpus.

Emails were sent to the products in real time and in parallel.
Though products received the email from a fixed IP address,
all products had been set up to read the original sender’s IP
address as well as the EHLO/HELO domain sent during the
SMTP transaction, either from the email headers or through
an optional XCLIENT SMTP command®.

For those products running in our lab, we all ran them as
virtual machines on a VMware ESXi cluster. As different
products have different hardware requirements — not to
mention those running on their own hardware, or those
running in the cloud — there is little point comparing the
memory, processing power or hardware the products were
provided with; we followed the developers’ requirements
and note that the amount of email we receive is
representative of that received by a small organization.

Although we stress that different customers have different
needs and priorities, and thus different preferences when it
comes to the ideal ratio of false positive to false negatives,
we created a one-dimensional ‘Final score’ to compare
products. This is defined as the spam catch (SC) rate minus
five times the weighted false positive (WFP) rate. The
WEP rate is defined as the false positive rate of the ham
and newsletter corpora taken together, with emails from the
latter corpus having a weight of 0.2:

WFP rate = (#false positives + 0.2 * min(#newsletter false
positives , 0.2 * #newsletters)) / (#ham + 0.2 * #newsletters)

while in the spam catch rate (SC), emails considered
‘unwanted’ (see above) are included with a weight of 0.2.
The Final score is then defined as:

Final score = SC - (5 x WFP)

In addition, for each product, we measure how long it takes
to deliver emails from the ham corpus (excluding false
positives) and, after ordering these emails by this time,

we colour-code the emails at the 10th, 50th, 95th and 98th
percentiles:

@ (green) = up to 30 seconds
(yellow) = 30 seconds to two minutes
(orange) = two to ten minutes

@ (red) = more than ten minutes

Shttp://www.postfix.org/XCLIENT README.html
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Products earn VBSpam certification if the value of the Final
score is at least 98 and the ‘delivery speed colours’ at 10
and 50 per cent are green or yellow and that at 95 per cent is
green, yellow or orange.

Meanwhile, products that combine a spam catch rate of
99.5% or higher with a lack of false positives, no more than
2.5% false positives among the newsletters and ‘delivery
speed colours’ of green at 10 and 50 per cent and green or
yellow at 95 and 98 per cent earn a VBSpam+ award.

Head of Testing: Peter Karsai
Security Test Engineers: Adrian Luca, Csaba Mészaros, lonut Raileanu

Operations Manager: Balint Tanos

Sales Executive: Allison Sketchley
Editorial Assistant: Helen Martin

© 2024 Virus Bulletin Ltd, Manor House - Office 6, Howbery Business Park,
Wallingford OX10 8BA, UK

Tel: +44 20 3920 6348 Email: editorial@virusbulletin.com
Web: https://www.virusbulletin.com/
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Tru‘e Fi.ll.s ¢ FP rate Fal§e Tf"?e SC rate Final VBSpam
negatives | positives negatives | positives score
Bitdefender GravityZone |5 ¢ 0 0.00% 6.2 | 105206.6 | 99.994% | 99.994 | . -
Premium arifiad
Fortinet FortiMail 1315 0 0.00% 71 105141.8 | 99.933% | 99.933 | .
Mimecast 1315 0 0.00% | 3174 | 1048954 | 99.698% | 99.698 | . .-
N-able Mail Assure 1315 0 0.00% 83 105129.8 | 99.921% | 99.921 | ..
N-able SpamExperts 1315 0 0.00% 83 | 105129.8 | 99.921% | 99.921 | . ..
Ezts’;;‘rﬁf:é‘xy 1315 0 0.00% 15 | 105197.8 | 99.986% | 99.986 | ..o
Rspamd 1310 5 038% | 120168 | 93196 | 88.579% | 86.685
. SPAM
Rspamd Premium 1313 2 0.15% | 1078.6 | 1041342 | 98.975% | 98.217
. SPAM
SEPPmail.cloudfilter 1315 0 0.00% 7 105205.8 | 99.993% | 99.918
Sophos Email 1315 0 0.00% 124 | 105199.4 | 99.988% | 99.988 | [
ophos Emai . () . . . (1] .
SpamTitan 1315 0 0.00% 12| 1052116 | 99.999% | 99.999 | . ..
Zoho Mail 1310 5 038% | 6118 | 104601 | 99.419% | 97.449

@
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VIRUS BULLETIN

Speed
10% 50% 95% 98%

l}frlé(risiflel;der GravityZone PY PY ® P
Fortinet FortiMail [ L o ®
Mimecast o o o o
N-able Mail Assure o o [ o
N-able SpamExperts [ ) o o o
NoSpanProxy o ° ° °
Rspamd o o o o
Rspamd Premium o o o o
SEPPmail.cloudfilter ® [ o ®
Sophos Email [ ] [ ]

SpamTitan o o ] L
Zoho Mail o o [ o

®0-30 seconds; 30 seconds to two minutes; * two minutes to 10 minutes; @ 10re than 10 minutes.

Products ranked by final score

SpamTitan 99.999
Bitdefender GravityZone Premium 99.994
Sophos Email 99.988
Net At Work NoSpamProxy 99.986
Fortinet FortiMail 99.933
N-able Mail Assure 99.921
N-able SpamExperts 99.921
SEPPmail.cloudfilter 99.918
Mimecast 99.698
Rspamd Premium 98.217
Zoho Mail 97.449
Rspamd 86.685




VIRUS BULLETIN

Hosted solutions Anti-malware IPv6 | DKIM | SPF | DMARC | Multiple MX- | Multiple
records locations
Mimecast Mimecast v N v \ \
N-able Mail Assure N-able Mail Assure \ \ \ \
N-able SpamExperts SpamExperts \ \ \ \
32Guards &
Net At Work NoSpamProxy NoSpamProxy \ \ \ \ V
Rspamd Premium ClamAV \ \ \ \ V
SEPPmail.cloud Filter SEPPmail \ \ \ \ \ \
Sophos Email Sophos \ \ \ \ \ \
SpamTitan SpamTitan \ \ \ \ \ \
Zoho Mail Zoho Y \ Y \ \
Interface
Local solutions Anti-malware | IPv6 | DKIM | SPF | DMARC
CLI | GUI | Web GUI | API
Bitdefender GravityZone Premium Bitdefender \ \ \ \
Fortinet FortiMail Fortinet N \ N N \ N N
Rspamd None \
SpamTitan Bitdefender Sophos Email
VBSpam quadrant December 2024 GravityZone Net At Work
Premium NoSpamProxy
SEPPmail.cloudfilter Fortinet FortiMail
100.000% ® E N-able Mail Assure
o
R _ 2 Mimecast N-able SpamExperts
Zoho Mail spamd Premium
98.000%
‘3 96.000%
o
Q
::9 94.000%
©
o
£
(]
‘% 92.000%
90.000%
Rspamd
88.000%
0.45% 0.40% 0.35% 0.30% 0.25% 0.20% 0.15% 0.10% 0.05% 0.00%
Weighted false positive (WFP) rate
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