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Study cases



Operation Spalax

Year 2020

Targeting Colombian entities

Spear-phishing emails

Abuse of legitimate services like OneDrive 
and MediaFire

Use of three different types of droppers

Final payloads: Remcos, njRAT and 
AsyncRAT
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Malicious NSIS installers

Operation Spalax



Malicious NSIS installers

AgentTesla packers

Operation Spalax



Malicious NSIS installers

AgentTesla packers

AutoIt droppers

Operation Spalax



Year 2022

Targeting entities in Ecuador

Spear-phishing emails

Abuse of legitimate services like Google 
Drive and Discord

UAC bypass by executing the Windows 
Standalone Installer (wusa.exe)

Modify behavior of Windows APIs

Final payloads: Remcos and AsyncRAT

Operation Red Octopus



Operation Red Octopus



Operation Red Octopus



Operation Red Octopus



Operation Red Octopus



Year 2023

Spread to different countries including 
Mexico, Peru, Colombia and Ecuador

Impersonate a well-known package 
delivery company

Abuses of legitimate services ngrok.io 

Abuse of VBS and PowerShell to execute 
the malicious activities

Final payload: AgentTesla RAT

Operation Guinea Pig
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Weaponization
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Exploitation & 
Installation

Command and 
control

Actions on
objectives

TUT in LATAM

• Targeted users: 
Enterprise and 
government
sectors

• Deep 
understanding
of potential
victims

Example of a compressed archive that might received a victim
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2022



Reconnaissance

Weaponization

Delivery

Exploitation & 
Installation

Command and 
control
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TUT in LATAM

• RATs the 
preferred type of 
malware

• Abuse of free 
file-hosting 
services such as 
Google Drive or 
One Drive

• Misuse of 
services like 
Discord and 
Archive.org

Poisoned
2021



Reconnaissance

Weaponization

Delivery

Exploitation & 
Installation

Command and 
control

Actions on
objectives

TUT in LATAM

• The main 
mechanism used 
is email

• Campaigns are 
highly localized 
in different 
countries and 
impersonate 
recognized 
entities in each 
territory

Bandidos 
2021

Absolute 
2022
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Weaponization

Delivery

Exploitation & 
Installation

Command and 
control

Actions on
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TUT in LATAM

• Use of 
downloaders 
and droppers, 
particularly in 
PowerShell and 
VBS

• Modifications 
over system 
components, 
such as 
AmsiScanBuffer
and 
EtwEventWrite

• Campaigns often 
have long 
propagation and 
infection chains

• Obfuscation at 
multiple levels

LuxPlague
2022 

Absolute 
2022

Evasion technique modyfing the EtwEventWrite Windows API

Executing a Powershell command in a VBS script



Reconnaissance

Weaponization

Delivery

Exploitation & 
Installation

Command and 
control

Actions on
objectives

TUT in LATAM

• Abuse of DDNS 
services, with 
DuckDNS and 
No-IP

Discordia 
2022

Example of a njRAT configuration seeing in one of the samples

Malwares main logic, manipulated a command received from viernes9.duckdns.org

Maggots
2021



Reconnaissance

Weaponization

Delivery

Exploitation & 
Installation

Command and 
control

Actions on
objectives

TUT in LATAM

• Steal personal 
and financial
information.

Poisoned
2021

Example of a njRAT configuration seeing in one of the samples



Exceptions to the rule



Operation Jacana

Year 2023

Government entity in Guyana

Specially crafted emails based on 
geopolitical situation

Lateral movement across the victim’s 
network

Undocumented malware that we have 
named DinodasRAT, written in C++

More like a cyber espionage operation



New generation
of bankers?

Year +2021

Developed with Microsoft .NET 
framework instead of Delphi

At least two new families documented 
since 2021

The traditional operators are testing 
different programming languages or that 
new operators may be appearing with 
their own toolsets?



Conclusions



Obtain financial profit from the operations

Changing their techniques 

More than one group

Improve cybersecurity defenses

Conclusions



Thank you.



Questions?
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