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Rogue Scanner 4,371,833 Social Engineering
Potentially Unwanted Site 2,081,040 Social Engineering
JavaScript Obfuscation 1,713,651 Exploit

Link to Exploit Site 1,504,465

Pharmacy Spam Site 1,064,500 Social Engineering
Phoenix Exploit Kit 982,243 Exploit

Fake Codec 775,023 Social Engineering
SEO Exploit Kit 567,596 Exploit
Eleonore Exploit Kit 244,286 Exploit
Script Injection 243,680

Social Engineering 8,292,396

Exploit 3,507,776
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System Tasks

‘Wigw system information
:—ﬁ Add or remove programs
B, Change a settings

Other Places

g My Metwork Places
@ My Documents
o Shared Documents
B, Contral Panel

Details

My Computer
Swstem Folder
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Links

System folders

Fan e Frae
Ilj Shared Documents ' My Documents
Hard drive
@ Hard drive (C:)
Security
Windows Security
(0 18%

Checking: c:ywindowsicdplayer.ini
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Type

Wirus

Recommend: Click "Start Protection” button to erase all threats

@ WARNING | =

Threat lewvel

Critical

Start Protection
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SOCIAL ENGINEERING SPECIALIST

Because there is no patch for

human stupidity
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Examples?

 Rogue Scanner
 Fake Codec
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Shared Documents ( My Documents
T Add or remove programs
D T Q 101 trojans @ 7 trojans
G' hange a settings
Hard drives
Other Places
: = Windows Security Alert
\-3 Iy Mebwork Places
||‘__':| My Dacuments ) ] To help protect your computer, Windows ¥eb Security has
i \ @y detected trojans and ready to remove them.
I3 Shared Documents
g- Contral Panel
Detected spyware and adware on your compuker: Filename:
Details adl =
Admess.Trojan ftepserviced exe ;l P
My Computer [--------- zserv.Transponder.Trojan Zoery.dl
Syskem Folder
i Scan complete. Wstart.TrojanDownloader wstark, di
A G bl
Remave all || Cancel |
fileinfos and actions
Marne Spyware is software, which can gather informationfrom user's computer thraugh tate *
: Internet connection and sedn Ehem ba it's creator, Gathered information can be = |_|
@ Email-Worn passwords, e-mail addresses and all that data, which is important for you, aiting remaval =
'@ Email-Worm. Win32.Myd  Critical 05,13, 2009 &3 aiting removal
'@ Trj-Dwnldr Win Critical 09.17.2009 37 Waiting remaval
e
Description: o
This program is potentially dangerous for your system, Trojan-Downloader stealing passwords , credit cards and other E| B
personal information From wour compiter .,
Advice:
You need to remove this fileinfo as soon as possible! a
|
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A - Watch online movies - Microsoft Internet Explorer
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26 mun 22 sec, Ratg 9/10, 36193 views

127 users saved this movie
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<HTML>

<HEAD>

<TITLE>

Watch Online

</TITLE>

</head>

<body><CENTER><font color=red></font><A
thfz”hltp /Iwww.infected.com/screwed.exe’><IMG
src="img/xplayer.qgif’ border=
0></A></CENTER></DIV>

<center><font color=gray size=5>

26 min 22 sec, Rating 9/10, 36193 views<br>
127 users saved this film</font></CENTER>
</BODY></HTML>




2} Antivirus Live 2010 - Home - Microsoft Internet Explorer,

File Edit ‘“iew Favorites Tools  Help

@Back * \&; @ @ {::j ):\J Search *Favorites @ Bv ..{_; 0,'3

Address @ http:{{avmonitor24, comf

& AV Security Suite - Powerfull PC Protection ! - Microsoft Internet Explorer
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Edit View Favorites Tools  Help

Antivirus Li
TN protecting every second

Buy it now

Basic definitions

is computer software that iz installed surreptitiously
- on a personal computer to intercept or take partial control owver
\t# the user's interaction with the computer, without the user's

informed consent

Trojan horse

& Internet
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‘ : Perform Scan o CUMNDOVSIEMESenvicePackUninstallfintevt.di
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21007 26 1550

7~
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@ Update your malware database now to be
sure that maximal protection is applied

| Update now |
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3 Internet Explorer cannot display the webpage. - Microsoft Internet Explorer
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Address |@ http: fifree, avg, comfvw, virbase-appfotidn=qevirf9izfAlehbaiwshbwulpyiva 3vlifnjywSuzxigkhrScgugrtuxncdd

_V|Go

Links *®

Internet Explorer Warning - visiting this web site may harm your computer!

Most likely causes:
« Thewebsite contains exploits that can launch a malicious code an your computer

» SUSpicious network activity detected
« There might be an active spyware running on your computer

YWhat you can try

*  Purchase for secure Internet surfing (Recommended).
®  Check your computer forviruses and malware.

® More information
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fddress @ httpsf favmireor, comfpurchase?poid=4&r=75,39

Sereenshats

@' Antivir Solution

protecting every second

Purchase

100°% Satisfaction Guarantee !

Cofpan y

Support

a

Wl

Praduct designed for
Microsoft Windows 7/ Vista/Xp/
2000/ME/98

Wi guarantes that Antivir Salutian (c) subscriptions will make your camputer mare secUre aryaur maoney back. [ffor any reasan you are not 100%
satisfied, just let us know within 30 days of purchase and get a full refund. Just send an email to us. That's risk-free protection. Never get caught

without the latest defense

Why Choose Antivir Solution ?

Proactive security for what vou value most Unparalleled protection by blending the most sophisticated security technologies available Antivir Salution
() service automatically and continually uparades software and updates threat protection.

Maximum Support Guarantee !

Fast supportwill help you with any troubles and will answer your questions within 24h. We work 2467 for You.

Antivir Solution Basic

I@ Dione

. Inkernet
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IQ TEST

Today’s top 1Q
score Is

144
See if you can .10 | )
BEATIT! | IQ PUZZLE
1. < OF THE DAY

is this picture
Time left: 0 sec moving?
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e Search Engines (Current Events)
e Social Networks

* Popular Websites

e Emall

e Porn, Free Movies, and Warez.
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Web |mages “ideos baps Mews Shopping Gmail more Search settings | Sign in %
GOUSIQ lmetro atlanta rainfall totals | ’ Search ] Advanced Search
Web @ Show options. .. Results 1- 10 of about 239,000 for metro atlanta rainfall totals. (0.32 seconds)
7 Dead: 1 Missing In Metro Atlanta Floods - Weather MNews Story ... s Sponzored Links

Sep 22,2009 ... Metro Atlanta. From Meteorologist David Chandley: The rain chance has
diminished for Morth Geargia, but isn't totally gone for good. ...
wne weshity, comiweathen20925117 /detail. html - Cached - Similar

Atlanta Weather

Find farecasts and news for your
Lacation - Visit weather.com today!

Metro Atlanta Sees Record Rainfall - MNews Story - WSE Atlanta »¢ il i

Sep 20,2009 ... ATLANTA -- A record rainfall has showered parts of the Atlanta metro area Rainfall Amounts Georgia
with mare than five inches of water. Sunday, September 20, 2009,
www wshty, comdnews/ 21003831 Mdetail html - Cached - Similar

et Rainfall Amounts Georgia
Search for Rainfall Amounts Georgia

Azl com
[ Show more results frarm s wshty co —
. LinkScanner Results: US Rainfall Data.
Flood warning posted, rescues undenys -~ \nstant Data on Bast:Raintali
Metro Atlanta / State Mews Updated ¥ minutes H Huge 100+ year US Rainfall Archive.
total for the year to 43.13 inches, a surplus of r weatherwarehouse. com

wenewy. ajc. com/. . Mlood-warning-posted-rescues-1 Dangerous: This page contains active
threats.

Rainfall totals released by Veatl] risk category: Exploit
The Mational ¥Weather Service has releas E“iskl Na“;‘-" BRaHE Scannsk (e Bl
Metro Atlanta / State Mews 12:04 p.m. it L

: £ This page uses trickery to convince the user to install
www. 3jc. com/.Srainfall-totals-releasedy an antispy program.
IP Address: £66,96,131.63

ATLANTA RAIN TOTALS 2009 &4

Sep 21,2007 ... ATLANTA RAIN TOTALS 200

Rainfall Totals in Metro Kanzas City.. People in Atlanta dont like to snitch also ...
arrayofserices. com/.. Arontpage. php?... atlanta-rain-totals. .. - 18 hours ago - Similar

Matra Atlanta B ain Tatale | act Waals || swrancouilla Wiaathoar Bloaa el bt
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sfety Rating from AVG Threat Labs - Windows Intemet Explorer = FEE x|
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Not sure if a website's safe?

Enter the site name and find out

Feedback

30-day site report for: Get complete Internet protection

facebook.com 1=}

Potentially active
threats!

During the last 7 days potentially active threats were

i 5 Find the AVG product
detected on this site and a subdomain. h
TR R that's right for you GO ’
At peputiry e — — |
10288 TOP SITE 2,805 55 S ——— About AVG Threat Labs
. Compromised Threats e : .
;rvg:;:;c:&r; Wihisqss Eirid S How to read an AVG Site Report
! I AVG is dedicated to taking web threats to a

deeper level in order to keep users safe online.

What does AVG 9.0 do that others don't?

AVG 9.0 is unigue, but then you'd expect us
to say that wouldn't you? The reason...

Stay protected when you're browsing the Web.
Try AVG Internet Security for Free Today +

What is AVG Threat Labs? r g
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' Videos from HD Videos: Optical Ilusion!

Please Update ‘four FLY Player

‘Your FLY Player seems to be out of date, Please update vour FLY Plaver in order ko
proceed, Please click the Continue button now and wait a few seconds.

Added 1 day ago * Commentk
people like this,

Zhen Sukaran

WO OO

April 20 at 7:54am

Jerry Tuman

hahah awesome! loved it =)
April 20 at &:33am

Jessica Cone

I think Sex is Hot when you have 1 night: stands;)
April 20 at &:49am

MMonica Farraw

this shit is so Funiny

April 20 at 9:3%am

Jamie Hines

A

Optical Tllusion! [HQ]
fdded by Jackson Pipp (wideos)
33T

Share

Report Yideo

W

Account

Go

Links *

|>

|£

@ Daone
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£ Facebook | 99% of people can’t watch this video more than 25 seconds - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help
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I_g'.] Most Yisited |__1 etting Starked (5. | Latest Headlines
Facebook | 99%0 of people can't ... [& = (@) Firefox Help 2 Firefox Help 5 >
> -y
facehook q,!r Search Home Profile Find Friends Account -
9904 of people can't watch this video more than 25 seconds
| wall Info Vvideo Here!
Create an Ad
Be An Ultrasound =
Tech
Ultrasound Techs' specialized
skills are highly markstable!
See why more choose to
study online baday
&Y Like
See Your Public H
Record
Enker wour nams ko sse
publicly available information
- From public records and the
> | q oz a0z w r : : wieh with Mylife
Y Like L
P ' .
Copy the code below, paste it into your browser's address bar and press ER AT AT x
enter to load this video..Plz wait 7-8 secs for processing!!! i e
javascripk:(functioni) ~ —
{a='app1 074595926 536050_FE50da'; = ; 1
b="app 10745959 2636080 _GsEOgSE"; . . 1
[
THE BIGGEST EVENT | 1 Chat (0} 2|
Cone

Bruce Tester

99% of people can’t watch this video more than 25 seconds
Pane: 553,520 people like this,

#]] abouk a minute ago © Comment © Like © Share



facebook

Send Elizabeth a Message

Friends
13 friends See Al
‘-.
) b 4
Bruce PjHenson Bruce
White Bruce Jones

Bruce Mick Bruce  Bruce
Weaver Williams

Report/Block this Person

Facebook @ 2010 English {US)

Elizabeth Blumberg | [FL; Respond to Friend Request

wall

Info

&5, Elizabeth and Pj Henson Bruce are now friends. « A 2s Frend
J=, Elizabath and Bruce Weaver are now friends. « Add == Friend
&5, Elizabeth and Bruce Kitchel are now friends, - Add == Friend
251, Elizabeth and Bruce Toles are now friends. - Add =s Friend

&5, Blizabeth and Bruce Hildom are now friends. - Add == Friend
&5, Elizabeth and Bruce Kim are now friends, « A2 as Friend

&5, Elizabeth and Bruce Ly are now friends, « Add == Friend

&5, Hlizabeth and Bruce Williams are now friends, - 4 as Friend
&5, Blizabeth and Bruce Kelly are now friends, - Add == Friend

251, Hlizabeth and Bruce Jones are now friends. « Add == Frend
&3, Elizabeth and Bruce White are now friends. « 4éd s Friend

&5, Elizabeth and Mick Bruce are now friends, « Add =5 Frisnd

25, Elizabeth and Bruce Thompson are now friends, « Add == Friend

About Advertising Developers Careers Terms « Find Friends Privacy Mobile Help Center

Q Filters

Create an Ad

Tenkara fly fishing x
Tenkara

Traditional Japanese fly
fishing simplicity. Only rod,
line and fly.

£ Like

Ann Coulter Email x
Alerts

Get the latest emails alerts
from Ann Coulter, It's Free!

e Like

BikeGuys.com x

We don't have any bikes, but
we do have just about
everything else. From Burley
Trailers to Yakima racks,
CydeOps trainers and more.,

£ Like

Mare Ads



Gricelda Thomas — via Invite Taol

Flease add me.

Add to List =

Nancey Brock — via Invite Taal

Please add me.

Add to List ~

Ignore | Send Message

Louella Landin — via Invite Taol

Please add me,

Add to List =

Betsey Baily — via Invite Toal

Please add me,

Add to List

Heather Kees — yvia Invite Taol

Fleaze add me.

Add to List =
Ignore | Send Message

Dusti Blackwell — via Invite Tool

Flease add me.

Addto List ~ |




@ YouTube - Worst High School Football Play Ever - Windows Internet Explorer

GO~

File Edit View Favorites Tools Help

@] http://www.youtube.com/watch?v=7ptOma3Y198&feature=related

v | 4| X || o) sing

¢ Favorites | #) YouTube - Worst High School Footbal...

fﬁ’}vgvﬂ@v%g

)
YUU T”he Search Browse  Upload

Worst High School Football Play Ever

araleberts 9videos |%|  Subscribe

¥

Video recap due to copyright issue! Please visit WWW BYVIDEO INFO
Or You can watch full video by clicking on this link below:

0 X

21,3145

araleberts | Augusti28 2010 Views

hitp:/www_byvideo info This high school football play might be one of the worst and poorly executed
plays ever. First, the quarterback ran the option but the toss was botched.

Suggestions

Create Account | Signin

Watch WORST Epic High
School Football Fail Vide...
by Breakingnewzzz

312 views

Worst High School Football Play
Fver (VIDFO)

by LunaThien
318 views

WATCH Worst High School

| Football Play Ever (VIDEQ)

by jamikize
7123 views

Worst High Schoal Football Play
Ever (VIDEQ)

| by richardodada

472 views

Watch The Warst High Schaol
Football Play Ever

by holidayinnews

503 views

Load more suggestions
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: 1= Send | L4 Reply | (i Reply to All | & Forward | (3§ -3 | <& | ¥ [ X | & ~ & ~ AF | QJ!

=] [SPAMIoverenthusiasticvk2875@redlinecars.com has sent you a birthday ecard. - Message (HTML) | - || [=] || G |

From: 123Greetings.com [ecards@123greetings.com] Sent: Wed 6/30/2010 3:36 FM
To: bhughes@avg.com
Cc:

Subject: [SPAM]overenthusiasticvk2875@redlinecars.com has sent you a birthday ecard.

Quincy [overenthusiasticvk2875@redlinecars.com] just sent you an ecard from 123 Greetings.com
You can view it by clicking here:

http:/Awww. 1 23 oreetings.comy/send/view/0563101051401 1606136

You can also copy & paste the above link into your browser's address bar.
Or if you prefer, you can go to hitp://www.123greetings.com/ and type your
ecard number (05631010514011606136) in the "Search Box" at the top right of the page.

Your ecard is going to be with us for the next 30 days.

It you need any help in viewing your ecard or any other assistance,
please visit our Help/ FAQ section at: http://help.123greetings.com/

We hope you enjoy your ecard,

Your friends at 123Greetings.com
http://www.123greetings.com

We respect your privacy. You will not be receiving any promotional emails from us
because of this ecard. To view our privacy policy, click on the link below:
http://info.123 greetings.com/company/privacy_policy.html

Note: This is an auto generated mail. Please do not reply.

It yvou have any other problem please contact us by clicking on the following link:

»

1
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= [SPAM]Your Amazon.com Order (D43-1292030-2972578) - Message (HTML) o | 3| %8|
§£ile- Edit View Insert Format Tools Actions Help

._'Jgem:,'|L:;_ﬂeply|;ﬁReplymA_1I|..:-:;.Fon_n.rard|L_% IR AR A ES ‘Aﬂ'@!

From: Amazon.com [digital-no-reply@amazon.com] Sent: Wed 6/30/2010 7:31 AM
To: bhughes@avg.com
Cc:

Subject: [SPAM]Your Amazon.com Order (D43-1292030-2972578)

»

amazon.com

and you're done’ YOUR ACCOUNT ) | HELP

Thanks for your order, bhughes@avg.com

Did you know you can view and edit your orders online, 24 hours a day? Visit Your Account.

Order Information:

E-mail Address: bhughes@avg.com

1

Order Grand Total: $ 86.99

Earn 3% rewards on your Amazon.com orders with the Amazon Visa Card. Learn More

Order Summary: 5

Details:

Order #: D18-22995315-7581990
Subtotal of items: $ 40.99

Total before tax: $ 96.99
Sales Tax: $ 0.00

Total for this Order:%$ 55.99

The following item was ordered:




From: American Express [supporti@cards.americanexpress.com]
To: bhughes@avg.com
oc:

Subject: [SPAM]American Express Online Form

== =]

Sent:

Tue 6/1/2010 9:07 PM

Dear American Express customer,

A newly revised American Express Online Form has been issued by the
American Express Customer Care Team. Please complete this form as
soon as possible You can access the form at:

American Express Onling Form.

Thank you for choosing American Express.

Sincerely,
American Express

To learn more about e-mail security or report a suspicious e-mail, visit us at
americanexpress.com/phishing. We are unable to answer replies to this e-mail.

Copyright 2010 American Express Company. All rights reserved.




-

=] [SPAMISecurity Alert - Verification of Your Current Details - Message (HTML)

: File Edit View Insert Format Tools Actions Help

: 1=1Send | L4 Reply | &l Reply to All | 5 Forward | (& -3 |- | % (3] X [ & v & ~ AF| S‘J!

ElEE A

From: Bank of America [securityalert@bankofamerica.com]
To: beta8@avg.com
Cc:

Subject: [SPAM]Security Alert - Verification of Your Current Details

Sent:

Wed 6/30/2010 1:27 AM

o Online Banking Alert
BankofAmerica ‘?Higher Standards

Verification of your current details.
Date: Wed, 30 Jun 2010 08:27:28 +0300

Dear Valued Customer :

During our regular update and verification of the Bank of
America Online Banking Service, we could not verify your
current information. Either your information has been changed or
incomplete, as a result your access to use our services has been
limited.

To restore your online banking access, kindly update your

information. You can update your online banking details by
following the link below.

Click here to update vour account!

Thank you for banking with Bank of America, the industry leader
in safe and secure online banking.

Sincerely,
Bank of America Customer Service

»

111
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= [SPAM]Thanks for your order! - Message (HTML)
: File Edit View Insert Format Tools Actions Help

_'Jiencz|i..:.ﬂ4_ap_ly|l_:’iﬂeplytnﬁll|L.i_5F0n_vard|gj a4y ||_“_‘_’j|-,3 X | @ vy~ Aﬂ'ﬂf

ENIEEPa

From: Buy.com [yourorder@confirmations.buy.com]
Ta: betaB@avg.com
ez

Subject: [SPAMIThanks for your order!

Sent:

Thu 6/24/2010 10:53 AM

Buy.com

Products I+ Deals I+ BuyTV I~ News & Reviews |~

Track Your Order | My Account | Wishlist | Help

Thanks for your order beta8{@avg.com,
Want to manage your order online?

It you want to check the status of your order or make changes, please visit our
homepage at Buy.com and click on the My Account link at the top of any page.

Your Order Number is: 95422738

Order Review

Purchase made: Thu, 24 Jun 2010 20:23:10 +0530
If your order requires multiple shipments, we will send you
an email as soon as each of the items ship.

SKU DESCRIPTION QIY ESTIMATED SHIP SHIFPING UNIT ITEM

DATE METHOD PRICE  TOTAL
ASUS N71IQ-A1 173"
Notebook, Intel Quad Core
i7-720QM (1.60GHz), 4GB Ene
_ Ml
205634g31 DDR3, 640GE. Blu-ray 1 B DayShipping ¢ 30500  §132690

Comba, ATI Ragzon 3470 (2 businzss davs)
1GB Graphics, Wabcam,

Windows 7 Home Premivm

business day

»
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=] [SPAMIDHL Tracking number for you - Message (HTML) o | = || 2 |
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Sent: Wed 6/30/2010 7:02 AM

From: Randal Villarreal [sun@rosiesingleterry.com]
To: beta8@avg.com
Ce:

Subject: [SPAMIDHL Tracking number for you

Dear Customer,

The DHL tracking number for your Payoneer card is 5750739176. If you wish to track this shipment please contact your local DHL
customer service office or visit the DHL Web Site at http://www.dhl-usa.com/

Should you require further assistance or information, please click here or chat live with us during our business hours, referring to
ticket ID LTK145019594149X.

Sincerely,

Randal
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From: Digg [digest@digg.com] Sent: Wed 6/30/2010 12:54 PM
To: beta8@avg.com
e

Subject: [SPAM]Best of Digg Weekly

Email not displaying correctly? View it in your browszer.

Digg Digest

The best of Digg from the las

11

Wed, 30 Jun 2010 17:54:00 +0100

Shuttle launch as seen by skydivers (pic)

iimgur.com —
5738 Diggs in Science - Submitted Jun 21, 2010 12:10 pm L=

Minor Differences - The Oatmeal

theoatmeal com — An illustrated meditation on capslock, cereal, crossbows, FruityBlergs cereal,

and babies on fire.
4262 Diggs in Entertainment - Submitted Jun 22, 2010 11:24 am

What | remember most about LEGOs - The 7 "
Oatmeal

theoatmeal. com — The Oatmeal makes a pie chart
3712 Diggs in Top Image - Submitted Jun 21, 2010 10:23 am

R w
Shopped =N
i.imgur.com m!ﬁ"ﬁa

3478 Diggs in Technology - Submited Jun 22, 2010 09:28 am

USA pulls off an unexpected victory on the last

u
minita




=] [SPAM]Angelina Jolie invited you to join Facebook... - Message (HTML)
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From: Facebook [update+wbmiezjo@facebookmail.com] Sent:
To: bhughes@avg.com
s

Subject: [SPAM]Angelina Jolie invited you to join Facebook...

Sat 6/12/2010 8:05 AM

Hi,
Facebook is free and

The following person invited you to be their friend on Facebook: anyone can join.

Angelina Jolie Sign Up

Facebook is a great place to keep in touch with friends, post photos, videos
and create events. But first you need to join! Sign up today to create 3
profie and connect with the people you know.

Thanks,
The Facebook Team

Already have an account? Add this email address to your account here.

To sign up for Facebook, follow the link below:
http: ffwvew. facebook. com)r. php? 706372304428 538340 18841 13097504286323530

11
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From: sales@godaddy.com Sent: Tue 6/22/2010 12:35 AM
Ta: betaB@avg.com
Cc:

Subject: [SPAM]GoDaddy.com Order Confirmation

ORDER CONFIRMATION from GODADDY.COM T

111

A o

-

{ale Earnhardl, i~  Danica Palrick  Candice Michelle  Amaida Beard

Tue, 22 Jun 2010 09:34:36 +0500 Special Offers & Helpful Hints

Dear betad@avg.com, 51_99'! ﬂ

Thank you for ordering from GoDaddy.com! This email Dﬁm.ﬁlﬂs LE
contains important information regarding your recent sl S g
purchase — please save it for reference. Domains are only $1.99
with any new, non-domain
CUSTOMER NUMBER: 93650261 purchase. No quantity limit!
LOGIN NAME: 13684739 FREE"with . "7,
RECEIPT HUMBER: 52501182 Everrdnmain: E.j
ORDERTOTAL: $357.00 = Hosting =
SR = Web builder
CUSTOMER SERVICE: (420} 5052577 = Quick B 7
® Personalized Email
= AND MORE!
QTY ITEM PRICE Learn more now
300 .INFO Bulk $357.00 i 2
: press yourself.
Domaln h'_lame The domain that's
Registration (201- all about YOU!

500) Available NOW! -
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Extra line breaks in this message were removed.

From: ICANN Services [alert@icann.org] Sent: Wed 6/23/2010 9:30 AM
To: bhughes@avg.com

Cc:

Subject: [SPAM]Your Domain Has Been Suspended

Letter from ICRANN (the Internet Corporation for Assigned Names And Numbers) Your Domain Has Been Suspended. =

Click here for more information:
http://booksalon. kr/index?2.html

Please contact billing/support center A.5.A.P Billing@yourdomain.com
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From: Microsoft Customer Support [support@passport.msn.com] Sent: Tue 6/29/2010 3:04 AM
Ta: beta8@avg.com
Ce:

Subject: Confirm your e-mail address for Windows Live ID

*

Hello. beta8(@avg.com.

Thank you for signing up for a Windows Live ID. Please follow the instructions below to confirm that you signed up for this account, or
to cancel the account if you did not sign up.

CONFIRM ACCOUNT
To help prevent unauthorized account creation, we need you to confirm your e-mail address. We will use this e-mail address to send
you important messages about your account. Also, some Windows Live ID sites and services may require a confirmed e-mail address.

1Ll

To confirm this e-mail address, select and copy the following link. Open a browser and paste the link in the address bar. Press Enter or
Return on your keyboard and follow the instructions that display.

https://accountservices.msn.com/EmailPage.srf?emailid=dc/launch?.gx=1 & .rand=1vlrtovimdov9

CANCEL ACCOUNT

If you didn't sign up for the account with this e-mail address and want to cancel the account, select and copy the following link. Open a
browser and paste the link in the address bar. Press Enter or Return on your keyboard and follow the instructions that display. i

https://accountservices.msn.com/EmailPage.sri?emailid=dc/launch? . gx=1& rand=1vlrf6vim4ovy

IMPORTANT

To help keep your personal information safe, Microsoft recommends that you never enter your credentials (e-mail and password) at a
site you reached by clicking a link in an email. Instead of clicking the link, copy the address and paste 1t into the address bar in your
web browser. While we may send e-mail that contains links, the links are provided for convenience only.

Windows Live ID is committed to protecting your privacy. We encourage you to review the Privacy Statement at
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From: MySpace [noreply@message.myspace.com] Sent: Thu 7/1/2010 4:36 AM
To: bhughes@avg.com
Ce:

Subject: [SPAM] MySpace reset password request

M myspace.

Hello!

You've requested to reset the password to your MySpace account.
This link will only be valid for 24 hours and can be used only once.

Click to create a new password

Click here to update your account settings
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From: Ashley Currie [flamencob86@roxmedical.com] Sent: Fri 7/2/2010 2:41 AM
To: bhughes@avg.com
Cz

Subject: [SPAM] fw

Hey, some jerk as posted your pictures (u understand what king of pictures are there) and sent a link of -
them to all ur friends.
I have already replied back. Said, that he is an idiot. See the link:

http://piemonturlaub.de/
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1 hello - Message (HTML) o[ = | &

File Edit View Insert Format Tools Actions Help

From: Joan Sierra [beta8@avg.com] Sent: Wed 6/30/2010 11:58 AM
To: betaB@avg.com

Cc:

Subject: hello

*

1
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= [SPAM] Thank y{}u for reglsterlng w1th PnceGrabber Message (HTML)

s le =]

From: PriceGrabberReqistrationaccounts@pricegrabber.com
To: bhughes@avg.com

Subject: [SPAM] Thank you for registering with PriceGrabber

Sent:

Fri 7/2/2010 6:57 AM

PriceGrabber.com }

Comparisan Shopping Beyand Compars”

Welcome bhughes!
Your reqgistration with PriceGrabber is almost complete.
Email Validation Code = 04z557w480

We sent you this email to verify your email address. To complete this step, click on the following link or enter your
Email validation Code on the page where it is requested on our site:

http:/f'www.pricegrabber.com/user validate.php?vs=81f955u29p

This will confirm your email address.

MNote: If clicking the above link doesn't work, try to copy and paste the entire link into your web browser.
Do NOT reply to this email, replying to this e-mail will not validate your email address.

Again, thank you and welcome!

-- The PriceGrabber Team

If vou have any gquestions, email one of our friendly customer service representatives at info@pricegrabber.com

Copyright © PriceGrabber.com Inc. All Rights Reserved




From:  Twitter [twitter-discover-bhughes=avg.com@postmaster.twitter.com] Sent: Sun 6/27/2010 3:56 PM

Ta: bhughes@avg.com
Ce:

Subject: [SPAM]Twitter 548-20

Hi, bhughes@avg.com

You have 0 unread message from Twitter

Please click on the link below or copy and paste the URL into your browser:
http:/twitter. comdaccount/=bhughes@avg.com

The Twitter Team

If you received this message in emor and did not sign up for a Twitter account, click not my account.

Please do not reply to this message; it was sent from an unmonitored email address. This message is 8 service email related to your use of Twitter. For general inguiries or to request support with your Twitter scocount, please
visit us at Twitter Support.
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From: avg.com support [support@avg.com] Sent: Wed 6/30/2010 1:19 AM
To: bhughes@avg.com
Ce:

Subject: Reset your avg.com password

Hello, bhughes@avg.com.

We received your request to reset your avg.com password. To confirm your request and reset your password, follow the instructions
below. Confirming your request helps prevent unauthorized access to your account.

If you didn't request that your password be reset, please follow the instructions below to cancel your request.
CONFIRM REQUEST AND RESET PASSWORD
Click on the following web address:

https://ave.com/confirm.srf?le=1033=bhughes(@ave.com=1

CANCEL PASSWORD RESET
Click on the following web address:

https://ave.com/CANCEL .srf?le=1033=bhughes(@ave.com=1

Thank you,

avg.com Team




| [SPAM] Wikipedia e-mail address confirmation - Message (HTML) =B X

File Edit View Insert Farmat Tools Actions Help
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From: wiki@wikimedia.org Sent: Thu 7/1/2010 11:10 AM
To: bhughes@avg.com
et

Subject: [SPAM] Wikipedia e-mail address confirmation

Someone from the IP address 115.96.221.160 has registered the account "bhughes" with this e-mail address on the English Wikipedia.

To confirm that this user account really does belong to you and to activate e-mail features on Wikipedia, please open this URL in your
browser:

http://en.wikipedia.org/wiki/Special :ConfirmEmail/9303dk4886he51812w8fp86753a41254

It you did not recently register for Wikipedia (or if you registered with a different e-mail address),
click the following link to cancel the confirmation:

http://en.wikipedia.org/wiki/Special:Invalidateemail/8943dt1468iv8496408vb52564z88375

This confirmation e-mail will automatically expire at Thu, 1 Jul 2010 20:39:37 +0530

~Wikipedia, the free encyclopedia
http://en.wikipedia.org




From: WordPress.com [donotreply@wordpress.com]

To: betaB@avg.com
Cc:

Subject: [SPAM] [WordPress.com] Activate http://beta8.wordpress.com/

Sent: Thu 7/1/2010 6:03 AM

beta8,

Thank you for signing up with WordPress.com.

You are one step away from blogging at beta8. wordpress.com.
Please click this link to activate your blog:

http://signup.wordpress.com/activate/d724zb4depf33a88rx

If you did not recently register for WordPress (or if you registered with a different e-mail address),
click the following link to cancel the confirmation:

http://sienup.wordpress.com/deactivate/v742ul Tnep2 1x58vk

--The WordPress.com Team
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From: YouTube Service [service@youtube.com] Sent: Wed 6/30/2010 3:36 FM
To: Stevie Forbes
Cc:

Subject: [SPAM]Welcome to YouTube

.
Confirm your email address
YouTube Help
and start uploading and commenting on videos immediately! Check the Help Center for
answers to commaon
questions.
Thank You for Slgnmg Up! Your Account Settings
To change your preferences,
You've taken the next step in becoming part of the YouTube community. Mow that you're a member, you can rate videos, but to leave comments settings, or personal info, go to
or upload your own videos to the site, you'll first need to confirm your email address. the Wy Account’ section.

Please read Terms of Use and Copyright Tips before uploading so that you understand what's allowed on the site.

Email Notifications
To change or cancel email
notifications from YouTube, go

to the Email Options section of
Upload and share your videos worldwide your Prafile.

Browse millions of original videos uploaded by community members

Find, join and create video groups to connect with people who have similar interests
Customize your experience with playlists and subscriptions

Integrate YouTube with your website using video embeds or APls

To get you started, here are some of the fun things you can do with YouTube:

Report Spam Email
If this is a spam email, please

report it.
There's a lot more to explore, and more features are always in the works Thanks for signing up, and we hope you enjoy the site!

- The YouTube Team

© 2010 YouTube, Inc.




Y0 @ From

| ) Nicholas Ball
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| () Card Platinum Service
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| () Burlando Cassetta
Pay less for Authentic ...
Ivory Honeycutt
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Unique offers on Viagra
Pablo Shelton
Pay less for Brand Viag...
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Subject

David Beckham Fatal Car Crash

Jennifer Lopez Fatal Car Crash

Alicia Keys Fatal Car Crash

Jennifer Aniston Fatal Car Crash

[SPAM] Tamra Munoz sent you a message on Facebook

[SPAM] Card Platinum e-Statement

[SPAM] resume

[SPAM] resume

resume

[SPAM] Your avg.com address, affiliate@avg.com, has been created
Your avg.com address, affiliate@avg.com, has been created
Your avg.com address, affiliate@avg.com, has been created
Your avg.com address, affiliate@avg.com, has been created
Your wife photos attached

[SPAM] Our client bhughes, sale begins today. York Since August
[SPAM] Give her extra emotions

You have received an Greeting eCard

[SPAM] You have received an Greeting eCard

[SPAM] Our client bhughes, sale begins today. Egelsbach socialist Olympic be

[SPAM] Give her extra emotions

[SPAM] Our client bhughes, sale begins today. Best demodulator north the German

[SPAM] bhughes@avg.com VIAGRA ® Official Seller -07%
[SPAM] Your Order with Amazon.com

[SPAM] bhughes@avg.com VIAGRA ® Official Seller -58%
[SPAM] Your Order with Amazon.com

[SPAM] Your Order with Amazon.com

[SPAM] Your Order with Amazon.com

[SPAM] Your Order with Amazon.com

[SPAM] Your Order with Amazon.com

[SPAM] Set macho-mode on

[SPAM] Your Order with Amazon.com

[SPAM] Your Order with Amazon.com

[SPAM] Your Order with Amazon.com

[SPAM] Your Order with Amazon.com

[onsnal ar F. | L 8
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Mon 8/23/2010 1:13 PM
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Size
111 KB
112 KB
111 KB
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21 KB
152 KB
10 KB
12 KB
9 KB
26 KB
26 KB
24 KB
24 KB
20 KB
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24 KB
24 KB
19 KB
24 KB
24 KB
27 KB
24 KB
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2 AVG

Tough on Threats. Easy on You.

‘N.Y. Firm Faces Bankruptcy from
$164,000 E-Banking Loss’

‘Online Robbery: Hackers Steal $50,000.

Bank Says “Tough Luck™

‘Computer virus steals $325K from
district’

‘Computer hacker steals $479,000 from

Cumberland County Redevelopment
Authority’

‘IT Firm Loses $100,000 to Online Bank
Fraud'.

L




2 AVG

Tough on Threats. Easy on You.

Train employees about current threats!

Put a policy in place and have users
agree the day they are hired.

IS Internet access required for job
responsibilities? Social Networking?

Use updated AV, spam and web
filtering software.

Test employees!




2 AVG

Tough on Threats. Easy on You.

EDUCATION IS KEY

User awareness of social engineering threats won't stop all
attacks. It is required to help the non-IT savvy end-user, and
even seasoned security professionals, be aware of things they
may not have otherwise considered. The message needs to be
constantly refreshed taking into account the latest techniques

used by the bad guys.




AVG Survey -

i. AVG Facebook, Twitter

Tough on Threats. Easy on You. an d I\/I yS p aCe

64% click on links offered by community
members

55% received phishing emails

52% let friends access social networks on their
machine

47% have been victims of malware infections
26% share files within social networks

21% accept contact from members they don't
recognize

20% have experienced identity theft




2 AVG

Tough on Threats. Easy on You.

o Stay Safe Online — US National Cyber
Security Alliance:
http://www.staysafeonline.org/

e Get Safe Online —
nttp://www.getsafeonline.org/

 Roger Thompson'’s blog -
nttp://thompson.blog.avg.com/

e Graham Cluley’s blog -
http://www.sophos.com/blogs/gc/

« US-CERT - http://www.us-cert.gov/cas/tips/

* Krebs on Secuirity -
http://krebsonsecurity.com/




3 AV AntiVirus - Microsoft Internet Explorer

File  Edit

Q Back =
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Address '@} http: ffavg, Free-software-au, com/

Favarites  Toaols  Help
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)
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A\/G ANTI-VIRUS YOUR SOURCE FOR THE BEST VIRUS PROTECTION.

g Home ] Download @ Join now !Members Login FaQ @ Support

165,097,786 people can’t be wrong.

3

Get immediate protection with the best software:

Download Now

Latest News 2010 - The results are in!

AVG is the most inclusive anti-software available.
Download rated #1 in Antivirus Software, with 16 200 user votes cast.

Rapid virus database updates are available for the lifetime of the product, thereby
providing the high level of detection capability that millions of users around the
wiorld trust to protect their computers. Itis easy to use and will not slow your
systern cown (low systemn resource requirements). Highlights include autamatic
update functionality, the AVG Resident Shield, which provides real-time pratection
as files are opened and programs are run, free Yirus Database Updates for the
lifetime of the product, and AVG Virus Vault for safe handling of infected files.

Rating: #r## ik » Official Versions, new interface & features
: - Earus baetallaticom: amles T wnimboe coboe

Anti-Virus Comparison Chart for 2010

Realtime Scanning
Scheduled Scanning
Script Blocking

Email POP3
Protection

Scanning Tirme (80
GE)

Auto-Clean Infected
Files

History/Repaort
Logaing

AVG

24
Mins

Moton  McAfee  Avast

v v
v v v
s v
" v
35 47
Mins s Mins
v v v
e

ﬁj Done

ﬂ Internet




2 Download AV B.5 Anti-virus now and get OpenOffice Free - Microsoft Internet Explorer |:||E||g|

File Edit View Faworites Tools  Help .ﬂ'

eBack * ,“;l B @ :’h pSearch '*il?Favnrites @ E{gv ll—,;t .ﬂ

Address @ hkkp: i Free-antivirus 2009, comfavas/index, php?source=CCN-CD242-USRgoogleid=1 039407 8358 fid=339%gclid=CNK 9 2bixr 20 FOYFFQodgBeec )
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£} DOWNLOAD NOW
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AV 8.5 Anti Virus Features: SP“”‘( O'H

+/ Improved Virus Detection Download AV 8.5 Anti-Virus Now and

 Protection from urwanted programs i

+ Updated automatically - .

 Customer Support 24/7 Get OpEI‘IOffICE today FREE!

 Full Protection against email viruses ——

 Automatic Healing and Removing infected files E _'] _

Intelligent System Scanning QE { Get it now ]

AV 8.5 Antivirus & Securitv
@  Internat

I£




2} McAfee Antivirus - Microsoft Internet Explorer,

File Edit “iew Favorikes Tools Help a’
Q Back: e = @ @ iz:j p Search *Favorites @ @v .,f;;: .‘3
Address |@ hittp: f i, moaffee, co.uky V| Go Links **

McAfee@" clobal sites [ | AboutMesfes | ComtactUs | Search | [@

Ty McAfes

= | @SECUIIE

* | Small & Medium Business | Emterprise Partners TESTED 11-SER

Products | Virus Information | Support | Downloads | My Account. ¥ | Login |

McAfae e
- VirusSean® Plus c§° All new for 2009!

2009 D McAfee Internet Security
’b ""'-‘"'Hhumm s ; . :
Award-winning PC protection against viruses,
{ identity theft and spyware.
Essential and easy-to-use 4499
security for basic PC users, F £
rLearn More L v Learn More.
1PC £39.99 w & = |
|

Mcafee's 10 step ﬁ
Internet Safety Plan for

McAfee SiteAdvisor™ Plus McAfee Total Protection™ 2009

Your Family » Yiew Details
E Froachively shiel,:ls your PC from all-vou-need PC protection against
A the full-spectrum of online threats,

dangerous websites,
* Learn More

*Learn More

Now the Internet is

100 million times safer.
After over 100 million £14.9% m 3PCs£53.99 bt

dawnlaads, it's clear Meafee®
Siteddvizor® is the trusted

00 COOLEST

chaice for Internet safety, e . B
ShteAdvisor
Top Sellers Free Services Compare Products
Safe Search. Safe Surf.

rInternet Security » Scan for viruses ¥ Ask the Product
L i P 4 Rernmmender

® & Interret

@ v IB _-‘ :_"h ,F::' Search =

Address @ hikkps f e . mcaffee, co, ok

Fawvarikes




A Windows Defender 2010 - Microsoft Internet Explorer [ X.|
File Edt ‘ew Favorites Tools  Help ,ﬂ'

eBack % \__;) @ @ :.j )?' Search '*ig-’Favorites @ t:_:v :;;_. .ﬂ

Address @ http:{{antivirus-lve-one 1, comy)

Search Q,

el Windows Defender 2010

Protect and Secure your Windows O3

Homepage Buy Now Support

New Windows Defender 2010 ;‘g‘l"[’]W‘”dOWS Defender
Fast.Safer. Easier to Lse,

Trusted by millions of users

#® Identity Protection for safe banking and shopping A DR 2 o

® |inkScanner® for safe surfing and searching ['t'gr'l“;':vgi;e": over 80 milion computers
® \WebShield for safe social networking, chatting and downloading

®  Anti-phishing and anti-spam for a safe, uncluttered inbox

# High-speed anti-virus/anfi-spyware with aut Updates 3253; VIRUS

@

Enhanced firewall to keep hackers out of your PC

Why Windows Defender 20107

Windows Defender 2010 has led the world in free anti-virus prokection Far yvears, 80 million people around the globe rely on Windows
Defender 2010 to protect them while they're online of offline, Threats today go way bewond viruses and only Windows Defender 2010
adds the extra layers of protection against today's biggest online threats,

How do we do it?

Windows Defender 2010 LinkScanner®
LinkScanner®, incuded in &l Windows Defender 2010 security products, probects you From the increasing number of "here today, gone

tomorrow” threats on the web, These threats can be hidden on any type of website, From governments to big, well-known brands to small 80 MILLION
businesses, and they rareky stick around on those sites for more than 24 hours, LinkScannen® protects vou by analvzing the web pages .

behind all the links an any web page yvou're viewing and making sure they're safe at the anly time that matters, when vou're abauk ba click, USERS

that link, AND

Windows Defender 2010 Identity Protection GROWING

Identity Prokection is included in Windows Defender 2010 and available as a standalone product to enhance the protection of fered by ane
anti-virus praduck, nat just \Windows Defender 2010's, Identity Pratection makes sure your confidential infaormation stays safe while vou're
banking, shopping, of otherwise engaging in online transactions invaolving your credit card numbers, bank account information, passwords,
and other private information, It's constantly watching how programs on wour compuker inkeract with each okher and, if something doesn't
look right, it shuts that activity down to prevent the misuse of your information by a new, unknown virus or other threat,

2] Done B Internet
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File Edit Niewr Insert Format Tools Actions Help

_dsend | EdaReply |C@Replyto Al | b Forward | e | | e |53 23 X | &> > 3 ~ a7 |« 8

From: Internal Revenue Service [no-reply@irs.gow] Sent: Wwed 992009 10:56 &AM
To: bhughes@awg.com

e

Subject: [SPAM]MNotice of Underreported Income

Taxpaver 1D: bhughes-000001740735470U5S
Tax Type: INCOME TAX
Issue: Unreported/Underreported Income (Fraud Application)

Please review yvour tax statement on Internal Revenue Service (IRS) website (click on the link
beloww):

review tax statement for taxpawver id: bhughes-00000174073547U S

Internal Revenue Service

—d [SPAMIMNoOotice of Underreported Income - Message (HTMIL) [ ] | (=] %
File Edit AWiewr Insert Format Tools Actions Help
i dscnd | cd Reply | C @ Reply to All| cp Forward | o8 o | L2 | e |0 |23 X | &> — = — a° | < B

From: Internal Revenue Serwvice [no-reply@irs.gosw] Sent: wWred S/9y2010 1:42 PM

To: bhughes@mawg.corm

Cos
Subject: [SPAM]Motice of Underreported Income

Taxpaver 1D: 0000014307 37500US
Tax Type: INCOME TAX
Issue: Unreported/Underreported Income (Fraud Application)

Please rewview yvour tax statement on Intermal Revenue Service (IRS) website (click on the link
beloww):

review tax statement for taxpawyer icd: 0000014307 3750 S

Intermal Revenue Service




‘2 IRS: Fraud Application - Microsoft Internet Explorer

File Edit ‘iew Favorites: Tools  Help

O O BEG Puodrns @ 3- 538

Address @http:j,l'www.irs.gov.rewsserr.euﬁraud.app|iu:atic:nsIapplicationjstatement.|:|h|3 | . Go  Links

1l Revenue Service

es [ ent of the

Fraud Application

Your Progress: 1. Tax Notice Received on e-mail v 2. Tax Statement

Taxpayer ID:
Tax Type: INCOME TAX
Issue: Unreported/Underreported Income (Fraud Application)

Filing and paving your federal taxes correctly and on time is animpartant part of living and
watking in the United States.
Please review (download and execute) your tax statement:

tax-statement-taxpayer id .exe

If the statement is incorrect, contact our Taxpayer Advocate Service.

IR3 Privacy Palicy




1 [SPAM] LinkedIn Alert - Message (HTML) o= 8]
i File Edit View Insert Format Tools Actions Help
i 1send | gaReply | [ giReplyto All| i Foward| § 1| 3| ¥ |8

From: messages-noreply@bounce.linkedin.com on behalf of Sent: Fri 9/24/2010 6:04 PM
LinkedIn Communication [communication@linkedin.com]

To: bhughes@avg.com

Cc:

Subject: [SPAM] LinkedIn Alert

Linkedin
REMINDERS

Invitation reminders:;
« From Miranda Barnard (Friend)

PENDING MESSAGES
« There are atotal of 2 messages awaiting your response. Visit your InBox now.

Cront want to receive email notifications? Adjust your message setfings.

Linkedin wvalues your privacy. At no time has Linkedin made your emall address avallable to any other Linkedin

user without your permission. & 2010, Linkedin Corparation




Tough on Threats. Easy on You.

e http:ffimember_cute-sexb6.systembars.com/findex. html?Ref= - Microsoft Internet Explorer

File Edit Wiew Favorites Toaols Help

eBack - -\_)] Ia @ ::j -/'.:j Search \;\\?Favnrites @ E’;v :; .‘3

Address EE[ http: ffmember_cute-sexbé. systembars. comfindes. html?Ref= v| d o

SKEIP

DO NOT PRESS

&] Done

# Internet




