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Ransomware

Windows 2abn
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What are paid archives?

{8 QIP 2005 setup 1 cranoska Opera 11.11 A el
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wizard

flobpo noxanoBaths!

Haas «MpHHATE M 0BHOBMTE?, Bbl MPHHUMAETE «YCNOBHA HCNONb30EaHMA Operas,
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User experience: SKYPE

l = skype download ckauars 6... > i . '

1. Where can I get SKYPE? M BRSNS e

skype download ckauyaTts BecnnaTtHo

3,330,000 RESULTS Narrow by language ¥  Narrow by region v

CKavaTtb
www . skype com/intl/ru/get-skype/on-your-computer/windows/downloading

Skype ckauyaTb 6ecnnarTHo pycckad ... Translate this page
www.skypeclub.ru/skype_windows htm ~

Ckauyatb Skype - ckavatb DecnnatHyio sepcuio ckainn. Ckayate Skype 6ecnnatho,
pycckan sepcua Skype.

skype download - YouTube
/ utube 'watch?v=YKHosH-Ij

By Sweas eace - 50 1eWS gdec 1
26/05/2011 - skype download skype, skype free download, skype cka4atb, skype
ckayaTb DecnnatHo, skyp go to http://www. skype com/intl/en-us/get ...

Ckavarb Skype | Skype Download | skype.ru Translate this page
www.skypeclub.ru/skype_download . htm ~

Ckavatb Skype: Skype ana Windows; Skype ana Windows (Business version) Skype
ana Mac OS X; Skype ansa Linux; Skype ana iPhone

Ckavarb ckann 4.2 s e 5.5 6ecnnarHo ... Translate this page
skype- nload ru ~

Ckauartb ckann 4.2 u 5.3 (skype) becnnatHo ... Ckauatb cxaiin (skype) Bol MOxeTe
Ha HalwemM ..

S e - cKkayatb S e becnnatHo T
skype.izcity.com ~ o . Help improve Bing

mn
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User experience: SKYRE

crosofttranslat.. © ~ @ B & X skype-  nload.ru-T

© Microsoft® | Translator Privacy | Legal Micomngt

1. Wh ere can I g et SKYPE? Translator Help Microsoft® is not responsible for the content below Powered by Transl

Translate URL http://skype-. nload.ru/ Russian (Auto-Detected) > English v Views

2. Let me download it ...

Translated 100% Mouse over text to see original

Download Skype 4.2 or 5.3 (skype) for free
P (kR Skype 4.2 GB

Download
Skype 5.3 Eng
Download
Skype 4.2 (Skype) in Russian

Download Skype (skype) you can on our website, be(c)
chargeable! you have noticed a mistake?, of course, we did it deliberately to
draw attention. free — means that the program Skype (skype) can be used
free of charge and can be downloaded for free on our site. Downloading
the program Skype (skype) version 4.2 or 5.3 you can make worldwide
calls to any user. In addition, you can make calls not only to subscribers of
Skype (skype), but also any other subscribers to fixed or mobile phones

anywhere in the world, even in Antarctica, the Arctic, or in Papua New Guinea. You don't come to the crazy bills
because fares Skype (skype) for the lowest and most flexible. And only on our website for you, we offer to

n
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User experience: SKYPE

-
. Sleype™ - YCTAHOBUTE

1. Where can I get SKYPE?
2. Let me download it ...

3. Save & Install © ...

BecnnaTtHble 3BOHKU KOMY
yrogHo B Skype

File Edit Wiew Favorites Tools  Help

| ) Back = | b T __ ) Search Falders
A o) T Y| e ERERERRREREENERNEEER OTHEHE

WeTaHOEKA ':_-I‘i'!.l'l:"'-_': Apauecc MoHeT Z3HATE HECKONERD MAHYT
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User experience: SKYPE

—
¥ Slype™ - YCTAHOBWTE

1. Where can I get SKYPE?

2. Let me download it ..

3. Save & Install © ...

4. Why my Phone # for SMS? ®

Filz  Edit

Falders
i AHDODMALLHA A4NA KIHEHTOE SEEEFWHTE YETSHM
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User experience: AQ_I F

lash Pla¥er
(Ko |

T =) P

‘cr
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vbing... 2 ~ € X |l [%) adobe flash player ckauats ... % .

WEE IMAGES NEWS MORE

1. Where can I get FLASH?

adobe flash player ckayaTe DecnnaTtHo

4,210,000 RESULTS  Narrow by language ~  Narrow by region -

Adobe - YcTanosuth Adobe Flash Player Translate this page
get.adobe.com/ru/flashplayer ~
naexan cTpanuya; Crkavate; Adobe Flash Player; Adobe Flash Player

CI(a‘-IaTb .&dobe Flash Player becnnatHo. Adobe..

Cnawatb A-:Iobe Flash Player Adobe Flash Player — Gecnnathuiil, Wwupoko
pacnocTpaHHeHsIA NPOUIPLIBATEN |

Anobe ¢new MNneep Adobe Flash Player 11 ... Translate this page
www. besplatnyeprogrammy.ru/adobe-flash-player.html =

Cxavare Becnnatuo Adobe Flash Player 11 ¢ kaTanora neransHo GecnnarHex
nporpamm. Adobe Flash Player 11 .

Adobe Flash Player 11 cka4yaTb GecnnaTtHoO ... Translate this page
adobe-flash com ~

Cka4arte nocnegHior sepcnio Adobe Flash Player 11 becnnartho. MNpocmoTp Bvgec,
urp - Agod ©new lMneep Hosol ...

Adobe Flash Player - ckayatb 6ecnnartHo... Translate this p
W portal.cor -642-:

Adobe Flash Player cKavaTb Adnbe Flash Player 11.2.202 235, Adobe Flash
Player - kpoccnnatopmMeHHElil MOAYNb, KOTOPEIA ..
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AdobesFlash Player
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User experience:

] - 7 o~ B

w.microsofttr.. © ~ 8 ¢ X ‘I"’ adobe-flash| " .com - Tr... 1 |
Microsofts
Transiator Help Microsoft® is not responsible for the content below Powered by Translator
1' Where Can I get FLASH? Translate URL RIEn ety Russian (Auto-Detected) =p English

| Translated 100% Mouse over text to see original

2. Let me download it ...

ADOBE FLASH PLAYER ADOBE°FLASH°PLAYER

ana Chrome, Opera, Firefox
3arpy3nTb cenuac

Download Adobe Flash Player 11 free

Adobe Flash is a software product from Adobe, designed to create web applications and
ADOBE FLASH PLAYER multimedia presentations. This program is widely used for creating games, animations, banner
A Internet Explorer gds, as well as playing on the pages of Internet resources for audio and video files

Cl | C k Download Adobe Flash Player 11 for Internet Explorer
Download Adobe Flash Player 11 for Chrome, Opera, Firefox

3arpyanTb cenvac

Site navigation he software product includes several tools for different purpose Builder (Adobe Flash)

Professional and Flash Player specifically designed to play Flash files
Adobe Flash Player

Flash Player Settings The program has the ability to work with raster, vector, 3D graphics, and also includes the ability
to use the broadcast dvupotokovogo audio and video. Specifically for mobile devices and PDAs

i

Questions and answers
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. Where can I get FLASH?

5. Let me aownloaa it ...
5. gave g Insta” @

™ MHOK NEOYUTAHE! M NPMHATE YENOEMA NHLUEHZMOHHOID cormnawedya Flash Flayer
MpOYHTARTE 3TV NHLEHIMKD.

BLIXOA

YCTAHOBKA

File Edit Wiew Favorites

I‘;i Back -

Address C:\Folder

flashplayer_11

Folders




MporparMa ycTaHoskv Adobe® Flash®& Player 11

. Where can I get ‘
YCTAHOEKS. .. 459
5. Eet me aownloaa it...

ave nsta .. roToBo

File  Edit  Yiew
I‘) Back - T Search Folders
[

C:iFolder
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AxTueayua Adobe® Flash® Player

KonupoeaHue dalnoe 3aBeplUeHo Al
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et me download It ... ®
ave & Insta -]

2 BEeaMTe HOMEp Balera coToEorD TenedoHa:
4' Why my Phone # fO i SM S ’ @ 2. +7 _ Mony4MTE BECNNATHYHDY SMS

Baw nepcoHanbHbld HOA - 5562

Fila  Edit Wiew

MHbOPMaLHE ANA KIHEHTOE FoTOBO
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How they are create

r
| ZipArehive §7.0.4520,30322

w0

Arxoyn

ZIPPRO

[ andeed 4126} v3.5

| MacTe p co3gaHKuA apXMBOB
HacTpoiiki

oo

¥ Administrator # My Documents B Downloads B oarhiver

MzmeHeH
24.05.2012 345
£

Tun Pastep

File Folder

BHelun¥ B, apxvBa

LIPMONSTER

andrevl

80%
Op.

BHelLH/A BUA apXviBa

HacTpaneaembii
CeoA ofinoxka
Apxve ZipMonster
Apxve WINRAR
YCTEHOBIUMK
72ip
ACDSee Photo Manager
Acronis Disc Director
Adobe Acrobat Reader

| Adobe Audition

lAdabe Flash Player |
Adobe Photoshop €53
Adobe Photoshop CS5
Alcohol 120%
Autocad
CCleaner
Counter Strike

[Naaman Tanle Ora

BHIXOA YCTAHOBKA

Tunbapk

¥ ¥npaBneHwe WabnoHamM

) NEKTOHH
Meesaonoanmce

Doodle Jump
Download Masker
Far Manager 2

FL Studio

Google Chrome

ICg

iTunes

K-Lite Codec Pack
Mail.ru Agent

Miozilla Firefox

M5 Ackivesync

M35 Direcks

M5 Office 2003

M35 Pawwer Paink 2007
M5 Pawwer Paink 2010

M5 Wisio 2007
b= wdewd 2007

Ol i

~ 1. Office 2007

Bac npuesTCTEYeT MacTep yeTanoBsM
Microsoft Office 2007

Fiparpases. yormemes Morosof Offios 3007 ma Bas e e,

PRt YETION ST 08 D040 NSAMMETSS Tl T, i OO AAGTE.
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How they are created:l

C' [J adobe-player.ru C  [J all-freeload.com/inter

naeHan CuctemHele Tpebosanua

Opera 11

Adobe Flash Player 1.4, “ Browsers

Screenshots: : al We 3 in 1994 by Opera Software ASA
: A " ) 3 ving pe

Opera, Mozilla Firefox, Nets: == 3 3 g ggregator and a download manage

Safari (5.6 M6)

Crauatb Adobe Flash Player :

Windows 7 (32 bit) / Vis

Windov 32 bit) Vista =752 . _ art : e E bly already

Internet Explorer (4 M6) 4 - ramong
: ong

Windows 7 (64 bi a/
Opera, Mozilla Firefox, Netst 0 y to 0 and productivity
Safari (8.5 M6) zins the ) er in

<« C [ all-freeload.com

Microsoft Security

Kk ok

Screenshots: : g the 5 fraught with many thr
y Adobe Flast ot only familiar to all v
TO TaKoe obe rias ) .

Adobe Flash Player - 310 |

es of Opera:

e ﬂ Essentials . a moment of attention.

Features and benefits of the product Microsoft Security
Essentials

ion in real time;
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Victim/user
» Mobile phone

* Money

“Please send me $1 SMS
E e &0
Pay out $3

Syré Charged $5

Toolkit supplier

« Builder toolKit
* Hosting
- Archives database

S N

Keep $1
Pay out $4
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I Blackhat SEO*

1
- g [
1

Malware
related traffic
(indirect)

*SEO — Search Engine Optimization



Profile: ZIP PRO

12 000+ partners from 2009

$6 400 000 revenue

120 templates

Installs Mail.Ru Sputnik
($0.06)

Microsoft*

powercany I7ANSIAtOr
Russian (Aute-Detected) v Views EE = @@I

Mouse over text to see original

33paboTai Ha apxuBax -

FOR3A emepan o BACK UP IN THE PAID ARCHIVE!

SO WMME. O TawC e W, 5 * Register on the site, download the ZIPPRO
utility, back up your files.

CORNRNNE AURRR

war Lwa

’

W

DELPHI 2009 SDK TO CREATE YOUR OWN SKINS!

WHY ZIPPRO? WHAT IS THE PAID ARCHIVES ZIPPRO V 3.5? FOR PROFESSIONALS

i
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Profile: ZIP Monster

(=1 i* | Translator Privacy Legal

Translator Help i [t i Powered by Tra nS'&tOI'
Translate URL |htt

Translated 100% Mouse ow

Active since 2010

ABOUT THE S5YSTEM OUR ADVANTAGES CONTACTS

Offline and Online VerSiOnS ZIpmnNSTEH RU & PEFVCTPALIMA [’I;i CKAYATE M YCTAHOBWTE ZIPMONS
60 templates

AUTHORIZATION
3 SIMPLE STEPS to EARNING

sssssses Back Up!

AV d ete Ct i O n eva S i O n = Back up ﬁ-les ZipMonster program or through a Web interface

Upload the archive on the Internet!
Place the archive on its website or on our free hosting

y Advertise and earn money!
M bl T HV IS Share a link to the archive and get paid!
236 cTpaH Mupa

What is ZIPMONSTER?

ZIPMONSTER is a un\que solution that all 75 Ji
Realized return on hosting the ardl
zaparolennom zip'e; started avtoceker parked

dnmains users tn han AR: availahle dailv navmen ™
4 | k
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Profile: ZIP Archive & P!’Q

o~

ij

ARG

ZIP Archive Pro Wap
4 000+ webmasters, top 10 1 200+ webmasters

Buumanue!
Pexomengyem Bam ycraHOBHTD HH 06HOBHTE
Opera Mini go sepcun 6.5.1!

MS Wlndows (

NET executabl

EEE & E«JNT

Code obfuscati

Onllne and offl

=

80 templates ion system (TDS)

S Es 3549.47%

Es 3265.769

B Hosoit Bepcun Onepsl MHHH peanH30BaHb! CleYIOUHE BOIMOXKHOCTH:

L Zip_archive

SMblE NapTHEPE), MDOBEASHE  ©
1 € 10 No 16 ceHTABpsA | | % 5% deductions referals
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Profile: StimulProfit

I
e

StimulProfit

36 000+ registered partners since 2010
Traffic only partnership (server side); paid archives are only seen by users
Plugins for Datalife Engine (DLE), WordPress and uCoz

Domain parking

MNMpumMep BepxHero 6noka

’Haﬁﬂtﬁ:}ﬂ-{hle daiimr ™ zakavex L CpeanAA ckopocTs
et HA A BEOCIAA i 77785 xbicex

& EBLICOK3A CKOpOLTE g @ 2021 bicek
U CkavaTk NO NPAMOR CCEINKE ! @ 3724 xbicek

¥ torrent ! b 2222 xbicex
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tection evasion

D

Employs obfuscation packers to avoid Detection
« Same packers commonly found in: Zeus (Zbot), Reveton, Kanots, Dofoill

Builder Supplier | MS Detection Name Anti-Detection Techniques

Zip Monster Program:Win32/Pameseg.BU 1. Search bytes in system DLLs
2. Check OS environment
3. Use infinite loops

Zip Pro Program:Win32/Pameseg.(AK|AZ) . Search bytes in system DLLs
String obfuscation

Zip Archive Program:MSIL/Pameseq.G NET assembly obfuscation
(use commercial obfuscators)

Pro Wap Trojan:AndroidOS/VolterSms.A APK code and string tempering

Stimul Profit Program:Win32/Pameseg.CF TCrypt packer
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Microsoft

Be what’s next:

© 2012 Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of Microsoft Corporation as of the date of this presentation. Because Microsoft must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information provided after the date of this presentation.
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION.




