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•  Tor Attacks and Takedowns 
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Introduction to the Dark 
Web - Hiding in Darkness 



Introduction to the Dark 
Web - Hiding in Darkness 
•  Surface Web: 

– The visible web that we are most familiar with 



Introduction to the Dark 
Web - Hiding in Darkness 
•  What you find when you look deeper: 



Introduction to the Dark 
Web - Hiding in Darkness 
•  Dark Web: 

–  Consists of sites that 
are private or at least 
accessible only by 
those who know what 
they are looking for 

–  Because of its 
anonymity, frequently 
used by deviant 
subcultures (criminals, 
pedophiles, etc.) 

Aside:  A comment on the terms 



Introduction to the Dark 
Web - Hiding in Darkness 

Dark Web (where only some 
of you surf – in some cases 
the FBI would like to meet 
with you) 

Surface Web (where 
most of you surf) 

Estimates have suggested that the deep web is  
4,000 to 5,000 times larger than the surface web. 



Searching the Dark 

•  Although the dark web 
exists on the very same 
physical infrastructure 
as the surface web, it 
cannot be indexed by 
traditional search 
engines 
–  As a result, its contents 

do not appear as the 
result of common web 
searches 

•  Special search engines 
and sites are required 

http://grams7enufi7jmdl.onion/ 

Grams Darknet  
Market Search Engine: 



Searching the Dark 

•  Grams Darknet 
Market Search 
Engine 
–  No-frills interface 

similar to Google's 
•  Copies Google's "I'm 

Feeling Lucky" button 

–  Requires the user be 
on the Tor network  



Searching the Dark 

•  The Hidden Wiki 



Legal Activities on the Dark Web 

•  Use the dark web 
legally: 
–  Normal People 

(Firewalled) 
–  Military 
–  Law Enforcement 
–  Businesses 
–  IT Professionals 
–  Journalists and 

Bloggers 
–  Political Dissidents 
–  Activists 
–  Whistleblowers  
–  NGOs 

Anti-corruption crusader Alexei 
Navalny's blog was blocked by Russian 

authorities and now can only be 
accessed through Tor 



Illegal Activities on the Dark Web 

•  Examples of illegal 
uses: 
–  Sale and distribution of 

child pornography 
–  Sale of drugs and drug 

paraphernalia 
–  Distribution of recipes for 

drug manufacture 
–  Terrorist communication 
–  Bitcoin use anonymity 
–  Sale of pirated software 



Illegal Activities on the Dark Web 

•  Continued: 
–  Hiring of hit men 
–  Human-trafficking 
–  Malware distribution 
–  Botnet control and sale 
–  DDoS services 
–  Hide from law 

enforcement 
–  Attacker 

communications 
–  Posting of stolen 

hacktivist information 
–  Etc…. 

 



What is Tor? 



What is Tor? 

•  Most popular method of 
accessing the dark web 

•  Tor is a network of virtual 
tunnels that provide 
anonymous browsing 
using a layered 
encryption system called 
“onion routing”  
–  Takes the original data and 

encrypts and re-encrypts it 
several times before it 
reaches its final destination 



What is Tor? 

Tor Network Map 



What is Tor? 

•  Developed in the 
mid-1990s by U.S. 
Naval Research 
Laboratory (NRL) with 
the purpose of 
protecting U.S. 
intelligence 
communications 
online 

Firefighting Robots 

IED Blast Wave Research 

Laser Weapons 



What is Tor? 

•  Although Tor was originally developed to protect 
government communications, it is now 
maintained	
  and	
  developed	
  through	
  a	
  non-­‐profit	
  
organiza4on	
  known	
  as	
  The	
  Tor	
  Project: 

The Tor Project is a 
Massachusetts-based  
501(c)(3) research- 
education nonprofit  
organization responsible 
for maintaining Tor  

https://www.torproject.org/ 



What is Tor? 

•  In 2014, the following organizations have 
indicated their support for Tor by contributing 
financially: 
– SRI International 
– US Department of State Bureau of Democracy, 

Human Rights, and Labor 
– National Science Foundation joint with Georgia 

Tech and Princeton University 
– Radio Free Asia 
– The Ford Foundation 
– Google Summer of Code 



Tor’s Foundation: Onion Routing 

•  The core principle behind Tor is the concept 
of onion routing 
– An onion is formed by wrapping the original 

message with successive layers of encryption 
– Each layer can be decrypted like the layer of an 

onion by one intermediary in a succession of 
intermediaries, with the original plaintext message 
only viewable by: 

•  Sender 
•  Exit node 
•  Recipient 



Tor’s Foundation: Onion Routing 

Source:  http://en.wikipedia.org/wiki/Onion_routing 

Example 
Onion: 



Tor’s Foundation: Onion Routing 

Source:  https://www.torproject.org/about/overview.html.en#thesolution 



Tor’s Foundation: Onion Routing 



Tor’s Foundation: Onion Routing 



Tor Relays 

•  Tor supports three different types of 
relays: 

1.  Middle Relays 
–  Add to the speed and robustness of the network 

without making the owner of the relay look like the 
source of the traffic 

–  Advertise their presence to the rest of the Tor 
network so that any Tor user can connect to them 

2.  Bridges 
–  Not publicly listed as part of the Tor network. 
–  Provide the ability to circumvent censorship in 

countries that regularly block the IP addresses of all 
publicly listed Tor relays (ie, China) 



Tor Relays 

3.  Exit Relays 
– Final relay that data passes through before it 

reaches its destination 
– Advertise their presence to the entire Tor network 

so that others can connect to them 
– Since this is where all the traffic exits, it also 

could be determined as the source 
•  There is a possibility that if any illegal information is 

obtained through an exit relay, the owner of the relay 
might be blamed. Really! Don’t believe me…? 



Tor Relays 

One man’s blog post title: 
(http://raided4tor.cryto.net) 

Before Raid After Raid 



Tor’s Primary Services 

•  The two primary services that Tor provides 
are: 

1.  Anonymity 
 
 
2.  Hidden Services 



Tor and Anonymity 

Confirming on  
Tor Network: 



Tor and Anonymity 

IP Address via Chrome: IP Address via TorBrowser: 



Tor and Anonymity 

•  According to the 
ip2location.com 
website, the IP 
address 
94.242.255.236 is 
located in 
Luxembourg: 



Tor’s Hidden Services 

•  Tor's onion-routing 
technology enables the 
creation of hidden 
services, websites that 
can hide their identity 
from its users and are 
only accessible via Tor 

•  In May 2013, The New 
Yorker magazine 
launched a Tor-hidden 
service so whistleblowers 
can securely leave 
documents or messages 

StrongBox site was by Aaron  
Swartz and Kevin Poulsen  



The TorBrowser 

•  Preconfigured web 
browser based on 
Firefox 
–  Most recent stable 

version is 3.6.6 (32 and 
64-bit) 

–  Can access both Tor 
and non-Tor sites 

–  Multi-platform (OSes, 
Android, etc.)  

–  Can run off of a flash 
drive 

–  Has many features 
related to more secure 
browsing 



Tor and Traffic Analysis 

•  Traffic analysis is a technique that 
intercepts and examines traffic in order to 
deduce information from communication 
patterns 
– Because it analyzes communication patterns, 

it can be performed when when the messages 
are encrypted 

•  Tor is supposed to protect against traffic 
analysis because it hides the source and 
destination of your Internet traffic 



Detecting Tor 



Detecting Tor 

•  If have local access, look for the 
application 

•  Difficult to detect by observing network 
traffic because uses TLS (v1): 



Detecting Tor 

•  Look for nodes: 



The Exit Node Problem 



The Exit Node Problem 

•  Main vulnerability right now is people 
masquerading as exit nodes 



Chinks in the Armor - Tor 
Attacks and Takedowns 



Chinks in the Armor –  
Tor Attacks and Takedowns 

•  In 2007, Metasploit 
creator H.D. Moore 
attacked Tor 
–  Set up a series of fake 

nodes that did the 
opposite of what a real 
Tor node would do -- they 
looked at traffic that was 
passing through and did 
some tricks to tag that 
traffic and follow it back to 
its source 

–  The people using Tor 
could be identified 



Chinks in the Armor –  
Tor Attacks and Takedowns 

•  2013 August:  FBI Tor 
Takedown of Child 
Pornographer Eric 
Marques (Freedom 
Hosting) 

•  2013 October: FBI 
Takedown of The Silk 
Road (and Ross 
William Ulbricht/Dread 
Pirate Roberts) 



Chinks in the Armor –  
Tor Attacks and Takedowns 
•  2014 July: Black Hat presentation on Tor 

suddenly cancelled because of 
vulnerabilities that were going to be 
disclosed 

•  2014 July: Russian Ministry of Internal 
Affairs (MVD) offered prize money totaling 
nearly four million rubles ($114,000) to 
anyone who could find a way to identify 
normally Tor users 



Does Tor Have a Future? 



Does Tor Have a Future? 

VS. 



Questions? 



David Vargas, MS, CISSP, CISM, CEH(v7) 
President, VATG Inc. (dvargas@vatg.com) 

and 
Professorial Lecturer, High Technology Crime 

Investigation Program, The George Washington 
University (dvargas@gwu.edu - preferred) 

Thank You! 


