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Introduction: U2F

- U2F: Universal 2 Factor
- FIDO: Fast IDentity Online
- Manufacturer: Yubikey, Nitrokey, FeiTian
- Chrome native support; other browsers on the way
= Driver-free: USB-HID
- Also over BTLE or NFC
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FIDO U2F History
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C {) & Dropbox, Inc[US] https://www.dropbox.com/?landing=fd#
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Chromium Web Browser 4) 6:39PM {lF

Yo
. v2f (V2F_DIR=/home/scateu/.v2f PID=8046) ended © WER e s G
= scateu@scateu-ThinkPad-X230:~/dev/u2f/v2f.py$ git diff @ Ci X AxYAwxY[Cx
diff --git a/u2fraw.py b/u2fraw.py
index ef9cf76..2e84495 100644 < C {0 | @ https;//demo.yubico.com
\ --- afu2fraw.py
+++ bfu2fraw.py 2
E def process_u2fraw_request(raw_request): Save Site

def _is_good_key_handle(application_parameter, key_handle)

B Authentication successful!

assert len(key_handle) is 64
kg_nonce = key_handle[:32] ... You have successfully authenticated using your U2F device.
def _get_key_pair(application_parameter =
kg_nonce = key_handle[:32]
privatekey, publickey = u2fcrypto.generate_p256ecdsa_k{
application_parameter + kg_nonce)

Click to view more information about the performed transaction

ImMEl2D YD

The following data shows information about the authentication that just took place. After supplying your

username and password, the server created a challenge for your previously registered U2F device. This

a
o
=

_generate_new_key_handle(application_parameter):
challenge data was then presented to your device, which in turn, responded to the challenge. Finally, the server

checksum = u2fcrypto.hmacsha256(HMAC_KEY, application_| validated this response, approving the authentication.
key_handle = kg_nonce + checksum
return key_handle

Hover over the values for additional information.
and it is claiming itself to be APPID w S c a ormatio

Ll
B
-]
-

signature = u2fcrypto.generate_sha256_p256ecdsa_signat| Login Data
username: a
password: a

Challenge Data
version: U2F_V2
challenge: LUpTOWgadG-Jer_mbRXU645frZpjiDDxDVum_DOF1Hk
result = b''.join([ keyHandle: cY2BxtmLWzET8TGAKgoRkUI1loDnkydp1bHVCVDIQSXtiQxN8
b'\x05"
scateu@scateu-ThinkPad-X230:~/dev/u2f/v2f.py$ git diff > v2
scateu@scateu-ThinkPad-X230:~/dev/u2f/v2f.pyS mv v2f.diff ~
cryptoauth-openssl-engine/ nodejs-u2f-client/ u2f/
fido-documents/ pam-u2f/ u2f-rd clientData: {"typ":"navigator.id.getAssertion”, "challenge":"LUpTOWqadG-Jer_mbRXU645frZpj1DDxDVum_DOF1H
scateu@scateu-ThinkPad-X230:~/dev/u2f/v2f.pyS mv v2f.diff ~ k", "origin":"https://demo.yubico.com", "cid_pubkey":"unused"}
cryptoauth-openssl-engine/ nodEJS u2f-client/ u2f/ signatureData: AQAAACOWRAIgY7mMmcvzG3X1L16gUvINaz9cEUK1TOPWGTLMO8 gEKBCICTPOLK_Y7JIHk2azoZINIXLMNXCnPbbXU
fido-documents/ 2f/ u2f-r{ WMAGEOPAXEE
scateu@scateu-ThinkPad- X23B /dev/qu/vZf pyS$ mv v2f.diff ~
_archive/ Gemfile .gi
assets/ Gemfile.lock .gi Authentication Parameters
_config.yml .git ima
scateu@scateu-ThinkPad-X230:~/dev/u2f/v2f.py$ mv v2f.diff ~
_archive/ Gemfile .gi
assets/ Gemfile.lock .gi
_config.yml .git/ ima
scateu@scateu-ThinkPad-X230:~/dev/u2f/v2f.pyS mv v2f.diff ~
01-master-key-test.py 02-attest-test.py
scateu@scateu-ThinkPad-X230:~/dev/u2f/v2f.py$S mv v2f.diff ~
scateu@scateu-ThinkPad-X230 /dev/qu/vZf pys$ 1s
hack-1linux-for-v2f LICENSE main READ

scateuscateu‘ThinkPad~X23e : ~/dev/uzf/v2f pysS |:|

Response Data

touch: true
counter: 42




Chromium Web Browser 4) 6:37PM {l
/dev/uhid <= UHID_INPUT2 size=64 data=[ffffffff86001199e88d{ @ @ & u2F demo
/dev/uhid => UHID_OUTPUT data=[0073e59dcf830007000300000000(

#== U2FHID> got MSG request message cid=0x73e59dcf data=[000300( @ €I X AxYAwxY[Cx
U2FHID< send MSG response message cid=0x73e59dcf data=[5532

v /dev/uhid UHID_INPUT2 size=64 data=[73e59dcf830008553246 C 1) | & https;//demo.yubico.com

‘=4 /dev/uhid UHID_OUTPUT data=[0073e59dcf83006e000203000000
/dev/uhid => UHID_OUTPUT data=[0073e59dcf00b355b77ab9792196
U2FHID> got MSG request message cid=0x73e59dcf data=[000203¢
039e4c9da756c7542543f50497b6243137c0000]

- Chromium

v2f.py /home/scateu/.v2f
Got an event from some U2F relying party!

A website is asking you to login with the U2F authenticator
and it is claiming itself to be APPID with SHA256(APPID) =
55673b5138cc90d3b7f32bfdad6a38a8edd7b355b77ab9792196f106d 161

Enter yes to login: yes Authentication successful!

b"\x13\xc5\x93\xe00\xe9\x8d\xd4\xc9k\x0e96\xc4\xce>\xd8\x86

U2FHID< send MSG response message cid=0x73e59dcf data=[6166 You have successfully authenticated using your U2F device.
/dev/uhid <= UHID_INPUT2 size=64 data=[73e59dcf83004d010000f

/dev/uhid <= UHID_INPUT2 size=64 data=[73e59dcfoe4b54c2d241

/dev/uhid => UHID_CLOSE

A

&

C Click to view more information about the performed transaction
A SIGINT (CTRL-C) signal is detected 0 atio ou p d S

—

B v2f (V2F_DIR=/home/scateu/.v2f PID=7828) ended The following data shows information about the authentication that just took place. After supplying your
H scateu@scateu-ThinkPad-X230:~/dev/u2f/v2f.py$ vi u2fraw.py o ) ) ) 3 i
scateu@scateu-ThinkPad-X230:~/dev/u2f/v2f.pys python3 v2f.p username and password, the server created a challenge for your previously registered U2F device. This
we v2f (V2F_DIR=/home/scateu/.v2f PID=8046) started
/dev/uhid <= UHID_CREATE2 name=[] phys=[] unig=[] rd_size=3
/dev/uhid UHID_START dev_flags=0
/dev/uhid UHID_OPEN
/dev/uhid => UHID_OUTPUT data=[@effffffff860008340e053047804
U2FHID> got INIT request message cid=exffffffff nonce=[340el Hover over the values for additional information.
U2FHID> generate/allocate a new channel id: ©xb7684fdd
U2FHID< send INIT response message cid=oxffffffff data=[3404 =
UHID_INPUT2 size=64 data=[ffffffff860011346e05 LonlugDats
UHID_OUTPUT data=[00b7684fdd8300070003000000001 username: a
U2FHID> got MSG request message cid=0xb7684fdd data=[000300{ password: a
U2FHID< send MSG response message cid=0xb7684fdd data=[5532
/dev/uhid UHID_INPUT2 size=64 dat b7684fdd830008553246
/dev/uhid => UHID_OUTPUT data=[60b7684fdd83006e000203000000 Ehatisngesnate
/dev/uhid => UHID_OUTPUT data=[06b7684fdd00b355b77ab9792196 version: U2F_V2
U2FHID> got MSG request message cid=0xb7684fdd data=[000203 challenge: -NGXL13Awmjvj6TJ84SBzZgEzHEXmiQdnQqRqaKHcug

039e4c9da756c7542543f50497b6243137¢0000] keyHandle: cY2BxtmLWzEF8TGAKgoRKUI10Dnkydp1bHVCVDIQSXtiQxN8

challenge data was then presented to your device, which in turn, responded to the challenge. Finally, the server

validated this response, approving the authentication.

v2f.py /home/scateu/.v2f

Got an event from some U2F relying party! Response Data

& g = s . & 1 tData: {"typ":" tor.id.getA: t ", "chall " 1" -NGXL13Aw 6TJ84SBzZgEZHEX d RgaKH

A website is asking you to login with the U2F authenticator C”lfn e a" f R e Hsier el C"a” s 5 i 2£0EHEXM00N 0nRgaKdicy

and it is claiming itself to be APPID with SHA256(APPID) = g","origin":"https://demo.yubico.com", "cid_pubkey":"unused"}

55673b5138cc90d3b7f32bfdad6a38a8edd7b355b77ab9792196f106d161 signatureData: AQAAAAOWRQIgcu6GMgxJkSq8YrC5LmSVzC04iZOCbX1MT-LaoGUD7VKCIQDrxGghpxZMgipE_7xC-sCVFoSDS8PTQ
ZYYXSr7tlsgow

Enter yes to login: yes

U2FHID< send MSG response message cid=0xb7684fdd data=[0160f Authentication Parameters
/dev/uhid <= UHID_INPUT2 size=64 data=[b7684fdd83004e010000{ touch: true
/dev/uhid <= UHID_INPUT2 size=64 data=[b7684fdd00fac0951684 N

UHID_CLOSE
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U2F Zero




Key Wrapping

- Secure Element:
- Public / Private Key Pair
- On-chip operation: generation, signing
- Import Key
- Limited Storage
- Solution:
- Device Secret
- Key Derivation
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Key Wrapping Mechanism

https://fidoalliance.org/specs/fido-u2f-v1. 0-nfc-bt-amendment-20150514/fido-u2f-overview.html#
allowing-for-inexpensive-u2f-devices,

7. Allowing for Inexpensive U2F Devices

A key goal of this program is to enable extremely inexpensive yet secure devices. To enable new
secure element chips to be as inexpensive as possible it is important to allow them to have
minimal or no onboard memory.

A U2F device allows for this. The Key Handle issued by the U2F device does not have to be an
index to the private key stored on board the U2F device secure element chip. Instead, the Key
Handle can ’ store’ (i.e., contain) the private key for the origin and the hash of the origin encrypted
with a ‘'wrapping’ key known only to the U2F device secure element. When the Key Handle goes
back to the secure element it ‘'unwraps’ it to ‘retrieve’ the private key and the origin that it was
generated for. As another alternative, the U2F device could store this 'wrapped’ information in a
table in off-chip memory outside the secure element (which is presumably cheaper). This memory
is still on board the U2F device. In this case, the Key Handle sent to the origin would be an index
into this table in off-chip memory. As another possibility in the design spectrum, the Key Handle
might only encode the origin and an index number, while the private key might still be kept on
@ board -- this would, of course, imply the number of keys is limited by the amount of memory.
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l ' 2 F Z er O PrivateKey = HMAC(ApplID+nonce,DeviceKey)

KeyHandle = nonce, HMAC(AppID,PrivateKey)
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ApplID

Web service

Key handle
and Public key

|

N

Web browser

Key handle
(Nonce and MAC)
and Public key \
- >
> —> |
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Private key 7 ?
4 for example.com b 4
Public key
< calculated from
s .’ ______ ' private

Device secret

0/




Should be worried?

Yubico Forum

..visit our web-store at store.yubico

It is currently Tue Jan 30, 2018 10:01 am

ed pe

Board index » FIDO - U2F All times are UTC + 1 hour

[QUESTION] - Can | reset the FIDO U2F Secret

(~ new l £ Page 1 of 1 [ 2 posts ]

Print view Previous topic | Next topic

Post subject: Re: [QUESTION] an | the FIDO U2F Secret
DPosted: Mon Jan 09, 2017 2:06 pm

dain

) There's no way to reset the secret, but there is also no way to
inject a specific secret. All our devices capable of U2F randomly
generate the secret on-chip, and this secret never leaves tf
device. This ensures that each device is unique, and that no

(offiine _

Site Admin

Post subject: [QUESTION] - Can | reset the FIDO U2F Secre

DPosted: Wed Nov 16, 2016 7:29 pm one has access to the secret.

irbull
(_offline ) | recently was given a Yubikey, and | started to read about
N = some of the more advanced features. | noticed that Yubic
Joined: Fri Nov 04, 2016 provides a service in which you can program several Yubikeys
9:37 pm at once, and this made me wonder if someone could have
Posts: 4 programmed several Yubikeys to have the same FIDO U2F Top
Secret? This would mean that the attacker (person who gave me

the key) could now use any key in the batch interchangeably?
4 VKX ) Y Display posts from previous: | All posts & Sort by | Post time § | Ascending %

Joined: Mon Mar 02,
2009 9:51 pm
Posts: 83

The paranoid side of me thought that maybe | should "reset
the devic cret? A similar question was asked in 2014 and the
answer seemed to indicate that this "might come in the future"

So can we reset the FIDO U2F Secret on a Yubikey 4? If so, how
(I don't see anything in the personalization tool about this).

==
g‘ Cheers,

lan
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Proposed Attack Scenario

1. The attacker extracts the master key during manufacturing process of
U2F keys, which in my case is open- source U2F Zero.

2. Attacker clone this U2F key. (In this case, we integrated it with a
software U2F implementation.)

3. Attacker gives this U2F key to a victim.

4. Assume the victim use this U2F key to register with Google.

5. Attacker gets to know the password from another source. (such as
social engineering, or other ways of password phishing)

6. Login.
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& https://kjur.github.io

ECDSA sample

generating EC keypair, signing and verifying ECDSA signature

(Stepl) choose supported EC curve name and generate key pair

ECC curve name: | secp256r1 (= NIST P-256, P-256, prime256v1) ¥
generate EC key pair

EC private key (hex):

1558d8a83b887780930c3ebc13fddc5251428abdeaa032938b18701663117c44

EC public key (hex):
04a4a9c76219b1248e83138b785af813c13e2aedcfca89e9f77a2a60c9deal63195a1b6199f5{9db2c8b2669188ac1b1333424dd3d4992aa3ee

(Step2) Sign message

Signature Algorithm: | SHA256withECDSA ¥
Message string to be signed:
abcdefg

sign message

Signature value (hex):
3046022100c7526efch480cd4b0362615a638a8943d3ec06572e1506102ceb3cc700252fb5022100h8d2e1125946bha5 efd7b16d1e87813977¢

(Step3) Verify signature

e
verify it! || reset
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http://www.youtube.com/watch?v=axKrtrOTfcY

Anti-clone Counter

* Inside Secure Element:
« High-Endurance Monotonic Counters.
« Counter: 100
 Counter: 101
« Attacker:
« Large: 900
* Victim: Press 801 times
 The best try: 102
« Attacker: 1,2,3,.....,100,101,102
* Multi services share a same counter
« Counter overflow?
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Key Findings

« Security Model
« Ultimate Trust Root:
« Traditional Dedicated USB Security Key
« General Purpose USB Security Key
» should be downgraded to “Manufacturer Trust Level”
« At least, key regeneration function should be provided
* Anti-clone counter should be well implemented
« Google/Facebook: users are not aware when cloned
« Fastmail: didn’t check at all.
* Reported, Confirmed
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Mitigation

(Service Provider Side)

1. Trust Level Downgrade

2. Clone Detection should be well implemented:
a. User aware
b. Revoke
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Conclusion

Supply Chain Risk
We give a real-world example of this kind of attack.

We found that anti-clone mechanism is not well implemented
IN some websites.
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Future Work

® FIDO2

® A phishing website trying to extract master secret, reversing
HMAC function.
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