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Introduction: U2F

- U2F: Universal 2 Factor

- FIDO: Fast IDentity Online

- Manufacturer: Yubikey, Nitrokey, FeiTian

- Chrome native support; other browsers on the way

- Driver-free: USB-HID

- Also over BTLE or NFC

















U2F Zero



Key Wrapping

- Secure Element:
- Public / Private Key Pair
- On-chip operation: generation, signing

- Import Key
- Limited Storage

- Solution:
- Device Secret
- Key Derivation



Key Wrapping Mechanism
https://fidoalliance.org/specs/fido-u2f-v1. 0-nfc-bt-amendment-20150514/fido-u2f-overview.html# 
allowing-for-inexpensive-u2f-devices, 

7. Allowing for Inexpensive U2F Devices
A key goal of this program is to enable extremely inexpensive yet secure devices. To enable new 
secure element chips to be as inexpensive as possible it is important to allow them to have 
minimal or no onboard memory.

A U2F device allows for this. The Key Handle issued by the U2F device does not have to be an 
index to the private key stored on board the U2F device secure element chip. Instead, the Key 
Handle can ’ store’ (i.e., contain) the private key for the origin and the hash of the origin encrypted 
with a ’wrapping’ key known only to the U2F device secure element. When the Key Handle goes 
back to the secure element it ’unwraps’ it to ’retrieve’ the private key and the origin that it was 
generated for. As another alternative, the U2F device could store this ’wrapped’ information in a 
table in off-chip memory outside the secure element (which is presumably cheaper). This memory 
is still on board the U2F device. In this case, the Key Handle sent to the origin would be an index 
into this table in off-chip memory. As another possibility in the design spectrum, the Key Handle 
might only encode the origin and an index number, while the private key might still be kept on 
board -- this would, of course, imply the number of keys is limited by the amount of memory.



U2F Zero PrivateKey = HMAC(AppID+nonce,DeviceKey)

KeyHandle = nonce, HMAC(AppID,PrivateKey)





Should be worried?



Proposed Attack Scenario

1. The attacker extracts the master key during manufacturing process of 
U2F keys, which in my case is open- source U2F Zero.  

2. Attacker clone this U2F key. (In this case, we integrated it with a 
software U2F implementation.) 

3. Attacker gives this U2F key to a victim.
4. Assume the victim use this U2F key to register with Google.
5. Attacker gets to know the password from another source.  (such as 

social engineering, or other ways of password phishing) 
6. Login. 





http://www.youtube.com/watch?v=axKrtrOTfcY


Anti-clone Counter
• Inside Secure Element: 

• High-Endurance Monotonic Counters.
• Counter: 100
• Counter: 101
• Attacker: 

• Large: 900
• Victim: Press 801 times 

• The best try: 102
• Attacker: 1,2,3,.....,100,101,102

• Multi services share a same counter
• Counter overflow?



• Security Model
• Ultimate Trust Root:

• Traditional Dedicated USB Security Key
• General Purpose USB Security Key

• should be downgraded to “Manufacturer Trust Level”
• At least, key regeneration function should be provided

• Anti-clone counter should be well implemented
• Google/Facebook: users are not aware when cloned
• Fastmail: didn’t check at all.

• Reported, Confirmed

Key Findings



Mitigation 
(Service Provider Side)

1. Trust Level Downgrade
2. Clone Detection should be well implemented:

a. User aware
b. Revoke



Conclusion

• Supply Chain Risk

• We give a real-world example of this kind of attack.

• We found that anti-clone mechanism is not well implemented 
in some websites. 
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Future Work

• FIDO2

• A phishing website trying to extract master secret, reversing 
HMAC function.
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