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Ties with the Criminal Underground

•Microsoft Word Intruder

•Niteris EK

•Multiple LPEs, hack tools
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Registrant 
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seminar.ru.com WHOIS

Creation Date: 
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Date: 
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Zero-day analysis



Timeline

Initial
discovery

Reported to
Microsoft

Microsoft released
patch

14 June 2019 9 July 201918 June 2019



CVE-2019-1132



CVE-2019-1132 analysis

MN_CANCELMENUS (0x1E6)



Why does Buhtrap need 
zero-day?



Antinod

Attempt to tamper AV protection:

•Cloud protection

•Memory scanner

•Exclusions



Wrapping up

Windows 7 32bit

Only 1 target in our telemetry



Metamorphosis
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Zero-day Usage

•NSIS downloader

•Elevate privileges for trying to disable 
AV

•Log exclusion
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Links with Buhtrap

•Similar checks in NSIS-packed 
executable

•Network IOC overlap

•Crypto overlap

•Modules overlap

•Victimology overlap

•Code signing certificates



Conclusion

•Campaign is still active, new tools introduced

•New targets?

• Is it really Buhtrap?
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