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STATE OF PLAY



BY THE NUMBERS: 
SECURITY PRODUCTS



















BY THE NUMBERS: 
SECURITY CONFERENCES



2019
111 CONFERENCES 
585 TOTAL WORLDWIDE 
173 CITIES 
52 COUNTRIES 



2019
111 CONFERENCES 
585 TOTAL WORLDWIDE 
173 CITIES 
52 COUNTRIES 



2019
111 CONFERENCES 
585 TOTAL WORLDWIDE 
173 CITIES 
52 COUNTRIES 



2019
2083 CONFERENCES
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2010: “ALMOST A CON FOR EVERY DAY OF THE YEAR!” 
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2019
2083 CONFERENCES
(DOESN’T INCLUDE TRAINING OR JOB FAIRS)
2010: “ALMOST A CON FOR EVERY DAY OF THE YEAR!” 
2019: NORMAL TO ATTEND TWO CONS IN THE SAME DAY
CON OVERLAP IS A THING NOW 
HOW MUCH OVERLAP IS THERE? 
I’M GLAD YOU ASKED… 
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New York State Cyber Security Conference
Noord Infosec Dialogue Benelux

CIO Benelux Dialogue
Digital Summit Austin

Rocky Mountain Information Security Conference (RMISC)
DOE Cyber Conference

DevSecOps Days Denver
The TU-Automotive Conference & Exhibition USA

Cyber Trends in 2019
National Cyber Summit

Infosecurity Europe
RANT Respite

BSides London
Southern California CISO Executive Summit Q2
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ON JUNE 4TH, 2019 
19 SECURITY CONFERENCES 
OVERLAPPED

New York State Cyber Security Conference
Noord Infosec Dialogue Benelux

CIO Benelux Dialogue
Digital Summit Austin

Rocky Mountain Information Security Conference (RMISC)
DOE Cyber Conference

DevSecOps Days Denver
The TU-Automotive Conference & Exhibition USA

Cyber Trends in 2019
National Cyber Summit

Infosecurity Europe
RANT Respite

BSides London
Southern California CISO Executive Summit Q2

AuSec Conference
Philadelphia CISO Executive Summit Q2

Utah Digital Government Summit
CTCrypt

ITS America Annual Meeting



- 2012 Verizon DBIR

92% OF THE VICTIM 
ORGANISATIONS 
INVESTIGATED WERE 
NOTIFIED ABOUT THE 
BREACH BY A 3RD 
PARTY



- 2015 M-Trends Report

205 DAYS IS THE 
MEDIAN TIME FOR 
ATTACKERS TO EXIST ON 
A NETWORK BEFORE 
BEING DISCOVERED



- 2019 IBM / Ponemon

THE AVERAGE TIME TO 
IDENTIFY A BREACH IN 
2019 WAS 206 DAYS  



SO…



WHY THO’?



 WE RAISE MONEY BADLY

WE BUILD PRODUCTS BADLY

WE DO SALES BADLY



THE VC MODEL IS 
BROKEN

(FOR INFOSEC COMPANIES)



GROWTH / SCALE

“VC’s INVEST IN EXITS”



COMPLEXITY

PROXY-BOOST



“WE CRAWL THE DARKWEB AT SCALE AND 
THEN USE MACHINE LEARNING TO 
EXTRACT IOC’S IN REAL-TIME TO 

IDENTIFY APT”
- STANFORD POSTGRADS



“WE CRAWL THE DARKWEB AT SCALE AND 
THEN USE MACHINE LEARNING TO EXTRACT 

IOC’S IN REAL-TIME TO IDENTIFY APT”

“GET RID OF LOCAL-ADMIN 
PASSWORDS”

- STANFORD POSTGRADS

- A SYS-ADMIN



#RSAC-THEMES



COMPLEXITY

PROXY-BOOST



IS YOUR SEC SOFTWARE 
ACTUALLY GOOD?
MOST PEOPLE ACTUALLY CAN’T TELL































BAD FOR EVERYONE



 WE RAISE MONEY BADLY

WE BUILD PRODUCTS BADLY

WE DO SALES BADLY



COMPLEXITY



THE WORST ENEMY OF 
SECURITY IS COMPLEXITY.



A SECURITY PRODUCT 
MAY WORK FINE, BUT YOU 
HAVE NO IDEA IF IT IS 
SECURE. NO AMOUNT OF 
BETA TESTING CAN 
UNCOVER A SECURITY 
FLAW. EVER.



THE OTHER CHOICE IS TO 
SLOW DOWN, SIMPLIFY 
AND TRY TO ADD 
SECURITY. CUSTOMERS 
WON'T DEMAND THIS--
THE ISSUES ARE TOO 
COMPLEX FOR THEM TO 
UNDERSTAND





 BRUCE SCHNEIER 
 INFORMATION SECURITY 
 NOVEMBER 19, 1999 
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BUT WHY THO’?



- INVESTORS 
- BOFH HISTORY 
- OLD CANARDS



INSECURE SECURITY 
PRODUCTS















When data contradicts best practices - https://www.youtube.com/watch?v=SOQgABDSYZE

https://www.youtube.com/watch?v=SOQgABDSYZE


https://info.veracode.com/state-of-software-security-report-volume3.html



VLANS

REVIEWS



BUT WHY THO’?



•NO PUSHBACK 

•INABILITY TO TELL THE DIFFERENCE?



 WE RAISE MONEY BADLY

WE BUILD PRODUCTS BADLY

WE DO SALES BADLY











https://cisoseries.com/simple-tool-to-visualize-the-security-vendor-ecosystem/

What was the single biggest security challenge  

that you needed to deal with?



The bazillion vendors that came knocking on my door trying to take 
a little bit of the BoA budget for security







 
https://blog.thinkst.com/p/we-found-expo-incredibly-worthwhile.html

https://blog.thinkst.com/p/we-found-expo-incredibly-worthwhile.html
https://blog.thinkst.com/p/we-found-expo-incredibly-worthwhile.html




IF A COMPANY DEDICATES 90% OF 
THEIR FLOORSPACE TO THEIR RSAC 
GIMMICK, AND JUST 10% TO ONE 
DEMO STATION…

me







MEET PAUL
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MEET PAUL#CRUSHINGIT 
(APPLAUSE)
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MEET PAUL#CRUSHINGIT 
(APPLAUSE)

JOB OFFER #1: CONFIDENTIAL - LEADERSHIP ROLE AT A PUBLIC SECURITY COMPANY 
JOB OFFER #2: TOP MARKETING ROLE FOR A PE-BACKED, INFORMATION SECURITY COMPANY 
JOB OFFER #3: LOOKING FOR A HEAD OF MARKETING FOR A VC-BACKED START-UP SECURITY COMPANY



WHO JUDGES THE 
AWARDS?



WHO JUDGES THE 
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WHO JUDGES THE 
AWARDS?











GOOGLE ANALYTICS ACCOUNT NUMBER 
UA-60725595

https://community.riskiq.com/search/trackers/GoogleAnalyticsAccountNumber/ua-60725595


 REVEALS A SHARED CONNECTION
WWW.PILLARWORLDAWARDS.COM
WWW.PRWORLDAWARDS.COM
WWW.GOLDENBRIDGEAWARDS.COM
WWW.INFOSECURITYPRODUCTSGUIDE.COM
WWW.ONEPLANETAWARDS.COM
WWW.CSSWORLDAWARDS.COM
WWW.WOMENWORLDAWARDS.COM
WWW.GLOBEEAWARDS.COM
WWW.NETWORKPRODUCTSGUIDE.COM
WWW.SVUSAWARDS.COM
WWW.CEOWORLDAWARDS.COM
WWW.CONSUMERWORLDAWARDS.COM
WWW.BUSINESSAMERICAAWARDS.COM 
WWW.SVCAWARDSUSA.COM

http://www.pillarworldawards.com/
http://www.prworldawards.com/
http://www.goldenbridgeawards.com/
http://www.infosecurityproductsguide.com/
http://www.oneplanetawards.com/
http://www.cssworldawards.com/
http://www.womenworldawards.com/
http://www.globeeawards.com/
http://www.networkproductsguide.com/
http://www.svusawards.com/
http://www.ceoworldawards.com/
http://www.consumerworldawards.com/
http://www.businessamericaawards.com/
http://www.svcawardsusa.com/






n=108

82% OF PURCHASING 
DECISIONS ARE NOT 
INFLUENCED BY 
BUSINESS-RELATED 
AWARDS



38% OF SECURITY 
BUYERS AVOID 
COMPANIES 
PERCIEVED AS USING 
MISLEADING 
MARKETING

n=108







(1) 
ABSOLUTELY 

NOT  
PAY-FOR-PLAY

(2) 
ANYONE CAN 
SCHEDULE & 

BRIEF ANALYST

(3) 
KEEP IN THEIR 
EAR & KEEP 

THEM UPDATED



(3) 
KEEP IN THEIR 
EAR & KEEP 

THEM UPDATED
HOW?



I FEEL LIKE I’M TAKING CRAZY PILLS



I FEEL LIKE I’M TAKING CRAZY PILLS



CRAZY DOUBLE GAME



1) WE WILL GIVE YOU THE ADVICE 
TO MAKE YOUR PRODUCT ROCK!

2) WE WILL BE NEUTRAL & WILL 
RATE YOU AND YOUR PEERS!





HAVE YOUR AD AGENCY ATTEMPT TO GET 
DISPLAY ADS IN YOUR ANALYST’S HOME 
AIRPORT. ANALYSTS TRAVEL--A LOT. THEY 
ARE GOING TO BE PASSING THROUGH THEIR 
HOME AIRPORT AT LEAST TWICE A WEEK. 
WHAT IF THEY SAW YOUR DISPLAY AD THAT 
OFTEN? WHAT IF IT WAS THE VERY AD THEY 
HAD CHOSEN? THIS MAY BE OVER THE TOP, 
BUT WHAT IF THE AD WAS A PICTURE OF 
THE ANALYST WITH A COGENT SIDE-BAR 
QUOTE? YOU WOULD HAVE TO WORK WITH 
GARTNER TO ACCOMPLISH THAT.



NOW LEAD HIM TO YOUR BEST CONFERENCE ROOM. DON’T 
MAKE EXCUSES FOR HOLDING THE MEETING IN A CORNER 
OF THE CAFETERIA BECAUSE THE CEO IS MEETING WITH 
THE BOARD OR AN IMPORTANT SALES MEETING IS GOING 
ON (YES, THESE ARE ALL EXAMPLES FROM SAS DAYS I 
HAVE BEEN ON.) HAVE COFFEE, TEA OR REDBULL READY IN 
THE MEETING ROOM. (YOU DO KNOW WHAT THE ANALYST’S 
FAVORITE MORNING BEVERAGE IS DON’T YOU?) HAVE A 
SUPPLY OF CALORIC FUEL HANDY TOO. KEEP IN MIND THAT 
ANALYSTS EITHER EAT UNWISELY OR THEY ARE VERY 
HEALTH CONSCIOUS DEPENDING ON HOW LONG THEY BEEN 
AN ANALYST. THE SENIOR ANALYSTS ARE TRYING TO LOSE 
WEIGHT AND STAY FIT, SO OFFERING THEM BAKED GOODS 
IS A PROBLEM. BESIDES, YOU DON’T WANT THEM FALLING 
ASLEEP FROM A CARB COMA. AT LEAST HAVE YOGURT AND 
FRUIT ON HAND IN ADDITION TO THE USUAL BAGELS AND 
CREAM CHEESE.



GET THE ANALYST PROMOTED. PROMOTE THE 
ANALYST TO GARTNER MANAGEMENT. START WITH 
YOUR GARTNER SALES REP. SUMMITS AND THE IT 
SYMPOSIUM ARE OPPORTUNE MOMENTS TO CHAT 
WITH GARTNER EXECUTIVE MANAGEMENT. UPPER 
MANAGEMENT MAY NOT EVEN KNOW THE NAME OF 
YOUR ANALYST. MAKE SURE THEY DO. OF COURSE 
YOU DO NOT HAVE TO LAY IT ON THICK. YOU CAN 
EVEN BE NEGATIVE. ANALYSTS ARE JUDGED BY 
HOW MUCH IMPACT THEY HAVE. PISSING OFF THE 
VENDORS COULD BE A GOOD THING FOR THE 
ANALYST. NEGATIVE COMMENTS FROM END-USER 
CLIENTS ARE OF COURSE BAD, SO GET YOUR 
FRIENDS WHO ARE CIOS AT MAJOR COMPANIES TO 
DROP THE ANALYST’S NAME OFTEN.



WTAF???



WTAF???





an analyst thinks







BUT WHY THO’?



- ITS WORKED TILL NOW (KINDA) 
- NO PUSHBACK 
- IT WAS _THE_ WAY 





- ITS WORKED TILL NOW (KINDA) 
- NO PUSHBACK 
- IT WAS _THE_ WAY 



BUT,, HOPE



https://www.youtube.com/watch?v=pY4FBGI7bHM

https://www.youtube.com/watch?v=pY4FBGI7bHM










https://canary.tools/love





https://canary.tools/love



THE OLD WAY SAID:
• YOUR PRODUCT DIDN’T MATTER; 
• YOU COULD HAVE “0” USERS BUT WALL TO WALL 

ANALYST COVERAGE; 
• YOU COULD FOOL PEOPLE WITH FAKE AWARDS; 
• YOUR USABILITY COULD BE TERRIBLE AS LONG AS 

YOUR AIRPORT ADS WERE SLICK; 
• YOUR SECURITY PRODUCT COULD BE INSECURE, AS 

LONG AS YOU HAD THE BIGGEST BOOTH AT RSAC;



MAYBE ITS TIME TO 
LET THE OLD WAYS 
DIE…

A Star is Born



- DEMAND MORE 
- PUSH BACK MORE

BUYERS:

STARTUPS:

- THE OLD WAY FAILED 
- WE CAN BE THE CHANGE



@sawaba 
@haroonmeer

QUESTIONS?



NOUN PROJECT

Created by SBTS
from the Noun Project

Created by Maxim Kulikov
from the Noun Project

Created by H Alberto Gongora
from the Noun Project



BATTLE CARDS


