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Agenda

● Origin of infection
● Infection chain analysis

■ MS Word 
■ VBS
■ CAB
■ Dropped bot
■ Downloader

● After blog post
●Summary



Origin of infection



Overview
• Discovered August, 2018
• Before January, 2019

• ~1 new version per month
• January - end of February, 2019

• ~ daily updates
• C&C communication with U.S. IP range only
• Samples spread through

• Skype
• Email: outlook.live.com



Process Tree



MS Word - Process Tree



MS Word



Stage 1 - MS Word
• Common social engineering
• Dropper and Runner for VBS



Microsoft Word
• Common social engineering
• Dropper and Runner for VBS
• VBS embedded as 64bit string 

encoded in hex



Microsoft Word
• Common social engineering
• Dropper and Runner for VBS
• VBS embedded as 64bit string 

encoded in hex
• French? 



VBS



Stage 2 - Visual Basic Script
• Digitally signed (Even dev files with local IPs)



Digital Signature



Digital Signature





Digital Signature



Stage 2 - Visual Basic Script
• Digitally signed (Even dev files with local IPs)
• Drops and expands CAB file



Decrypt CAB file



Decrypt CAB file



Decrypt CAB file
Unpacked CAB



Decrypt CAB file
Unpacked CAB



Stage 2 - Visual Basic Script
• Digitally signed (Even dev files with local IPs)
• Drops and expands CAB file
• Executes the expanded bot



Executes Bot - Admin check



Executes Bot - CMD



Executes Bot - CMD



Executes Bot - CMD



Executes Bot - Scheduled Task



Executes Bot - Scheduled Task



Executes Bot - LNK



CAB



Stage 3 - What the CAB?

• Used in all versions
• Hypothesis

• Anti-behavior detections
• Can be expanded with build in tools



Dropped bot



Stage 4 - Dropped bot
● Hardcoded IP address of C&C
● Has the capabilities of a simple bot

○ Download/upload files, gather PC 
information,start processes, or initiate a 
self-destruct function, delete a file

● Has geofencing based on IP address



Dropped bot
● We found two versions of the fourth stage 

○ Differ mostly in terms of 
communication protocol

○ Command-string obfuscation
○ Dropped bot was being slightly 

modified throughout the campaign



Dropped bot



Dropped bot



Dropped bot



Dropped bot



Dropped bot



Dropped bot



Dropped bot
● Communication protocol v1

○ Over TCP socket
○ Handshake (key 32B and IV 16B)
○ Cipher AES-CBC for secure communication
○ Starts with encrypted message “HELLO\n”
○ Client sends to C&C a first command  “ID:<MD5 of 

adapter MAC address>2.10\n”



Dropped bot
● Communication protocol v2

○ Over HTTP protocol
○ Avoids initial handshake, and uses a hardcoded string key 

“M9h5an8f8zTjnyTwQVh6hYBdYsMqHiAz”
○ IV was XORed
○ Cipher AES-CBC 
○ Sends GET request
○ Communication protocol v1 is still present for cases when an HTTP proxy is used

Content-MD5: base64 encoded <AES encrypted<message>>
User-agent:Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1.1) Gecko/20061204 
Firefox/2.0.0.1



Downloader



Stage 5 - Downloader
● Initiate NTLM protocol

○ Secur32.dll ->SecurityFunctionTable -> NTLM-related API 
functions

○ Has hardcoded IP address
● Tries to establish an authenticated channel through NTLM 

protocol over TCP
● Afterwards starts communication with C&C server over the 

created channel
● Retrieves payload
● Executes payload 

○ Payload executed, filelessly



Changes after publishing



Blog post published

• Blog post published 16th February, 2019
• 21st February, 2019 new version with new behavior



Expanded VBS



Expanded VBS



Expanded VBS

• Two functions
• Delete
• Download and run



Summary



Summary
● Low activity in 2018, activity has sped up in January, 2019
○ Monthly updates -> Daily updates

● 5 stages
○ 1 downloader, 4 droppers (one with bot functionality)

●Every file is digitally signed
○ Even dev files with local IPs

●Communication protocol extended (mid January)
●Authors reacts on security blog



Thank you!



Q&A


