VBSPAM EMAIL SECURITY
COMPARATIVE REVIEW
JUNE 2020

lonut Réileanu

In this test — which forms part of Virus Bulletin’s continuously
running security product test suite — nine full email security
solutions and four blacklists of various kinds, all of which had
opted to be included in our public testing, were assembled on
the test bench to measure their performance against various
streams of wanted, unwanted and malicious emails.

Email spam is the leading cause of malware infection. As a
first line of defence, email security products have to be on
full alert every day since new threats and spam techniques
are constantly being developed.

The results detailed in the VBSpam test reports generally
indicate that email security products are doing a good job of
blocking the majority of spam emails. But in this report we
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will pay more attention to the emails that evaded detection
and we’ll look briefly at their particularities.

The challenging times people all over the world have been
going through in recent months, as well as the high level of
interest in anything related to COVID-19, was reflected in
spam emails. Overall, 2% of the spam emails we saw in the
test contained the words ‘covid’ or ‘coronavirus’ either in
the subject or in the text of the email. The number of these
emails decreased gradually after peaking at the beginning

of the test (for the first three days of the test 6% of spam
emails daily contained such a reference). The good news is
that the majority of these emails were blocked by the security
products we tested. Screenshots on the following page show
some examples of the COVID-19 related emails that we saw.

For some additional background to this report, the table

and map below show the geographical distribution (based
on sender [P address) of the spam emails seen in the test.
(Note: these statistics are relevant only to the spam samples
we received in real time and shouldn’t be seen as attribution
of intent.)

# Sender’s IP Percentage of
country spam

1 | China 19.42%
2 | Japan 19.27%
3 | United States 11.77%
4 | Russian Federation | 5.57%
5 | Vietnam 3.52%
6 | Brazil 3.52%
7 | Germany 2.65%
8 | Ukraine 2.15%
9 |India 1.72%
10 | Indonesia 1.45%
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Top 10 countries from which spam was sent.

Geographical distribution of spam based on sender IP address.
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Cochat R Address Book

From SafeBreath Face Mask <safebreath.face.mask@getnewslatestnetwork.com> t S Reply O ReplyAll~™ - Forward More v

ct Simple easy trick to avoid this virus 5/11/20, 9:07 PM

To

Simple easy trick to avoid this virus

Image

Keep Your Mind More At Ease During The
Spread of The New Virus
Image
Across the world, countries are taking drastic steps, shutting
their borders to travelers and enforcing quarantine
i 1ts. Yet local transmission is on the rise in many

q
places, especially Europe and the United States,
demonstrating the difficulty of containing the virus.

More and more people are using SafeBreath Pro to
decrease the chances of inhaling various airborne
viruses... Don't wait until you start experiencing the symptoms
- there's no time to waste!

ad The Articls

Update Preferences
3 Germay Dr, | Unit 4 #1611 | Wilmington DE 19804

From Human Resources Manager <hr16992@ . © Reply ‘O ReplyAlllv - Forward More v

Subject Letter of dismissal 5/9/20, 3:07 AM

Reply to Martf <mart@gmail.com> Y
To info29440@

Dear info29440
Employee at N Company,

We are deeply saddened to inform you that your term of employment at [
company has come to an immediate end. Due to the covid-19 epidemic, we have no choice but to
end your employment with us.This decision is effective immediately.

Find attached your 2 months salary receipt.

We thank you for your service and we wish it didn't have to end this way.

Sincerely,

Human Resources Manager

May 08, 2020, 11:45 AM HDT

» () 1attachment: Salary-Receipt.html 6.5 KB Msave|v

From InfectiousDisease Prevention <infectiousdisease.prevention@smothermanimages.com> f¢ ©Reply ‘O ReplyAll~ - Forward More v

Subject Earliest sign of the virus may be a change in pulse or oxygen levels 5/22/20, 7:16 PM
To A4

Early Virus Detection:
CDC Recommends A Pulse Oximeter For
Every Household.

Experts are advising everyone to have a pulse monitor at home to check for a
potential symptom of COVID-19. This highly accurate medical grade pulse oximeter
gently clips onto your finger to measure heart rate and oxygen levels in your red
blood cells, detecting one of the earliest signs of the virus, even before you show an
elevated temperature.

Examples of the COVID-19 related emails seen during the test.




MALWARE AND PHISHING

In this test we continue to highlight the email security
solutions’ performance against malware and phishing
emails. In these two categories we consider emails with a
malicious attachment or containing links that either lead to
a site with a fake login page (traditional phishing) or that
download malware. Also considered as phishing are those
emails with an HTML or PDF attachment that doesn’t
display malicious behaviour itself, but which contains links
that lead to a phishing site.

The following are some of the most challenging malware
and phishing emails we saw in the test.

Zloader

Subjects:

e Payment 3334205 for sent invoice 3334205
is accepted

* Case 6210596: invoice 6210596 is freezed
® 6730779 contract invoicing assumed
* Duplicated sent invoice #246650
®* Given invoice 9667913 successfully
compensated
Attachments:

®* doc_ 1205 3334205.xls: 610372b5665c7f6a54
89b47c8b60b871125b2619c37£197062548a31ed
966c58

From Evelyn Butler <congbuzz.montcon1986@02.pl> ¥

Subject Payment 3334205 for sent invoice 3334205 is accepted
To 4
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® Doc 2020-05-13 6730779.x1s: £30f4e94fcd2
5cd86003aalace6febebbcb01£158c189998b238
9d2a63b6504a

* doc 2020-05-20-6210596.x1s: 7ab0£3804295
5786dcffblbl2a2129fc6a25bb720180df7d0al4c
f£3507bdff0

* document 2924.xls: c71e4dd1889fdb77bb325
7c9edfdabaelc76£10d1253bael8feb6d54b72e3
3cl

* Inv 2020-05-20-9667913.x1s: e6c74bfa6961
£f0a9cc4b8e40099%ad9513dbfef2d3a3bel5c62c9
8b4399f283fe

MAIL FROM:

® congbuzz[.]montconl986Q@o2[.]pl

e saplal.]fastbangl970@o2[.]pl

* wripun[.]stellol987@wp[.]pl

e tocul.]trigagl987@wp[.]lpl

® snarous[.]osogl980@wp[.]pl
Dates of occurrence and number of products that
correctly blocked it:

e 12 May; two products: Abusix Mail Intelligence rspamd
and /BM.

e 13 May; three products: Abusix Mail Intelligence
rspamd, IBM and Libraesva.

© Reply “©OReplyAll '~ A Forward More v
5/12/20, 5:38 PM

Invoice immediate proclamation

> [I]J 1 attachment: doc_1205_3334205.xls 174 KB

msave v

Example of a Zloader malicious email.
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e 13 May; one product: /BM.
e 20 May; five products: Axway, Bitdefender, IBM,
Libraesva and Zerospam.
Malware features:

e The XLS attachments contain calls to the external
malicious URLS hxxp://mycourseral.]in/wp-
content/uploads/2020/05/wp-front[.]php and
hxxp://stoplazyconf[.]com/wp-front[.]php.

e The malware also modified the Windows registry
ga623L.req.

¢ From this behaviour it looks as if it is associated with

Zloader malware, a variant of the banking malware Zeus.

xH

Document created in previous

version of Microsoft Office Excel

To view this document, please click "Enable
Editing" from the yellow bar and then click
"Enable Content".

Screenshot of the malicious XLS file when first opened.

Spyware
Subject:
* Re: RE: New POs P25366 (KS20044) & P25360
(KS20043)

Re: RE: New POs P25366 (KS20044) & P25360 (KS20043)
&

Dear I

Also shops are waiting to restart on 18th May ... we really hope so

Anyway slowly we are restart our job.

We thank you for your usual kindness and support.
For any doubt pls contact us
Keep in touch soon

Tks, Ciao
COTTON SRL

» [ 1attachment: COTTON SRLrar 257 K8

1 will like to summarize the topic point of our renovation after Corona Virus pandemic.

We are waiting the confirmation from our Government that Company can re start full time from next week.

As you well know the critical season for all is the SS20 due to the lock down of all shops at the beginning of spring summer season

Until now it is very difficult understand when the market become 100% like before.

Cotton Company take decision to support his customers, but of course we need some effort in order to restart and try to face this terrible moment.

We were started so well with the winter sales campaign and at the end the virus has locked everything and we have jumped many orders.

Customers ask to reduce their winter orders and some of them totally cancel orders already placed.

You are for us a key supplier and as mr Marco explain before we were working for increasing your winter orders, but no one can predicted this global pandemic.
Winter collection was very appreciate from our customers and total quantities should be at least double than actual order.

However take a look of the quantities here enclosed and let me know what it is workable and what it is better to cancel.

Attachment:

¢ COTTON SRL.rar: 7f5leb5cc8la25ldfaefa4dol

150dc8187cef23b14b06cd242£c327d276325a04b

MAIL FROM:

® ciao@cathay-food[.]co
Date of occurrence and number of products that
correctly blocked it:

* 13 May; five products: Abusix Mail Intelligence

rspamd, Bitdefender, Fortinet, Libraesva and
Zerospam.

Malware features:

e The attachment is a RAR archive that contains an
executable file.

e It tries to open an external URL from the domain
doverax|[.]com.

* The malicious behaviour consists of spyware software
that is installed while exploiting this backdoor.

Trojan banker

Subject:

® JJOKYMEHTE BTOPHUK

Attachment:

* Proekt dogovora aprel’-maj.001: fc6b23eal3
8834fcc728c8416175329256da060055970309972
25388933061ef8

©Reply ©ReplyAll v~ Forward More v
9 AM

Bsave v

Spyware email.
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MAIL FROM: ¢ It accesses the external URL
hxxp://195[.]123[.]240[.]192/viewtopic|.]

* prvs=14089b37a3=alpinashoplalpina- .
P P prasp php, from where it downloads the payload.

group[.]lru

Date of occurrence and number of products that Phishing
correctly blocked it: Subject:
* 19 May; four products: Axway, Fortinet, IBM and e Re:Payment Amount : USD $43,727.11 for
Libraesva. Overdue Invoice
Malware features: Malicious URL:
 The attached file is a RAR archive with a *.001” extension. * hxxps://tinyurl[.]com/ybgknltu

Q Chat /g Address Book =

From AnekcaHapa Mouceesa <alpinashop@alpina-group.ru> f¥ D) Reply “ Reply All |v - Forward More v
Subject [10KyMeHTbl BTOPHUK 5/19/20, 9:12 AM
Reply to AnekcaHapa Mounceesa <anastasbobrova44@rambler.ru> ¥y

To w

[o6pebii AeHb. Huxe Bo BroxeHun Joroeop. HyxxHo 3anonHnTs Mpunoxenve Ne3 K JoroBopy, CBEPUTL CBOW PeK-Thbl U BbiCMaTe 06paTHO NONHbIN NakeT
[LOKYMEHTOB Clofia Xe.

> [l]J 1 attachment: Proekt dogovora aprel'-maj.001 63.7 KB mSave v

Trojan banker email.

From accounting <manojsharma@origamiindia.com> ¥ 9 Reply 9 ReplyAll|v - Forward More v

Subject Re:Payment Amount : USD $43,727.11 for Overdue Invoice 5/15/20, 5:55 PM
To =

Sorry, | sent you the wrong slip. Please check the attached correct slip.
1 attachments (total 94.9)

psece> H

Please download as attached the corrected payment details for confirmation
please confirm receipt of this mail. Moving forward.

Best regards
1CFOeg:

Guangzhou Luxman Trade CO.,LTD.

Address: 402, No.2 Building Jinyucheng,592 Bulong Road ,Bantian,LongGang, Shenzhen, China.
Tel: +86(0)755-28454260 Fax:+86(0)755-33879010

Mob/whatsapp/wechat:+86 1511735506

Note: Our company policy enforces strict protection of our business information, To protect against computer viruses, e-mail programs may prevent
sending or receiving certain types of file attachments. Check your e-mail security settings to determine how attachments are handled. if this mail
is not intended for you please ignore or alert us.

Phishing email.
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MAIL FROM:

* manojsharma@origamiindia.com
Date of occurrence and number of products that
correctly blocked it:

e 15 May; three products: Axway, Fortinet and Libraesva.

Malware features:

¢ The shortened URL redirects to a phishing URL:
hxxps://beyondone[.]ca/img/img/index[.]

php.

* We couldn’t track the malicious behaviour any further,
since this URL is no longer accessible.

Netflix phishing

Subject:

* Netflix: We’re sorry to say goodbye -
IMPORTANT: Your account is on hold. Your
Netflix.ca (#205-5245001-0426740) has been

dispatched.

Malicious URL:

* hxxp://yapichemforum[.]com/esigned

From NFLX <rachel_galloway@msn.com> f

Subject Netflix: We're sorry to say goodbye - IMPORTANT: Your account is on hold. Your Netflix.ca (#205-5245001-0426740) has been

MAIL FROM:

®* rachel galloway@msn.com

Date of occurrence and number of products that
correctly blocked it:

* 19 May; five products: Axway, Abusix Mail Intelligence
rspamd, IBM, Libraesva and ZEROSPAM.

Malware features:
e The URL currently leads to an expired domain.

e This ‘Netflix phishing’ campaign has previously
been seen in our test — it caught our attention on this
occasion because it was missed by more products than
usual.

RESULTS

Spam catch rates continued to be high, with the majority of
products blocking more than 99% of the spam, but the catch
rates on malware and phishing were significantly lower.

Four of the participating full solutions achieved a VBSpam
award, while two — Bitdefender and Fortinet — performed
well enough to achieve a VBSpam+ award.

©Reply O ReplyAllv A Forward More v

dispatched. 5/20/20, 1:00 AM

To R:d

11 Your account is on hold.

Just 2 days left to update
your payment details

Hi

¥  http://yapichemforum.com/esigned

We're having some trouble with your current billing
information. We'll tryagain, but in the meantime you
may want to update your payment details.

Once that information has been updated, you

will be able to continue enjoying Netflix (with a 1
month free for your time).

UPDATE ACCOUNT NOW &

Need help? We're here if you need it. Visit the Help
Centre or contact us now.

- Your friends at Netflix

Netflix phishing email.

@



Abusix Mail Intelligence rspamd

SC rate: 98.68%

FP rate: 0.52%

Final score: 95.86

Malware catch rate: 96.72%

Phishing catch rate: 95.60%

Project Honey Pot SC rate: 99.09%
Abusix SC rate: 98.49%

Newsletters FP rate: 8.3%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

Axway MailGate 5.6

SC rate: 99.43%

FP rate: 0.00%

Final score: 99.43

Malware catch rate: 93.71%
Phishing catch rate: 97.07%
Project Honey Pot SC rate: 99.81%
Abusix SC rate: 99.26%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

VERIFIED

SPAM

Bitdefender Security for Mail
Servers 3.1.7

SC rate: 99.76%

FP rate: 0.00%

Final score: 99.76

Malware catch rate: 96.07%
Phishing catch rate: 98.22%
Project Honey Pot SC rate: 99.98%
Abusix SC rate: 99.66%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @
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Fortinet FortiMail

SC rate: 99.84%

FP rate: 0.00%

Final score: 99.84

Malware catch rate: 98.43%
Phishing catch rate: 98.01%
Project Honey Pot SC rate: 99.94%
Abusix SC rate: 99.79%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @
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IBM Lotus Protector for Mail
Security

SC rate: 99.53%

FP rate: 0.02%

Final score: 99.45

Malware catch rate: 99.08%
Phishing catch rate: 98.32%
Project Honey Pot SC rate: 99.94%
Abusix SC rate: 99.34%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

VERIFIED

SPAM

virusbtn.com

Libraesva ESG v.4.7

SC rate: 99.62%

FP rate: 0.02%

Final score: 99.54

Malware catch rate: 99.74%
Phishing catch rate: 99.58%
Project Honey Pot SC rate: 99.98%
Abusix SC rate: 99.45%
Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%:

June 2020
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SPAM

Spamhaus Data Query Service

SC rate: 95.58%

FP rate: 0.02%

Final score: 95.50

Malware catch rate: 92.01%

Phishing catch rate: 83.35%

Project Honey Pot SC rate: 99.25%
Abusix SC rate: 93.89%

Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

Spamhaus rsync

SC rate: 93.54%

FP rate: 0.00%

Final score: 93.54

Malware catch rate: 86.37%

Phishing catch rate: 73.93%

Project Honey Pot SC rate: 98.48%
Abusix SC rate: 91.26%

Newsletters FP rate: 0.0%

Speed: 10%: @; 50%: @; 95%: @; 98%: @

@
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ZEROSPAM

SC rate: 98.48%

FP rate: 0.00%

Final score: 98.45

Malware catch rate: 99.21%
Phishing catch rate: 98.22%
Project Honey Pot SC rate: 99.96%
Abusix SC rate: 97.80%
Newsletters FP rate: 1.3%

Speed: 10%: @; 50%: @; 95%: @: 98%: @

VERIFIED

SPAM

virusbtn.com

Abusix Mail Intelligence

SC rate: 98.72%

FP rate: 0.13%

Final score: 98.06

Malware catch rate: 93.45%
Phishing catch rate: 95.29%
Project Honey Pot SC rate: 98.58%
Abusix SC rate: 98.78%
Newsletters FP rate: 0.0%

IBM X-Force Combined

SC rate: 94.35%

FP rate: 0.00%

Final score: 94.35

Malware catch rate: 86.63%
Phishing catch rate: 80.31%
Project Honey Pot SC rate: 99.35%
Abusix SC rate: 92.04%
Newsletters FP rate: 0.0%

IBM X-Force IP

SC rate: 92.12%

FP rate: 0.00%

Final score: 92.12

Malware catch rate: 85.98%
Phishing catch rate: 74.87%
Project Honey Pot SC rate: 98.55%
Abusix SC rate: 89.17%
Newsletters FP rate: 0.0%

IBM X-Force URL

SC rate: 61.96%
FP rate: 0.00%

IBM X-Force URL contd.

Final score: 61.96

Malware catch rate: 5.77%
Phishing catch rate: 30.68%
Project Honey Pot SC rate: 93.76%
Abusix SC rate: 47.32%
Newsletters FP rate: 0.0%

APPENDIX: SET-UP, METHODOLOGY AND
EMAIL CORPORA

The full VBSpam test methodology can be found at
https://www.virusbulletin.com/testing/vbspam/vbspam-
methodology/vbspam-methodology-ver20.

The test ran for 16 days, from 12am on 9 May to 12am on
25 May 2020.

The test corpus consisted of 123,158 emails. 116,896 of
these were spam, 36,825 of which were provided by Project
Honey Pot, with the remaining 80,071 spam emails provided
by Abusix. There were 6,105 legitimate emails (‘ham’) and
157 newsletters, a category that includes various kinds of
commercial and non-commercial opt-in mailings.

278 emails in the spam corpus were considered ‘unwanted’
(see the June 2018 report') and were included with a
weight of 0.2; this explains the non-integer numbers in
some of the tables.

Moreover, 763 emails from the spam corpus were found to
contain a malicious attachment while 955 contained a link
to a phishing or malware site; though we report separate
performance metrics on these corpora, it should be noted
that these emails were also counted as part of the spam
corpus.

Emails were sent to the products in real time and in parallel.
Though products received the email from a fixed IP address,
all products had been set up to read the original sender’s IP
address as well as the EHLO/HELO domain sent during the
SMTP transaction, either from the email headers or through
an optional XCLIENT SMTP command?.

For those products running in our lab, we all ran them as
virtual machines on a VMware ESXi cluster. As different
products have different hardware requirements — not to
mention those running on their own hardware, or those
running in the cloud — there is little point comparing the
memory, processing power or hardware the products were
provided with; we followed the developers’ requirements

"https://www.virusbulletin.com/virusbulletin/2018/06/vbspam-
comparative-review
2http://www.postfix.org/XCLIENT_README.html

@


https://www.virusbulletin.com/testing/vbspam/vbspam-methodology/vbspam-methodology-ver20
https://www.virusbulletin.com/virusbulletin/2018/06/vbspam-comparative-review
http://www.postfix.org/XCLIENT_README.html

and note that the amount of email we receive is
representative of that received by a small organization.

Although we stress that different customers have different
needs and priorities, and thus different preferences when it
comes to the ideal ratio of false positive to false negatives,
we created a one-dimensional ‘final score’ to compare
products. This is defined as the spam catch (SC) rate minus
five times the weighted false positive (WFP) rate. The
WEP rate is defined as the false positive rate of the ham
and newsletter corpora taken together, with emails from the
latter corpus having a weight of 0.2:

WFP rate = (#false positives + 0.2 * min(#newsletter false
positives , 0.2 * #newsletters)) / (#ham + 0.2 * #newsletters)

while in the spam catch rate (SC), emails considered
‘unwanted’ (see above) are included with a weight of 0.2.
The final score is then defined as:

Final score = SC - (5 x WFP)

In addition, for each product, we measure how long it takes
to deliver emails from the ham corpus (excluding false
positives) and, after ordering these emails by this time,

we colour-code the emails at the 10th, 50th, 95th and 98th
percentiles:

[ (green) = up to 30 seconds
(yellow) = 30 seconds to two minutes
(orange) = two to ten minutes

@ (red) = more than ten minutes

Products earn VBSpam certification if the value of the final
score is at least 98 and the ‘delivery speed colours’ at 10
and 50 per cent are green or yellow and that at 95 per cent is
green, yellow or orange.

Meanwhile, products that combine a spam catch rate of
99.5% or higher with a lack of false positives, no more than
2.5% false positives among the newsletters and ‘delivery
speed colours’ of green at 10 and 50 per cent and green or
yellow at 95 and 98 per cent earn a VBSpam+ award.

Head of Testing: Peter Karsai

Security Test Engineers: Gyula Hachbold, Adrian Luca,
Csaba Mészaros, Tony Oliveira, lonut Raileanu

Sales Executive: Allison Sketchley

Editorial Assistant: Helen Martin

© 2020 Virus Bulletin Ltd, Manor House - Office 6, Howbery
Business Park, Wallingford 0X10 8BA, UK

Tel: +44 20 3920 6348 Email: editorial@virusbulletin.com
Web: https://www.virusbulletin.com/
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Tru.e Fz.ll'se FP Fal§e T?lfe SC rate | Final score | VBSpam

negatives positives rate negatives positives
Abusix Mail 6031 74 0.52% 1538 115135.6 | 98.68% 95.86
Intelligence rspamd
Axway 6105 0 0.00% 663 116010.6 | 99.43% 99.43
Bitdefender 6105 0 0.00% | 2772 116396.4 | 99.76% 99.76 Verifiod
FortiMail 6105 0 0.00% 188.4 1164852 | 99.84% 99.84 arted
IBM 6104 1 0.02% | 546.8 116126.8 | 99.53% 99.45
Libraesva 6104 1 0.02% 443 116230.6 | 99.62% 99.54
Spamhaus DQS 6104 1 0.02% | 5157.2 1115164 | 95.58% 95.50
Spamhaus rsync 6105 0 0.00% | 75374 109136.2 | 93.54% 93.54
ZEROSPAM 6105 0 0.00% 1775 114888.6 | 98.48% 98.45
Abusix Mail 6056 49 0.13% | 14992 | 1151744 | 98.72% 98.06 N/A
Intelligence
IBM X-Force 6105 0 0.00% | 6597.8 110075.8 | 94.35% 94.35 N/A
Combined
IBM X-Force IP* 6105 0 0.00% | 9188.2 1074854 | 92.12% 92.12 N/A
IBM X-Force URL" 6105 0 0.00% | 44378.6 72295 | 61.96% 61.96 N/A

“These products are partial solutions and their performance should not be compared with that of other products.
(Please refer to the text for full product names and details. )

Vo
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Newsletters Malware Phishing Project Honey Pot Abusix
False FP False SC False SC False SC False SC STDev’
positives | rate | negatives | rate | negatives | rate | negatives | rate | negatives | rate

Abusix Mail
Intelligence 13 8.3% 25 96.72% 42 95.60% 3344 99.09% 1203.6 | 98.49% 1.39
rspamd
Axway 0 0.0% 48 93.71% 28 97.07% 70.6 99.81% 592.4 99.26% | 0.88
Bitdefender 0 0.0% 30 96.07% 17 98.22% 6 99.98% 271.2 99.66% | 0.63
FortiMail 0 0.0% 12 98.43% 19 98.01% 21.2 99.94% 167.2 99.79% | 0.42
IBM 0 0.0% 7 99.08% 16 98.32% 21 99.94% 525.8 99.34% 2.7
Libraesva 0 0.0% 2 99.74% 4 99.58% 7 99.98% 436 99.45% | 0.61
Spamhaus
DOS 0 0.0% 61 92.01% 159 83.35% 276.6 99.25% 4880.6 |93.89% | 3.85
rssf;??haus 0 0.0% 104 |8637% | 249 |73.93% | 560 | 98.48% | 69774 |91.26% | 5.62
ZEROSPAM 2 1.3% 6 99.21% 17 98.22% 14 99.96% 1761 97.80% | 1.83
Abusix Mail 0 0.0% 50 |9345% | 45  |9529% | 5222 |9858%| 977 |98.78% | 1.7
Intelligence
IBM
X-Force 0 0.0% 102 86.63% 188 80.31% 240.2 99.35% 6357.6 |92.04% | 5.08
Combined”
IBM

. 0 0.0% 107 85.98% 240 74.87% 534 98.55% 8654.2 89.17% | 5.54
X-Force IP
IBM
X-Force 0 0.0% 719 5.77% 662 30.68% | 2297.6 |93.76% | 42081 |47.32% | 12.06
URL"

“These products are partial solutions and their performance should not be compared with that of other products. None of the
queries to the IP blacklists included any information on the attachments; hence their performance on the malware corpus is added
purely for information.

"The standard deviation of a product is calculated using the set of its hourly spam catch rates.

(Please refer to the text for full product names and details.)
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Speed
10% 50% 95% 98 %

;ASEZIS:(; Mail Intelligence ® ® ® ®
Axway  J  J o o
Bitdefender o  J o o
FortiMail o [ [ o
IBM L L o ]
Libraesva [ o [

Spamhaus DQS J J o o
Spamhaus rsync J J o [
ZEROSPAM o o o ]

®0-30 seconds; 30 seconds to two minutes; @ two minutes to 10 minutes; ® nore
than 10 minutes.

(Please refer to the text for full product names and details.)

Products ranked by final score

FortiMail 99.84
Bitdefender 99.76
Libraesva 99.54
IBM 99.45
Axway 99.43
ZEROSPAM 98.45

Abusix Mail Intelligence rspamd | 95.86

Spamhaus DQS 95.50

Spambhaus rsync 93.54

(Please refer to the text for full product names and details.)
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Multiple | Multiple

Hosted solutions Anti-malware IPv6 | DKIM | SPF | DMARC .
MX-records | locations

ZEROSPAM ClamAV v v v v ol

(Please refer to the text for full product names.)

Interface

Local solutions Anti-malware IPv6 | DKIM | SPF | DMARC
Web
CLI | GUI GUI API
Axway Kaspersky, McAfee \/ \/ V \/
Bitdefender Bitdefender v N v N
FortiMail Fortinet \ \ \ \ \ \ \
IBM Sophos; IBM Remote Malware N N N
Detection

Libraesva ClamAV; others optional v N N N
Spamhaus DQS Optional \ \ \/ \
Spamhaus rsyc Optional \ \ \/ \

(Please refer to the text for full product names and details.)
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101.00%

100.00%

99.00%

98.00%

97.00%

96.00%

Spam catch (SC) rate

95.00%

94.00%

93.00%
0.60%

VBSpam quadrant - June 2020

Forthall

Libraesva
Abusix Mail Qtdﬁ‘fender
[Intellrgence rspamd o

ZEROSPAM

Spamhaus DQS\
Spamhausrsync\

0.50% 0.40% 0.30% 0.20% 0.10% 0.00%
Weighted false positive (WFP) rate

(Please refer to the text for full product names and details.)






